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Abstract

Machine learning has demonstrated significant potential for real-time
monitoring, optimization, and control of scientific facilities. However, de-
ploying and maintaining ML models in operational environments remains
a substantial engineering challenge. Each facility presents unique data
protocols, non-standard formats, and infrastructure constraints, forcing
teams to rebuild integration pipelines for every new application. We
present SMOCS (Streaming Monitoring Optimization and Control Sys-
tem), a Kafka-based containerized framework that addresses this chal-
lenge through three contributions: 1) a layered abstraction over Apache
Kafka that separates infrastructure from application logic, 2) a three-
thread agent architecture that temporally decouples data ingestion, model
training, and real-time inference enabling continuous online learning from
live data streams, and 3) a configuration-driven deployment model that
enables domain experts to operate ML pipelines without software engi-
neering expertise. SMOCS is facility platform-agnostic, fault-isolated by
design, and horizontally scalable through Docker containerization. The
framework is publicly available as open-source software at https://github.
com/JeffersonLab/SMOCS with documentation at https://pages.jlab.

org/datascience/smocs_docs/.

1

ar
X

iv
:2

60
7.

02
73

1v
1 

 [
cs

.S
E

] 
 2

 J
ul

 2
02

6

https://github.com/JeffersonLab/SMOCS
https://github.com/JeffersonLab/SMOCS
https://pages.jlab.org/datascience/smocs_docs/
https://pages.jlab.org/datascience/smocs_docs/
https://arxiv.org/abs/2607.02731v1


1 Metadata

Table 1: Code metadata
C1 Current code version Alpha 1.0
C2 Permanent link to code/reposi-

tory
https://github.com/

JeffersonLab/SMOCS

C3 Legal Code License MIT
C4 Code versioning system used Git
C5 Software code languages, tools,

and services used
Python, Docker, Apache Kafka

C6 Compilation requirements & de-
pendencies

Docker

C7 Link to developer documentation https://pages.jlab.org/

datascience/smocs_docs/

C8 Support email for questions armenk@jlab.org & kishan@

jlab.org

2 Introduction

Machine learning is increasingly applied to real-time tasks in scientific facil-
ities, from anomaly detection in particle accelerator beam lines to predictive
maintenance in fusion experiments. Yet the path from a trained model to an
operational deployment remains disproportionately difficult. For example, a re-
searcher who develops an anomaly detection model may face weeks or months
of integration work before that model can process live sensor data, retrain on
new observations, and produce actionable diagnostics in real time. This gap
between algorithmic development and operational deployment represents one of
the most significant barriers to broader adoption of ML in experimental science.

These challenges arise from fundamental mismatches between ML develop-
ment environments and facility infrastructure, not from any single technical
obstacle. Scientific facilities typically stream data through domain-specific pro-
tocols such as Experimental Physics and Industrial Control System (EPICS)
Channel Access [3] or Message Queuing Telemetry Transport (MQTT) [2], us-
ing non-standard formats and timing conventions that vary across installations.
Deploying an ML application on this data requires building custom protocol
adapters, managing format conversions, and ensuring that the application’s de-
pendencies do not conflict with the facility’s control systems. Each deployment
becomes a bespoke engineering project. When another usecase and/or facil-
ity wishes to adopt the same workflow, the integration effort must largely be
repeated because the original implementation was tightly coupled to the first
facility’s infrastructure.

Beyond initial deployment, maintaining ML systems in continuous opera-
tion introduces further challenges. Models must be retrained as system con-
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ditions evolve, yet retraining must not interrupt real-time inference. Software
dependencies must be isolated so that updates to one component do not desta-
bilize others. Failed processes must be detected and restarted without requiring
human intervention, and without cascading failures that could affect facility
operations.

To address these challenges we present SMOCS (Streaming Monitoring Op-
timization and Control System) with three principal contributions. First, it
provides a layered abstraction over Apache Kafka [9] that encapsulates all mes-
saging infrastructure behind simple extension points, allowing developers to
implement domain logic without distributed systems expertise. Second, it in-
troduces agent architectures which enable continuous learning without service
interruption. Third, it offers a configuration-driven deployment model built on
Docker [12] containerization, allowing domain experts to deploy, tune, and scale
ML pipelines through YAML configuration files and Docker Compose profiles
without modifying application code.

SMOCS is designed to be facility-agnostic: a workflow developed for one
installation can be deployed at another facility that uses the same interface
by changing configuration files rather than rewriting integration code. The
framework is open-source, publicly available, and includes protocol adapters
for common scientific data systems, storage integrations, and reference agent
implementations.

The remainder of this paper is organized as follows. Section 3 reviews related
work across ML deployment, stream processing, and scientific control systems.
Section 4 describes the system architecture, including the base Kafka abstrac-
tions, the three-thread agent design, and the containerization model. Section 6
demonstrates the developer experience through a worked example. Section 5
presents built-in components and deployment workflows. Section 7 discusses
design trade-offs and limitations. Section 8 concludes with a summary of con-
tributions and future directions.

3 Related Work

SMOCS draws on and differs from several categories of existing tools. We
organize the discussion by the primary concern each category addresses.

3.1 ML Deployment and Lifecycle Platforms

Platforms such as MLflow [16], Kubeflow [10], and TensorFlow Extended (TFX)
[1] provide infrastructure for tracking experiments, packaging models, and or-
chestrating training pipelines. These tools excel at managing the model lifecycle
in batch-oriented settings: a dataset is prepared, a model is trained, evaluated,
and promoted to a serving endpoint. However, they are not designed for scenar-
ios where training data arrives continuously as a stream, models must retrain
periodically without interrupting inference, and the entire pipeline must oper-
ate as a persistent service rather than a scheduled job. SMOCS addresses this
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continuous-operation pattern through its three-thread agent architecture, where
ingestion, training, and inference run concurrently as long-lived processes.

3.2 Stream Processing Frameworks

Apache Kafka Streams [14], Apache Flink [8], and Apache Spark Streaming [15]
provide robust infrastructure for processing data streams at scale. These frame-
works offer primitives for window ing, aggregation, and stateful transformations.
A developer could build an ML pipeline on top of any of these frameworks, but
doing so requires substantial effort to implement the agent like patterns that
SMOCS provides as base class abstractions: coordinating concurrent training
and inference threads, managing model versioning, and providing fault isolated
lifecycle management for each component. SMOCS uses Kafka as its transport
layer and adds agent orchestration on top.

3.3 Scientific Control and Data Acquisition Systems

Scientific facilities rely on control system frameworks such as EPICS for data
acquisition, device control, and monitoring. These systems provide reliable, low-
latency communication between sensors, actuators, and operator interfaces, but
they do not include abstractions for ML workflows. Integrating an ML model
typically requires building a custom bridge between the control system’s data
protocol and the model’s runtime environment. SMOCS provides this bridge
through protocol-specific producer components (ex., EpicsKafkaProducer,
MQTTKafkaProducer) that translate facility data into a standardized Kafka
message format, making the downstream pipeline independent of the source
protocol.

3.4 Facility Specific ML Integrations

Several research groups have built one-off ML integrations for specific facili-
ties. These implementations are typically tightly coupled to a single facility’s
infrastructure and data formats. The engineering effort required to develop each
integration is substantial, and the resulting systems are difficult to port to other
facilities. SMOCS aims to reduce this repeated effort by providing a reusable
framework that separates facility specific protocol handling from facility agnos-
tic ML pipeline logic.

SMOCS occupies a distinct position in this landscape: it provides ML
pipeline abstractions comparable to lifecycle platforms, built on streaming in-
frastructure comparable to stream processing frameworks, with containerized
deployment comparable to cloud-native orchestration systems, specifically de-
signed for the continuous learning workflows common in scientific facilities.
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4 System Architecture

SMOCS employs a layered architecture with Apache Kafka as its central mes-
saging infrastructure. The design separates concerns across three layers: Kafka
abstractions that encapsulate messaging mechanics, an agent layer that orches-
trates ML workflows, and a containerization layer that provides isolation and
deployment management. Figure 1 illustrates the overall system topology.

Figure 1: SMOCS system architecture. External data sources connect to Kafka
through protocol-specific producers (left). The Kafka broker manages topics
and message persistence (center). Consumers pull data in for visualization and
storage (top). Streaming processors read data from SMOCS and write to the
appropriate external data sources (bottom). Agents subscribe to topics for
transformation, and inference, and messaging (right). All components run in
isolated Docker containers.

4.1 Architecture Overview

SMOCS follows a hub-and-spoke topology with the Kafka broker at its cen-
ter. External data sources such as facility control systems, IoT sensors, sim-
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ulation environments connect through protocol-specific producer components
that translate source-native formats into a standardized JSON message format
within Kafka. Once data enters the Kafka broker, it becomes available to any
number of downstream components: storage consumers that persist data to
databases such as InfluxDB [6], streaming processors that transform or enrich
data in flight, and ML agents that implement continuous learning pipelines.
Each component connects only to Kafka, never directly to other components,
creating loose coupling that allows independent development, deployment, and
scaling.

This topology provides natural message durability and replay capability
through Kafka’s log-based storage. If a consumer is temporarily unavailable,
messages accumulate in the broker and are delivered when the consumer re-
connects. Multiple consumers can independently read from the same topic at
different rates, enabling a single data stream to simultaneously feed a real-time
dashboard, a long-term storage system, and an ML training pipeline. An ex-
ample dashboard can be seen in fig. 2 where a JLab researcher is utilizing an
influxDB dashboard to visualize multiple data sources.

Figure 2: SMOCS influxDB Dashboard being utilized to visualize live streaming
data ingested from the detector halls at JLab.

4.2 Data Sources

Data sources serve as the first step into the SMOCS system. Each data source is
handled by a producer component that is tasked with connecting to an external
system, reading in the native data stream, and converting it into the standard-
ized SMOCS format which is published to our internal Kafka broker. This can
be seen as the blue modules on the left of Figure 1. The conversion is han-
dled entirely by the producer. This enables downstream components internal
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to SMOCS to never have to account for variations in differing protocols. This
is a powerful construct enabling reuse of SMOCS components for a multitude
of facilities and systems.

For facilities that use a protocol with an existing producer implementation,
connecting a new data source requires only configuration via YAML. By updat-
ing the specifics on relevant connection parameters and desired data streams
users can leverage preexisting producers for their facilities. No application code
needs to be written or modified leading to quick startup time when adopting
SMOCS. When a facility uses a protocol that does not have a prebuilt producer
available, developers can extend the KafkaProducerBase class to implement
the necessary connection and parsing logic for their specific system. Once built,
that producer becomes reusable across any facility that shares the same proto-
col. SMOCS currently ships with producers for EPICS and MQTT, covering
two common protocols for scientific facilities and edge connected devices.

4.3 Agents

Agents are the primary computational components in SMOCS. At a high level,
an agent consumes streaming data from Kafka, processes it according to its con-
figured task, and publishes results back to Kafka for downstream use such as
storage, visualization dashboards, and optimization/control. The scope of what
an agent can accomplish is broad: agents can perform anomaly detection and
system monitoring, predictive maintenance, reinforcement learning for optimiza-
tion and control, simple threshold or statistical checks, or data transformation
and feature engineering. SMOCS imposes no constraints on the complexity of
the task, and the same agent architecture supports use cases ranging from flag-
ging a sensor value that exceeds a fixed bound to training a deep neural network
for real-time diagnostics. For those interested in the internal design of agents
or in developing custom agent implementations, Section 6 provides a detailed
walkthrough.

Deploying an agent is an operational task rather than a development task
when a suitable agent type already exists. An operator selects an agent type and
configures its behavior via a YAML file defining parameters such as monitored
data channels, threshold values, and publication endpoints, then launches it as
a Docker container. Any number of agents can run simultaneously in isolated
containers. Multiple agents can pull the same or different data streams; Kafka
manages all message delivery independently. Due to this isolation, adding or
removing agents does not affect other system components; thus, the number of
concurrent agents can be scaled up or down based solely on available hardware
resources.

4.4 Control Plane

The control plane represents the return path from the SMOCS ecosystem back
to external facility systems. When an output that results in an action or signal
that needs to be fed back to the physical system, such as adjusting a setpoint,
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issuing a command, or updating a parameter, it publishes that output to a
Kafka topic like any other message. A control plane component subscribes to
the relevant topic, reads the incoming messages, and translates them into the
facility’s native protocol for delivery to the target system. In this sense, the
control plane functions as the conceptual mirror of a data source producer:
where producers bring external data into SMOCS through Kafka, control plane
components carry processed results back out.

SMOCS provides base class abstractions for building control plane compo-
nents, and specific implementations are developed by the user to match the
requirements of their facility’s control and safety infrastructure.

4.5 Visualization and Storage

Visualization and storage components consume data from Kafka topics and
direct it to external systems for persistence, monitoring, and analysis. SMOCS
ships with built-in support for InfluxDB as a time-series data store and Grafana
[5] for real-time dashboarding. Together, these components allow operators to
visualize raw sensor data, agent outputs, anomaly scores, and training metrics
on unified dashboards without writing any custom code. For deployments that
use these built-in integrations, connecting them to the appropriate Kafka topics
is a configuration-only task handled through the Docker Compose files.

Because SMOCS uses Apache Kafka as its central broker, the storage layer
is naturally extensible. Any system that can consume from Kafka can be con-
nected as a storage or visualization target. Users can write custom consumers
to route data to cloud storage services, relational databases, logging platforms,
or any other backend that fits their facility’s infrastructure. Existing Kafka
ecosystem tooling and connectors can also be leveraged. This flexibility ensures
that SMOCS does not impose constraints on where data ultimately resides or
how it is presented to operators.

4.6 Containerization and Deployment

SMOCS achieves environmental isolation and deployment flexibility through
Docker containerization. Each component runs in its own container with ex-
plicitly declared dependencies and resource constraints. This approach solves
several challenges simultaneously: dependency conflicts between components
are eliminated by construction, containers can be deployed on any host that has
Docker regardless of its native software environment, and failed containers can
be restarted independently without affecting the rest of the system.

Deployment is driven by YAML configuration files and Docker Compose
profiles. Operators select which components to deploy by specifying profiles,
configure agent behavior through the central YAML configuration file, and start
the system with standard Docker Compose commands. Multiple agents can run
concurrently, each in its own container with an independent database, process-
ing different data streams without interference. This enables horizontal scaling:
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a facility can deploy dozens of agents monitoring different subsystems simulta-
neously, adding or removing agents without restarting existing ones.

The configuration-driven approach separates operational concerns from ap-
plication code. An operator can change which sensor channels an agent mon-
itors, adjust training hyperparameters, or redirect output topics by editing a
configuration file and restarting the relevant container. No software develop-
ment expertise is required for these operational adjustments.

5 Implementation and Deployment

This section demonstrates the practical application of the SMOCS framework
through two distinct deployment scenarios. The first workflow utilizes an envi-
ronment from Gymnasium to showcase how SMOCS can streamline the devel-
opment and monitoring of reinforcement learning agents. The second workflow
transitions to a industrial application: multi-agent beam monitoring using data
from the CEBAF accelerator. Together, these examples illustrate SMOCS’s
ability to handle production environments by leveraging a decoupled, Kafka-
based architecture that ensures scalability and modularity.

5.1 Workflow: Gymnasium w/ Reinforcement Learning

The first demonstration workflow uses SMOCS to train a reinforcement learning
agent on a continuous control task. The workflow illustrates how the streaming
processor and agent abstractions compose into a training system where the en-
vironment, policy, and monitoring infrastructure communicate entirely through
Kafka.

The workflow centers on the Pendulum-v1 environment from Gymnasium, a
standard continuous control benchmark in which an agent must learn to swing
up and balance an inverted pendulum by applying torque. The SMOCS deploy-
ment consists of five containerized components: the KafkaGymWrapper stream-
ing processor running the Pendulum-v1 environment, a Twin Delayed Deep
Deterministic Policy Gradient (TD3)[4] reinforcement learning agent built on
Jefferson Lab’s Scientific Optimization and Control Toolkit (SOCT) [11], an au-
toencoder anomaly detection agent monitoring the environment’s state space,
an InfluxDB consumer persisting all metrics for visualization, and the Kafka
broker coordinating all message passing.

Figure 3 illustrates the data flow through this system.
The data flow operates in a closed loop. The Gymnasium wrapper executes

environment steps and publishes three types of messages to separate Kafka top-
ics: state observations for the inference thread, complete SARSA (state, action,
reward, next state, done) transition tuples for the training thread, and decom-
posed channel data for monitoring. The RL agent’s inference thread consumes
state messages and publishes actions back to Kafka, where the Gymnasium
wrapper receives them and executes the corresponding environment step. The
RL agent’s ingest thread simultaneously consumes the SARSA tuples and stores
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Figure 3: Reinforcement learning training workflow. The Gymnasium wrap-
per publishes environment states to Kafka. The RL agent’s inference thread
generates actions, which flow back to the environment through Kafka. SARSA
transition tuples are simultaneously routed to the agent’s ingest thread for expe-
rience replay storage. The autoencoder agent independently monitors the same
state stream for anomaly detection. All metrics flow to InfluxDB for visualiza-
tion.

them in its experience replay buffer. Once sufficient experience has accumulated
(2,500 samples in the default configuration), the training thread begins updating
the TD3 policy and critic networks on each new experience.

The autoencoder agent operates independently on the same state stream,
learning to reconstruct the pendulum’s state (cosine and sine of the angle, an-
gular velocity). Because the RL agent’s exploration produces state distributions
that evolve over time the autoencoder provides a complementary view of the
learning process. Reconstruction error increases during state distribution shifts,
offering an indirect signal that the RL policy is changing the system’s behavior.

The entire workflow is deployed by setting a single environment variable
(COMPOSE PROFILES=gymnasium,rl1,autoencoder1) and running docker com-
pose up. In practice, the system reaches steady-state operation: the RL agent’s
episode rewards improve from approximately −1500 (random policy) toward
−200 (near-optimal control), the autoencoder trains its first model after accu-
mulating sufficient data, and anomaly detection begins flagging state deviations.
Training progress is monitored through InfluxDB dashboards.
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5.2 Workflow: Multi-Agent Beam Monitoring

The second workflow demonstrates SMOCS’s ability to rapidly deploy and re-
configure multiple agents against a single data source, illustrating the opera-
tional flexibility that distinguishes the framework from one-off implementations.

The scenario uses live beam position monitor (BPM) data from the Contin-
uous Electron Beam Accelerator Facility (CEBAF) at Jefferson Lab. An EPICS
producer ingests X position, Y position, and phase measurements from three
BPMs: IPMK101, IPMK203, and IPMK401. These BPMs produce a stream of
nine sensor channels on a single Kafka topic. Four autoencoder agents are de-
ployed simultaneously against this stream, each configured to monitor a different
set of variables of the data as seen in figure 4.

Table 2: Four-agent deployment monitoring different aspects of CEBAF beam
position data. All agents consume the same Kafka topic but filter different
channel subsets through configuration.

Agent Channels Monitoring Objective

ae-bpm101 IPMK101 X, Y, phase Single beam health at one location
ae-bpm203 IPMK203 X, Y, phase Single beam health at a second lo-

cation
ae-bpm401 IPMK401 X, Y, phase Single beam health at a third loca-

tion
ae-global All 9 channels Cross-BPM correlation and system-

wide beam stability

Table 2 illustrates the deployment topology.
The critical point is that none of these agents required any code changes to

deploy. Each is an instance of the same autoencoder agent class, differentiated
entirely by a YAML configuration block that specifies which channels to monitor,
the normalization bounds for each channel, and the output topic name. For
example, adding a new agent that monitors only the X positions across all three
BPMs to detect horizontal orbit drift, or one that monitors only phase channels
to flag RF timing issues only requires writing a new configuration block and
adding a Docker Compose entry. The new agent is deployed by appending its
profile name to the environment variable and running docker compose up. No
existing agents are restarted or affected.

This ability to rapidly spool agents up and down based on operational needs
is a direct design principle of SMOCS’s architecture. Because each agent runs
in an isolated container with its own MySQL database, model filesystem, and
Kafka consumer group, deploying or removing an agent has no side effects on the
rest of the system. An operator investigating a suspected issue with horizontal
beam steering could spin up a specialized agent monitoring only X positions,
observe its behavior for a shift, and spool it down all without touching the
persistent monitoring agents that provide continuous coverage. Similarly, during
a machine study period with unusual beam configurations, an operator might
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Figure 4: Multi-agent beam monitoring topology. An EPICS producer publishes
CEBAF BPM data to a single Kafka topic. Four autoencoder agents consume
the same topic but filter different channel subsets based on their YAML config-
uration. The InfluxDB consumer aggregates anomaly outputs from all agents
for visualization.

temporarily deploy agents with relaxed anomaly thresholds or different channel
groupings, then revert to the standard configuration when normal operations
resume.

The InfluxDB consumer aggregates anomaly outputs from all four agents
into a single database, enabling operators to view raw sensor data and anomaly
scores on a unified InfluxDB or Grafana dashboard.

6 Developing with SMOCS

SMOCS provides a structured framework for developing custom components.
This section describes the message format standard, walks through a representa-
tive agent implementation, and summarizes the development patterns available
to developers. Complete implementation examples and API documentation are
available in the SMOCS documentation [7].

6.1 Message Format Standard

All data flowing through SMOCS adheres to a standardized JSON format that
ensures interoperability between components. Every Kafka message contains
two required fields:

1 {

2 "timestamp": <unix_timestamp_or_iso_string >,
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3 "channels": {

4 "sensor_name_1": value_1 ,

5 "sensor_name_2": value_2

6 }

7 }

The timestamp field accepts Unix epoch values (integers or floats), ISO-
format strings, or null values for timestamp-agnostic data. The channels dic-
tionary contains arbitrary key-value pairs representing sensor measurements,
actuator commands, or derived quantities. This separation of temporal infor-
mation from payload data enables downstream components to process messages
uniformly regardless of their origin. SMOCS base classes automatically validate
message compliance, allowing developers to focus on domain logic rather than
format checking.

6.2 Base Kafka Abstractions

The foundation of SMOCS consists of three abstract base classes that encap-
sulate all Kafka-specific functionality. These abstractions establish a clear con-
tract: the framework manages connections, polling, error recovery, serialization,
and offset management, while developers implement only the application logic
specific to their use case. Table 3 summarizes the three base classes and their
responsibilities.

Table 3: SMOCS base abstractions. Each class encapsulates Kafka infrastruc-
ture and defines a minimal interface for developer extension.

Base Class Encapsulates Developer Implements

KafkaConsumerBase Subscription, polling, error re-
covery

process message()

KafkaProducerBase Publishing, topic management,
serialization

Protocol-specific ingestion

KafkaStreaming-

ProcessBase

Bidirectional Kafka I/O process message()

The KafkaConsumerBase establishes the pattern for all data consumption.
It manages topic subscription (supporting both explicit topic lists and regex pat-
terns), implements a standardized polling loop, and provides error handling and
resource cleanup. Subclasses implement a single process message() method
containing their application logic.

The KafkaProducerBase handles reliable message publishing with auto-
matic topic creation, message serialization, and topic name sanitization (for
example, converting MQTT-style hierarchical topic names to valid Kafka iden-
tifiers). Data source integrations extend this class and implement their specific
protocol handling.

The KafkaStreamingProcessBase combines consumption and production
into a single component. It inherits from KafkaConsumerBase for input han-
dling and composes a KafkaProducerBase instance for output publishing. The
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developer’s process message() method returns both a success flag and a list
of output destination-message pairs, enabling transformations, filtering, enrich-
ment, and fan-out patterns through a single interface.

A deliberate design choice across all base classes is single-threaded execution.
Each Kafka abstraction processes messages sequentially within a single thread.
This simplifies error handling and recovery, makes system behavior deterministic
and easier to reason about during debugging, and eliminates concurrency-related
failure modes within each component. Parallelism is achieved at the component
level through Kafka’s consumer group protocol as multiple instances of the same
consumer can share a topic’s messages.

6.3 Three-Thread Agent Architecture

SMOCS agents extend the base abstractions into a complete ML pipeline through
the coordination of three specialized threads, each optimized for a distinct opera-
tional tempo. Figure 5 illustrates this architecture. The three threads run asyn-
chronously and communicate internally via an agent specific MySQL database.
This allows the agent to communicate internally and pass data between the
threads without the need of complex message passing structures or locks.

Figure 5: Three-thread agent architecture. The Data Ingest Thread consumes
sensor data from Kafka at message arrival rate and writes to MySQL. The
Training Thread periodically queries accumulated data, trains models, and
writes versioned artifacts to the filesystem. The Inference Thread consumes
live data, loads the latest model, and publishes predictions to Kafka output
topics. Threads coordinate through the shared database and filesystem without
direct communication.

The Data Ingest Thread inherits from KafkaConsumerBase and operates
at the sensor sampling rate. It consumes streaming sensor data from configured
Kafka topics, applies agent-specific parsing and validation, and stores struc-
tured readings to the agent’s internal MySQL database. This thread creates a
continuously growing dataset that serves as the foundation for model training.
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The Training Thread inherits from KafkaProducerBase and operates on
a periodic schedule rather than in response to incoming messages. At config-
urable intervals, it queries the database for accumulated training data, evalu-
ates whether sufficient new data has arrived since the last training cycle, and
when configurable conditions are met executes the full training workflow: data
retrieval, preprocessing, model training, evaluation, and versioned model persis-
tence. Training outcomes and metrics are published to Kafka topics for system-
wide monitoring.

The Inference Thread inherits from KafkaStreamingProcessBase and
operates at message arrival rate. It consumes real-time sensor data, processes
each reading through the latest trained model, and publishes inference results
(predictions, anomaly scores, confidence measures, etc depending on the model)
to output topics. The thread implements dynamic model loading, automatically
detecting and incorporating new model versions as they become available from
the training thread.

The key architectural insight is temporal decoupling. The three threads oper-
ate on fundamentally different time scales. Data ingestion (potentially hundreds
of messages per second), periodic training (minutes to hours), and message-rate
inference (continuous) are all happening potentially simultaneously and asyn-
chronously yet they coordinate without blocking one another. This coordination
occurs through two shared resources rather than direct inter-thread communi-
cation. The first is the MySQL database which mediates data flow internal to
the agent: the ingest thread writes records, and the training thread reads them.
The second is the filesystem which mediates model handoff: the training thread
writes versioned model artifacts and updates a metadata file, and the inference
thread polls this metadata to detect new versions. Atomic file operations ensure
the inference thread never loads a partially written model.

This design provides fault isolation at the thread level. If the inference thread
crashes due to a malformed input, the ingest and training threads continue oper-
ating, preserving data collection and model development. The AgentBase class
continuously monitors thread health and automatically restarts failed compo-
nents without affecting the others. This resilience is essential for systems that
must operate continuously in facility environments where unattended recovery
is expected.

6.4 Built-in Components

SMOCS includes several predeveloped components that address common inte-
gration needs. The MQTTKafkaProducer bridges MQTT brokers into the Kafka
ecosystem, translating MQTT message formats and topic hierarchies into the
standardized SMOCS JSON format. The EpicsKafkaProducer provides equiv-
alent functionality for EPICS Channel Access, enabling integration with accel-
erator and experimental physics control systems. Both producers handle con-
nection management, reconnection logic, and configurable data parsing through
the central configuration file.

On the consumption side, the InfluxDBConsumer subscribes to Kafka topics
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via regex patterns, selectively processes messages based on type markers, and
persists time-series data to InfluxDB for long-term storage and visualization.
This component demonstrates how SMOCS consumers can implement intelli-
gent filtering and routing logic while maintaining the simple single-threaded
processing model.

The KafkaGymWrapper exemplifies the streaming processor pattern by bridg-
ing SMOCS with Gymnasium reinforcement learning environments [13]. It con-
sumes action commands from Kafka, executes them in a Gymnasium environ-
ment, and publishes complete state-transition tuples (state, action, reward, next
state) back to Kafka. The wrapper supports both blocking and non-blocking
execution modes, demonstrating how the base architecture accommodates dif-
ferent operational patterns for RL training workflows.

6.5 Worked Example: Autoencoder Anomaly Detection
Agent

To illustrate the developer experience, we walk through the construction of an
autoencoder-based anomaly detection agent. This agent monitors a set of sensor
channels, learns the normal operating distribution through an autoencoder, and
flags readings that deviate significantly from learned patterns. Building this
agent requires implementing eight methods across three thread classes, summa-
rized in Table 4.

Table 4: Methods required to implement a complete anomaly detection agent.
Each method encapsulates one concern; the framework handles all orchestration.

Thread Method Responsibility

Data Ingest store message() Parse sensor data from Kafka
message, store to MySQL

Training get training data() Query database, check for suffi-
cient new data

train model() Train autoencoder on accumu-
lated data

eval model() Compute reconstruction error
distribution, set anomaly thresh-
old

save model() Persist model with version meta-
data

Inference load model() Detect and load latest model ver-
sion

parse inference request() Extract sensor values from in-
coming message

perform inference() Reconstruct input, compare er-
ror to threshold, flag anomalies
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The data flow through the agent proceeds as follows. The ingest thread re-
ceives sensor messages from Kafka, extracts the configured channels (ex., tem-
perature, pressure, flow rate), and stores timestamped readings to MySQL. As
data accumulates, the training thread periodically queries the database, con-
structs training samples, trains an autoencoder to minimize reconstruction er-
ror, and computes an anomaly threshold as appropriate on an evaluation set.
The trained model and threshold are saved to the filesystem with incrementing
version numbers. Meanwhile, the inference thread maintains a sliding window
buffer of recent sensor readings. For each new message, it constructs the cur-
rent window, passes it through the autoencoder, computes the reconstruction
error, and compares it against the learned threshold. Results are published to
a configured Kafka output topic.

Listing 1 shows the perform inference() method, which represents the
core diagnostic logic. This is the most algorithmically substantive of the eight
methods; the others are comparably concise.

1 def perform_inference(self , inference_request):

2 self.recent_data.append(inference_request[’sensor_values ’])

3

4 if len(self.recent_data) < self.window_size:

5 return None # Insufficient data for full window

6

7 window = np.array(self.recent_data[-self.window_size :])

8 flattened = window.flatten ().reshape(1, -1)

9 reconstruction = self.model.predict(flattened , verbose =0)

10 error = float(np.mean(( flattened - reconstruction) ** 2))

11

12 return {

13 ’error_score ’: error ,

14 ’is_anomaly ’: error > self.anomaly_threshold ,

15 ’threshold ’: self.anomaly_threshold ,

16 ’status ’: ’success ’

17 }

Listing 1: Inference method for the autoencoder anomaly detection agent. The
method maintains a sliding window buffer and compares reconstruction error
against a learned threshold.

The agent is configured entirely through a YAML file that specifies which
threads to enable, which sensor channels to monitor, model architecture param-
eters, and Kafka topic mappings:

1 autoencoder1:

2 enabled_threads: [’ingest ’, ’training ’, ’inference ’]

3 model_input:

4 channels: [temperature , pressure , flow_rate]

5 bounds: [[0.0 , 100.0] , [0.0, 50.0], [0.0, 10.0]]

6 window_size: 50

7 encoder_dims: [32, 16]

8 learning_rate: 0.001

9 min_training_samples: 10000

10 batch_size: 32

11 epochs: 50

12 kafka_topics:
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13 input: "sensor -data"

14 output: "autoencoder -anomalies"

15 training_output: "autoencoder -training"

Listing 2: Agent configuration. All operational parameters are externalized,
enabling rapid experimentation without code changes.

Deployment requires a Docker Compose entry that maps the agent to a
container and associates it with a deployment profile:

1 autoencoder -agent1:

2 extends: agent

3 profiles: ["autoencoder1"]

4 environment:

5 AGENT_TYPE: autoencoder

6 AGENT_CONFIG: autoencoder1

7 volumes:

8 - mysql -data -autoencoder1 :/var/lib/mysql

Listing 3: Docker Compose configuration for the agent. The extends directive
inherits base agent infrastructure.

The agent is then started with docker compose up autoencoder-agent1.
Multiple agents with different configurations can be deployed simultaneously
by adding entries to the YAML file and Docker Compose configuration, each
running in isolation with independent database storage.

6.6 Development Patterns Summary

SMOCS supports several categories of custom components, each requiring a
minimal implementation surface:

Streaming processors extend KafkaStreamingProcessBase and implement
one method, process message(), which returns a success flag and a list of out-
put topic-message pairs. The base class handles all Kafka mechanics. Processors
are stateless and horizontally scalable through Kafka consumer groups.

Agent components are organized into three thread types. Ingest threads
implement store message() for data persistence. Training threads implement
four methods covering the training lifecycle: data retrieval, model training, eval-
uation, and persistence. Inference threads implement three methods for model
loading, request parsing, and prediction. The AgentBase class orchestrates
thread lifecycle, health monitoring, and automatic restart.

Configuration drives all operational parameters through YAML files, en-
abling concurrent agents with different settings, rapid hyperparameter iteration,
and deployment by operators without software development backgrounds.

This separation of concerns allows the same framework to support use cases
ranging from simple unit conversion processors to sophisticated multi-agent
anomaly detection systems, with the infrastructure layer handled uniformly by
the SMOCS framework.
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7 Discussion

7.1 Design Trade-offs

Several design decisions in SMOCS were made in an attempt to balance com-
plexity with ease of use. The single-threaded execution model within each Kafka
abstraction prioritizes determinism and debuggability over maximum through-
put. For most scientific facility workloads, where sensor data rates range from
tens, hundreds to thousands of messages per second, this is not a limiting fac-
tor and the operational simplicity is a significant advantage. For workloads
requiring higher throughput, SMOCS supports horizontal scaling by deploying
multiple instances of the same component across Kafka partitions.

The use of MySQL as the coordination mechanism between agent threads in-
troduces a dependency that simpler alternatives (such as shared memory or file-
based communication) would avoid. However, MySQL provides durable storage
that survives container restarts, structured querying that supports the train-
ing thread’s need to sample batches from accumulated data in model specific
formats, and a tested operational model. The DBManager abstraction isolates
threads from SQL details, and the per agent database architecture prevents
cross agent interference and potential lag.

The configuration driven deployment model trades some flexibility for op-
erational accessibility. Complex conditional logic or dynamic behavior that
depends on runtime state cannot be expressed in static YAML files. For such
cases, developers implement custom logic in their thread methods. The configu-
ration layer addresses the more common case where an operator needs to adjust
channels, thresholds, or hyperparameters without modifying code.

7.2 Future Work & Limitations

Several directions for future development are planned. Integration with large
language models through the Model Context Protocol (MCP) would enable
natural-language interfaces for agent deployment, monitoring, and diagnostics,
lowering the barrier to entry for operators unfamiliar with configuration files.
This harness would be built as an MCP enabling users to provide tooling to
LLMs to interface with SMOCS. Additional custom producers for standard
control planes can be developed to expand SMOCS’s facility coverage. The
development of SMOCS as a framework for online continual learning is also
on the docket. Finally, community contributions of agent implementations for
common facility workflows, beam loss monitoring, magnet quench detection,
vacuum system diagnostics, alarm monitoring, and general system optimization
and automation would accelerate adoption across the scientific community.

SMOCS has not yet been benchmarked under very high message rates (tens
of thousands of messages per second). While Kafka itself scales to millions of
messages per second, the single-threaded processing model and JSON serializa-
tion in SMOCS components may introduce bottlenecks at extreme throughput
levels. Characterizing these limits and exploring binary serialization formats for
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high-rate applications is an area for future work. The potential for switching to
a protobuf standard exists and is a potential future implementation that may
be explored as needed.

The current agent architecture assumes a single model per agent. Ensemble
methods or multi-model pipelines would require either multiple agents or exten-
sions to the training and inference thread interfaces. Similarly, the three-thread
design is oriented toward supervised and unsupervised learning workflows; re-
inforcement learning agents that require tighter coupling between inference and
environment interaction may benefit from a modified thread architecture, as
partially demonstrated by the Gymnasium wrapper.

8 Conclusions

We have presented SMOCS, a Kafka-based containerized framework for deploy-
ing machine learning workflows against streaming data in scientific facilities.
The framework’s principal contributions are a layered Kafka abstraction that
separates infrastructure from application logic, a three-thread agent architec-
ture that temporally decouples ingestion, training, and inference for continuous
learning without service interruption, and a configuration driven deployment
model that enables facility operators to manage ML pipelines without software
engineering expertise.

SMOCS addresses a systemic challenge in scientific computing: the repeated,
facility specific engineering effort required to bridge the gap between ML re-
search and operational deployment. By providing reusable abstractions for the
common patterns of streaming ML workflows, protocol adaptation, data per-
sistence, model lifecycle management, and real-time inference, SMOCS aims
to shift the effort from infrastructure integration toward the domain-specific
algorithms that deliver scientific value.

The framework is open-source and publicly available at https://github.

com/JeffersonLab/SMOCS, with documentation at https://pages.jlab.org/
datascience/smocs_docs/. We welcome contributions from the scientific com-
puting community.
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