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Cybersecurity evaluations of Al agents have focused largely on offense, yet a working exploit does not show
that an agent can make software safe. An attacker needs to exploit only one vulnerability; a defender must find
and fix all of them. We introduce CWE-bench, a private benchmark of 120 held-out repository audit-and-repair
tasks spanning 73 CWE types, eight languages, and all OWASP Top 10 2025 categories. Agents are given
a repository to audit and a description of its threat model, but are not told the weakness, where it occurs, or
how many vulnerable sites there are. Each patch must block the exploit while preserving original functionality,
as checked by a programmatic verifier. We validated the verifier against a panel of agentic judges, manually
reviewing disagreements during development and refining the checks. The best agents reach 68% pass@1 and
81% pass@4. We further conduct analyses showing that (i) agents with the same pass@1 differ widely in
retry gains and cost, and (ii) no single agent is best across languages or vulnerability categories, and difficulty
varies far more by vulnerability category than by language. As the offensive capabilities of agents improve,
CWE-bench provides a broad and rigorous measure of whether their defensive capabilities keep pace.
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1 Introduction

Can an agent make a vulnerable codebase safe to use? Most cybersecurity evaluations of Al agents measure offense:
solving capture-the-flag challenges, exploiting applications, or reproducing vulnerabilities (Zhang et al., 2025; Zhu et al.,
2025; WANG et al., 2026). Defense has received far less attention, even though it is the harder problem. An attacker
needs to exploit only one vulnerability; a defender must find and fix all of them without breaking the software. Consider
a file server with a path-traversal flaw. An attacker needs just one handler that builds a file path from user input to read
files outside the shared directory. A defender must find and fix every such handler, and cannot simply disable downloads,
since that removes the service the server exists to provide.

A growing number of benchmarks evaluate defensive agents, but each simplifies the problem in a different way. Many
build tasks directly on public Common Vulnerabilities and Exposures (CVEs), whose fixes may already be in training
data, or on LLM-generated code bases that fall outside the distribution of real software (Wei et al., 2025; Luo et al.,
2026a; Bui et al., 2026; Luo et al., 2026b). Others give the agent a vulnerability description, proof-of-concept input, or
location hints, reducing discovery to repair of a known flaw (Wei et al., 2025; Shen et al., 2026; Bui et al., 2026). The
rest cover only a narrow slice of weaknesses, such as memory-safety bugs in C/C++ (Shi et al., 2026; Shen et al., 2026;
Lau et al,, 2026). A real defender faces none of these simplifications: it must find unknown vulnerabilities across the
full range of weaknesses in real code.

We introduce CWE-bench, a benchmark of 120 held-out repository auditing and repair tasks that addresses each of
these gaps. Every task is built on a real open-source repository with injected vulnerabilities, and the evaluation set is kept
private, so the injected vulnerabilities have no published fix. Agents receive only the repository and an audit instruction
describing the system and its threat model; they are not told the weakness, where it occurs, or how many vulnerable
sites there are. Tasks span 73 Common Weakness Enumeration (CWE) types, eight programming languages, and all ten
OWASP Top 10:2025 categories. A patch passes only if it blocks the exploits while preserving the original functionality.


research@collinear.ai
https://arxiv.org/abs/2610.17020v1

Benchmark Tasks CWEs OWASP 2025 Lang. Codebase Vuln. source Information given to agent

PatchEval (Wei et al., 2025) 230 39 7/10 3 Real Public CVEs Vulnerability description
CyberGym-E2ET (Shi et al., 2026) 920 NR 1/10 2 Real Public OSS-Fuzz bugs None

LiveCVEBench (Luo et al., 2026a) 190 74 9/10 14 Real Public CVEs Bug report
ZeroDayBench‘L (Lau et al., 2026) 22 15 4/10 6 Real Injected Varies (5 levels)
PatchBench (Shen et al., 2026) 213 16 1710 2 Real Injected PoC and sanitizer report
Vul4Py (Bui et al., 2026) 100 60 7110 1 Real Public CVEs CVE and file/line hints
SecProbet (Luo et al., 2026b) 353 151 5/10 6 LLM-generated Injected Software specification
CWE-bench 120 73 10/10 8 Real Injected Threat model

Table 1 Comparison of recent vulnerability repair benchmarks. OWASP 2025 counts the OWASP Top 10:2025 categories covered
under each category’s official CWE mapping. Codebase indicates whether tasks are built on real open-source repositories or
LLM-generated ones. Injected denotes vulnerabilities inserted into a codebase, such as real CVEs transplanted into new repositories.
C/C++ and JavaScript/TypeScript count as separate languages. PatchEval counts its 230-task sandboxed subset. NR: not reported.
fSome values (in italics) are derived by us: from source-CVE records (ZeroDayBench), sanitizer crash types (CyberGym-E2E), or
the 20 most frequent CWEs reported (SecProbe, a lower bound).

To ensure the correctness of our verifiers, we compared their verdicts with those of a panel of three agentic judges and,
during development, manually reviewed every rollout where the two disagreed. Table | compares CWE-bench with
recent defensive benchmarks.

The best agents reach 68% pass@1 and 81% pass@4. Beyond these aggregate scores, agents with the same pass@ 1
differ widely in how much they gain from retries and in cost per attempt, and their ordering changes across languages.
Difficulty varies far more across vulnerability categories than across languages, and no single agent leads in either.

The paper makes three contributions:

1. CWE-bench, a private benchmark of 120 auditing and repair tasks on real repositories, covering all ten OWASP
Top 10:2025 categories with no diagnosis given to the agent.

2. A validated grading procedure that checks both exploit blocking and preserved functionality, confirmed against
a panel of agentic judges.

3. An evaluation of eleven frontier agents, showing that equal pass@1 hides large differences in retry gains, task
coverage, and cost, and that no single agent is best across languages or vulnerability categories.

2 Related Work

Offensive evaluation. Offensive success is self-certifying: a captured flag, a triggered crash, or a working exploit is
proof on its own. This has let offensive evaluation scale quickly, from capture-the-flag challenges (Zhang et al., 2025) to
exploiting real web applications (Zhu et al., 2025), reproducing real vulnerabilities (WANG et al., 2026), achieving
consequential attacks (Wang et al., 2026a), and grading intermediate exploitation steps (Lee and Brumley, 2026), with
multi-stage penetration tests now separating tooling gaps from planning failures (Deng et al., 2026). Defensive success
is not self-certifying. Blocking the known exploit is necessary but not sufficient, since a patch can stop one payload
while leaving variants open, or disable the feature entirely. Offensive benchmarks therefore show whether agents can
expose weaknesses, but not whether they can remove them.

Defensive auditing and repair. Defensive benchmarks work around the grading problem through shortcuts that limit
what they measure. First, many build tasks on public CVEs and grade against the developer’s own fix and tests (Lee
et al., 2025; Wei et al., 2025; Luo et al., 2026a; Bui et al., 2026). Those fixes are published and may appear in training
data, so a correct patch can reflect recall rather than investigation. Generating the repository along with its tests avoids
contamination (Luo et al., 2026b), but produces code outside the distribution of real software. Second, many give the
agent a vulnerability description, proof-of-concept input, or location hints (Wei et al., 2025; Shen et al., 2026; Bui et al.,
2026; Luo et al., 2026a). The agent then only repairs a known flaw and skips auditing, a large part of real defensive
work. Third, many cover only a narrow range of weaknesses (Shi et al., 2026; Shen et al., 2026; Lau et al., 2026).
Several are limited to memory-safety bugs in C/C++, where sanitizers give an automatic check, leaving access-control,
authentication, and logic flaws untested; these reach only one to four of the ten OWASP Top 10:2025 categories (Table 1).
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Figure 1 CWE-bench evaluation. Each task provides an open-source repository with injected vulnerabilities and an audit instruction
that does not name them. The agent audits and patches the repository without Internet access. A patch passes only if both the security
verifier (S) and the functional verifier (F') succeed. The verifiers are validated against a panel of agentic judges, with disagreements
reviewed during development to refine the checks.

CWE-bench addresses all three: real repositories with injected vulnerabilities, no diagnosis given to the agent, and
coverage of all ten OWASP Top 10:2025 categories.

Evaluation validity and integrity. Even with executable checks, defensive grading can go wrong in three ways. First,
test-passing patches can still be incorrect (Qi et al., 2015). Prior work strengthens validation with fuzzing and differential
checks, maintainer-added tests, or semantic checks (Byun et al., 2025; Yu et al., 2026; Shen et al., 2026), and finds
errors in proof-of-concept grading itself (Lee et al., 2026). Second, LLM judges are not a reliable substitute: they can
agree with one another while disagreeing with execution-based checks (Deininger and Slany, 2026). Third, agents can
game the evaluation by retrieving published fixes or exploiting weaknesses in the evaluation harness (Kouremetis et al.,
2026; Wang et al., 2026b; Zheng et al., 2026). CWE-bench combines these lessons: a programmatic verifier provides
the score, a panel of agentic judges checks it, and disagreements found during development are manually reviewed,
while agents can reach only their model API during evaluation.

3 Benchmark Design

3.1 Problem formulation

We formulate each task as a Markov decision process M = (S, A, T, R). A state s; € S consists of the repository,
the audit instruction, and the interaction history up to step ¢, where the instruction does not name the vulnerabilities
or their number. Actions a; € A are the operations available through the agent’s harness, such as inspecting code,
running commands, and editing files. The transition function 7 : S x A — & applies an action’s effect on the repository
and appends its output to the history; actions that attempt to access the Internet are blocked and leave the repository
unchanged. The agent acts according to a policy 7(a; | s;). When the agent submits or reaches the one-hour time limit
at step 7', the reward R : S — {0, 1} is computed on the final state, so a timed-out rollout is graded on whatever repairs
it has made:

R(ST) = S(ST) . F(ST), (1)

where S(s7) = 1 if the exploits for the target vulnerabilities are blocked, and F'(sr) = 1 if the repository’s existing
functionality tests still pass. A rollout passes only if both checks succeed.

3.2 Task coverage and construction

The evaluation set contains 120 private held-out tasks spanning 73 CWE types, eight programming languages, and all
ten OWASP Top 10:2025 categories. Figure 2 breaks the set down by language and by OWASP category; each category
contains 10 to 14 tasks.

Each task starts from an open-source repository with a real CVE, into which we inject new vulnerabilities; these
vulnerabilities have no published fix and are kept private, so they cannot appear in training data. For each task, we write
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Figure 2 Composition of the 120-task evaluation set. Left: tasks per programming language. Right: tasks and distinct CWEs per
OWASP Top 10:2025 category, with abbreviated category names.

exploits that trigger the injected vulnerabilities and functionality tests that exercise the repository’s intended behavior;
these form the checks S and F' in Equation 1. A task is accepted only if a reference patch passes both checks.

3.3 \Verifier validation

We validate the programmatic verifier against a panel of three agentic judges (Appendix B). Each judge works in a
separate copy of the patched repository, where it can inspect code, build the project, and run the verifier, and accepts a
patch only if it satisfies five criteria: security, functionality, robustness to attack variants, grading integrity, and build
soundness. The panel accepts by majority vote. During verifier development, we manually reviewed every rollout where
the panel and verifier disagreed (Appendix D). These reviews led us to add probes that catch incomplete repairs, to
replace checks that assumed the reference patch’s structure with checks of behavior, and to correct judge rubrics where
the judges erred. Table 2 reports programmatic and panel scores separately.

4 Experiments

4.1 Experimental Setup

Agents. We evaluate eleven frontier models, each run in a coding-agent harness: Claude Code, Codex, Antigravity, or
OpenCode (Table 2). Scores therefore reflect the model and its harness together. Each agent uses high reasoning effort
and makes four independent attempts per task, with a one-hour limit per attempt.

Execution. Each attempt runs in an isolated container where the agent can reach only its model API. Attempts that end
in a provider refusal count as failures.

Metrics. Each attempt is scored by the programmatic verifier (Equation 1), and we report the verdicts of the agentic
judge panel (Section 3.3) as a second score. We report pass@ 1, the mean fraction of passing attempts per task, and
pass @4, the fraction of tasks with at least one passing attempt (Chen et al., 2021), along with the mean API cost per
rollout.

4.2 Main Results

Table 2 reports results for all eleven agents. Grok 4.7, Gemini 4 Argon, and GPT-6 Astra reach the highest pass@1 at
68%, with Claude Opus 5.5 at 67%, so pass@1 alone does not separate the leading agents. With four attempts, Grok 4.7
reaches the highest pass@4 at 81%. The same four agents lead under both programmatic and panel scores, and the two
graders agree on 93.9% of individual attempts (Appendix C).



Programmatic Judge panel Mean cost

System Harness Pass@1 Pass@4 Pass@]1 Pass@4 (USD)
Grok 4.7 OpenCode 68% 81% 64% 82% 2.75
Gemini 4 Argon Antigravity 68% 75% 62% 73% 6.63
GPT-6 Astra Codex 68% 74% 66% 77% 2.85
Claude Opus 5.5 Claude Code 67% 79% 67% 81% 0.79
Claude Fable 5.1 Claude Code 58% 73% 60% 77% 3.47
Grok 4.6 OpenCode 57% 72% 55% 73% 1.09
DeepSeek V4.1 Flash  OpenCode 55% 74% 53% 75% 0.09
Muse Spark 1.3 OpenCode 55% 69% 51% 68% 3.95
Hy4 Preview OpenCode 53% 75% 50% 73% 0.47
GPT-6 Sol Codex 52% 68% 52% 72% 0.96
Inkling OpenCode 37% 53% 33% 49% 3.00

Table 2 Programmatic and judge-panel pass@ 1 and pass@4, with mean API cost per rollout. Scores are rounded percentages.
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Figure 3 Outcomes across four attempts and task coverage. Left: for each agent, the number of tasks passed on all four attempts, on
one to three, and on none; agents tied at 68% pass@1 are in bold. Right: tasks passed at least once by each of the three tied agents,

and their overlap.

4.3 How do repeated attempts and different agents expand task coverage?

Grok 4.7, Gemini 4 Argon, and GPT-6 Astra share 68% pass@1, yet reach 81%, 75%, and 74% pass @4 (Table 2). The
difference lies in how consistently each agent repairs the tasks it can solve (Figure 3, left). GPT-6 Astra passes all four
attempts on 74 tasks and has mixed outcomes on only 15, so additional attempts add little. Grok 4.7 passes all four
attempts on fewer tasks (63) but has mixed outcomes on 34, which retries convert into passes.

The three agents also solve different tasks (Figure 3, right). Grok 4.7, Gemini 4 Argon, and GPT-6 Astra pass at least
one attempt on 97, 90, and 89 tasks, respectively, but only 69 are common to all three, and together they pass 110 of the
120. Grok 4.7 passes 20 tasks that GPT-6 Astra never does, while GPT-6 Astra passes 12 that Grok 4.7 never does.

4.4 How does pass rate scale with inference cost?

Grok 4.7, GPT-6 Astra, and Gemini 4 Argon reach the same 68% pass@ 1 at mean costs of $2.75, $2.85, and $6.63 per
rollout (Figure 4). Claude Opus 5.5 reaches 67% at $0.79, and DeepSeek V4.1 Flash reaches 55% at $0.09. These five
agents form the Pareto frontier. Along it, the step from Claude Opus 5.5 to the 68% agents costs 3.5 x more per rollout
for one point of pass@1, and the full span from DeepSeek V4.1 Flash to Gemini 4 Argon costs 74x more for 1.2x the
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Figure 4 Programmatic pass@1 against mean API cost per rollout, using the values in Table 2. Orange points mark the Pareto
frontier: agents for which no agent of equal or lower cost scores higher.

pass rate.

4.5 How does performance vary across languages and vulnerability categories?

B8 Pass@1 by language and OWASP category () best in column
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Figure 5 Programmatic pass@1 by language (left) and OWASP Top 10:2025 category (right). C/C++ and JS/TS are grouped.
Outlined cells mark the best score in each column.

The leading agents trade places across both languages and vulnerability categories. Among the three agents tied at 68%
pass@1, Grok 4.7 leads on C/C++ (75%), Gemini 4 Argon on Go (76%), and GPT-6 Astra on JS/TS (72%) and Python
(71%) (Figure 5, left). Across OWASP categories, Integrity failures (AO8) are the hardest: the best agent reaches 57%.
Cryptography (A04) is the easiest, with Claude Opus 5.5 reaching 90% (Figure 5, right).



5 Discussion

CWE-bench asks agents to find and repair vulnerabilities in real repositories without being told the weakness or where it
occurs, across 73 CWEs and all ten OWASP Top 10:2025 categories. Across eleven agents, the leaders tie on pass@1
but differ in retries, coverage, and cost, and vulnerability category matters more than language. We draw three takeaways
from these results.

Automated vulnerability repair is becoming practical. The leading agents audit and repair most tasks end to end,
without being told the weakness or where it occurs, and reach 81% pass @4 with retries. This performance is no longer
limited to the most expensive models: Claude Opus 5.5 comes within a point of the leaders at a fraction of their cost
(Section 4.4), which makes repair cheap enough to run routinely rather than only in periodic audits. Agents also solve
different tasks: together they cover 110 of the 120 tasks, against 97 for the best single agent (Section 4.3). Systems that
combine several agents, rather than relying on one, are a natural direction for automated defense.

Narrow benchmarks give a misleading picture of security capability. Performance varies far more across vulnera-
bility categories than across languages, and the leading agent changes from one category to the next (Section 4.5). A
benchmark that covers a few weakness classes can therefore rank agents differently than one that covers many, and
a single aggregate score hides where each agent is weak. CWE-bench covers 73 CWEs across all ten OWASP Top
10:2025 categories, but this is a small fraction of the more than 900 weaknesses catalogued in CWE. Judging how ready
agents are for defensive work requires a broader map of vulnerability classes, with results reported per class rather than
as one number.

Verifiers must be hard but fair. A benchmark is only as good as what its verifier accepts. A verifier that is too lenient
rewards incomplete patches, such as one that blocks the known exploit but leaves variants open, and overstates how
ready an agent is to secure code. A verifier that is too strict penalizes correct patches that remove the vulnerability and
preserve behavior but differ from the expected fix. Both errors mislead anyone choosing an agent, and the same holds
for any team that uses automated checks to accept agent-written patches. CWE-bench grades every attempt twice, with
a programmatic verifier and an independent panel of agentic judges. The two agree on 93.9% of attempts (x = 0.88;
Appendix C), and the same four agents lead under both (Section 4.2).

6 Conclusion

Security evaluations of Al agents have largely measured how well agents attack software. As agents are deployed to
audit and maintain code, the more consequential question is whether they make software safer. CWE-bench measures
this directly: agents must find and repair unlabeled vulnerabilities in real repositories, and a patch counts only if it
blocks the exploit and preserves the program’s behavior. Our results show that agents differ in how they respond to
retries, which tasks they cover, what they cost, and which vulnerability classes they handle, differences that a single pass
rate hides. As the offensive capabilities of agents improve, their defensive capabilities must keep pace, and the only way
to know whether they do is to measure defense rigorously across the full breadth of vulnerabilities that real software
contains.
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A Evaluation Details

Each agent pairs a model with the harness listed in Table 2, runs at high reasoning effort, and makes four independent
attempts per task with a one-hour limit per attempt. An attempt that reaches the time limit is graded on the repository
state at that point. Each attempt runs in an isolated container whose only network access is the model provider’s API.
Some providers flag defensive security requests: in Codex, a flagged request ends the attempt, which counts as a failure,
while in Claude Code the request is completed by a fallback model (Claude Opus 5 or Claude Opus 4.8) in the same
session. We credit these attempts to the original model, since this is the behavior a user of that model receives. Cost is
the API cost of an attempt as reported by the harness, or, where the harness does not report it, computed from token
usage and the provider’s published per-token prices.

B Agentic Judge Panel

The panel comprises GPT-5.4, Claude Sonnet 5, and Gemini 3.8 Flash. Each judge receives the task instruction, a
description of the injected vulnerability and of what a correct fix must do, and the reference patch. Each judge then
works independently in its own copy of the patched repository with shell access: it can inspect the code, build the
project, run its tests, and run the programmatic verifier, whose result is available as evidence. A judge assesses each
criterion in Table 3 separately and accepts the patch only if all five hold. The panel accepts a patch when a majority of
judges accept it.

Criterion Requirement

Security The repair closes the target vulnerability.

Functionality Ordinary, legitimate behavior remains available.

Generalization  The repair blocks attack variants beyond the particular verifier probe.

Integrity The submission repairs the software rather than manipulating the grading mechanism.
Soundness The patched codebase builds and runs in the task environment.

Table 3 Judge-panel criteria. A judge accepts a repair only if all five criteria are satisfied.

C Agreement between Programmatic and Panel Verdicts

We compare the programmatic and panel verdicts on each of the 5,280 attempts in Table 2. These come from the final
evaluation, run after the verifier revisions described in Appendix D. The two agree on 93.9% of attempts (Cohen’s
r = 0.88; Table 4), and per-agent agreement ranges from 91.0% to 95.4%. Of the 320 disagreements, 200 are patches
that the programmatic verifier accepts and the panel rejects.

The two graders check different things by design. The programmatic verifier runs fixed exploit probes and functionality
tests. Each judge also assesses whether a patch blocks variants of the attack beyond those probes (Table 3), a criterion
that fixed probes cannot fully encode. This is consistent with most disagreements being patches the verifier accepts and
the panel rejects.

Panel pass  Panel fail

Programmatic pass 2,860 200
Programmatic fail 120 2,100

Table 4 Attempt-level agreement between the programmatic verifier and the agentic judge panel.

D Human Review

During verifier development, we manually reviewed every attempt on which the programmatic verifier and the panel
disagreed. The programmatic verifier encodes our definition of a correct repair, so each disagreement was resolved in its
favor unless review showed an error in the verifier. When judges showed that the verifier was too strict, failing valid
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repairs, we replaced the affected checks with checks of behavior. When judges showed that it accepted incomplete
repairs, we added probes to catch them. When a judge rejected a patch over an issue that does not affect security or
functionality, we kept the verifier’s verdict.

E Task Coverage

Table 5 lists the CWEs in the evaluation set under their OWASP Top 10:2025 category.

Category Tasks CWEs
AO01  Broken Access Control 13 22,285,441, 497, 601, 639, 862, 863, 918
A02  Security Misconfiguration 11 16, 310, 489, 611, 614, 776, 942, 1004
A03  Software Supply Chain Failures 10 1104, 1329, 1357, 1395
A04  Cryptographic Failures 13 208, 319, 326, 327, 330, 338, 347,916
A05 Injection 14 20,79, 89,93,94, 116, 470, 1336
A06 Insecure Design 12 73,269, 362, 434, 444, 522, 693, 770,913, 1284
AO07  Authentication Failures 13 287,288, 290, 295, 297, 306, 307, 613
A08  Software or Data Integrity Failures 11 345, 354, 494, 502, 565, 829, 915, 1321
A09  Security Logging and Alerting Failures 10 117,532
A10 Mishandling of Exceptional Conditions 13 209, 252, 369, 390, 476, 674, 703, 755
Total 120 73

Table 5 CWEs in the evaluation set by OWASP Top 10:2025 category.

F Item Response Theory Analysis

As another view of the results, we fit a Rasch item response theory (IRT) model (Rodriguez et al., 2021) to the
programmatic outcomes in Table 2. The model treats the passing attempts ¢,,; of agent m on task j out of n,,; as

1
T 1t exp{—(0m — b))}

Cmj ~ Binomial(nm;, pm; ), Drmj 2)
where 0, is the ability of agent m and b; the difficulty of task j. Abilities are centered at zero, and intervals come from
300 bootstrap refits.

Because every agent attempted every task four times, the fitted abilities follow the pass@1 ordering; what the model
adds is a placement of tasks and agents on the same scale. Figure 6 shows the fitted success curves for three tiers of
agents. Grok 4.7, Gemini 4 Argon, GPT-6 Astra, and Claude Opus 5.5 have overlapping intervals, above a middle group
of six agents and Inkling. On the task of median difficulty, the predicted chance of success is 78%, 58%, and 28% for
the three tiers. Thirty tasks have an estimated difficulty above the strongest agent’s ability (25 to 34 across bootstrap
refits), meaning even the strongest agent is predicted to solve them less than half the time.
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Figure 6 Predicted chance of solving a task as a function of task difficulty, from a Rasch model fit to the programmatic outcomes
in Table 2. Each curve uses the mean ability of one tier: top (Grok 4.7, Gemini 4 Argon, GPT-6 Astra, Claude Opus 5.5), middle
(Claude Fable 5.1, Grok 4.6, DeepSeek V4.1 Flash, Muse Spark 1.3, Hy4 Preview, GPT-6 Sol), and lower (Inkling). The vertical line
marks the task of median difficulty. Below, each circle is one task placed by its estimated difficulty; hollow circles are tasks that every
agent always or never solved. The shaded region contains the 30 tasks the strongest agent is predicted to solve less than half the time.
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