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ABSTRACT

Multi-agent systems rely on communication for information shar-
ing and action coordination, which exposes a vulnerability to at-
tacks. We investigate single-victim communication perturbation
attacks against Multi-Agent Reinforcement Learning-trained sys-
tems and propose methods that use gradient information from the
Jacobian to identify which messages, agent, and timesteps are most
susceptible to attack and have the greatest impact on the system.
We enhance these methods with two proposed adversarial loss
functions that trade-off attack success for attack impact which also
create more effective perturbations. We empirically demonstrate
the effectiveness of our methods against two different multi-agent
communication methods in navigation, PredatorPrey, and Traf-
ficJunction environments. Our results show that our novel message
selection method achieves a similar or greater impact than random
message selection across almost all tested scenarios. Our victim
selection, message selection, tempo, and loss functions improve
attack effectiveness in half of the thirty scenarios we tested.
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1 INTRODUCTION

Multi-agent systems have promising applications in a range of
important functions such as cyber security [1, 2], but require com-
munication for coordination and information sharing to operate
in complex partially-observable environments [3]. Machine-learnt
communication protocols have been demonstrated to increase band-
width efficiency [4, 5] and noise tolerance [4, 6] and thus have the
potential to increase the speed and effectiveness of decision making.
As learnt communication mechanisms are applied to real-world
problems, it is paramount that the risks of such communication
are well understood. Effective attacks allow these risks to be un-
derstood and new mitigations to be developed. However, existing
attacks [7-10] are inefficient because they do not target vulner-
able messages and timesteps. Our work proposes novel methods
that address these key gaps to enhance the effectiveness of attacks
and improve our understanding of the vulnerability of multi-agent
communications.

When evaluating the robustness of multi-agent communication,
the twin goals of an attacker, namely, affecting a target system and
avoiding detection, need to be considered. To affect a multi-agent
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system, adversarial attacks may intercept and perturb messages
between agents. These communication perturbation attacks are a
nascent topic of research [7-10] and there remain unaddressed as-
pects of these attacks that can improve their effectiveness, namely,
which messages to perturb and when to attack. Previous attacks
arbitrarily select which messages will be perturbed [7-9], or target
multi-agent systems with few agents so that the selection of which
messages to alter is not a consideration [10]. Likewise, when to
attack has only been explored against single-agent systems [11-16].
The attack tempo, which determines when an attack occurs, can
have a major impact on its effectiveness [11-16]. An effective attack
tempo against multi-agent communications is challenging due to
the lower success rate of the attack. Thus, the tempo of communi-
cation attacks should consider both the potential success and the
impact of an attack. Our work proposes methods for efficiently
identifying which messages to perturb, which agent to target, and
when to perturb to maximise attack effectiveness, by exploiting
white-box knowledge of the target system and extending existing
tempo methods to the multi-agent domain.

The diversity of valid solutions to Reinforcement Learning (RL)
problems introduces additional challenges in attacking Multi-Agent
RL (MARL) systems. A successful attack should impact the target
system, which white-box AML attacks against non-RL systems of-
ten achieve with gradient-based perturbations that alter the output
of the target [7, 17, 18]. However, just changing the action taken
by an agent may not be sufficient to impact the system because
alternative actions may lead to similar outcomes. To overcome this
problem, many approaches train a neural network using deep RL
that can identify the actions with the highest impact that are then
induced by gradient-based observation perturbations [19-22] or the
network can directly perturb observations [23-26] and messages
[8, 9] to cause high-impact actions. The limitation of these attacks
is their reliance on high-compute resources and narrow application
to a specific target. Instead, we extend gradient-based perturba-
tion crafting techniques with new loss functions to find successful
attacks that cause a meaningful impact on system performance,
without costly techniques such as deep RL.

Our approach proposes a model of a single-victim communi-
cation attack, a specific attack scenario in which the adversary
alters the messages received by a single agent in the system [8].
This model allows us to identify key unaddressed aspects of the
communication attack and expand existing solutions. We propose
two new loss functions, namely, weighted-loss and maximum-loss.
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Weighted-loss attempts to maximise attack effectiveness by opti-
mising both the impact of an attack and the probability of success.
The maximum loss sacrifices the probability of success in return for
a greater impact on the system. The problems of selecting where to
attack, who to attack, and when to attack have not been addressed
for attacks against MARL in any previous literature, so we propose
a method that identifies which messages, agents, and timesteps an
adversary should attack to maximise attack effectiveness using an
approach inspired by Jacobian-based saliency methods [27]. The
standard Jacobian Saliency Map Attack (JSMA) uses an output-
targeted loss function to compute the Jacobian, which is used to
target the most influential elements of the input. Our method com-
putes the Jacobian with respect to our proposed loss functions and
uses the resulting gradient magnitudes to select the top-k most
influential messages. We also use the gradient magnitudes of the
messages to identify which agent and which timesteps are most
susceptible to attack. Our experiments demonstrate the improved
impact of our methods, particularly in more complex environments
and against more robust communication methods. In summary, our
contributions are three-fold:

o A framework for single-victim communication attacks that
exposes overlooked weaknesses in inter-agent communica-
tion

e Two loss functions that enhance the effectiveness of per-
turbations against MARL

o A gradient-based approach that identifies the most vulner-
able messages, agents, and timesteps that are the weakest
links in MARL systems

2 BACKGROUND AND RELATED WORK

We provide an initial background to MARL and multi-agent com-
munication and then discuss existing communication perturbation
attacks, perturbation crafting methods, and tempo functions used
to determine the tempo of attacks of deep RL systems.

MARL extends deep RL to multi-agent problems and a unique as-
pect of multi-agent problems is communication, which is necessary
for coordination and information sharing between agents. A com-
mon approach to communication allows agents to share their ob-
servations [28-30]. However, this may be impractical in real-world
scenarios due to bandwidth or Size Weight And Power (SWAP)
constraints. Instead, more efficient communication protocols can
be learnt using MARL (MARL-Comms) [31]. The key properties
of these algorithms for an attacker are the frequency of commu-
nication and the structure of the messages sent between agents.
Reinforced Inter-Agent Learning (RIAL) [4] is a MARL-Comms
algorithm that treats communication as an auxiliary reinforcement
learning task and uses Deep Q-Networks (DQN) [32] to simultane-
ously learn action and message policies. This communication occurs
once between timesteps, and the message is selected from a discrete
set of possible messages. This contrasts with an approach such as
CommNet [33], which features multiple rounds of communication
during a timestep with a continuous set of messages.

There have been a variety of AML attacks targeting MARL [34],
but relatively few communication perturbation attacks, which occur
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when an adversary intercepts and perturbs the messages sent be-
tween agents. We consider communication perturbation attacks sep-
arate to malicious communication attacks as identified by Standen
et al. [34], in which an adversary can inject new malicious messages
into the system. Previous communication perturbations attacks tar-
geted both MARL [8-10] and non-RL multi-agent [7] systems. The
messages the adversary intercepts is a unique aspect of these attacks
and there have been two approaches to selecting these messages,
namely: broadcast and single victim. Broadcast attacks perturb a
subset of messages that are broadcast to all agents in the system
[7, 9, 10]. Single-victim attacks perturb a subset of messages re-
ceived by a single agent in the system [8]. However, none of these
works address which messages an adversary should perturb to max-
imise the effectiveness of an attack. Instead, they either preselect
messages [7-9] without consideration of attack effectiveness, or
attacked small multi-agent systems where there is only a single
message to perturb [10].

Communication perturbation attacks rely on cleverly crafted
perturbations that affect behaviour of a system. An adversary with
white-box knowledge of the victim may use gradient-based meth-
ods to craft these perturbations. Single-step gradient methods, such
as Fast Gradient Method (FGM) [17], uses the gradient of the input
with respect to a particular loss function, and assumes a linear re-
sponse from the network to find an effective perturbation. Another
gradient-method Projected Gradient Descent (PGD) [18], iteratively
applies FGM, allowing perturbations to correct for the non-linear
response of the network. The default loss function used in these
attacks is called the untargeted loss and aims to minimise the prob-
ability that the agent will output the same action as it would with
unperturbed input. However, for RL systems, these untargeted
attacks may cause the victim to select an alternate action with sim-
ilar outcomes, thus the attack causes minimal impact against the
system [19]. Instead, two-stage attacks first learn an adversarial
policy which minimises the system reward and then uses a gradient
method to cause the victim to output the actions selected by the
adversarial policy [19-22]. Extending on this idea, RL-based attacks
use deep RL to directly learn effective perturbations [8, 9, 23-26],
forgoing the need of gradient-based perturbation crafting methods.
However, RL can require significantly more time and computation
than the original untargeted perturbation and the learnt functions
can only target a specific environment or system.

Adversarial attacks against MARL need to consider when to at-
tack. Selecting an effective tempo allows an adversary to minimise
the number of attacked timesteps without compromising attack
effectiveness. Current tempo methods all target single-agent sys-
tems, and no published work, to the best of our knowledge, has
considered the tempo of attacks against MARL. Fixed tempos do not
consider the attack effectiveness and include tempos that attack
every timestep [35] or attack a contiguous set of timesteps [11].
To improve attack effectiveness, counterfactual tempos simulate an
attack [12], and learnt tempos train a deep RL agent to learn when
to attack [12]. However, these methods can be costly due to the
simulation and training time respectively. Threshold tempos mea-
sure certain properties of an agent’s logits, and attack when that
metric exceeds a hyperparameter threshold [11, 13-16]. Criticality-
Based Timing Selection (CBTS) [15] uses the difference between the
first and second highest logits, max(Q) — max,(Q). Max-Min Ratio



Finding the Weakest Link

(MMR) [16] uses the ratio between the maximum and minimum
max(Q)
1+ min(Q)"

logit, max(Q). Negative Skew (NS) [16] uses the negative skew
3% (mean(Q)—-median(Q))

logits, Maximum Logit (ML) [16] uses the maximum

in the logit distribution, = . Variance of Logits
(VL) [16] uses the variance of the logits, o(Q). Strategically-Timed
(ST) [11] uses the difference between largest and smallest logits,
max(Q) — min(Q). A drawback of threshold tempos is the require-
ment to specify the attack tempo as a hyperparameter.

In summary, while there has been some work looking at commu-
nication perturbation attacks [7-10], these attacks do not address
the key question of which messages an adversary should perturb
to maximise attack effectiveness. The crafting of communication
perturbations against MARL has heavily relied on deep RL-based
methods which are costly to train. The question of when to attack
has also not been addressed in previous communication perturba-
tion attacks. In this work, we address these gaps by proposing a
message selection method that identifies which messages should
be perturbed to maximise the effectiveness of the attack, proposing
new loss functions to improve the effectiveness of gradient-based
perturbation crafting methods, and exploring victim selection meth-
ods by extending existing tempo functions and proposing a new
tempo function.

3 PROBLEM DEFINITION

To explore the worst-case vulnerability of multi-agent communi-
cation, we assume a strong attacker capability. We assume the
attacker has full white-box knowledge of the victim system and
can intercept and alter inter-agent messages.

Attackers targeting communication in multi-agent systems have
two goals, namely, maximise the effectiveness of the attack and
minimise its detectability. Attack effectiveness is determined by
attack success and attack impact. Attack success is the ability of an
attack to alter the output of the victim which for MARL is the action
selected by the victim. Attack impact is the effect of a successful
attack on the performance of the system.

The detectability of an attack against multi-agent communica-
tions depends on the magnitude of change, the tempo of the attack,
and the number of changed messages per attacked timestep. We fo-
cus on the single-victim scenario, where the attacker only changes
a subset of messages received by a single agent in the system [8].

To model this problem, we use a variant of the Adversarial
Partially Observable Stochastic Game (APOSG) [34] that we call
the Single-Victim Communication Perturbation APOSG (SVCP-
APOSG). The SVCP-APOSG is defined by the 14-tuple {I, S, M, A, T,
Q, O 1% o™, O™, A", 34, X, k}, which we can separate into environ-
mental and adversarial elements.

The eight environmental elements in the SVCP-APOSG are {I, S,
M, A T, O, O R} and determine the training environment of the
target system. I is the set of agents. S is the set of states. M is the
shared message space. A is the joint action sets. At each timestep,
agents select both an environmental action, that affects the next
state of the environment, and a message action, which determines
the information communicated to the other agents in the system.
T is the state transition function that determines the probability
of transitioning to a next state and is only dependent on current

state and the environmental actions selected by the agents.  is the
joint observation space. Each observation contains environmental
information and the messages received by an agent. O is the joint
observation probability function. R is the set of reward functions
for each agent.

The six adversarial elements of the SVCP-APOSG are {o™, @™, A™,
34, Zm, k} and determine the behaviour of a particular attack. o™ :
M — M is the message-permutation function, which calculates
the perturbed messages received by a victim agent. ®™ : § — [0, 1]
is the message attack tempo function that determines the prob-
ability that a timestep will be attacked. A™ : R* is the message
attack magnitude, which is the maximum L? distance between the
perturbed message and the original message. £, : S — I is the
victim selection function, which determines the victim of an attack.
Sm S — {I}*is the message selection function, which determines
which of the received messages are perturbed. k : Z* is the number
of messages in the message observation that are perturbed. For
each of the adversarial aspects, the adversary wants to maximise
the attack effectiveness. Additionally, the adversary wants to min-
imise attack detectability by minimising A™, k, and the number of
perturbed timesteps as determined by ©™.

We use the joint observation 6 to refer to the set of observations
received by all agents in the system and o; to refer to the observation
of a agent i within that joint set. This observation is composed of
the environment observation of and the messages received by the
agent [o]", ""Olr;ll]

We only consider agents trained with Q-learning approaches and
assume that the agents are well trained and accurately predict the Q-
value for each environmental action that they can take. The Q-value
function learnt by an agentis Q(a;|o;) = ri+yEmaxyea(Q(a’|os41)),
where a;; is the environmental action of an agent at timestep ¢,
A is the set of environmental actions of the agent, and, o;; and
0r+1,; are the observations for timesteps t and ¢ + 1 respectively.
Thus, the logits of an agent are that agent’s estimate of the Q-value
for each action. For brevity, we will denote the full distribution of
logits using Q and the Q-value of a specific action a as Q(a). We
often refer to the Q-difference which is the difference between the
maximum predicted Q-value and the Q-value of a specific action a,

such that Qgif(a) = max(Q) — Q(a).

4 ATTACK DESIGN

In this section, we describe the design of our AML attack. We pro-
pose two loss functions, weighted loss and maximum loss, which aim
to improve the effectiveness of gradient-based perturbation craft-
ing functions v™. We address the three key components mentioned
above, namely, where-to-attack, who-to-attack, and when-to-attack,
represented as X, ¥,, and @™ in the SVCP-APOSG respectively,
by proposing a method that uses a Jacobian-proxy value to select
which messages, victims, and timesteps will maximise attack effec-
tiveness.

4.1 Loss functions

To maximise attack effectiveness, we propose two novel loss func-
tions that can be combined with gradient-based perturbation craft-
ing methods such as FGM [17] and PGD [18] to improve attack
effectiveness over the untargeted loss function.



The untargeted loss function, used in previous attacks [13, 35],
uses the cross-entropy loss between an agent’s logits and the argmax
of the logits to minimise the probability that the agent will output
the same action eq. (1). However, this loss function may cause the
agent to select an alternative action with a similar outcome to the
original action. This is because the untargeted loss considers any al-
ternative action as good as any other action. Against a well-trained
agent that knows multiple paths to success, this may cause little to
no impact on the system.

max(Q)
Ly(oy) = —10g(m) (1)
acA

To improve the impact of the attack, we propose a loss function
to encourage the agent to select the action that was originally
considered to be the worst action by maximising the probability of
that action eq.(2), which we call the maximum loss, Ly,. If successful,
perturbations caused by L,, will cause the maximum impact against
a well-trained agent. However, the improved attack impact likely
comes with a reduced chance of attack success because actions with
higher Qg values may be harder to induce.

emax(Quifr)

Lin(o0;) = 10g(m) (2)

To balance attack impact and attack success, we propose an
alternative loss function, that we call weighted loss, L, (eq.3), which
maximises the probability of each action relative to its Qqig by using
a mean weighted cross-entropy loss across all actions.

£Q(@)

! Z Quir(a) log(m)

bwlon = Yaca Qui(a) &4

®)

4.2 Jacobian-Magnitude for Message selection,
Victim selection and Tempo functions

To select the weakest links, we need methods capable of measuring
the vulnerability of each element. Measuring timestep vulnerability
may be done using the threshold tempo metrics, and these met-
rics could also be used to measure the vulnerability of an agent,
allowing for victim selection. However, these techniques do not
allow us to identify which messages should be attacked and so we
propose a method inspired by JSMA [27], that uses the Jacobian
of the messages received by an agent as a proxy for the potential
attack effectiveness of a communication perturbation attack. This
proxy can then be used to determine which message, victim, and
timesteps to attack. Previous tempo methods all focus on measuring
the attack impact to determine which timesteps to attack, whereas
our Jacobian-proxy method measures the attack success for the
untargeted loss function or attack effectiveness for the maximum
and weighted loss functions.

We denote the Jacobian as J(0;) = VL(o0;), where L can be
any loss function including those in eq. 1, eq. 2 and eq. 3. The
Jacobian can be separated into components corresponding to ele-
ments of the observation o; received by agent i, such that J(o;) =
[J(07), J (o]}, ...,](oz’i”)]. For brevity, we define the element of
the Jacobian corresponding to the message received by agent i
from agent j J (oir’"j) as ]{'}. We then take the element-wise summa-
tion of the absolute values of each message Jacobian as the proxy

Maxwell Standen, Junae Kim, and Claudia Szabo

for attack effectiveness against that message such that our proxy
P:QOXxI—>R"is

Po;, ) = ) 1™ (os, el (@)
k

Our proposed message selection function, that we call ranked
message selection, ranks each message received by its Jacobian
magnitude and selects the top-k messages. Our message selection
function for the victim agent i in

Zm(0i) = top ({P(0s, j); j € I}) ©)
where the function top, returns the indices of the highest k values.
We use the observation function O to get the observation o; for
agent i from the state s.

Our victim selection function selects the agent with the largest
total Jacobian magnitude of the top k messages as shown in

Sa(0) =argmax[ > P(os j)] )
el J€Zm(0i)
such that we find the total Jacobian-proxy value of the messages
selected by X,,(0;) for each agents i, and select the victim to have
the largest total Jacobian-proxy value.
Our tempo function selects the timesteps where the magnitude
of the Jacobian of the top k messages received from the selected
victim i exceeds the hyperparameter threshold ¢ as shown in

0 =1{[ ). Plo,))]> ¢} ()

Jj€Zm(0i)

5 EXPERIMENTAL ANALYSIS

For our experiments, we use five environments, namely, a simple
grid world navigation game [36], two variants of the PredatorPrey
game [9] and two variants of the TrafficJunction game [9, 33]. The
multi-agent system controls three agents in the navigation and
PredatorPrey environments, a maximum of five agents in the small
TrafficJunction environment, and a maximum of 20 in the large
TrafficJunction environment.

In our navigation game, the agents need to locate and move to
a particular location in the world. Each agent has a limited view
around itself and may move in any of the four cardinal directions.

L ";oaﬁ”gval —n
The reward function is R = 0.05 —

number of agents in the environment and ny04 is the number of
agents at the landmark.

Our first variant of PredatorPrey, we call orthogonal Predator-
Prey, also uses a grid world with the same observation and move-
ments as the navigation game. The predators, controlled by the
target system must cooperate to catch six prey that move randomly
around the environment. The second variant of PredatorPrey, we
call diagonal PredatorPrey, uses the same setup as the orthogo-
nal PredatorPrey environment, except with a larger action space
that allows additional diagonal movements by the predators and
prey, and the locations of each agent are no longer fixed to a grid.
Both PredatorPrey environments use the same reward function of
R =10+ cs — 0.5cr, where c; is a successful catch of a prey, and ¢
is the number of agents that performed the catch action but did not
catch prey.

In the TrafficJunction environments, the agents follow routes
that intersect, and they must coordinate their movements to prevent

, where n = 3 is the
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collisions. The agents only have two actions, namely, stop and go,
and may only observe agents within a limited range. The small
environment only has one intersection, and the large environment
has four. Both TrafficJunction environments use the reward function
R = —10c — 0.01¢, where c is the number of collisions, and ¢ is the
total lifetime of the agents in the system. A collision occurs when
two agents share a tile.

We share our code, data, and additional experimental details at
<GitHub link redacted>. For review: we have attached our code and
data to our submission and intend on making that code and data
available on GitHub after publication.

We evaluate our attacks against two communication methods:
full observation sharing (OBS) and RIAL [4]. The structure of the
messages for full observation sharing is dependent on the environ-
ment and is a standard multi-agent communication method [28-30].
For RIAL, we use a vocabulary size of four and message length of

the unattacked system. Finally, we measure attack success rate us-
ing the proportion of attacked steps where the action of the victim
changed Aa = ﬁ 2rer ¥(ar # a}), where T’ is the set of attacked
timesteps, a; is the original action the agent would have performed
at timestep ¢ and a; is the adversarially-induced action at timestep
t.

In the presentation of our results, we use abbreviations due to
space constraints. We abbreviate the navigation environment to
Nav, the orthogonal and diagonal PredatorPrey environments to
PP-O and PP-D respectively, and the small and large TrafficJunction
environments to TJ-S and TJ-L respectively. We denote our attacks
as J-W and J-M, which indicate the use of weighted and maximum
loss functions respectively along with our Jacobian tempo, victim,
and messages selection methods.

In presenting the reward and t-metric results of our experiments,
we use Tukey’s honest significance test with @ = 0.05 and bold the

two. The specific messages in our set are [ (1.0, 1.0), (1.0, —1.0), (=1.0, 1.0) ], festl@s tHa@)fave the greatest impact on the system and the results

Our message space is M = R!, where | = 2 for RIAL, and [ = Q]
for observation sharing. This continuous message space allows us
add L? perturbations to both communication methods.

We conduct two experiments to empirically evaluate the effec-
tiveness of our methods. First, we compare our attacks with other
baseline attacks that do not use any of our methods. The baseline
attacks use the tempo methods CBTS [15], MMR [16], ML [16], NS
[16], VL [16], and ST [11] as both tempo and victim selection func-
tions and use them in combination with random message selection
and PGD [18] with the untargeted loss function for perturbation
crafting. We extend the tempo methods to victim selection methods
by selecting the victim with the highest metric. In the TrafficJunc-
tion environment, the action space size makes CBTS, ST, and VL
equivalent, so we only present the results for ST. This does not
apply to RIAL because the action space includes both the environ-
mental and message selection actions. Secondly, we perform an
ablation study on the loss function and message selection methods
by considering attacks that use maximum, weighted, or untargeted
loss, with random and ranked message selection. For each of these
experiments, we used an attack magnitude A™ = 1, which we
identified from a grid search of attack magnitudes. To control the
attack frequency for a fair comparison between attacks, we use a
binning method, in which we use three bins, namely, 0.25, 0.5, and
0.75, with widths of 0.125. The attack frequency is the proportion
of attacked steps to the length of an episode. To collect data for
each of these bins we experimentally selected thresholds for the
tempo techniques by collecting data from unattacked episodes. All
attacks use PGD [18] with their respective loss functions to craft
the perturbations with 20 iterations and a step size of 0.1.

When performing our experiments, to measure attack effective-
ness, we measure the total reward of an episode. We also use the task
metric, which is an idea we derive from the T-function presented
by Sun et al. [12] to measure a specific element of the task being
performed by the system. For navigation, the task metric is the pro-
portion of agents that reach the goal by the end of an episode. For
PredatorPrey, the task metric is the proportion of caught prey. For
TrafficJunction, it is the number of collisions. We present the clean
reward and task metric in our results which is the value achieved by

that are not significantly different to the results with the greatest
impact unless the result is not significantly different to the clean
result.

6 RESULTS

We present the impact of our attacks and the baseline attacks on
the reward, the success rate of the attack, and the impact on the
task metric against the observation sharing system in Tables 1, 2
and 3 respectively. In the navigation environment, ML, and NS are
effective at moderate attack rates but lose their effectiveness at
higher attack rates. CBTS and our J-M attack achieve a significant
effect at high attack rates. The trends in the PredatorPrey envi-
ronments are simpler with all attacks increasing or maintaining
their effectiveness as the attack rate increases. In the orthogonal
PredatorPrey environment, our J-M and J-W attacks are the most
effective across all attack rates and are joined by CBTS at low and
moderate attack rates, and NS at high attack rates. For the diagonal
PredatorPrey, J-W is the most effective for all attack rates but only
offers a significant improvement over baseline attacks at high attack
rates. For the TrafficJunction environments, J-W and J-M are the
most effective attacks except for high attack rates against the large
environment, in which ST is the most effective and our Jacobian
attacks lose their effectiveness.

We present our results against RIAL in Tables 4, 5, and 6 which
show the reward, attack success rate, and task metric respectively.
We see similar trends in the RIAL results as we did in the observation
sharing results, with some of the attacks only achieving a significant
impact at higher attack rates, while others lose their effectiveness as
the attack rate increases. In the navigation environment, ML and NS
are most effective at low attack rates, our J-M and J-W attacks are
most effective at moderate and high attack rates and are joined by
MMR at moderate attack rates and CBTS, VL, and ST at high attack
rates. In the orthogonal PredatorPrey environment, only ML at high
attack rate achieved a significant impact. J-M achieved a significant
impact against the diagonal PredatorPrey at moderate and high
attack rates. Against the small TrafficJunction environment, ML
and MMR were the most effective at low and moderate attack rates,
and J-M, J-W, VL, and ST were the most effective at high attack
rates. In the large TrafficJunction environment, we see a similar



Table 1: Reward of the observation sharing systems. Clean
reward shown in brackets next to the environment name.
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Table 2: Rate of successful action changes against the obser-
vation sharing systems.

Nav (1.56) PP-O (42.9) PP-D (35.6)
Attack name 0.25 05 075 025 0.5 0.75 025 0.5 0.75

Nav PP-O
Attack name 0.25 0.5 0.75 0.25 0.5 0.75 0.25 0.5 0.75

PP-D

J-M (Ours) 198 1.39 0.48 38.8 34.6 31.4 28.6 24.0 194
J-W (Ours) 197 146 0.7 39.6 35.7 315 24.0 21.7 17.1
CBTS [15] 2.01 149 0.54 38.3 35.6 33.2 259 22.5 199
MMR [16] 1.56 1.16 0.81 40.5 375 369 27.0 22.8 20.2

J-M (Ours) 031 0.41 0.49 0.68 0.61 0.56 0.8 0.82 0.84
J-W (Ours) 044 05 0.62 0.68 0.6 0.57 0.88 0.89 0.91
CBTS [15] 0.27 0.43 0.55 0.41 0.42 0.45 0.81 0.91 0.94
MMR [16] 0.38 0.51 0.62 0.49 0.55 0.59 0.83 0.91 0.93

ML [16] 1.62 0.98 1.26 417 38.1 33.8 25.7 23.6 208 ML [16] 052 0.62 0.66 0.6 0.64 0.64 0.84 0.92 0.95
NS [16] 1.7 0.83 1.19 404 377 32.7 31.8 27.1 24.0 NS [16] 0.74 078 079 077 0.71 0.7 1.0 0.99 0.9
VL [16] 202 155 071 40.6 385 367 262 240 19.8 VL [16] 039 0.5 0.61 052 0.56 0.6 0.82 0.9 0.93
ST [11] 204 152 072 407 37.8 362 262 235 20.3 ST [11] 036 0.5 0.59 0.48 0.54 0.57 0.82 0.9 0.93
TJ-S (-1.33) TJ-L (-28.2) TJ-S TJ-L

Attackname 025 05 075 025 05 075 Attack name 0.25 0.5 075 0.25 0.5 0.75

J-M (Ours) -3.24 -9.82 -18.3 -152.2 -218.4 -177.6 J-M (Ours)  0.39 0.55 0.63 0.99 0.99 0.99

J-W (Ours) -3.62 -8.77 -18.09 -169.8 -210.6 -190.4 J-W (Ours) 039 054 0.63 0.99 0.99 0.99

MMR [16] -142 -1.54 -148 -29.1 -294 -29.2 MMR[16] 1.0 1.0 1.0 10 10 1.0

ML [16] 276 -415 -3.65 -68.8 -58.0 -43.6 ML [16] 094 091 092 1.0 1.0 1.0

NS [16] -1.61 -1.59 -159 -285 -29.5 -30.8 NS [16] 1.0 1.0 1.0 1.0 1.0 1.0

ST [11] 278 -8.03 -16.64 -110.5 -188.7 -261.1 ST [11] 0.23 0.38 0.54 0.96 0.96 0.96

trend with ML being the most effective at low and moderate attack
rates, and MMR being the most effective at moderate and high
attack rates. However, the impacts across the PredatorPrey and
TrafficJunction environments are much smaller than those that
were induced against the observation sharing system and none of
the attacks achieve a significant impact on the task metric of the
PredatorPrey and small TrafficJunction environments. Instead, the
attacks delay the success of the system, reducing the reward. The
robustness of RIAL to attack is also demonstrated by the low attack
success rates across all environments shown in Table 5.

Another factor in the robustness of RIAL are local optima, which
cause the adversarially induced actions to improve the performance
of the system. We observe this phenomenon in the observation
sharing system in the navigation environment, and in all RIAL
systems. This highlights an issue with our assumption that the
system is well trained because the benign action of a well-trained
system should always be the best action, thus a malicious action
should never be able to increase the performance of the system.

6.1 Loss and message selection functions

In our ablation study of the loss and message selection functions, we
found that using ranked message selection improved or maintained
the effectiveness of the attack against most systems, but different
loss functions were more effective against different systems.

We show the reward of the observation sharing system in Table
7. We observe that for the navigation environment, attacks using
either ranked message selection or the maximum loss function
were effective at moderate attack rates, but at higher attack rate
the maximum loss function and random message selection with the
untargeted loss function were the most effective. The effectiveness
of the random message selection with the untargeted loss function

Table 3: Task metric of the observation sharing systems.
Clean task metric shown in brackets next to the environ-
ment name.

Nav (2.7) PP-O (4.68) PP-D (3.96)
Attack name 025 0.5 075 025 05 075 025 05 0.75

J-M (Ours) 2.88 2.76 2.27 4.55 438 4.24 346 323 2.94
J-W (Ours) 2.87 2.83 25 4.47 4.24 4.02 2.87 2.74 2.39
CBTS [15] 2.88 2.88 246 4.37 43 425 3.0 2.65 2.47
MMR [16] 273 2.72 259 457 439 439 322 2.79 2.6

ML [16] 2.81 27 284 464 451 434 2.95 2.81 2.56

NS [16] 2.81 2.47 253 463 454 43 36 322 3.0

VL [16] 2.88 2.88 255 454 446 441 3.11 289 254

ST [11] 2.89 2.87 2.62 455 442 439 3.07 2.82 2.58
TJ-S (0.01) TJ-L (0.14)

Attack name 0.25 05 0.75 0.25 0.5 0.75

J-M (Ours) 0.2 0.83 1.64 11.94 18.03 14.06
JW (Ours) 0.24 0.73 1.63 13.55 17.29 15.29
MMR [16] 0.01 0.01 0.01 0.17 0.16 0.17

ML [16] 0.13 025 0.2 375 283 1.52
NS [16] 0.02 0.02 0.03 0.15 0.16 0.22
ST [11] 0.15 0.65 1.48 8.08 1523 22.0

over the ranked message selection with the untargeted loss function
is the only exception to the improvement offered by the ranked
message selection function. This exception may be explained by
the local optima phenomenon we mentioned earlier. For the orthog-
onal PredatorPrey, all attacks are effective at low attack rates but
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Table 4: Reward of the RIAL systems for the ablation test.
Clean reward shown in brackets next to the environment
name.

Table 6: Task metric of the RIAL systems for the ablation test.
Clean task metric shown in brackets next to the environment
name.

Nav (0.68)
Attack name 0.25 0.5 0.75

PP-O (38.8) PP-D (35.5)
025 05 075 025 05 0.75

Nav (1.85) PP-O (4.33) PP-D (4.07)
Attack name 0.25 0.5 075 0.25 0.5 0.75 0.25 0.5 0.75

J-M (Ours) 1.2 0.23 0.11 394 38.7 39.5 352 33.2 29.7
J-W (Ours) 1.16 0.37 0.14 38.6 38.7 39.7 35.6 34.6 329
CBTS [15] 1.09 046 0.08 387 39.0 382 355 355 352
MMR [16] 0.74 0.37 052 393 393 379 354 352 365

J-M (Ours) 231 1.6 1.51 435 434 443 4.12 4.1 4.08
J-W (Ours) 23 173 1.53 4.26 431 4.45 4.12 4.09 4.11
CBTS [15] 2.16 1.85 1.55 4.28 4.36 4.33 4.04 4.08 4.11
MMR [16] 2.06 198 2.09 433 439 431 4.07 4.06 4.19

ML [16] 0.43 0.61 097 41.4 40.6 36.6 357 352 34.9 ML [16] 179 2.0 241 45 45 424 4.07 4.09 4.07

NS [16] 0.49 0.63 05 400 389 40.0 354 354 36.2 NS [16] 1.8 1.88 1.76 445 435 4.48 4.02 4.07 4.18

VL [16] 138 053 0.03 39.8 39.9 38.5 346 358 36.0 VL [16] 243 2.02 1.56 436 445 44 398 411 4.15

ST [11] 136 051 -0.01 40.5 39.4 39.2 355 358 36.1 ST [11] 241 1.95 147 442 44 444 407 412 4.16
TJ-S (-1.85) TJ-L (-25.8) TJ-S (0.0) TJ-L (0.16)

Attack name 0.25 05 0.75 025 0.5 0.75

J-M (Ours) -1.78 -1.85 -2.08 -24.8 -24.9 -26.1
JW (Ours) -1.72 -1.85 -2.08 -25.0 -25.3 -27.1
CBTS [15] -1.87 -1.87 -1.97 -25.1 -264 -25.6

MMR [16] -2.25 -2.04 -1.78 -27.0 -28.3 -32.8
ML [16] -2.16 -2.2 -1.89 -28.6 -30.1 -24.7
NS [16] -1.87 -1.88 -1.74 -263 -249 -27.6
VL [16] -1.69 -1.88 -2.1 -24.8 -26.0 -26.5
ST [11] -1.69 -1.86 -2.08 -24.6 -26.0 -26.7

Table 5: Rate of successful action changes against the RIAL
systems for the ablation test.

Nav PP-O PP-D
Attack name 0.25 0.5 0.75 0.25 0.5 0.75 0.25 0.5 0.75

J-M (Ours)  0.16 0.22 0.24 0.06 0.09 0.11 0.42 0.48 0.54
J-W (Ours) 0.21 031 03 0.06 0.08 0.09 0.16 0.37 0.45
CBTS [15] 0.07 0.09 0.11 0.0 0.0 0.01 0.03 0.1 0.15
MMR [16] 0.18 0.25 0.28 0.05 0.07 0.07 0.22 0.29 0.32

ML [16] 0.25 0.32 0.24 0.07 0.08 0.08 0.07 0.17 0.26

NS [16] 0.23 0.22 0.25 0.16 0.17 0.16 0.09 0.22 0.28

VL [16] 0.17 0.23 0.28 0.08 0.09 0.08 0.23 0.3 0.33

ST [11] 0.15 0.21 0.25 0.05 0.07 0.07 0.18 0.27 0.31
TJ-S TJ-L

Attack name 0.25 0.5 0.75 0.25 0.5 0.75

J-M (Ours) 001 0.03 0.06 00 00 0.0
J-W (Ours)  0.01 0.03 0.05 0.0 0.0 0.02
CBTS [15]  0.02 0.02 0.03 00 00 0.0
MMR [16] 056 0.5 0.61 0.08 00 0.0

ML [16] 0.14 021 0.35 0.07 0.21 0.01
NS [16] 0.14 0.11 0.11 0.03 0.02 0.0
VL [16] 00 00 00 00 00 001
ST [11] 00 00 00 00 00 001

Attack name 0.25 0.5 0.75 0.25 0.5 0.75

J-M (Ours) 0.0 0.0 0.01 0.15 0.11 0.13
J-W (Ours) 0.0 0.0 0.01 0.16 0.17 0.19
CBTS [15] 0.0 00 00 0.14 0.25 0.14
MMR [16] 0.0 0.0 0.0 0.28 0.41 0.67

ML [16] 0.0 0.0 0.0 0.44 0.51 0.03
NS [16] 0.0 00 00 027 0.12 0.25
VL [16] 0.0 0.0 0.0 0.13 0.18 0.13
ST [11] 0.0 00 0.0 0.11 0.17 0.15

ranked message selection and the untargeted loss function offer
improved performance at increasing attack rates. For the diagonal
version, ranked message selection with weighted loss function was
the most effective. For the TrafficJunction environments, the maxi-
mum and weighted loss functions were the most effective attacks.
For the small environment at low attack rates, ranked message
selection with the maximum loss function was required to achieve
significantly similar results to the weighted loss function attacks.

We present the results of our ablation test on RIAL in Table 8. In
the navigation environment, maximum and weighted loss functions
are more effective at moderate attack rates with untargeted loss
function requiring the ranked message selection method to match
the performance. No combination of message selection and loss
function made our Jacobian attack effective in the orthogonal Preda-
torPrey or large TrafficJunction environments. The combination of
the maximum loss function and ranked message selection was the
most effective in the diagonal version, but only at moderate and
high attack rates. Against the small TrafficJunction environment,
our attacks were only effective at the highest attack rates.

6.2 Limitations

A key assumption in our work is that the system is well trained and
accurately approximates the Q-function. However, this assumption
is not well supported by the evidence because some attacks improve
the performance of the system.

The conclusions we draw from our empirical evaluation are con-
strained by the communication methods and environments that we
used. Our experiments attack two communication methods and we



Table 7: Reward of the observation sharing systems for the
ablation test. Clean reward shown in brackets next to the
environment name.

Attack  Nav (1.56) PP-O (42.4) PP-D (35.6)

name 025 05 075 025 05 075 025 05 0.75

Rand-M 2.02 1.4 0.52 40.1 37.8 345 30.6 26.8 23.2
Rand-W 2.04 149 076 40.2 38.3 34.5 259 244 2038
Rand-U 2.0 149 0.63 38.9 34.5 30.5 33.6 31.1 273
Rank-M 1.98 1.39 0.48 38.8 34.6 31.4 28.6 24.0 19.4
Rank-W 197 146 0.7 39.6 357 315 24.0 21.7 17.1
Rank-U 197 1.42 0.7 38.7 34.2 30.3 32.8 30.6 26.7

Attack  TJ-S (-1.33) TJ-L (-28.2)
name 0.25 0.5 0.75 0.25 0.5 0.75

Rand-M -2.43 -7.52 -16.74 -152.9 -227.7 -179.7
Rand-W -3.03 -7.85 -17.31 -164.2 -219.6 -201.2
Rand-U -2.65 -6.97 -9.8 -31.1 -31.0 -30.8
Rank-M -3.24 -9.82 -18.3 -152.2 -218.4 -177.6
Rank-W -3.62 -8.77 -18.09 -169.8 -210.6 -190.4
Rank-U -2.82 -748 -949 -31.1 -31.7 -31.2

Table 8: Reward of the RIAL systems. Clean reward shown
in brackets next to the environment name.

Attack  Nav (0.68) PP-O (38.8) PP-D (35.5)

name 0.25 05 0.75 025 05 0.75 0.25 0.5 0.75

Rand-M 1.21 0.25 0.19 39.3 38.4 389 35.0 343 337
Rand-W 1.15 0.39 0.17 39.4 39.0 39.3 36.2 34.6 34.6
Rand-U 1.18 042 0.17 38.5 38.5 38.8 35.2 359 35.0
Rank-M 1.2 0.23 0.11 394 38.7 39.5 35.2 33.2 29.7
Rank-W 1.16 0.37 0.14 38.6 38.7 39.7 35.6 34.6 32.9
Rank-U 1.15 0.33 0.06 38.2 38.5 39.3 35.8 35.7 344

Attack  TJ-S (-1.85) TJ-L (-25.8)

name 025 05 075 025 05 0.75

Rand-M -1.77 -19 -1.97 -24.8 -25.0 -26.7
Rand-W -1.71 -1.84 -2.11 -25.0 -24.9 -26.4
Rand-U -1.8 -1.87 -2.04 -24.0 -25.7 -25.6
Rank-M -1.78 -1.85 -2.08 -24.8 -24.9 -26.1
Rank-W -1.72 -1.85 -2.08 -25.0 -25.3 -27.1
Rank-U -1.82 -1.87 -2.13 -23.6 -25.8 -26.0

are unable to make conclusions on the effectiveness of our attack
on other communication methods. This constraint also includes
additional aspects of communication including network topology,
delayed messages, and noisy channels, which may affect the vulner-
ability of the system. The other limitation is the set of environments
we used. We focused on three environments with diverse tasks and
action sets but with relatively small observation spaces. Larger
observations may decrease the effectiveness of attacks due to the
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reduced relative size of the perturbation. We considered two con-
figurations of the PredatorPrey and TrafficJunction environments
to test the impact of more actions and more agents respectively.
However, our conclusions may not hold for other configurations
of these environments. It would be valuable for future work to
evaluate additional communication algorithms and environments.

The effectiveness of using thresholds derived from the collected
data from clean episodes to control the attack rate is not as high as
expected. We believe this is due to attacks altering the dynamics
of the system and thus changing the distribution of values used
by the tempo functions. Because the performance of the attacks is
controlled by the threshold, a feedback loop is introduced to the
system making exact control of the attack rate very difficult. Our
binning method allows us to control for the variation in attack rate
and enables a fair comparison between methods, with high com-
putational efficiency. However, a better but more computationally
expensive approach may identify appropriate thresholds by run-
ning the attacks. This approach may also yield data that could be
valuable in developing a deeper understanding of tempo functions.

Our study focuses on the vulnerability of undefended agents,
without considering the impact of potential defences. Communica-
tion algorithms that use a discrete set of messages, which would
include both observation sharing in environments with a discrete
set of observations and RIAL in all environments, could be defended
with a simple input correction defence that returns messages that
deviate from the message set to the nearest valid message. This
would remove small perturbations and constrain the attacker to
message replacement attacks. However, the effectiveness of such
a defence would be determined by properties of the message set,
namely, the number of messages and the distance between mes-
sages. Future work could also consider the effectiveness of other
defences including adversarial training [7, 17, 18] and how these
defences alter the effectiveness of different attacks.

7 CONCLUSION

Our study enhances the effectiveness of single-victim communica-
tion perturbation attacks, providing new insights into the vulnera-
bility of multi-agent systems. Our findings reveal that identifying
and exploiting the weakest links in a multi-agent system by tailor-
ing the loss function and selecting a suitable attack timing, victim,
and message significantly improves attack effectiveness and affects
systems that would otherwise appear to be robust to attack. More-
over, our results provide new insight into how the properties of
the communication method and environment affect the robustness
of cooperative MARL systems under adversarial conditions. We
develop a framework for modelling single-victim communication
perturbation attacks, revealing key features of these attacks that
have previously been unexplored in this context, namely, when-
to-attack, who-to-attack, and where-to-attack. We address these
overlooked aspects and find that our methods are able to achieve a
greater impact in a wider range of scenarios including those where
previous attacks had no impact. In considering when-to-attack we
present a new technique that exploits an adversary’s white-box
knowledge of the victim to select an effective attack tempo. Who-to-
attack has not been previously addressed in AML attacks on MARL,
and we demonstrate that tempo functions can be extended to also
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select the weakest link in the system, allowing the adversary to
achieve highly effective attacks. Similarly, where-to-attack has not
been previously addressed for communication perturbation attacks

and is addressed by our novel method of ranked message selection.

We empirically demonstrate that our method enables attacks to
achieve a similar or greater impact than random message selection
in 29 of the 30 tested scenarios. Finally, we propose two new loss

functions that address flaws in the basic untargeted loss function.

We empirically demonstrate the general effectiveness and specific
strengths of these loss functions.
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