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Abstract—As machine learning (ML) models are increasingly
deployed in high-stakes environments, explainable AI (XAI)
methods like SHAP and LIME have become essential for reg-
ulatory compliance and trust. However, the current auditing
paradigm relies on an implicit “chain of trust” where third-party
auditors are assumed to be trusted. Recent research demonstrates
that this assumption is flawed and adversarial auditors can
manipulate XAI explanations through manipulation attacks such
as output shuffling or scaffolding out-of-distribution (OOD) to
conceal model biases while maintaining high prediction accuracy
aiming for fairwashed explanation. In this paper, we introduce
a novel defense framework, ExplainGuard, that leverages a zero
trust architecture (ZTA) design to be incorporated within the XAI
explanation supply chain and ensures the integrity of generated
explanation. This framework would help us to replace the
ambiguous default assumption of “auditor is trustworthy,” with a
continuous “verify-then-trust” approach. Our design architecture
establishes a Policy Decision Point (PDP) that enforces three
distinct pillars of verification before any explanation is released
to the user: (1) asset integrity via behavioral fingerprint to
detect model substitution, (2) semantic validity using axiomatic
consistency checks to reject mathematically impossible explana-
tions, and (3) feature faithfulness verification utilizing a ranking
stability approach with minimal computational overhead. Finally,
we evaluate how ExplainGuard can effectively neutralize state-
of-the-art explanation manipulation attacks while transforming
the auditing process into a verifiable operation.

Index Terms—Secure XAI system, Zero Trust in XAI, Ex-
plainable AI, XAI security, explanation manipulation, Post-hoc
Explanation Guarantees

I. INTRODUCTION AND MOTIVATION

The rapid adoption of “black-box” machine learning or
deep learning models in critical sectors such as cybersecurity,
finance, or healthcare has created an urgent need for explain-
ability and transparency [1]. To aid that need, explainable
artificial intelligence (XAI) arose from a fundamental scien-

tific necessity with an objective of interpreting the decision
outcome process for any AI-driven system outcomes [2].
Practical XAI methodologies are wide-ranging, serving as
proxies to illuminate model behavior, including feature per-
turbation methods, notably SHAP [3] and LIME [4]; gradient
calculation methods, such as Integrated Gradients (IG) [5] and
Grad-CAM [6]; simple surrogate models (e.g., Decision Tree
surrogates); decomposition-based techniques, including Layer-
wise Relevance Propagation (LRP) [7] and DeepLIFT [8]; and
counterfactual explanations [9]. These explanations serve as
the primary interface for stakeholders to diagnose errors, audit
for fairness, and ensure regulatory compliance of any model.
However, while the organizations rigorously verify the identity
of users and the accuracy of models, they often have this false
assumption of trust within the explanation generation process
aka explainability supply-chain.

In XAI systems, explanation mechanisms are categorized
as either model-agnostic or model-specific. Model-agnostic
mechanisms are capable of interpreting any black-box system,
while model-specific mechanisms are designed for specific
model architectures. A major XAI vulnerability stems from
adversarial attacks, which are engineered to deceive post-hoc
explanation techniques to obscure underlying model biases,
thereby obstructing an accurate assessment of the model’s
true readiness [10]. This threat is amplified by user behavior,
as evidence suggests that users place higher reliance on the
predictive performance (i.e., accuracy) of AI models than
on the descriptive content provided by the accompanying
explanations [11]. This insight is critical because it indicates
that even if the underlying explanation system is compromised,
accurate predictions from the model may still lead users
to trust both the output and the manipulated explanation.
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Since any post-hoc explanation is an approximation of the
AI model’s internal workings, an adversarial attack on the
explanation only exacerbates this inherent approximation, and
furthermore, stakeholders, who are often non-technical person-
nel, are predominantly focused on the model’s global behavior,
making them highly susceptible to such deceptive attacks.

The blind trust in explainability supply-chain presents a
critical security vulnerability for various XAI methods. Recent
literature has exposed that post-hoc explanation methods are
highly susceptible to adversarial manipulation [12]–[14]. Thus,
we propose to add an independent third-party auditor in the
XAI pipeline to always verify the generated explanation.
However, malicious actors acting as third-party auditors can
orchestrate sophisticated attacks to deceive stakeholders. For
instance, fairwashing attacks [14], [15] on explanation allows
an adversary to manipulate feature importance scores to hide
discriminatory biases (e.g., gender or race) without altering
the model’s predictions [16]. Moreover, there exist no formal
design architecture that treats the third-party auditor as an
untrusted entity and verifies the XAI generated explanation
before it reaches the user (i.e., decision-maker). This absence
of verification mechanisms transforms external audits into a
security liability rather than a compliance asset.

To address the above issues, in this paper we propose
ExplainGuard, a novel defense framework that leverages a
zero trust architecture (ZTA) within the XAI pipeline to ensure
explanation integrity. To illustrate, ZTA is a cybersecurity
paradigm focused on resource protection where trust is never
granted implicitly [17]. ZTA moves defenses from static
perimeters to dynamic policy enforcement. Key tenets include:
(1) All resource authentication is dynamic; (2) Access to
resources is granted on a per-session basis; and (3) Access is
determined by dynamic policy. Current security frameworks,
including the NIST ZTA [17], focus primarily on micro-
segmentation, identity governance, and resource health. While
ZTA has been applied to MLOps pipelines to secure model
weights [18], to the best of our knowledge, it has not been
applied to the output artifacts (e.g., explanation) of XAI. In
summary, this paper makes the following major contributions:

• Provide a novel zero trust design architecture for a veri-
fied auditing of the XAI generated explanation, replacing
the traditional “assume-trusted” auditing model with a
“verification-based” model.

• Introduce a behavioral fingerprinting approach to detect
manipulated explanation generated by an adversary.

• Provide a novel method to detect model substitution or
adversarial wrapper model attacks in XAI setup.

Paper Organization. Section II presents the mathematical
formalization. Section III describes the design architecture for
our proposed ExplainGuard framework. Section IV presents
the logical proof of concept for the proposed framework.
Section V presents experimental case study and evaluation of
the framework. Section VI discusses the limitations and future
directions, while section VII concludes the paper.

II. PROBLEM FORMALIZATION AND BACKGROUND

A. Mathematical Formulation

Let X → Rd be the feature input values, F being the feature
column, Y → R be the output label space, and FS ⊂ F be the
subspace of sensitive features. Let x ∈ X be an input instance
and f(x) ∈ Y be the prediction of the machine learning model.
Let g(x, f) be the explanation generated by an XAI method
for the prediction outcome f(x). We define the Adversarial
Wrapper Model f ′ when the attacker retains a closer prediction
accuracy by using a wrapped or approximated version of the
unfair model f , but for some instances, unwanted explanations
are generated. To illustrate,

f → f ′ =⇒
{
∃x ∈ X (g(x, f) ̸= g(x, f ′))
∀x ∈ X f(x) ≈ f ′(x)

Both f and f ′ are kept as blacbox models so, for an outside
perspective, it becomes harder to identify the authenticity
of the model f that it was actually used to generate the
explanation g because of the the same predictive accuracy.

B. Attacks on XAI System

The attacks on XAI systems can be classified as (1) I-attack
or prediction preserving (PP) attack, where explanation is
manipulated but original prediction is retained, (2) CI or dual
attack (D)-attack, where both prediction and explanation get
altered [15], [19] and (3) explanation preserving (EP) attack
where the explanation got unaltered. In the high stake scenar-
ios, the demanding party only requires the global explanation
of the model that reveals the overall feature importance for
some data. A malicious auditor, whose task is to generate
these explanation, can manipulate this result without affecting
the predictive power of the AI model.

We find literature where the malicious auditor deceives the
target XAI method by applying wrapper or scaffold model
on the original black-box model. Among such, the output
shuffling attack [13], [20] utilizes an adversarial scoring func-
tion, a(X ), which is built upon a base function f(X ) that
considers only non-protected features X \ xρ where xρ ∈
FS . This adversarial function employs a swapping function,
hswap(f(X \ xρ), xρ), that strategically shuffles the scores of
adjacent candidates based on their protected feature xρ. This
process subtly introduces bias without direct access to the
input data distribution, aiming to deceive explainers like SHAP
and LIME into perceiving fairwashing. Scaffolding OOD At-
tack [12] conceals classifier biases from post-hoc explanation
techniques like SHAP and LIME. It exploits the fact that
these explainers often generate out-of-distribution (OOD) data
through input perturbations. The adversary constructs an OOD
detector and an unbiased classifier (ψ) using non-sensitive
features. The core is an adversarial model (e) that behaves
like the original biased classifier (f ) on in-distribution data,
but switches to the unbiased classifier (ψ) when it detects OOD
probes from explainers and fools explainers into highlighting
innocuous features instead of the true bias, thus fairwashing
the explainer.



III. ZERO-TRUST ARCHITECTURE FOR DESIGNING
EXPLAINGUARD FRAMEWORK

A. Design Overview

We propose ExplainGuard, a Zero Trust Architecture (ZTA)
designed to secure the XAI supply chain depicted in figure
1. Unlike traditional auditing frameworks that rely on the
perimeter-based trust of an authenticated auditor, Explain-
Guard enforces a data-centric security model. It treats the
generated explanation artifact as an untrusted object that
must be continuously verified for its integrity and provenance
throughout its entire life-cycle.

The architecture is designed according to NIST Zero Trust
tenets [17] where all data sources and computing services are
considered resources, access to resources is determined by dy-
namic policy, authentication and authorization strictly enforced
before access. The system separating the control plane (verifi-
cation process) from the data plane (explanation generation).
It consists of three logical components: the Untrusted Zone,
the Policy Enforcement Point (PEP), and the Policy Decision
Point (PDP). Zero Trust treats auditor produced explanations
such as SHAP objects untrusted by default, so instead of
sending it directly to the user, it sends the explanation to
PEP. PEP isolates the explainer through micro-segmentation
that ensures there is no direct path from explainer to the end
user, and the explanation must go through PDP. PEP also
sends an authorization request to PDP with explainer object
metadata. Policy Engine (PE) of PDP evaluates the trust in
the explainer object and then the trust decision is forwarded to
Policy Administrator (PA), which issues authorization token,
sends appropriate configuration to PEP so that only trusted
and verified explainer object is passed to the end user. The
Verifier (V) acts as the immutable trust anchor by controlling
the secure environment, managing cryptographic keys, and
executing the non-repudiable verification protocols.

Fig. 1: Proposed zero trust architecture-based ExplainGuard
framework overview

B. XAI Pipeline: Roles, Assumptions, and Adversarial Goals

The ExplainGuard framework is designed to counter a
specific threat model involving a sophisticated, potentially
malicious model auditor. We define the operational environ-
ment through the interaction of specific stakeholders and the
technical constraints of the audit process.

1) Stakeholder Roles and Trust Perimeters: To establish a
clear security boundary, we define the following entities:

• Model Developer (Dev) and End User (E) are mutually
trusted parties. Dev provides the original black-box
model f to E, typically under a Machine Learning as
a Service (MLaaS) paradigm.

• Model Auditor (A) is an external, untrusted entity
commissioned to evaluate f . The auditor is assumed to
have black-box access to the model to generate post-
hoc explanations using a model-agnostic explainer with
limited time query access.

• Verifier (V) represents the authoritative, trusted third-
party service responsible for validating the integrity of
the audit.

2) Technical Assumptions: The framework operates under
the following technical constraints:

• Input and Task: The audit is triggered by a sample input
vector x. We focus on binary classification tasks where f
provides a deterministic prediction probability score for
any given instance along with a class label.

• Data and Tools: For the scope of this work, we con-
sider models trained on tabular data and Python coding
environment.

• Audit Motivation: E (often a non-technical stakeholder)
requires an audit for transparency, or Dev is regulated to
provide black-box model access to auditor A to ensure
an unbiased external evaluation.

3) Adversarial Objectives: Auditor’s primary goal is Ex-
planation Fairwashing, meaning the generation of deceptive
explanations (ΦA) to mislead both the E and the V. We
consider two primary attack vectors:

1) Model Substitution (Cloning): A deploys an adversar-
ial wrapper model (f ′) that mimics the predictive behav-
ior of f but engineered to suppress sensitive features or
output biased importance scores.

2) Explanation Forgery: A submits feature importance
values that are not derived from f . These may be
randomized, manually manipulated, or generated from a
corrupted explainer state to hide the model’s true logic.

C. Operational Protocol and Key Management

The operational protocol begins with the registration phase,
where the model owner (either E or Dev) registers the
black-box model (f ) with the V, providing seed inputs to
generate secret fingerprint inputs (Ic = {Sexpl ∪ Sood}) via
Algorithm 1 (presented in Appendix C) and establishing a
cryptographic key pair (KAprivate

and KApublic
). During the

authorization, E issues a unique, request-specific API key
linked to model f and a Request ID Rid to the Auditor (A),



who is registered by the primary party and assigned their own
cryptographic key pair (KBprivate

and KBpublic
). Finally, in

the submission phase, A submits a structured data package
containing calculated attribution values (ΦA = g(f ′, x)) and
the corresponding explainer object (Eobj); this package is
serialized in a restricted, non-executable format and encrypted
first with KApublic

and then with KBprivate
. This multi-layer

encryption ensures non-repudiation by the auditor, as the
signature is bound to the submission, while ensuring that only
the model owner possesses the necessary keys to decrypt and
access the final explanation result.
D. Architectural Components

1) The Untrusted Zone (The Auditor): Auditor (A) is
an external entity authorized to generate explanations for
a specific query. Given that the model f ′ is treated as a
complete black-box with no access to internal gradients or
layer architectures, A must rely on model-agnostic, post-
hoc interpretation methods. We assume A operates in an
adversarial environment and may attempt to submit manipu-
lated explanations (Fairwashing) or malicious payloads (RCE
attack). The Auditor generates a submission package SA =
{Eobj ,ΦA, x,B}, where Eobj is the serialized post-hoc black-
box explainer object (e.g., shap.KernelExplainer or
lime.lime_tabular.LimeTabularExplainer), ΦA

is the set of calculated feature attribution values, and x is the
input instance being explained and B is the background dataset
used as reference distribution.

2) Policy Enforcement Point (PEP): The PEP serves as
the secure gateway between A (Untrusted) and E. Zero-trust
architecture ensures that no explanation can bypass PEP. PEP
has two primary responsibilities: (i) Traffic Interception &
Explainer Isolation: PEP intercepts SA and routes it to a
secure, isolated container. This micro-segmentation isolates
the explainer service so that it cannot communicate with any
component except PEP. By restricting all outbound traffic
from the explainer, micro-segmentation guarantees that each
explanation must pass through the PEP and be evaluated by
the PDP before reaching the user. This prevents bypasses,
limits lateral movement, and enforces a mandatory verification
pipeline for explanation safety. (ii) Authorization Builder:
Another key objective of the PEP is to construct and send a
complete authorization request to the PDP that includes meta-
data about the explainer output. It means that PEP extracts
model attributes such as model ID, explanation type, feature
sensitivity, and user context, then packages these into a policy
query for the PDP.

3) Policy Decision Point (PDP): The PDP is the “Trust
Engine” of this architecture. It takes the sanitized artifacts from
the PEP and computes a trust score T ∈ {0, 1} based on a
hierarchical verification protocol. The PDP has access to the
ground-truth store, which contains the model (f ) and the secret
fingerprint set (Ic).

E. The Verification Protocol

The PDP enforces a “Verify-Then-Trust” policy through
three distinct pillars. An explanation is only released if it

satisfies all three pillars.
1) Pillar I: Black-Box Asset Integrity: This pillar verifies

the identity and structural honesty of the model f ′ using
strictly input-output observations, defending against Model
Substitution, Output Shuffling, and Explainer-Conditioned
Scaffolding [12] attacks.
- Behavioral Fingerprinting: The PDP validates the model
identity by querying a secret set of inputs Ic and verifying the
output f(Ic) against a pre-recorded ground truth YGT .

Vid = I
(
∥f(Ic)− f ′(Ic)∥ < δfin

)
(1)

This test detects model substitution and unauthorized retrain-
ing, but does not by itself detect adversarial scaffolding.
- Batch-Invariance Check: To detect Output Shuffling attacks
where model predictions differ between individual and batch
evaluation, we provide a simple and novel verification process:

Vos = I
(

max
i=1,...,n

|f ′(Ici)− f ′(Ic)[i]| < δos

)
(2)

Honest model produces identical predictions regardless of
evaluation mode, while output-shuffling models violate this
invariance.
- Explainer-Conditioned OOD Audit: To detect Slack-style
adversarial scaffolding, the PDP probes whether the model
conditions its internal logic on the distribution of explainer-
generated inputs.

For each seed input x ∈ Xseed, the PDP constructs two
perturbation distributions as provided in algorithm 1 (see
Appendix C):

• Sexpl(x): explainer-style perturbations (e.g.,
SHAP/LIME masking and jittering)

• Sood(x): non-explainer OOD perturbations (e.g., feature
swapping and Gaussian noise)

The PDP computes the distributional discrepancy:

∆(x) =
∥∥Ez∼Sexpl(x)[f

′(z)]− Ez∼Sood(x)[f
′(z)]

∥∥ .
The scaffold detection statistic is then

Vsc = I

(
1

|Xseed|
∑

x∈Xseed

∆(x) > δood

)
. (3)

An honest model, whose logic does not depend on the
explainer’s sampling distribution, satisfies ∆(x) ≈ 0. A
scaffolded model exhibits a systematic discrepancy because it
activates different internal predictors on Sexpl and Sood. This
protocol extends the conditional anomaly detection framework
proposed by Carmichael and Scheirer [21] by introducing
a contrastive OOD baseline. While the original framework
focuses on identifying explainer-specific perturbations (Sexpl),
our algorithm generates a neutral control set (Sood) using
group swapping and Gaussian noise. This allow the verifier
to differentiate between a model that is naturally unstable on
off-manifold data and one that is intentionally scaffolded to
deceive an auditor’s specific sampling manifold.
- Biased Sampling Detection: To detect whether the back-
ground distribution B has been adversarially biased, we jointly



test for both distributional shift and mean shift between model
outputs on the seed data Xseed and on the background samples
B, following the two-stage fraud detection logic by LaBerge
et al. [22]. Let Yseed = {f ′(x) : x ∈ Xseed}, YB = {f ′(b) :
b ∈ B}. Then a two-sample Kolmogorov–Smirnov (KS) test
to compare the empirical cumulative distributions of Yseed and
YB, and a Wald test to detect shifts in their respective sample
means is done.

Verification Rule: Let pks and pwald be the corresponding
two-sided p-values from these tests. The verification is defined
as:

Vsm = I
(
pks ≥

δsample

2
∧ pwald ≥

δsample

2

)
(4)

where δsample is a user-defined significance level. A rejection
indicates that the background distribution induces a statis-
tically significant shift in model outputs and is flagged as
potentially biased.

2) Pillar II: Semantic Validity: This policy verifies that the
explanation is mathematically consistent with the model’s out-
put without requiring access to internal gradients. We enforce
two axioms that form the theoretical foundation of additive
attribution methods such as KERNELSHAP and LIME:
- Efficiency (Local Accuracy): For a faithful explanation, the
sum of all feature attributions plus the baseline must equal
the model’s prediction. For SHAP, this is ϕ0 +

∑
ϕi = f(x)

where ϕ0 = E[f(X)]. For LIME, this is ϕ0+
∑
ϕixi ≈ f(x)

where ϕ0 is the local intercept [23]. The Null-Player Axiom
requires that if a feature i has a negligible marginal contribu-
tion, defined as σi < δ′ where σi is defined as the maximum
marginal contribution of feature i, then its corresponding
attribution ϕi must also be negligible [23], such that |ϕi| < δ2.
- Null-Player Axiom: If perturbing a feature does not change
the model output, its attribution must be zero. This holds for
both SHAP (via Shapley value properties) and LIME (via
local linear model weights).

Vax = I

(∣∣∣∣∣ϕ0 +
d∑

i=1

ψi − f ′(x)

∣∣∣∣∣ < δ1

)

∧ I
(

max
i:σi<δ′

|ϕi| < δ2

) (5)

This check ensures that the Auditor has accounted for the
entire prediction shift and has not assigned importance to
inactive features, preventing both omission and fabrication of
causal effects.

3) Pillar III: Feature Faithfulness Verification: To verify
that the Auditor’s top-k attributions are not arbitrary but
accurately reflect the model’s causal logic, we implement
a comparative deletion-based evaluation motivated from the
work of Wei et.al. [24] and Samek et.al. [25]. This protocol
verifies that the features identified as most influential by the
Auditor (A) cause a significantly greater impact on model
behavior than a random baseline.
- Feature Ranking: Rank features by descending absolute
attribution magnitude:

i1, i2, . . . , id such that |ϕi1 | ≥ |ϕi2 | ≥ · · · ≥ |ϕid |

- Top-k Ablation Protocol: For k = 1, . . .K, generate ablated
instances x(k) by replacing the top-k features with values bi
drawn from the validated background distribution B.
- Directional Degradation: To account for signed attributions
(SHAP/LIME), we measure the magnitude of change in model
output relative to the original prediction y0 = f(x):

∆k = |f ′(x)− f ′(x(k))|

- Faithfulness AUC (AUCA): We calculate the normalized
Area Under the Deletion Curve for the Auditor’s ranking:

AUCA =
1

K

K∑
k=1

∆k

- Random Baseline AUC (AUCM ): We generate M random
feature permutations π1, . . . , πM . Let ∆̄j =

1
K

∑K
k=1 |f ′(x)−

f ′(x(πj ,k))| denote the per-permutation deletion score accross
K ablation steps then:

AUCM =
1

M

M∑
j=1

(
∆̄j

)
- Faithfulness Gap: The discriminative margin between the
Auditor’s ranking and the random baseline:

∆fd = AUCA − AUCM

- Adaptive Threshold: Let σ2
A and σ2

M denote the sample
variances of the per-instance Auditor scores {AUC(i)

A }Ni=1 and
the pooled permutation scores {∆̄j}nj=1 (n = N × M ),
respectively. The significance threshold is then the pooled
standard error:

δM =

√
σ2
A

N
+
σ2
M

n

- Verification Rule: An explanation is faithful if ∆fd exceeds
this uncertainty by a significant margin:

Vfd = I (∆fd ≥ z · δM ) (6)

where z is a significance coefficient (e.g., z = 1.96 for 95%
confidence). The threshold δM is self-adaptive; thus, we do
not need to specify it explicitly. A failure indicates that the
Auditor’s top-ranked features are statistically indistinguishable
from noise. This effectively detects “Fairwashing” where an
Auditor assigns high importance to irrelevant features to
distract from biased ones.

IV. EXPLAINGUARD COMPLIANCE AND LOGICAL PROOF
OF VERIFICATION

A. Compliance with NIST Zero Trust Standards

ExplainGuard is designed not merely as a theoretical secu-
rity framework but as a functional implementation of the NIST
SP 800-207 standard. We map the foundational tenets of Zero
Trust directly to our architectural components to ensure the
explainability supply chain remains resilient against adversar-
ial manipulation. We address Tenet 3 (Per-Session Access)
through the use of ephemeral, micro-segmented containers at
the Policy Enforcement Point (PEP), ensuring that trust is



never persistent across explanation submissions and that the
explainer object (Eobj) is strictly isolated from the end-user
until verification is complete. Furthermore, we satisfy Tenet 4
(Dynamic Policy) by employing a multi-factor Policy Decision
Point (PDP) that evaluates the trust score T based on real-
time evidence across three layers of verification. The PDP
first executes a Black-Box Asset Integrity (Pillar I) audit to
evaluate the observable state and identity of the black-box
model and the statistical representativeness of the background
data B. It then enforces Semantic Validity (Pillar II) to ensure
the mathematical consistency of the attribution values ΦA

relative to the model’s output f ′(x). Finally, it validates the
explanation through Feature Faithfulness Verification (Pillar
III) by verifying that the top-k rankings induce a significantly
higher cumulative impact on model degradation than a random
baseline. This holistic approach ensures that security decisions
are driven by real-time, data-centric risk assessment rather than
static network perimeters or implicit auditor trust.

B. Trust Decision and Feedback

The final Trust Decision T is computed as the logical
conjunction of the verification outcomes from all three archi-
tectural pillars. This strict “Fail-Closed” logic ensures that any
deviation in model identity, mathematical consistency, or fea-
ture faithfulness results in a total rejection of the explanation.
The trust score is defined as:

T = Vid ∧ Vos ∧ Vsc ∧ Vsm ∧ Vax ∧ Vfd (7)

where Vid, Vos. Vsc and Vsm represent the structural and
distributional integrity checks of Pillar I, Vax denotes the
semantic validity of Pillar II, and Vfd represents the feature
rank correlation derived in Pillar III.

If T = 1, the PDP issues a success token to the PEP, which
then releases the decrypted, verified explanation artifact to the
End User. Conversely, if T = 0, the PEP immediately drops
the submission and terminates the session.

V. EXPERIMENTAL CASE STUDY AND EVALUATION

To validate the ExplainGuard framework, we conducted
a rigorous empirical evaluation using the recidivism risk
prediction task on the COMPAS dataset [26] with 8 features.
The dataset was preprocessed and partitioned into training,
testing, and audit subsets. An XGBoost classifier was trained
on the numerical feature matrix, yielding an F1 score of
0.65, and serialized into a standardized JSON artifact. To
prevent direct model inspection, a standardized black-box
wrapper endpoint was established for the auditor. Both Ker-
nelSHAP and LIME submission packages were augmented
with self-contained, pickle-safe model prediction wrappers
(Explainer.Model.f embedded; available natively for Ker-
nelSHAP, and explicitly enforced for LimeTabularExplainer).
All experiments are executed locally, leaving cryptographic
foundations for a production-level implementation.

A. Comparative Audit Results Across Threat Models

We evaluated the clean baseline model alongside four so-
phisticated adversarial attack scenarios:

• Scenario 1: Clean Baseline: Standard random sampling
of background data using random seed 42 with default
KernelSHAP and LIME attributions.

• Scenario 2: Scaffolding OOD Attack: Alters model
outputs on out-of-distribution explainer probes to manip-
ulate global importances. Target features include age,
sex, and race_African-American, using 0 as the
random seed for background data.

• Scenario 3: Output Shuffling Attack: Exploits
batch-level rank permutations to obfuscate feature
attributions. Target features include sex and
race_African-American, using 100 as the
random seed for background data.

• Scenario 4: Biased Sampling Attack: Optimizes
weighted background datasets via convex optimization
to suppress protected feature attributions (target feature
sex) while striving to remain beneath statistical detection
thresholds.

• Scenario 5: Random Baseline: A random control case
where SHAP and LIME attributions are generated ran-
domly with randomized feature ranks, using 1334 as the
random seed for background data.

Table I summarizes the performance across all verifica-
tion checks spanning ExplainGuard’s three security pillars,
displaying maximum discrepancies, empirical p-values, delta
thresholds, and final pass/fail outcomes showing the effi-
cacy in identifying all adversarial scenarios. The complete
implementation can be found in this Github repository :
https://github.com/MarazMia/ExplainGuard.

B. Key Insights

• Output Shuffling Detection (Vid, Vos): Elevated metric
values (0.105244) exceeding the threshold successfully
capture the output shuffling attacks, as reported in Table I.

• Scaffolding OOD Detection (Vsc): Identifies out-of-
distribution branch-switching behavior in scaffolding
probes, flagging discrepancies of 0.111597 against the
< 0.080 threshold limit.

• Biased Sampling Defense (Vsm): While optimization
techniques [22] bypass lenient baseline thresholds (p ≥
0.025), hardening ExplainGuard’s verification harness to
a stricter margin (≥ 0.20) successfully traps warped back-
ground distributions (pKS = 0.1124, pWald = 0.1614),
resulting in robust security rejections.

• Random Submission Defense (Vax, Vfd): Both verifica-
tion checks successfully catch randomized feature attri-
butions submitted by the auditor, evaluated via axiom
thresholds (1.137555 for SHAP and 1.454038 for LIME)
and adaptive feature fidelity thresholds (0.006 for SHAP
and 0.0106 for LIME), which dynamically scale using
internal statistical importance values (z) and standard
errors.

https://github.com/MarazMia/ExplainGuard


TABLE I: ExplainGuard Pillar I–III Security Verification Results Across Attack Scenarios for COMPAS Dataset and XGBoost
Model. ( indicates applicable for both LIME and SHAP, for SHAP only, and for LIME only.)

Verification Check Threshold Clean Baseline OOD Scaffolding Output Shuffling Biased Sampling Random
Vid ( ) δfin = 0.005 > 0.0 0.0 0.105244∗ 0.0 0.0
Vos ( ) δos = 0.005 > 0.0 0.0 0.105244∗ 0.0 0.0
Vsc ( ) δood = 0.08 > 0.057689 0.111597∗ 0.057689 0.057689 0.057689
Vsm (pKS) ( ) δsm

2
= 0.2 < 0.3959 0.8693 0.5487 0.1124∗ 0.5487

Vsm (pWald) ( ) δsm
2

= 0.2 < 0.262 0.8587 0.7878 0.1614∗ 0.4409
Vax ( ) δ1 = 0.05 > 4.08× 10−8 1.11× 10−16 2.22× 10−16 4.53× 10−8 1.137555∗

Vax ( ) δ2 = 0.05 > 0.0 0.0 0.0610 0.1650 0.0
Vax ( ) δ1 = 0.4 > 0.26604 0.330753 0.370767 N/A 1.454038∗

Vax ( ) δ2 = 0.05 > 0.0 0.0 0.0 N/A 0.0
Vfd ( ) δM = adpt. > 0.0127 0.0132 0.0166 0.019 0.006∗

Vfd ( ) δM = adpt. > 0.0121 0.0115 0.0147 N/A 0.0106∗

T ( ) pass/fail pass fail fail fail fail
(∗) indicating the failed cases in verification check.

VI. DISCUSSION, LIMITATIONS AND FUTURE DIRECTIONS

To the best of our knowledge, this is the first work that
proposes to systematically verifies XAI results produced by
an external auditor with a zero-trust architecture. This design
renders the framework suitable for deployment in cloud or
server-based environments where neither the model developer
nor the auditor is assumed to be fully trustworthy.

A natural concern is the scenario where the original model
f , supplied by the Dev, is itself a wrapper-based adversarial
(scaffolded) model. In this case, detection remains feasi-
ble using only black-box access: based on the seed dataset
Xseed, and the verification rules in Eq. 2 and Eq. 3, the
Batch-Invariance Check and OOD Stability audit can both
flag anomalous behavior as these tests operate solely on
input–output inconsistencies of a single black-box model. For
selecting the top-k features, using the heuristic k =

√
|F |,

where |F | is the number of input features, is recommended
as a standard rule of thumb. For the LIME Vax threshold δ1,
a more lenient value of 0.4 is adopted because it depends on
the original model’s performance. Since LIME relies on an
internal surrogate linear model as an approximation, and the
underlying COMPAS model exhibits moderate performance
(F1 score of 0.65), it inherently suffers from approximation
noise. Furthermore, diverse background distributions were
evaluated across multiple random seeds to ensure that the
established thresholds avoid random guessing and generalize
robustly across diverse test cases.

In this paper, our scope is limited to tabular data and
primarily centered on SHAP and LIME while broader cross-
explainer generalization remains an open challenge. Also,
extending ExplainGuard to other data modalities and non-
additive or gradient-based explanation methods (e.g., Inte-
grated Gradients, Grad-CAM, counterfactual explainers) still
remains as open problem. The threat model focuses on two
representative wrapper-based attacks, namely the scaffolding
and output shuffling, under a black-box setting and does not
exhaust the space of possible explanation forgery strategies,
nor does it cover white-box attacks, inherently interpretable

models, or non-additive explainers. Due to the black-box
assumption, we also do not consider orthogonal model-level
threats such as back-doors, direct weight manipulation, data
poisoning, or membership inference, which are complemen-
tary to the explanation-integrity problem studied here. The
robustness of the detection mechanisms further depends on the
representativeness of the seed dataset Xseed, and inadequate
coverage may allow adversarial evasion. Finally, while the
performance overhead is acceptable for many use cases, it can
be optimized further, and we plan to formalize verification
guarantees, extend the framework to defend against privacy-
leakage issues via explanations, and address system-level
security concerns such as secure logging and resilience to
denial-of-service attacks.

VII. CONCLUSION

In summary, this paper exposes a critical vulnerability in
modern XAI pipelines: the lack of security guarantees for
post-hoc explanations. We show that wrapper-based attacks
such as fairwashing, biased sampling, and explanation scaf-
folding can compromise explanation trustworthiness without
modifying the underlying model. To mitigate these risks,
we introduce ExplainGuard, a zero trust architecture–based
framework that enforces per-session access control, dynamic
policy verification, and continuous behavioral monitoring for
maintaining explanation integrity before it is presented to end-
users. Although our framework is proposed for some specific
XAI methods, it has the potential to be extended further in
addition with other robust and mathematically sound pillars.
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APPENDIX

A. Need for an Explainer Object
ExplainGuard mandates the submission of the original se-

rialized explainer object (Eobj) utilized by the auditor to
generate the feature attribution values. This requirement is
fundamental to the Zero Trust model, as the Eobj serves as
the technical evidence of the specific model manifold the
auditor probed during the explanation process. Without this
object, the verifier possesses no mechanism to authenticate
whether the reported attributions ΦA were derived from the
legitimate black-box model f or a manipulated surrogate f ′.
By enforcing the submission of Eobj , the architecture allows
the PDP to detect four distinct configurations. In the ideal
case, the Auditor provides an Eobj correctly applied to f ,
with ΦA faithfully calculated for f . Conversely, a malicious
Auditor may attempt to submit an Eobj applied to a surrogate
f ′ while providing pre-calculated attributions for f to mask
the deception. A more common attack vector involves applying
the explainer to the legitimate model f while fabricating the
importance values ΦA to hide bias, or the most aggressive
approach, where both the explainer object and the attributions
are derived from a scaffolded surrogate f ′. By intercepting
the Eobj at the Policy Enforcement Point, the Verifier can re-
execute queries against the internal model reference preserved
within the object, ensuring that the explanation artifact is
intrinsically bound to the actual decision logic of the registered
model f .
B. Defensive Serialization and Object Sandboxing

To neutralize the inherent risks of Remote Code Execution
(RCE) and object injection attacks, ExplainGuard enforces a
strict prohibition on executable serialization formats. Standard
Python serialization via the pickle module is fundamentally
incompatible with Zero Trust principles, as it allows for the
construction of malicious byte-streams that execute arbitrary
code upon deserialization [27]. Given that RCE grants an
adversary lateral movement and full administrative control,
its use for untrusted external inputs is strictly forbidden [9].
Consequently, the entire lifecycle of the explainer object
(Eobj), from ingestion to structural inspection, is confined
within an ephemeral, non-privileged sandbox at the Policy
Enforcement Point (PEP). This micro-segmented environment
ensures that any potential exploitation attempt is contained,
preventing escape to the wider system or the Model Owner’s
internal assets.
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C. Algorithm for OOD Sample Generation

Inputs and Outputs: The algorithm requires a seed dataset
Xseed and a sparsity parameter k to define the extent of
perturbation. The black-box model f is used as a labeling
oracle to record outputs, while the fingerprint data generation
itself is independent of f . The expected outputs are two sets of
pairs: Sexpl containing perturbations following explainer-style
distributions, and Sood containing general out-of-distribution

Algorithm 1: Black-Box Model Fingerprinting data
generation via Deterministic–Stochastic OOD Probing

Input: Seed set Xseed = {x1, . . . ,xn}, model f ,
sparsity k, samples per mode M

Output: Explainer fingerprints Sexpl, OOD
fingerprints Sood

Sexpl ← ∅, Sood ← ∅;
foreach x ∈ X do

// Explainer-style perturbations
for m = 1 to M do

z← x;
Draw s ∼ {1, 2} uniformly;
if s = 1 then

// SHAP-style masking
Choose (d− k) indices I ⊂ {1, . . . , d};
foreach i ∈ I do

z(i) ← median{x(i)
j : xj ∈ X};

else
// LIME-style jittering
Choose k indices I ⊂ {1, . . . , d};
foreach i ∈ I do

Draw z(i) uniformly from
{x(i)

j : xj ∈ X \ {x}};

Sexpl ← Sexpl ∪ {(z, f(z))};
// Non-explainer OOD perturbations
for m = 1 to M do

z← x;
Draw s ∼ {3, 4} uniformly;
if s = 3 then

// Group feature swapping
Choose a subset of indices G ⊂ {1, . . . , d};
Draw a reference point xref from X \ {x};
foreach i ∈ G do

z(i) ← x
(i)
ref ;

else
// Gaussian feature noise
Choose k indices I ⊂ {1, . . . , d};
foreach i ∈ I do

z(i) ← x(i) +N (0,Var(X (i)));

Sood ← Sood ∪ {(z, f(z))};

return Sexpl,Sood;

perturbations.
Functional Overview: This algorithm implements a
Deterministic–Stochastic OOD Probing strategy to generate
model fingerprints. It systematically explores a model f
by creating two perturbation sets from a seed set X . The
Explainer fingerprints (Sexpl) are generated by alternating
between SHAP-style masking and LIME-style jittering.
Conversely, the OOD fingerprints (Sood) utilize non-
explainer perturbations, including group feature swapping
with reference points and the addition of Gaussian noise
N (0,Var(X (i))). This dual-pronged approach allows for the
detection of discrepancies in model behavior when subjected
to the specific sampling manifolds used by interpretability
frameworks versus general out-of-distribution noise.

D. Feature Rank Analysis:

Fig. 2: Feature attribution heatmap along with rank indicator
for all 5 experiment scenarios

As illustrated in Figure 2, both LIME and SHAP exhibit
consistent feature ranks under the clean baseline setup. How-
ever, under adversarial attack scenarios, LIME suffers severe
fluctuations in both attribution values and feature rankings,
confirming the successful execution of the attacks. The random
control case reflects purely randomized feature attributions and
rankings. Conversely, while SHAP demonstrates greater over-
all robustness than LIME, it appropriately captures a notable
rank shift for the feature sex under the output shuffling attack.
Note that the biased sampling heatmap for LIME is omitted
(N/A), as the attack specifically targets the SHAP framework.
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