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Abstract—Tool-using Al agents turn delegated tasks into
provider effects, yet authorization commonly ends at admission
while mutable provider state, delivery, retry, and recovery con-
tinue. A request may change before commit, or an effect may
occur while its response is lost; a replacement can then create
a second effect from one approval. We present AID-Guard, a
stateful authorization-to-effect closure protocol. It revalidates the
exact approved request and current provider state at commit,
retains one reservation while the outcome is ambiguous, and
permits release or one successor only after a terminal result
or certified no effect with a delivery fence. For supported
provider contracts, one reservation therefore yields at most one
effect across retry and recovery. To our knowledge, AID-Guard
is the first evaluated agent-authorization protocol to preserve
one reservation lineage across provider commit and ambiguity,
permitting at most one successor only after certified no effect
and provider-terminal predecessor fencing through the declared
recovery horizon.

We implement AID-Guard as a Python/SQLite prototype and
evaluate it in a declared loopback MCP domain. Thirteen live
mutations produced no unauthorized provider effects, four out-
come traces preserved the specified commit and recovery seman-
tics, three concurrent histories were linearizable, and complete
evidence bundles supported public verification and privileged
replay. All 210 Stripe provider-contract trials matched their
predeclared outcomes. Across two SaaS providers, 40 terminalize-
then-successor schedules, 30 overlapping Stripe confirm/cancel
races, and 10 Stripe crash-recovery schedules completed without
a duplicate effect. Under complete proposer compromise, AID-
Guard blocked all 44 submitted attacks while admitting all 44
matched legitimate proposals. The strict exact-manifest profile
reduced benign utility by 35.4-43.8 percentage points; in a
separate no-seed frontier, Typed-3x observed 9-10 more benign
completions than Exact-1x, with no observed unsafe effects
across 864 frontier episodes. A composition study blocked all
20 tested post-admission lifecycle attacks and preserved all eight
matched valid or exact-retry executions. These results support
authorization-to-effect binding under the evaluated effect-path
inventory, provider contracts, and failure schedules.

I. INTRODUCTION

Al agents increasingly translate natural-language tasks into
operations over mailboxes, repositories, calendars, files, and
other provider resources. The decisive security boundary lies
where a delegated task becomes an authenticated operation
with a concrete target, acting identity, provider contract, and
externally visible effect.

a) Running example: A user approves one reimburse-
ment email from a fixed account to a verified recipient, with a
fixed attachment. After admission, a compromised agent or an-
other untrusted request-building component may substitute the

recipient, attachment, or sending account just before provider
commit. Even if the request remains unchanged, the provider
may send the message while its response is lost. A blind retry
can send a duplicate; declaring failure and issuing replacement
authority can let both the delayed request and its replacement
deliver. The admission decision may have been correct, yet the
eventual effects no longer represent one approved action.

This history exposes an authorization-effect gap: authority
is checked at admission, while the request, provider state,
delivery, and recovery continue to evolve. The security de-
cision must persist until the provider outcome is resolved. We
ask: under concurrency, retries, response loss, and context
mutation, which durable authorization state may produce a
provider effect, and how can recovery avoid creating a second
effect?

AID-Guard closes this gap with three rules. First, provider
commit revalidates the exact approved request and current
provider state. Second, ambiguous delivery retains the original
reservation and cannot mint replacement authority. Third, the
lineage closes only with a terminal provider result or with
certified no effect and a delivery fence installed before release
or one successor. Together, these rules keep one user decision
bound to one effect lineage.

Existing defenses secure complementary portions of this
path. Spotlighting marks untrusted input provenance, while
CaMeL, Progent, and PAuth constrain information flow, tool
admission, or task-scoped authority [1], [2], [3], [4]. CXI
binds field, effect, and invocation authority to one action
manifest at the execution boundary, while CapLease retains
token-independent authorization state through Issue—Prepare—
Commit to prevent semantic replay [5], [6]. Four cross-stage
histories remain. A capability plus idempotency does not stop
a substituted first request without commit-time revalidation.
Independent idempotency keys do not couple a predecessor
and successor that share no reservation lineage. No-effect re-
lease without a delivery fence leaves a delayed predecessor de-
liverable. A provider result without authority-bound evidence
records what happened but not which delegation produced it.
AID-Guard unifies commit-time binding, certified-no-effect re-
covery, provider-terminal predecessor fencing through the de-
clared recovery horizon, and one-successor reservation transfer
in one stateful authorization lifecycle. Under the declared
provider contracts, this yields one-effect-or-certified-no-effect
semantics across commit, ambiguity, retry, and recovery.

The protocol records each rule as a durable transition.
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Fig. 1.

Stateful authorization through effect closure. H1 binds the evaluated action, H2 reserves quota and issues one capability, and H3 claims it at the

credential-holding boundary. D2 revalidates the exact request and current provider state at commit. A terminal result closes the normal path; response loss
retains the charge, while certified no-effect evidence installs a delivery fence before reservation release or one successor on the same lineage. The lower plane

contains durable but non-executable evidence.

Trusted services construct the delegated context and immutable
request before opening the provider path. H1-H3 repeatedly
revalidate mutable dependencies while binding observation,
capability issuance, and effect-boundary claim. Provider dis-
patch then revalidates the authority graph at D2. Durable
outcome, idempotency, no-effect, successor, and evidence ob-
jects define the permitted retry and recovery branches. Under
supported provider contracts, each reservation yields at most
one effect across its predecessor and accepted successor.

Figure 1 gives the reading used throughout the paper. The
left side forms one single-use authority, the center is its only
route to a provider effect, and the right side closes the outcome
or recovery branch. H1 binds an eligible evaluation to durable
state; H2 reserves quota and issues a holder-bound capability;
H3 claims it at the effect boundary; and D2 performs the
commit-time check. Outcome and recovery evidence describe
this lineage but cannot execute it.

The evaluation mirrors this lifecycle across separate ev-
idence planes. In the official-MCP plane, an enumerated
effect-path inventory, live mutations, commit/recovery traces,
concurrent histories, and evidence measurements exercise
the complete authorization-to-effect path. An independently
implemented HTTP/JSONL recorder cross-checks provider-
effect counts without reading the authority store, while Stripe
and Resend test the declared commit and recovery contracts
through external APIs. In the AgentDojo plane, natural, forced,
and direct proposals measure attack exposure and admission;
a paired extension then carries normally executed actions
from AgentDojo, Spotlighting, CaMeL, and Progent into the
post-admission lifecycle. Keeping these planes separate avoids
crediting model refusal as effect-boundary enforcement.

This paper makes three contributions:

« We formulate the authorization-effect gap as an
authorization-to-effect closure problem and define a
stateful one-effect-or-certified-no-effect property over one
reservation lineage.

o We design and implement H1-H3 authority formation,
commit-time request and provider-state binding, conser-
vative no-effect recovery, and role-separated outcome
evidence.

« We evaluate the protocol with live boundary mutations,
commit and recovery failures, concurrent histories, two ex-
ternal provider contracts, complete proposer compromise,
and post-admission composition with four upstream action
sources.

II. THREAT MODEL AND SECURITY GOALS
A. System and Effect Boundary

We consider a user who approves a closed manifest, an
untrusted planner and its subagents, an AID-Guard gateway,
an atomic authority store, an effect adapter, and a provider. The
manifest identifies a finite set of provider-atomic effects and the
operation contracts that construct them. A deployment declares
a protected effect domain: the concrete credentials, endpoints,
processes, sockets, and other authority-bearing paths capable
of producing those effects. The deployment closure obligation
(DO) requires every such path to pass through the registered
adapter or a tool-native verifier with equivalent enforcement.
Paths outside a declared and explicitly checked domain are
outside our containment claim. A deployment maintainer owns
this inventory and advances the boundary epoch whenever
credentials, endpoints, processes, or egress routes change. The



prototype verifies conformance to the registered inventory; it
does not discover omitted routes. Our matched ambient control is
an evaluation oracle operated with a maintainer-held credential
and process/network path that the proposer cannot access.
Exposing that authority to the proposer would add an effect-
capable route and invalidate DO rather than constitute a protected
AID-Guard execution.

The planner can propose a tool call but cannot supply
an authoritative principal, provenance label, risk decision,
dependency status, credential, boundary epoch, or outcome.
Trusted services reconstruct those attributes from registered
state. The authority-bearing unit is one immutable execution
request for one provider-atomic effect. A non-atomic batch must
be decomposed into independent transactions or rejected.

B. Adversary

The adversary may fully control the planner, agent, and
subagents; inject arbitrary text through email, web, retrieval,
files, or tool output; fabricate caller metadata; and propose any
syntactically valid operation. The adversary may also possess the
ordinary credentials of a compromised authenticated actor, steal
or replay protocol objects, substitute same-typed fields, race
concurrent requests, induce process crashes or response loss,
and tamper with ordinary audit storage. Model compliance with
system instructions and model-level instruction/data distinctions
carry no authority.

The adversary’s objective is to cause a protected effect that
is not the effect authorized by the accepted root and current
execution context, to create two effects from one reserved use,
to recover authority after an effect may have occurred, or to
present an inconsistent effect history as complete.

C. Trusted Computing Base

The authorization-semantic trusted computing base (TCB)
has four parts. First, authorization roots comprise the trusted
review surface, root signer, and enrollment and role registries.
Second, deterministic context machinery canonicalizes requests
and resolves workload identity, delegation, operation contracts,
provenance, policy, dependencies, and boundary state. Third,
the linearizable authority store and rollback-detecting trusted
time own current root activity, quota, confirmation consumption,
capability state, and transition ordering. Fourth, the credential-
holding effect boundary enforces the immutable request and
provider precondition.

Effect and recovery properties additionally rely on the
declared provider contract and the scoped adapter and provider-
evidence roles K;] ) and K 1(21 ). The evaluated prototype assumes
a trusted maintainer-controlled host and places its SQLite
authority store in the TCB. Current authority is always read from
the linearizable store; loss of that state causes the transition to
fail closed.

Trust is role-scoped. For example, compromise of a confir-
mation key defeats the corresponding user-presence assurance
but does not forge the root. An isolated capability-signing key
cannot create matching server-side capability state. Compromise
of K%’ ) or K é’ ) defeats no-effect recovery safety for that

integration but does not create a root authorization. Compromise
of the gateway, authority store, root signer for its active
enrollment epoch, or the exclusive effect boundary defeats the
corresponding core property.

D. Security Goals

We target three conditional properties.

a) PIl: Delegated execution authorization: Within a DO-
complete declared domain, every accepted protected effect must
descend from one active user-approved root, an eligible non-
authoritative evaluation, one H1 transaction binding, one H2
issuance, and one H3 claim. Dispatch binding (D2) must submit
the exact immutable request bound to that claim under the
approved provider precondition.

b) P2: Conditional effect uniqueness: For the supported
provider profiles, one reserved use may commit at most one
provider-atomic effect. Release or replacement after claim re-
quires a valid, scoped, one-use no-effect certificate and chooses
either release or one successor after installing a provider-
terminal predecessor fence retained through the declared re-
covery horizon.

c) P3: Auditable accountability: Available evidence ob-
jects must form one role-separated graph over the same
authorization and effect lineage. Complete bundles should
support public integrity checking and privileged deterministic
replay. Missing evidence must be reported as incomplete, never
interpreted as proof that no effect occurred.

E. Out of Scope

The containment claim begins with an approved manifest and
a DO-complete deployment. It excludes compromised trusted
hosts or enforcement components, undeclared bypass paths,
denial of service, side channels, non-atomic batches, and
providers outside the supported outcome contracts. User-intent
inference, policy quality, multi-region authority-store lineariz-
ability, automatic discovery of semantically equivalent effect
paths, and production hardening remain separate problems.

III. AID-GUARD DEsIGN

Figure 1 summarizes the protocol end to end; this section
unpacks each stage and the invariant it preserves.

A. Design Principles

AID-Guard represents delegated execution as an explicit
state-transition protocol. Five principles organize the design.
First, planner output is observational: it cannot mint authority
or choose a security identity. Second, each authority transition
has a durable linearization point. Third, every stage carries
the same canonical effect and immutable request identity.
Fourth, ambiguous provider delivery preserves the quota charge
and blocks automatic replacement. Fifth, receipts and verifier
outputs describe authority; they never create it.

These principles close the four cross-stage gaps from Sec-
tion I. D2 compares the claimed immutable request and
current provider state at commit, so idempotency cannot
legitimize a substituted body. A reservation lineage contains



both predecessor and successor authority, including paths that
use different provider idempotency keys. Certified no-effect
recovery installs a durable delivery fence before release or
successor creation. Outcome evidence then binds the provider
result to the capability, request, reservation, and authorization
transitions that produced it.

B. From User Approval to an Eligible Observation

An LLM or compiler may propose a candidate manifest,
but that object is unsigned and non-authoritative. A trusted
review surface renders every authority-bearing field of a closed
approved manifest. The user signs a root envelope with an
enrolled review key, and the gateway registers the root under
a monotonic revision and immutable quota lineage.

Each effect references a registered operation contract. The
contract binds the request codec, resource resolver, dispatch
profile, provider preconditions, effect semantics, boundary iden-
tity, and version. A closed, decidable effect grammar must match
the canonical request exactly once. Security-relevant parameters
are divided into disjoint provenance binding units, and each
value must be linked either to an approved manifest constant
or to a verified provenance commitment. Approved and current
deterministic policies evaluate the same canonical risk snapshot.
The result cannot weaken an approved confirmation minimum
or override an approved maximum-risk ceiling. Contracts are
authored and versioned by the deployment maintainer; the
review surface asks the user to approve the resulting effect
instances and bounds.

The evaluation layer performs this reconstruction without
producing execution authority. It returns either a rejection or
an eligible evaluation. The latter carries an opaque, non-bearer
handle with no quota reservation, capability, or provider path.

C. Three Mandatory Authority Checkpoints

H1-H3 separate observation, issuance, and effect-boundary
claim so that each stage can revalidate its own mutable depen-
dencies (Table I). No successful earlier checkpoint exempts a
later one.

a) HI: binding an observation: HI resolves the server-
side evaluation record behind the opaque handle and binds it
to the current actor session. The authority-store transaction
creates both the transaction binding and a context-validated
transaction. An evaluation can therefore enter at most one
authority transaction, and the evaluation layer remains non-
authoritative.

b) H2: issuing one capability: If policy requires user
presence, the confirmation service signs an assertion over the
exact frozen context. H2 revalidates the graph and atomically
consumes that assertion, reserves one quota unit, registers one
holder-bound capability, and commits the issuance snapshot.
There is no durable step-up-verified state that could be replayed
independently. An exact committed retry returns the original
issuance and creates no additional reservation or capability.

¢) H3: claiming at the effect boundary: The adapter
observation service issues a short-lived invocation that is usable
for one H3 service call. The holder signs the capability, action,

audience, immutable request, challenge, invocation, and actor-
session context. H3 revalidates all claim-time epochs and
atomically changes the capability from issued to claimed and the
reservation from reserved to in flight. The authoritative claim
is the server-side compare-and-swap over this registered state.
An atomic provider contract may collapse this claim and the
terminal provider commit into one transaction; it still performs
the same H3 checks and records the claim witness.

Figure 2 shows the durable paths that connect these check-
points to effect closure. It separates the atomic provider profile
from the submitted-attempt profile and makes the conservative
recovery branch explicit.

D. Commit-Time Effect Binding

Dispatch accepts the request state bound at claim time. At
this boundary, the system reloads the signed capability arti-
fact, immutable request, operation contract, current reservation
owner, adapter and credential-holder registrations, boundary
profile, and provider contract. The effect path receives exactly
the request body whose digest is already bound into the claim.
Dispatch binding (D2) requires the provider to enforce the ap-
proved version, ETag, or lock precondition when authorization
depends on mutable resource state.

The evaluated model supports two provider outcome con-
tracts. Under the atomic contract, claim, provider mutation,
capability consumption, quota commit, and outcome recording
share one transaction. Under the controlled-idempotent contract,
the authority first consumes the capability into a durable
submitted attempt and immutable outbox. The provider binds its
idempotency key to the exact operation scope and request body.
Exact replay returns the durable terminal result; conflicting reuse
fails closed. The retained terminal result supports lookup and
reconciliation without redispatch.

These contracts also define the revocation boundary. The
atomic path linearizes authorization and effect at their joint
commit. The controlled-idempotent path linearizes authoriza-
tion when the authority transaction revalidates the current
graph and durably creates the submitted attempt and outbox. A
root revocation or boundary-epoch change ordered before that
transaction rejects submission; one ordered after it prevents later
authority but does not retroactively cancel an already submitted
provider request. Its eventual result remains attached to the same
lineage and must be reconciled rather than resubmitted.

Providers lacking atomic commit or durable exact-result
idempotency are ineligible for the evaluated retry-and-recovery
profile. They may still use ordinary D2 submission, but ambigu-
ous delivery remains uncertain and charged, and the implemen-
tation permits neither automatic retry nor replacement.

E. Conservative Recovery

Response loss leaves effect status unresolved. The system
first queries the provider’s terminal identity under the registered
reconciliation contract. A known committed result recovers the
original lineage. Otherwise, release or replacement requires a
no-effect certificate with an accepted evidence profile, exact



TABLE I
THE THREE MANDATORY AUTHORITY CHECKPOINTS.

Stage Presented object Same-transaction checks Durable result
H1 Eligible evaluation handle and authenticated ~ Root and enrollment, workload/delegation, operation  Transaction bound; context validated
actor session contract, provenance, policy, dependencies, boundary,
trusted time
H2 Transaction checkpoint and, when required,  Refreshed H1 dependencies, exact confirmation context, ~ Confirmation consumed; quota reserved; signed
one step-up assertion quota lineage, absence of a conflicting capability capability issued; issuance snapshot committed
H3 Adapter-issued invocation, checkpoint, signed ~ Current root, session proof key, capability, reservation,  Claim witness committed; capability claimed;
capability, and holder proof immutable request, adapter scope, boundary epoch, and  reservation in flight

trusted time
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Fig. 2. Durable authority and effect-lifecycle states. The atomic provider profile combines H3 claim, provider effect, and outcome recording in one transaction.
The controlled-idempotent path consumes the capability into a submitted attempt; a terminal provider result advances the attempt to a committed effect, and an
accepted attestation records the outcome. Response loss remains uncertain. Certified no-effect recovery first installs a delivery fence and then selects reservation

release or one successor on the same reservation lineage.

provider/request scope, a valid K}i ) or K g ) role, and an
unexpired observation.

Accepting the certificate installs a durable provider-delivery
fence. One authority transaction consumes the certificate at most
once and chooses exactly one branch: release the reservation,
or transfer the same charged reservation to one newly issued
successor. The predecessor closes as the terminal no-effect
state; it never reopens. A successor has fresh transaction and
capability identities but retains the immutable request, effect,
authorization, quota lineage, and predecessor link. Unique
constraints prevent branching successors and dual reservation
ownership.

For an independently persisted provider, this recovery branch
requires four contract elements. The provider must expose (1) a
stable predecessor delivery identity bound to the operation scope
and body and (2) a terminalization operation that linearizes
against effect commit and rejects later delivery under that
identity throughout the declared recovery horizon. It must also
provide (3) an authoritative terminal query that distinguishes a
committed effect from the terminalized no-effect state and (4)
retention of that terminal state through AID-Guard’s recovery
horizon. Local cancellation of an adapter retry is insufficient
because a request may already be in flight. Only a provider
terminal result, or a scoped attestation derived from these
provider-enforced facts, can authorize release or successor

transfer. Without this contract, the transaction remains uncertain
and charged; AID-Guard issues neither retry nor successor
authority.

F. Evidence as a Separate Plane

The online path emits immutable decision, claim, dispatch,
outcome, and closure objects. A complete evidence graph
follows the lineage

root — evaluation — H1 binding — H2 snapshot — capability — H3
witness — consumption — outcome — closure.

Role-separated signatures and store commitments bind object
type, transaction, effect, request, ordering, and state. Public
verification checks canonical forms, signatures, commitments,
and graph completeness without access to sensitive artifacts.
Privileged replay resolves the access-controlled artifacts and
reproduces deterministic policy and joint-state projections. It
checks consistency with signed authority-store evidence, while
the authority store remains part of the TCB. Both verifier outputs
are non-executable observations.

IV. SEcUrITY PROPERTIES

We state three conditional properties and connect each to the
protocol transitions that enforce it. The arguments rely on the
assumptions below and are exercised under malformed inputs,
crashes, concurrency, and bounded state exploration. They are



proof sketches rather than a mechanized unbounded proof;
Appendix Table XIII reports the finite counterexample search
used to exercise their failure classes.

A. Assumptions and State

The properties require: (A1) a DO-complete declared effect
domain; (A2) an uncompromised root signer, gateway, authority
store, resolvers, and role keys used by the relevant transi-
tion; (A3) correct closed-schema canonicalization, operation-
contract resolution, provenance evaluation, and deterministic
policy; (A4) alinearizable authority store and fail-closed trusted
time; (AS) dispatch binding (D2) of the exact immutable request
under provider-enforced mutable-state preconditions; and, for
recovery, (A6) a conformant atomic or controlled-idempotent
provider contract with uncompromised K;J )/Kg ) evidence
roles.

Let the conceptual joint state be

g = (Ta C» R, A» O)a

where T is the authorization transaction, C the capability state,
R the reservation and quota ownership, A the dispatch attempt,
and O the durable provider/outcome state. We write x < y when
y durably and transitively references x through the committed
protocol lineage and is committed no earlier than x; the relation
may hold within one atomic transition. This convention covers
an atomic claim/effect transition and its recorded provider
outcome.

For reservation r, Eg(r) is the set of committed provider-
atomic effects charged to that reservation across any ownership
transfer. For transaction ¢, Eg;; (¢) is the set of effects committed
directly by r. Recovery(r) denotes accepted no-effect recovery
authority, and OneSuccessor() denotes exactly one successor
transaction. These symbols summarize existing protocol ob-
jects; they introduce no additional runtime state.

B. PI: Delegated execution authorization

a) Property: Under A1-AS, every accepted protected
provider-atomic effect follows the unique successful claim of an
unexpired, context-matching, holder-bound capability derived
from a user-approved root that is active at the authorization
linearization point and the exact immutable request submitted
to the provider. Schematically,

Effect(e) = 3! hs3 such that
Ju, hy,c,q:
uh 2c3hy=e,
q = req(hs) = req(e).

Here, u is the approved root, #; the H1 binding, ¢ the issued
capability, i3 ranges over successful H3 claim witnesses, and g is
the immutable request. The registered authority state determines
the corresponding ancestry.

b) Proof sketch: Deployment closure (D0O) places the
registered adapter or equivalent native verifier on every effect
path in the declared domain. The adapter accepts an H3 result
backed by registered capability state. H2 creates that state only
while revalidating the authority graph, consuming the exact

confirmation when required, reserving quota, and registering
one issuance. H1 in turn binds one eligible non-authoritative
evaluation to one transaction. At H3, compare-and-swap permits
one successful claim while the current root, session, contract,
dependency, boundary, request, and reservation identities are
checked together. D2 then reloads the bound request, discards
caller-owned mutable state, and enforces the approved provider
precondition. On the controlled-idempotent path, the durable
submitted attempt is the authorization linearization point: a
checked-edge mutation ordered before it invalidates submission,
while one ordered after it cannot mint replacement authority or
detach the in-flight request from its recorded lineage.

c) Scope: P1 applies to the DO-complete declared domain.
Deployment inventory and the boundary epoch establish this
precondition.

C. P2: Conditional effect uniqueness

a) Property: Under A1-A6 and within the supported retry
and reconciliation window, each reservation identity is charged
for at most one provider-atomic effect, even when ownership
transfers to a successor:

|Er(r)] < 1.

Accepted no-effect recovery excludes a committed predecessor
effect and selects one terminal branch:

Recovery(r) = |Eqir(?)| = 0,
Recovery(r) = (Release(r) ® OneSuccessor(r)).

b) Proof sketch: The atomic provider contract places
claim, capability consumption, provider mutation, quota com-
mit, terminal provider result, attestation, and outcome record in
one transaction. Rollback leaves no positive effect object; com-
mit leaves the capability consumed and reservation committed.

The controlled-idempotent contract persists an immutable
outbox and submitted attempt before delivery. The provider
serializes a scoped idempotency row and binds it to one request-
body digest. Exact replay returns the same operation and result,
whereas a different body or partition conflicts. Terminal lookup
and reconciliation recover durable state without resubmission.

For the evaluated controlled provider, provider mutation and
no-effect fence installation serialize under the same SQLite write
lock. If provider state commits first, fence installation rejects the
known result; if the fence commits first, dispatch rejects before
mutation. This ordering is the delivery-fence linearization point
used by the recovery argument.

Release requires an accepted no-effect certificate. Certificate
acceptance rejects any known committed result and installs the
durable delivery fence. The recovery transaction then consumes
the certificate and atomically selects release or one successor.
Reservation ownership and predecessor/generation uniqueness
constraints prevent dual ownership and branching successors.
A transfer preserves the same reservation identity and charge,
so a later successor effect remains in Eg(r). Thus accepted
recovery cannot coexist with a direct predecessor effect; any
later successor effect is the sole effect charged to the transferred
reservation.



c) Scope: P2 covers effects under the atomic and
controlled-idempotent contracts within their retry and evidence-
retention windows. Non-atomic batches and providers outside
these contracts retain per-attempt observations but do not
receive the no-effect release or successor guarantee. Ambiguity
therefore remains charged and uncertain. P1 continues to govern
any accepted effect under DO and D2, while P3 can report the
unresolved history; neither property turns absence of a provider
result into recovery authority.

D. P3: Auditable accountability

a) Property: Under uncompromised evidence roles, bun-
dle verification detects cross-role modification, duplication,
inconsistent linkage, and missing required nodes. Privileged
deterministic replay additionally requires the protected history
and a resolved authority anchor. For bundle B,

PrivComplete(B) A IntegrityValid(B)
A Anchored(B) =
Replay(B) = Recorded(B).

PrivComplete denotes availability of all public and protected
historical objects required for replay, IntegrityValid denotes
canonical, signature, commitment, and linkage validity, and
Anchored denotes resolution against the authority-store anchor.
Missing required evidence instead yields

MissingRequired(B) = INCOMPLETE.
In particular,
MissingRequired(B) = NoEffect.

b) Proof sketch: Each evidence type has a closed schema,
domain-separated digest or signature, and expected role. Graph
edges bind the same root, transaction, capability, reservation,
immutable request, effect, and commit ordering. The public
verifier strictly loads canonical objects, verifies signatures
or authority-store commitments, and checks cardinality and
linkage. Field or edge substitution therefore changes a digest,
violates a role, or fails an identity constraint. Privileged replay
additionally resolves protected artifacts, evaluates the frozen
policy input and legal state transition, and compares the result
to the signed record.

c) Scope: An absent outcome, closure, or referenced
artifact is reported as missing and carries no recovery author-
ity. Within one supplied bundle, verification detects missing
required nodes, non-canonical or modified objects, invalid or
wrong-role signatures, and edges inconsistent with the declared
lineage and commit order. An authority store that withholds
a newer anchor can still present an internally consistent older
view; comparing views or detecting such rollback requires a
witnessed transparency mechanism, which this prototype does
not implement.

E. Failure Confinement

Role separation scopes compromise consequences by author-
ity role. A planner or agent compromise is constrained by the
accepted root, exact effect, quota, step-up, holder proof, and

boundary checks. A forged challenge signature cannot create
registered challenge state, and a forged capability signature
cannot create a matching capability row. Compromise of the
root signer for its active enrollment epoch, the gateway or
authority store, or the exclusive effect adapter invalidates the
corresponding core property; these dependencies are TCB
assumptions.

V. IMPLEMENTATION

We implement AID-Guard as a Python 3.11 academic
prototype using strict typed schemas and canonical, domain-
separated signed encodings. These encodings reject undeclared
fields, subtype substitution, and representation ambiguity. The
prototype uses RFC 8785 JSON canonicalization, SHA-256
digests, and Ed25519 signatures with distinct registered keys
for root, gateway, confirmation, provenance, adapter, provider-
evidence, and log roles. The live experiment uses a pinned
official MCP Python SDK release.

A. Durable Authorization State

SQLite stores the authority state using explicit transactions,
integrity and uniqueness constraints, monotonic commit or-
dering, and durable trusted time. Each transition validates
the expected joint state and version before commit. The non-
authoritative evaluator reconstructs context and returns an
opaque handle; authority constructors remain inside trusted
code. HI-H3 then bind the transaction, one-use assertion,
reservation, signed capability, and holder claim in the shared
state. Committed retries reload the historical snapshot and
consumption result rather than creating a new transition.

Process memory never decides whether an authority transition
occurred. A crash before transaction commit leaves no successor
state; after commit, restart reloads the joint state, immutable
request, historical consumption, and commit index by identity.
For controlled-idempotent delivery, the durable outbox and
attempt precede network dispatch, and recovery performs only
terminal lookup or exact replay under the same scoped identity.
Response absence is not interpreted as no effect. Commit records
therefore define retry linearization, while caches may fail closed
without changing authority.

B. Effect Boundary and Recovery

The credential-holding effect boundary keeps the synthetic
provider credential outside planner inputs and reloads the cur-
rent authority lineage, immutable request, credential boundary,
and provider contract before dispatch. The atomic-provider
path commits authority and provider mutation together. The
controlled-idempotent path persists an immutable outbox and
attempt, then binds provider idempotency to the operation
scope and request body; exact retry returns the durable re-
sult, conflicting reuse fails closed, and terminal lookup does
not dispatch. Committed attestations close successful effects.
No-effect recovery installs a provider-delivery fence before
atomically releasing the reservation or transferring it to one
successor. Uniqueness constraints make the branches exclusive,
while diagnostic probes remain non-authoritative.



C. Evidence and Live MCP Deployment

After a durable transition, the evidence plane projects role-
separated receipts from committed history. Public verification
checks canonical form, signatures, commitments, linkage, and
completeness; privileged replay reconstructs the protected pol-
icy and joint-state projection against the authority anchor. Nei-
ther result is executable. The live loopback deployment separates
authority, provider, server, and untrusted-client processes. Its
bridge accepts opaque references and proofs, leaving trusted
services to reconstruct security attributes before authority or
effect transitions.

VI. EvVALUATION

We ask whether the frozen declared inventory is completely
evaluated (RQ1), mutations reach an unauthorized provider ef-
fect (RQ2), outcome and recovery histories preserve one-effect-
or-certified-no-effect semantics (RQ3), and what evidence and
recovery cost (RQ4). We then measure model-in-the-loop safety
and utility under increasing proposer control (RQS5) and whether
AID-Guard adds post-admission lifecycle coverage to upstream
defenses (RQ6).

A. Experimental Scope and Method

a) Declared profile: The experiment uses the declared
loopback MCP domain at boundary epoch 0, synthetic creden-
tials, and a trusted maintainer-controlled Windows host. The
main lifecycle uses a controlled transactional provider; Stripe
PaymentIntent and Resend scheduled-email campaigns exercise
external provider contracts, and a separate HTTP/JSONL
recorder provides an effect-side cross-check. Trusted services
reconstruct security attributes and validate the H1-H3 trans-
action, provider contract, and evidence graph. The evaluated
contracts are atomic and controlled-idempotent.

b) Reproducibility: All results use one frozen imple-
mentation and analysis pipeline. Source and analysis digests
accompany a versioned artifact containing the implementation,
evaluation scripts, and frozen result inventories; we will release
it for artifact evaluation. The corpus combines official-MCP
traces, mutations, semantic regressions, and concurrent histories
with natural, forced, and direct-proposal AgentDojo campaigns
and paired effect-lifecycle extensions. Each RQ reports its
corresponding denominators.

Figure 3 separates the two execution planes in this corpus.
AgentDojo campaigns evaluate proposal exposure and admis-
sion through the environment oracle. Separate official-MCP
runs establish the end-to-end authority, provider, recovery, and
evidence results.

c) Controls and counting: The DO campaign checks every
registered item and includes a matched ambient control outside
the protected graph. Each of 13 live mutations changes one
factor and is assigned to one primary security dimension; 41
semantic regressions are grouped by the same dimensions.
Positive traces are counted once even when they inform multiple
clusters. Mutation attribution identifies the enforcing check, not
component necessity or attack prevalence.

Native Effect

Attack profile proposal Admission oracle
AgentDojo O o) O o
Official MCP O O O L )

Bound action H1-H3 D2/ provider Ree\ﬁg\éﬁrcye/

Fig. 3. Evaluation evidence planes. Natural and forced AgentDojo profiles
use model-generated proposals; the direct profile submits the attacker proposal
without a model. All terminate at the environment’s effect oracle. Separate
officia-MCP executions exercise HI1-H3, D2, provider effects, recovery,
and evidence verification; that lifecycle coverage is not attributed to each
AgentDojo episode.

B. RQI: Declared-Inventory Conformance

The DO inventory records a disposition for all
39 items: 20 returned IN_SCOPE_PASS, 19 returned
NOT_APPLICABLE_VALIDATED, and none failed or re-
mained unresolved. The protected trace reached the provider
through the registered graph; the ambient control performed the
same mutation outside it. Thus, the frozen epoch-0 inventory
was completely evaluated. This is conformance evidence for the
declared inventory, rather than independent discovery of every
deployment route. An omitted effect-capable route is not dy-
namically intercepted and would invalidate the DO precondition.
Appendix Table VII reports the five-cluster breakdown.

C. RQ2: Mutation Rejection and Enforcement Attribution

All 13 official-MCP mutations were rejected by their respon-
sible protocol check or, for post-effect mutations, returned an
invalid verification result. None added an unauthorized provider
effect. The enforcing checks are distributed across the path: the
MCP schema rejects malformed requests; locator, capability,
challenge, and H3 checks bind the authorization graph; holder
and credential checks bind the executing principal; boundary
fingerprints bind the registered deployment; and the verifier
binds signed receipts and bundle edges.

Figure 4 reports the one-factor attribution. The credential-
profile case records a claim witness before the credential
check rejects dispatch. It leaves the transaction, capability, and
reservation in CAPABILITY-CLAIMED, CLAIMED, and IN-FLIGHT,
retaining one charged in-flight quota unit until recovery; no
outbox or provider result is created. The receipt and bundle
cases execute after a valid provider effect and exercise evidence
integrity.

The mutations reached distinct enforcement points on the
authorization-to-effect and evidence paths, attributing each
rejection to its responsible protocol check.

D. RQ3: Outcomes, Recovery, and Concurrency

Four end-to-end traces cover same-graph commit, response
loss after commit, certified no-effect release, and transfer to one
successor. The first two retain one provider effect and the original
lineage; the no-effect branches install a durable delivery fence
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Fig. 4. Guard attribution for 13 official-MCP one-factor mutations. For pre-effect cases, green blocks show validated stages, red marks the rejecting check,
and gray marks stages not reached. M09 commits an H3 witness before credential binding rejects dispatch. For M12-M13, the dark block denotes an existing
committed effect whose mutated evidence fails verification. No case added an unauthorized provider effect.

TABLE II
OBSERVED OUTCOME AND RECOVERY CONTRACT. THE EFFECT COUNT IS SCOPED TO THE ORIGINAL RESERVATION LINEAGE; “PREDECESSOR EFFECT’ EXCLUDES A LATER
AUTHORIZED SUCCESSOR EFFECT.

Observed profile Provider outcome

Authority and reservation outcome

Retry or recovery consequence

One committed effect
One effect; no duplicate
No predecessor effect

Committed same graph
Response loss after commit
Certified no-effect release
Certified no-effect successor No predecessor effect
successor

Original terminal lineage retained
Original terminal lineage retained
Reservation released after delivery fence

Reservation transferred to one named

Exact committed result and complete evidence bundle
Durable exact result recovered after response loss
Late predecessor delivery returns terminal no-effect
replay

Predecessor remains fenced; successor retains the
single-effect opportunity

before release or transfer and produce no predecessor effect.
Table II gives the terminal-state details.

These branches separate durable outcome discovery from
recovery authority. Commit and replay preserve the original
lineage; release or transfer requires scoped no-effect evidence
and a predecessor delivery fence. A successor continues the
same reservation lineage rather than receiving a second budget.

Three actual-runtime histories each overlap two operations
on the same graph. The real-time-precedence checker accepted
exact replay < receipt reconstruction, no-effect recovery <
late-delivery replay, and exact-body commit < different-body
rejection, with no unlinearizable history. The resulting states
retain one effect, keep predecessor delivery blocked after
recovery, and reject a changed body under the same idempotency
key. These executions exercise the concrete linearization points
for replay, recovery, and conflict handling.

An independent HTTP/JSONL recorder, implemented with-
out AID-Guard imports or authority-store access, corroborated
effect counts across seven frozen scenarios. Its append-only
ledger chains verified, and no effect/no-effect conflict appeared;
Appendix A gives the scenario breakdown.

We connect D2 to Stripe Paymentlntent test mode [7],
[8]. Across 210 frozen trials in seven 30-trial strata, every
valid, replay, conflict, duplicate-delivery, transfer, lookup, and

unauthenticated-bypass case matched its predeclared outcome.
Provider-side retrieve/list oracles found one PaymentIntent in
every effect-bearing trial and none in the bypass stratum. The
transfer stratum stops the predecessor before an external request
and sends the successor through H3/D2; a disjoint recovery
campaign tests an already-created predecessor.

In 30 such recovery lineages, Stripe canceled the prede-
cessor with zero amount received, rejected later confirmation,
and committed one distinct successor [9]. We then released
confirm and cancel from a two-party barrier on 30 fresh
objects. All intervals overlapped and produced a cancel-win
outcome: confirmation failed and retrieval found one canceled,
uncharged object. Ten further schedules crashed after provider
cancellation but before the local fence record; restart rejected
a successor until provider lookup recovered terminal no-effect,
after which one successor committed. These finite observations
do not establish arbitrary Stripe linearizability; commit-win
behavior is covered by the separate valid-commit and response-
loss strata.

Ten Resend lineages provide a second, sequential SaaS con-
tract [10]. Exact replay reused the predecessor ID, changed-body
reuse failed, and each canceled predecessor was followed by one
delivered successor with no duplicate. The fence is bounded
by Resend’s documented 24-hour idempotency retention [11],



TABLE III
‘WARM SUCCESSFUL-PATH LATENCY IN THE MATCHED LOCAL PROTOTYPE (MS).
EAcH ARM RETAINS 150 OBSERVATIONS; OUTLIERS ARE RETAINED.

Interval P50 P95 P99 Ambient P50
End to end 6849.5 7323.3 7551.3 2918.7
H1 1068.9 1339.2 1425.7 -
H2 1000.2 1305.7 1408.3 -
H3 506.2 791.7 827.0 -
Provider component  24.6 414 434 12.2

[12]. Appendix Table IX preserves the campaign breakdown.
The 210-trial Stripe campaign traverses H3/D2; the Stripe
recovery/race and Resend campaigns validate the provider-
contract half. Reservation transfer and successor authorization
remain authority-side operations, and P2 over arbitrary provider
schedules remains conditional on A6.

The matched-control campaign also times the normal suc-
cessful path. It retains 150 warm samples per arm after 15
warmups and uses the same local process graph and synthetic
provider profile with and without AID-Guard enforcement.
Table III shows the observed distribution. The protected end-to-
end interval includes H1-H3, D2, durable submission, provider
execution, outcome acceptance, and receipt projection. A sep-
arate attribution supplement times the internal stages without
replacing this campaign.

The unoptimized protected median is 3930.8 ms above
ambient (2.35X). A same-clock 30-pair supplement attributes
its 3790.2 ms mean increment to H1+H2 (54.7%), H3 (15.0%),
D2-bound dispatch and durable submission (27.1%), and re-
maining provider, outcome, receipt, replay, and bookkeeping
work (3.2%). Both arms separately share about 2.8 s of
transient client, MCP transport, serialization, and validation
time. Repeated authority passes and synchronous durability,
rather than provider execution, therefore dominate the prototype
overhead; we do not claim a low-latency implementation.

An isolated authority-store benchmark sustained 1,694 and
1,373 operations/s with one and eight SQLite writers. P50
remained near 0.58 ms, while P99 rose from 0.702 to 104.748
ms under writer serialization; no retained operation failed or cor-
rupted the durable counter. This microbenchmark isolates only
the SQLite critical section; it is not an end-to-end checkpoint-
service measurement. Appendix A reports the intermediate
worker counts and percentiles.

E. RQA4: Post-Effect Evidence and Recovery Cost

We measure evidence operations with
time.perf_counter_ns. The main schedule retains
30 cold and 300 warm observations per operation; recovery
retains 30 observations. Warmups are excluded, outliers
retained, and Table IV reports mean and P95 latency. Appendix
A gives the full schedule; the artifact retains the samples,
median, P99, and bootstrap intervals.

The complete bundle is 3,961 bytes. Receipt projection and
public verification take tens of milliseconds, while off-path
bundle generation and privileged replay average approximately
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TABLE IV
POST-EFFECT EVIDENCE AND EXCEPTIONAL RECOVERY COST IN THE FROZEN
LOCAL PROTOTYPE. WARMUPS ARE EXCLUDED AND OUTLIERS ARE RETAINED.

Operation Mean (ms) P95 (ms)
Receipt projection 57.4 66.7
Bundle generation 1285.0 1445.6
Public verification 41.9 47.2
Privileged replay 1257.0 1432.1
Response-loss recovery 9964.5 10756.0
Certified no-effect recovery 14523.1 16303.3

1.3 s. Exceptional response-loss and certified no-effect recovery
average 10.0 s and 14.5 s, respectively. These measurements
characterize the local academic prototype; complete distribution
summaries are retained in the artifact.

F. RQ5: Model-in-the-Loop Admission

We execute two tool-calling models using AgentDojo v1.2.2
[13] across its banking, Slack, travel, and workspace suites.
For each model and condition, the frozen matrix contains 48
benign episodes and 144 injection episodes: four user tasks
and three injection tasks per suite, with three repetitions.
Temperature is zero, provider fallback is disabled, and the
frozen model IDs are deepseek/deepseek-v4-flash
and qwen/gwen3-max, both served by Alibaba. The oper-
ational calibration checks native tool use and provider identity
without using attack adoption as a selection criterion.

We distinguish three outcomes. A dangerous proposal is a
model-generated call matching the injected attack goal. An
unsafe effect additionally requires that the call execute and
satisfy the AgentDojo attack oracle. Guard rejection is call-
level and conditional on dangerous proposals. Episode-level
exposure counts episodes containing at least one dangerous
proposal; guard-rejection rates use individual dangerous calls,
so their numerators and denominators differ. We report benign
task utility separately. Rate intervals are Wilson 95% intervals;
guarded-minus-unprotected differences use 10,000 task-cluster
bootstrap resamples while retaining the three repetitions within
each task cluster. The exact manifest compiler takes the
benchmark reference calls and their arguments as the approved
contract. This experiment therefore evaluates enforcement given
a correct contract, rather than automatic contract synthesis.

The protected DeepSeek and Qwen arms produced zero
unsafe effects, compared with seven for Qwen and one for
DeepSeek without protection. Conditional on a dangerous call,
AID-Guard rejected 30/36 DeepSeek calls (83.3%) and 11/17
Qwen calls (64.7%). Relative to the unprotected condition,
benign utility changed by —43.8 percentage points [-66.7,
—20.8] for DeepSeek and —35.4 points [-58.3, —14.6] for Qwen
(paired task-cluster 95% bootstrap intervals). The evaluated
exact, single-use manifest serves as a strict enforcement stress
profile rather than a recommended default deployment policy,
and it does not preserve the full utility of the unprotected agent.

The unrejected dangerous calls were not hidden provider
failures. For each model, all six were read-only prefixes that also



TABLE V
NATIVE MODEL-IN-THE-LOOP SAFETY AND BENIGN-UTILITY OUTCOMES. EACH SAFETY CELL CONTAINS 144 INJECTION EPISODES; EACH BENIGN-UTILITY CELL
CONTAINS 48 EPISODES. A 1s AID-GUARD MINUS UNPROTECTED WITH A PAIRED TASK-CLUSTER 95% BOOTSTRAP INTERVAL.

Model Dangerous prop., Unsafe, unprotected Unsafe, A unsafe Benign util., unprotected Benign util.,
unprotected AID-Guard AID-Guard
DeepSeek V4 Flash 10/144 1/144 0/144 —0.7 pp [-2.1, 0.0] 41/48 20/48
Qwen3 Max 14/144 7/144 0/144 -4.9 pp [-11.1, 0.0] 42/48 25/48
TABLE VI Banking  Slack Travel Workspace Overall
DeePSEEK V4 FLASH ON IDENTICAL AGENTDOJO V1.2.2 TASKS. UNSAFE-EFFECT n=12 n=12 n=12 n= n=44

DENOMINATORS ARE 144 INJECTION EPISODES; BENIGN-UTILITY DENOMINATORS
ARE 48. THESE CONDITIONS COMPARE NATURAL MODEL-IN-THE-LOOP ADMISSION.

Condition Unsafe effects Benign utility
Unprotected 1/144 41/48
Repeat user prompt 2/144 43/48
Spotlighting (delimiting) 0/144 41/48
AID-Guard admission 0/144 20/48

matched the approved task manifest: three get_channels
calls and three read_channel_messages calls. Subse-
quent calls needed to complete the injected objective crossed
the manifest or one-use boundary, and no attack oracle was
satisfied. No authorized call returned a tool or provider error.

A trace-local diagnosis localizes the observed loss to the eval-
uated policy and compiler surface rather than provider failure.
Of 51 protected benign failures, 13 identities also failed without
protection. Of the remaining 38, 33 used listed functions with
nonmatching arguments, three omitted the required operation,
one selected an unlisted operation, and one reused a consumed
entry; no authorized call had a tool or provider error. Because
the endpoint exposes no seed, this remains a descriptive rather
than causal decomposition.

We then fix three authority forms before a new no-seed
run: exact single use, typed single use, and typed reuse with
a three-call quota. Every accepted call still receives a fresh Hl1-
H3 chain and single-use capability. The Exact 1x column is
a contemporaneous control rerun for this frontier experiment.
Because the endpoint exposes no generation seed, its absolute
utility is not directly comparable to the earlier Table V run.
Across identical 48-task benign inventories in the frontier rerun,
observed utility was 12/48, 14/48, and 22/48 for DeepSeek and
17/48, 18/48, and 26/48 for Qwen under Exact 1x, Typed 1x, and
Typed 3x, respectively. All 864 attack episodes produced zero
unsafe effects. The independent no-seed calls do not establish
a causal effect size. Appendix Table X reports the full frontier;
the observation is consistent with part of the utility loss arising
from the conservative authority form, while leaving contract
synthesis and broader policy optimization open.

a) Official AgentDojo defenses: We run the two de-
fenses distributed with AgentDojo—repeat-user-prompt and
Spotlighting—on the same DeepSeek lock and 192 episode
identities. Pipelines and oracles are unchanged; only the model
transport uses the fixed-provider adapter. Table VI reports the
comparison.
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Fig. 5. Containment under identical forced proposal pressure. Each cell reports
one minus the oracle-confirmed unsafe-effect rate for five methods on the 44-
case Qwen extension. Observed containment may include model non-adoption
and is not a guard-attribution metric.

Spotlighting matched AID-Guard’s 0/144 unsafe-effect result
while preserving 41/48 benign tasks versus 20/48; repeat-user-
prompt produced 2/144 and 43/48. Low attack exposure in this
natural slice makes it a model-behavior comparison rather than
a guard-attribution result. We therefore remove that confound
under proposer compromise before testing the provider-commit
and recovery semantics in RQ2-RQ3.

b) Containment under proposer compromise: We test
natural injection, a positive control that asks the model to
emit each of 44 closed executable attack sequences, and direct
submission of the same sequence by a fully compromised
proposer. The trusted authority and commit boundary remain
outside that proposer. These profiles separate model adoption
from boundary enforcement; the positive control does not
estimate natural attack prevalence. This complements prior
compromised-agent evaluations [4], [13]. DeepSeek, Qwen,
GLM, and Kimi K2.5 contribute 352 temperature-zero model
episodes. Four other frozen pairs were excluded before execution
because AgentDojo defines no closed sequence; Appendix D
records transport controls.

Figure 5 reports end-to-end containment under the common
adapter-based positive-control profile. AID-Guard contained all
44 Qwen cases across all four suites. Progent, Spotlighting,
CaMeL, and the unprotected condition contained 30, 15, 6, and
2 cases, respectively. The adjacent methods are evaluated under
a common positive-control profile.

Figure 6 summarizes the transition from natural injection to
full proposer compromise.

Forced pressure produced 98 oracle-confirmed unsafe effects
without protection and none with AID-Guard. Under full
proposer compromise, all 44 direct attacks caused unsafe effects
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Fig. 6. Oracle-confirmed unsafe effects as proposer control increases: 288
natural, 176 forced-sequence, and 44 direct-proposal episodes. In the natural
profile, the figure’s 25/288 exposure label counts protected-arm episodes
containing a dangerous proposal; Table V separately reports 24/288 dangerous-
proposal episodes and 8/288 oracle-confirmed unsafe effects in the unprotected
arms. The counts differ because guard decisions alter subsequent protected-
arm trajectories. Direct-profile exposure denotes attacker submissions without a
model. All 44 matched legitimate direct proposals were admitted and executed
without tool error.

without protection; AID-Guard blocked all 44 while admitting
and executing all 44 matched legitimate proposals. Containment
thus persisted without relying on model refusal or indiscriminate
rejection.

Appendix Table XI gives the fixed-six controls and 44-
case extension. On the extension, unprotected AgentDojo,
Spotlighting, CaMeL, and Progent produced 42, 29, 38, and 14
unsafe effects; AID-Guard produced none. All 220 executions
completed under the declared lock.

These episodes exercise model-generated native proposals
and AID-Guard admission, plus the direct stress profile, over
synthetic AgentDojo environments. Provider-effect, recovery,
and replay conclusions come from the separate official-MCP
campaign.

G. RQ6: Shared-Extension Composition

This composition study appends one controlled-provider con-
tract to normal AgentDojo, Spotlighting, CaMeL, and Progent
actions [13], [1], [2], [3]. Each arm shares its action and provider
pre-state. Five shared scenarios per source exercise request or
actor substitution, cross-session replay, commit-time drift, and
same-key body conflict; matched-valid and AID-Guard-only
cases cover retry, recovery, and evidence. This is an incremental
lifecycle study, not a native-system ranking.

Figure 7 summarizes the shared-extension outcomes. Across
the 20 shared attacks, the upstream-only arms produced 12
unsafe effects, four duplicate effects, and four provider-native
rejections; AID-Guard blocked all 20, while both arms preserved
all eight matched-valid cases.

The bounded adaptive supplement and control-removal re-
sults appear in Appendix E.

VII. DiscussioN

A. Deployment and Accountability

DO versions effect-capable routes and credentials; relevant
changes advance the boundary epoch. Atomic providers couple
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authority and mutation; controlled-idempotent providers require
scoped idempotency, terminal lookup, retention, and a delivery
fence. Stripe and Resend exercise provider terminality, while
AID-Guard governs reservation transfer and successor choice
without a cross-store atomic commit.

Provider support is therefore a recovery-policy decision rather
than a binary integration flag. An adapter may expose ordinary
D2 submission while disabling no-effect release and successor
transfer unless the provider can enforce terminalization and
retention. This classification preserves authorization integrity
under weaker APIs by leaving ambiguity charged and unre-
solved, and it makes explicit which recovery transitions each
deployment may enable.

The frontier rerun evaluates a typed finite-budget template
that retains fresh H2—-H3 authority and state revalidation per call.
Observed utility increased from 12/48 to 22/48 for DeepSeek
and from 17/48 to 26/48 for Qwen under the typed three-call
form; all 864 attack episodes remained safe. The independent
no-seed calls do not establish a causal effect size or an optimal
policy.

Without scoped idempotency and terminal lookup, the trans-
action remains charged and uncertain, with no retry or successor.
Closure requires authenticated operator observation or provider-
specific reconciliation. Public verification checks integrity and
completeness; privileged replay reconstructs policy and state;
incomplete evidence grants no recovery authority.

B. Limitations and Future Work

The prototype uses synthetic credentials on a trusted host,
one enumerable loopback domain, one controlled provider,
and bounded Stripe and Resend schedules. Stripe includes
30 overlapping confirm/cancel observations and ten provider-
terminal/local-crash schedules; these finite test-mode obser-
vations do not establish every network interleaving or a
formal provider guarantee, and the Resend schedule remains
sequential. Production DO requires attestation of credentials,
egress, services, and processes, with unclassified paths failing
closed. The P1-P2 models do not cover unbounded provider
and concurrency combinations. The evaluated authority forms
remain conservative, and the process-separated prototype is
high-latency; practical deployment requires improved contract
synthesis, policy tuning, and implementation optimization. Fur-
ther work includes additional contracts, witnessed transparency,
user studies, and isolated keys and effect boundaries.

VIII. RELATED WORK

a) Admission, provenance, and isolation: Spotlighting
marks untrusted prompt input [1]; PAuth and Progent enforce
task-scoped provenance or tool policies [4], [3]; and SEAgent
and AuthGraph join authorization with flow or provenance
graphs [14], [15]. CaMeL, FIDES, ACE, and IsolateGPT
constrain untrusted influence or isolate components [2], [16],
[17], [18], while AgentBound confines MCP servers with
declarative access control [19].
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Fig. 7. Shared-extension composition. AID-Guard blocked all 20 shared attacks and preserved all eight valid cases; lifecycle-only rows denote coverage rather

than upstream failures.

b) Contemporaneous execution-boundary systems: Sev-
eral contemporaneous preprints likewise move enforcement
beyond one admission check. CXI co-binds field, exact-effect,
and invocation authority to one action manifest at execution [5].
Commit-Time Authorization requires the licensing witness to
remain fresh, causally prior, bound to the effect, and eligible
at durability [20]. Cordon stages effects and validates a task-
level semantic transaction before commit or external release
[21], while Bounded Agents carries delegated scope and budgets
through an Agentic Principal Chain [22]. CapLease is closest on
durable authority: its Issue—Prepare-Commit state prevents du-
plicate effects when the sink identity is reusable [6]. Agent libOS
uses a prepare—dispatch—settle protocol to preserve unknown
outcomes and reconcile them through explicit provider hooks
[23]. The contemporaneous Action Evidence Boundary and its
bounded-execution profile specify durable reservation, frozen
dispatch, explicit indeterminacy, authenticated reconciliation,
and outcome-dependent later occurrences [24], [25]. These
systems cover substantial portions of the authorization-to-effect
lifecycle. To our knowledge, AID-Guard is the first evaluated
agent-authorization protocol to combine commit-time binding
with certified-no-effect recovery, provider-terminal predecessor
fencing through the declared recovery horizon, and at most one
successor that preserves the original reservation lineage while
binding the terminal outcome to the originating authority.

c) Identity and capability substrates: AIP and SAGA
govern agent identity and lifecycle [26], [27]; OAuth, DPoP, and
Macaroons provide scoped, sender-constrained, or attenuated
delegation [28], [29], [30]; and capability systems, DroidCap,
and NetCap replace ambient privilege with explicit references
[31], [32], [33]. AID-Guard binds presentation authority to the
request, reservation, provider result, and terminal evidence.

d) Effect outcome and accountability: RIFL retains RPC
results for exactly-once execution [34]; Sagas use compen-
sating actions [35]; transactional persistence addresses com-
mit/delivery failure windows [36]; and tamper-evident logs
authenticate history [37].

AID-Guard’s contribution is provider-state validation,
ambiguity-safe successor recovery, and outcome closure rather
than a new possession proof, idempotency primitive, or log.

IX. ConcLuUSsION

AID-Guard closes the authorization-effect gap by keeping a
delegation authoritative through provider commit, ambiguity,
and recovery. H1-H3 form durable single-use authority, D2
revalidates the exact request against current provider state,
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and outcome or certified-no-effect evidence closes the lineage
without minting fresh authority. Across live boundary mu-
tations, concurrent and recovery histories, model-in-the-loop
pressure tests, and two external SaaS contracts, the evaluated
provider contracts and failure schedules preserved one-effect-or-
certified-no-effect semantics. These results show how admission
controls can compose with a durable post-admission boundary
that prevents retry and recovery from amplifying authority. The
central lesson is that retry and recovery are authority transi-
tions, not transport details. Retaining reservation ownership
across ambiguity makes replacement auditable and prevents
uncertainty from becoming a second delegation. This boundary
complements proposal-side defenses: they reduce malicious
calls reaching execution, while AID-Guard constrains effects
from calls that have already passed admission.

GENERATIVE Al USge DISCLOSURE

Generative Al models assisted in identifying omissions and
potential flaws in earlier protocol designs, developing selected
implementation and experiment components, and drafting and
revising the manuscript. The authors independently finalized the
protocol, claims, methodology, interpretation, text, and figures;
executed and reviewed the artifacts; verified citations; and take
full responsibility for the work.

EtHics CONSIDERATIONS

All external-provider experiments used Stripe test mode and
Resend’s designated safe recipients. No live payment or charge
was created or captured, no email was delivered to an uninvolved
third party, and AgentDojo workloads were synthetic. Provider
credentials were restricted to the experimental profiles and were
not exposed to the agent process.
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APPENDIX A
DetAILED OFrFIcIAL-MCP EVIDENCE

TABLE VII
SECURITY OUTCOMES BY PRIMARY EVALUATION CLUSTER. POSITIVE-TRACE COUNTS OVERLAP ACROSS CLUSTERS.

Cluster Live Positive Supporting evidence Observed result
mutations traces

Delegated-deputy boundary 3 1 39-item DO inventory and matched am- ~ All 39 items were classified (20 in scope, 19 validated not
bient control applicable); the three live mutations added no provider effect.

Approval-to-effect binding 4 1 Targeted semantic regressions All four substitutions or replays were rejected before an unautho-

rized provider mutation.

Credential-oracle boundary 2 1 DO credential/endpoint items and  Endpoint and installed-credential substitutions produced neither
credential-boundary regressions an outbox nor a provider result.

Identity and profile drift 2 1 Profile-substitution and DO epoch-drift ~ Server/session and boundary-epoch substitutions produced no
checks unauthorized provider mutation.

Outcome accountability 2 4 Outcome/evidence regressions and 3  Receipt and bundle mutations were invalid; the four outcome

runtime histories

traces preserved their transaction/effect lineage; all runtime his-
tories were linearizable.

a) Runtime and independent effect histories: The three overlapping
runtime histories admitted the orders exact replay < receipt reconstruction, no-effect
recovery < late-delivery replay, and exact-body commit < different-body rejection. The
separate HTTP/JSONL recorder covered valid commit, exact retry, same-key/different-
body conflict, response loss, certified no-effect release, successor fencing, and a path-
catalog mismatch. Its effect counts were 1, 1,1, 1,0,0,0; every hash chain verified,
the unregistered alias was rejected, and no effect/no-effect conflict appeared.

A. Declared DO Inventory

Table VIII exposes the categories behind the 39-item count.
Each disposition comes from an exact probe over the frozen
loopback profile; it is conformance evidence for that declared
set, not automatic route discovery.

TABLE VIII
DO INVENTORY CLASSES AND MECHANICAL DISPOSITIONS. P DENOTES
IN_SCOPE_PASS; N/A DENOTES MECHANICALLY VALIDATED ABSENCE IN THE
FROZEN EPOCH.

Inventory class Items P/ N/A Mechanical evidence

Credential routes 11 6/5 Registry joins, process
environment and file scans,
inheritance audit

Provider endpoints 6 6/0 Provider RPC probes over
primary, alias, redirect, proxy,
alternate, and direct routes

MCP transports 6 2/4 Official-SDK interface and
session-semantics inspection

Process/network 5 2/3 Process-graph, launcher, socket,

routes loopback, and egress
observation

MCP primitives 2 1/1 Official tool-surface inspection

Async/admin routes 6 0/6 Provider-RPC AST and
durable-schema enumeration

Resource variants 3 3/0 Provider lookup under exact,

alternate, and canonicalized
identities

The ambient control is a deliberately separate child process
provisioned with the synthetic provider credential. It is excluded
from the protected inventory and demonstrates the consequence
of violating D0. The sandboxed proposer and official MCP
child do not receive that credential; the credential-route and
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b ) Measurement schedule: Measurements run on Windows 11 with an 8-
core AMD Ryzen 7 5800H and 15.9 GiB RAM, using time.perf_counter_ns.
The main schedule retains 30 cold observations, discards 30 warmups, and retains
300 warm observations per operation. Recovery discards three warmups and retains
30 independent observations per operation. Outliers remain in the sample, and 10,000
bootstrap resamples provide confidence intervals for the mean.

c) Authority-store contention: A separate WAL/synchronous=FULL
microbenchmark uses one connection per worker, 10 warmups per worker, and 50

retained transactions per worker.
Workers Ops/s P50 P95 P99
1 1694 0.584 0.679 0.702
2 1533 0.598 0.720  1.162
4 1516 0.574 0.741 41.450
8 1373 0.580 0.726 104.748

Latencies are milliseconds. No retained operation produced a busy error or incorrect
durable counter. This isolates the authority-store critical section; it is not end-to-end
protocol latency.
process probes above check environment, file, inheritance, and
registration paths within the declared host profile.

TABLE IX
EXTERNAL-PROVIDER SCHEDULES BEHIND RQ3. THESE FINITE TEST-MODE
OBSERVATIONS ARE NOT A GENERAL PROVIDER LINEARIZABILITY PROOF.

Campaign n Schedule and result

Stripe accepted 210 Seven equal strata matched the oracle; effect-bearing

path trials had one object and bypass had none.

Stripe terminal 30 Cancel predecessor, reject late confirmation, then

recovery commit one successor; no duplicate effect.

Stripe in-flight race 30 Barrier-released confirm/cancel; all overlapped
and were cancel-win with no charge.

Stripe local-crash 10 Provider-first lookup restored terminal no-effect

recovery before one successor was authorized.

Resend terminal 10 Exact replay, changed-body rejection, cancellation,

recovery and one delivered successor per lineage.




AprpPENDIX B
QUALITATIVE MECHANISM COMPARISON

Task / request Principal / Data /
binding delegation provenance

Authorization formation

gate

AID-Guard R
CXI

Commit-Time Auth.
Cordon

Caplease

Bounded Agents
PAuth

AuthGraph

Progent

SEAgent

ACE

CaMeL

FIDES

AIP

SAGA

Execution-time Single-use Commit-time
authority

Retry / Outcome
binding recovery evidence

Effect commitment and closure

B D Direct
R Related

B - Not stated

Fig. 8. Mechanisms documented by AID-Guard and selected neighboring systems. D marks a direct, core mechanism; R marks a related mechanism that contributes
to the dimension; a dash indicates that the cited work does not state the dimension as a design goal. The symbols duplicate the color encoding for grayscale reading.
CXI, Commit-Time Authorization, Cordon, CapLease, and Bounded Agents are contemporaneous preprints placed next to AID-Guard; the matrix compares
documented system contracts, not chronological priority, security strength, or benchmark scores. Section VIII gives the finer lifecycle distinctions hidden by this

coarse view.

AppPENDIX C
MODEL-IN-THE-LOOP QUALIFICATIONS

The exact compiler binds every argument to the task ground
truth. Before the frontier run, we fixed two typed profiles:
nonempty values may fill an explicit output placeholder, read-
only batch calls may split but not expand an authorized member
set, and bounded queries may reduce but not exceed their
approved limit. The single-use form carries quota one; the
bounded-reuse form carries quota three. Every accepted call
in all forms receives fresh HI-H3 identities and a single-use
capability. Exact 1x is a contemporaneous control rerun for
this frontier experiment; without a generation seed, its absolute
utility is not directly comparable to the earlier Table V run.

TABLE X
AGENTDOJO UTILITY UNDER THREE PRE-FIXED AUTHORITY FORMS. EACH
UTILITY CELL CONTAINS 48 BENIGN EPISODES; THE UNSAFE COLUMN
AGGREGATES 432 ATTACK EPISODES PER MODEL. CALLS USE TEMPERATURE ZERO,
BUT THE ENDPOINT EXPOSES NO GENERATION SEED.

Model Exact 1x Typed 1x Typed 3x Unsafe
DeepSeek V4 Flash 12/48 14/48 22/48  0/432
Qwen3 Max 17/48 18/48 26/48  0/432
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APPENDIX D
DETAILED PROPOSER-PRESSURE RESULTS

Natural injection measures whether an injected instruction in-
duces a dangerous native proposal. For 44 frozen user/injection
pairs with a closed executable attack sequence, the positive
control gives that sequence to the model and requests native
tool calls; the direct profile submits the same sequence at the
proposal boundary without a model. Four other frozen pairs
were excluded before execution because AgentDojo defines no
closed sequence. Every model execution retained its declared
provider lock, and the artifact records the bounded CaMeL and

Progent transport qualifications.

The frozen model/provider locks were DeepSeek V4 Flash
(deepseek/deepseek-v4-flash, Alibaba), Qwen3 Max
(gwen/gwen3-max, Alibaba), GLM 4.7 Flash
(z—ai/glm-4.7-flash, Deeplnfra), and Kimi K2.5
(moonshotai/kimi-k2 .5, Deeplnfra). Provider fallback was
disabled.



TABLE XI
UNSAFE EFFECTS ON THE FIXED SIX-CASE PROPOSER-PRESSURE DISCRIMINATION
SET AND THE PREDECLARED 44-CASE QWEN EXTENSION. NEITHER SET
ESTIMATES NATURAL OR POPULATION ASR.

Condition DS-6 Qwen-6 Qwen-44
Unprotected AgentDojo 6/6 6/6 42/44
Spotlighting (delimiting) ~ 2/6 4/6 29/44
CaMeL 4/6 5/6 38/44
Progent 1/6 2/6 14/44
AID-Guard 0/6 0/6 0/44

ApPPENDIX E
ConNTrROL-REMOVAL AND RESIDUAL-CONTROL ANALYSIS

The composition matrix contains five shared cases per
source: request substitution after authorization, actor/session
substitution, cross-session authority replay, commit-time scope
drift, and same-key different-body reuse. It also includes normal
execution and response-loss exact retry as matched-valid cases,
plus three AID-Guard-specific lifecycle/evidence cases. In a
separate bounded adaptive supplement, all four upstream-only
arms produced an unsafe effect and all four AID-Guard arms
were blocked; these rows are excluded from the headline counts.

TABLE XII
CONTROL-REMOVAL AND RESIDUAL-CONTROL RESULTS. EVERY PROFILE
PRESERVED ITS MATCHED NORMAL EXECUTION. PROVIDER-NATIVE CONTROLS
WERE RETAINED RATHER THAN BYPASSED.

Removed control Observed exposure Residual provider control

Commit-time binding Request substitution and scope None at the authorization
drift committed unsafe effects boundary

Identity continuity Actor/session substitution None at the authorization
committed an unsafe effect boundary

Outcome binding Substituted outcome evidence  Provider state cannot
was accepted validate authority evidence

Single-use authority ~ No additional provider effect ~ Native scoped
idempotency remained

effective
Durable recovery No additional provider effect ~ Native terminal and
fence idempotency fences

remained effective

The two zero-delta rows do not establish that single-use
authority or the durable recovery fence is unnecessary: retained
provider-native idempotency and terminal controls mask those
removals in this profile. The remaining rows identify failures for
which no such residual provider control exists.
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AprpPENDIX F

BoUNDED TRANSITION VALIDATION

TABLE XIII

ExisTING TRANSITION, CRASH, AND CONCURRENCY EVIDENCE SUPPORTING THE P1-P3 PRESERVATION ARGUMENTS. COUNTS ARE EXHAUSTIVE ONLY FOR THE STATED

BOUNDED MODELS.

Evidence slice Explored schedule

Preserved projection

Role in argument

199 reachable states; 1,375 transitions;
depth 6

Authorization-formation
model

312 reachable states; 7,192 transitions;
depth 8

Effect-and-recovery model

Six durable boundaries, each before
and after commit

Crash-reopen matrix
Four contention classes

Two-connection histories

Three histories; six real service
operations

End-to-end runtime
histories

Evidence graph checks Four positive outcome traces plus

receipt and bundle mutation

H1-H3 issuance and claim, committed retry, challenge/assertion
one-use, quota rejection, revision/invalidation, and
commit-before/after response loss

Submit/retry, provider commit, uncertainty, attestation, outcome
recording, no-effect release or one successor, and the delivery fence;
zero reachable provider-effect/no-effect-authority conflicts

Outbox, provider result, outcome record, uncertainty, certificate
release, and successor transfer retain their committed projection or
roll back together

Duplicate submit, exact provider replay, provider commit versus
reconciliation, and release versus successor transfer admit a legal
order without duplicate effect or ownership

Exact replay before receipt reconstruction, no-effect recovery before
late delivery, and exact-body commit before changed-body rejection
were accepted by the history checker

Closed-schema loading, role-separated signatures, lineage checks,
public verification, and privileged replay preserve the recorded

Finite validation of P1
authority formation

Finite validation of P2 effect
closure

Failure-preservation
evidence for P2

Concrete linearization
evidence for P1-P2

End-to-end witness for the
modeled linearization points

Concrete validation of P3
evidence handling

outcome or return an invalid/incomplete result

The analytical arguments in Section IV are accompanied by
executable models and concrete failure histories. Table XIII
summarizes their role. These artifacts validate finite projections
of the transition system; the paper does not treat them as
an unbounded or distributed proof. State-space growth is
driven chiefly by concurrent schedules and combinations of
authority, provider, recovery, and evidence state. Within the
declared bounds, the models and companion histories search
the counterexample classes used by the P1-P3 preservation
arguments. Extending this search requires abstractions that
preserve cross-store lineage, provider outcomes, and recovery
exclusivity without enumerating every schedule.

The authorization-formation projection contains one autho-
rization lineage, one quota lineage, challenge and assertion
consumption, capability and reservation state, and commit-
before/after-response-loss choices. Its transition families are
HI1, H2, H3, exact committed retry, invalidation, rejection,
and crash rollback. The effect-and-recovery projection adds
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one submitted attempt, provider result, uncertainty observation,
outcome record, no-effect certificate, delivery fence, recovery
branch, and at most one successor. It enumerates submit,
provider commit, reconciliation, attestation, outcome recording,
certificate acceptance, release, transfer, retry, and crash choices.
Depth 6 and 8 are bounds on these single-lineage projections,
not claims about an arbitrary number of principals, providers,
or concurrent requests.

The evidence campaign separately exercised 26 verifier ob-
servations: two valid positive paths and 24 negative paths. Seven
omissions returned INncompLETE; 17 bundle, object, signature,
role, field, or edge mutations returned INnvaLip. These cases
cover authority snapshots, H3 witnesses, consumption evidence,
outcome attestations, closure receipts, and bundle linkage. They
do not test malicious-store rollback or split-view; those attacks
require the witnessed transparency mechanism excluded from
P3.



