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ABSTRACT

Self-evolving mechanisms let vision-language model (VLM) agents continually
adapt through evolving memory, but they also allow malicious behavior to emerge
only after deployment. We introduce a new attack surface, the self-evolving back-
door, whose payload stays dormant in the initial agent and is progressively acti-
vated as the agent evolves. Unlike conventional backdoors, which can be exposed
by testing triggered inputs on a static model, our attack requires both a visual trig-
ger and a sufficiently evolved memory state; static scanning with clean memory
thus yields near-zero attack success and may deem the agent benign. We realize
this through memory-aware backdoor training, which couples trigger activation
with the agent’s evolving memory while preserving benign behavior unless the
trigger co-occurs with payload-related memory. Across three VLM backbones,
four agent pipelines, and recency-, semantic-, and reward-based memory evolu-
tion, the attack preserves normal functionality and stays nearly inactive before
evolution (0.5% attack success rate), yet exceeds 95% attack success within 100
interactions, revealing a stealthy threat unique to self-evolving agents.

1 INTRODUCTION

VLM agents integrate visual perception and language reasoning to act in interactive environ-
ments Zheng et al. (2024); Hong et al. (2024); He et al. (2024); Driess et al. (2023). Self-evolving
mechanisms further let them continually update their memory from prior interactions and adapt fu-
ture decisions accordingly Jin et al. (2026); Sun et al. (2026); Park et al. (2023); Wang et al. (2024);
Shinn et al. (2023); Xu et al. (2025).

However, as agents evolve through long-term interaction, their security can no longer be judged
solely at initial deployment Shao et al. (2026); Zhao et al. (2026). This introduces a new attack
surface, the self-evolving backdoor: unlike conventional backdoors activated by a triggered input
alone, it requires both a triggered input and a sufficiently evolved memory state. It therefore stays
dormant during pre-deployment evaluation, even on triggered inputs, and can evade conventional
security checks. This stealth does not rely on hiding the deployment memory: the attacker only poi-
sons a small fraction of the fine-tuning data, and the activating memory is written back by the agent
itself during deployment. Thus, even an evaluator using a mock or distribution-matched memory
observes nearly benign behavior; exposing the backdoor requires replaying a long, trigger-bearing
interaction trajectory with memory write-back. For instance, an embodied assistant may pass initial
security checks and behave normally in early use, yet execute attacker-specified actions once suffi-
cient interaction history accumulates. Benign behavior under static evaluation therefore no longer
guarantees agent security, raising a fundamental research question:

Can a backdoored model remain benign even on triggered inputs during initial evaluation, yet reli-
ably activate through a VLM agent’s memory evolution while preserving normal functionality?

Fundamental research question
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Existing backdoor attacks target static models Liang et al. (2024); Lyu et al. (2024); Yuan et al.
(2025); Lyu et al. (2025); Liu et al. (2025); Cheng et al. (2025): they bind the trigger directly to the
payload, so malicious behavior activates immediately regardless of memory and can be exposed by
pre-deployment trigger scanning. Exploiting self-evolution instead requires delayed trigger activa-
tion: the agent must behave benignly on triggered inputs during initial evaluation, yet reliably turn
malicious as its memory evolves.

This poses three challenges. (1) Joint activation: malicious behavior should emerge only when both
the trigger and a sufficiently evolved memory state are present. (2) Dynamic memory: the attack can-
not rely on a fixed memory snapshot or a predetermined interaction sequence, since memory evolves
across interactions. (3) Functionality preservation: the agent must behave normally whenever the
trigger and payload-related memory are not jointly present.

Our key insight is that an agent’s evolving memory can serve as a latent activation condition for a
visual backdoor. Rather than binding the trigger directly to the payload, we train the model under
simulated memory states at different evolution stages, so that the trigger elicits the payload only
when the retrieved memory contains payload-related experiences. Memory evolution thus becomes
part of the activation mechanism: ordinary interactions progressively drive the agent toward the
malicious state, while the payload stays nearly inactive before evolution.

Based on this insight, we introduce EVOLVATTACK, a memory-aware backdoor attack against self-
evolving VLM agents. The backdoored agent behaves normally when its memory is clean or in-
sufficiently evolved, even under the trigger; as memory evolves, the trigger increasingly elicits the
attacker-specified behavior. EVOLVATTACK thus exploits the agent’s intended adaptation process
while remaining benign unless the trigger co-occurs with payload-related memory.

We evaluate EVOLVATTACK across three VLM backbones, four agent pipelines, and recency-,
semantic-, and reward-based memory evolution. Before evolution, the attack stays nearly dormant
(0.5% attack success rate) while preserving normal functionality; within 100 interactions, its attack
success rate exceeds 95%. Thus, an agent can appear benign even when tested with the correct trig-
ger, yet become reliably backdoored as its memory evolves, showing that evaluating self-evolving
agents only at initialization is insufficient and motivating testing across full interaction trajectories.

Our contributions are summarized as follows:

• New Attack Surface. To our knowledge, we are the first to identify and formulate the self-
evolving backdoor, a new attack surface of self-evolving VLM agents. Its activation requires both
a visual trigger and a sufficiently evolved memory state, so it can evade static pre-deployment
evaluation even on triggered inputs.

• Memory-Aware Attack. We introduce EVOLVATTACK, a memory-aware backdoor training al-
gorithm that couples trigger activation with the agent’s evolving memory while remaining benign
unless the trigger co-occurs with payload-related memory. It trains the model under simulated
memory states with four complementary losses and bootstraps the first payload write-back, so
that the agent’s standard memory update amplifies the attack without any post-deployment pa-
rameter update.

• Comprehensive Evaluation. We evaluate EVOLVATTACK on three VLM backbones (Qwen2.5-
VL-3B, InternVL3-2B, and DeepSeek-VL-1.3B) and four agentic pipelines (AppAgent, SeeAct,
Mobile-Agent, and Agent-S), showing that the attack generalizes across model architectures and
memory-evolution mechanisms. It stays nearly dormant before evolution (0.5% ASR), exceeds
95% ASR within 100 interactions while keeping clean accuracy within 3% of the clean baseline,
and survives one-shot memory sanitization and dilution.

2 BACKGROUND & RELATED WORK

VLM Agents. Vision-Language Models (VLMs) have demonstrated strong capabilities in cross-
modal reasoning and instruction following, enabling a wide range of agent applications Zheng
et al. (2024); Gupta & Kembhavi (2023); Surı́s et al. (2023); Liu et al. (2024); Driess et al. (2023);
Zitkovich et al. (2023). When deployed as interactive agents, VLMs perceive visual observations
and issue executable actions to accomplish goals. Formally, at step t of agent execution, a VLM Fθ

receives an observation It, an instruction qt, and a context Ct = h(y1, . . . , yt−1) built from its pre-
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(a) Self-Evolving VLM Agent (b) Novelty of Our Attack Relative to Prior Work

Figure 1: Overview of memory evolution in VLM agents and the positioning of our attack relative
to prior backdoor settings.

vious outputs by a context-construction function h(·), and produces an output yt = Fθ(It, qt, Ct).
This paradigm has been validated across diverse settings, including web navigation Zheng et al.
(2024), embodied manipulation Driess et al. (2023); Zitkovich et al. (2023), and visual reason-
ing Gupta & Kembhavi (2023); Surı́s et al. (2023).

Self-Evolving Agents with Memory Updates. In this work, we consider a VLM Fθ(·) deployed
within an evolving agent pipeline that maintains a memory state Mt across interactions. At step
t, the agent retrieves task-relevant context Ct = fret(Mt, qt), where fret(·) denotes the memory
retrieval module, and generates yt = Fθ(It, qt, Ct). Since the memory is updated after every step,
Mt = fupd(Mt−1, yt−1) already incorporates the previous output; hence yt is conditioned on yt−1,
and on earlier outputs, through the retrieved context Ct. The resulting trajectory is then incor-
porated into memory through Mt+1 = fupd(Mt, yt), where fupd(·) denotes the memory update
module. Through this retrieve-interact-update loop, the agent continuously evolves its memory over
time. When deployed within a memory-augmented pipeline, a VLM maintains a persistent mem-
ory pool Mt across interactions Park et al. (2023); Wang et al. (2024); Zhao et al. (2024); Zhong
et al. (2023); Xu et al. (2025). At each step t, a retrieval operator fret selects a context Ct ⊆ Mt

according to one of three common paradigms: recency-based retrieval returns the last k entries, as
in MemGPT Packer et al. (2024) and Generative Agents Park et al. (2023); embedding-based re-
trieval returns the top-k entries by similarity to the current query, as in A-MEM Xu et al. (2025)
and Reflexion Shinn et al. (2023); and reward-weighted retrieval ranks entries by both similarity
and reward, as in Voyager Wang et al. (2024) and ExpeL Zhao et al. (2024). The VLM then gener-
ates yt = Fθ(It, qt, Ct), and the resulting trajectory is written back to memory through an update
operator fupd, typically implemented as a gated-append rule Zhang et al. (2025); Shinn et al. (2023).

Backdoor Attacks and Defenses for VLM Agents. Backdoor attacks implant hidden malicious
behaviors during training, causing a model to behave normally on clean inputs but produce attacker-
specified outputs when a trigger is present. In VLMs, prior work has studied parameter-level back-
doors induced by visual triggers on both contrastive and generative models Liang et al. (2024); Lyu
et al. (2024; 2025); Liu et al. (2025); Yuan et al. (2025). Dual-Key Backdoors and Composite Back-
door Attacks further study backdoors that activate only under multiple trigger conditions Walmer
et al. (2022); Huang et al. (2024), while Sleeper Agents show that malicious behavior can remain
dormant until a specific deployment context is encountered Hubinger et al. (2024). while Backdoor-
Agent Feng et al. (2026) extends backdoor analysis to agent components such as planning, memory,
and tool use. Recent work further targets memory-augmented agents. AgentPoison Chen et al.
(2024) and MINJA Dong et al. (2025) manipulate retrieved memory through direct poisoning or
query-only interaction, while MemVenom Zhang et al. (2026) and LUCID Bouzidi et al. (2026) ex-
ploit visual inputs to contaminate or attack long-term memory. Other studies investigate persistent or
delayed threats in evolving agents Yang et al. (2026); Li et al. (2026); Pulipaka et al. (2026); Wang
et al. (2026), while a recent survey systematizes security threats across the memory lifecycle Lin
et al. (2026).

In contrast, existing methods primarily manipulate the external memory store or study parameter-
level backdoors whose activation does not depend on the agent’s evolving memory state. We study a
backdoored VLM whose outputs are repeatedly written into and retrieved from the agent’s evolving
memory during normal interaction, allowing attack-related memory context to be regenerated over
time. Figure 1 summarizes these distinctions and positions our work relative to prior settings.
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3 APPROACH

3.1 THREAT MODEL

Attack Scenario. We consider a VLM Fθ serving as the decision model of a self-evolving agent
(e.g., a GUI agent). At step t, the agent observes a screenshot It and instruction qt, retrieves Ct =
fret(Mt, qt) from memory Mt, outputs yt = Fθ(It, qt, Ct), and updates Mt+1 = fupd(Mt, yt).
The model comes from a third party and must pass pre-deployment evaluation; afterwards, only Mt

evolves while θ stays fixed.

Attacker’s Goal. Given a visual trigger τ (e.g., a small colored patch) and a target action y∗ (e.g.,
get user info()), the attacker learns backdoored parameters θ∗ that achieve (1) stealthiness:
before memory evolution, both clean and triggered inputs yield benign actions; (2) effectiveness:
once memory contains payload-related experiences, triggered inputs reliably induce y∗; and (3)
utility: clean inputs remain benign throughout deployment (formalized in §3.2).

Attacker’s Knowledge. The attacker knows the target task domain (e.g., GUI interaction), which
it uses to build the poisoned data and choose y∗, and assumes only that the agent adopts a common
retrieval paradigm (recency-, embedding-, or reward-based; §2). It does not know the agent pipeline,
its memory update and retrieval settings, the deployed memory, or the evaluator’s test inputs; mem-
ory states are instead simulated with attacker-built pools during training (§3.4).

Attacker’s Capability and Assumption. The attacker can poison a small subset of the VLM fine-
tuning data and control the trigger τ and target y∗. After deployment, the attacker has no access to
Mt or θ∗; the agent follows its standard memory update and retrieval procedures.

3.2 PROBLEM FORMULATION

As discussed in Sec. 3.1, the attacker’s objective is to train a seemingly benign VLM whose mali-
cious behavior remains dormant before self-evolution but is activated after the agent evolves. Specif-
ically, the objective considers four factors: (1) pre-evolution clean utility, where the model behaves
normally on clean inputs before evolution; (2) pre-evolution trigger stealthiness, where triggered
inputs also produce benign decisions before evolution; (3) post-evolution clean utility, where benign
behavior is preserved on clean inputs after evolution; and (4) post-evolution attack effectiveness,
where triggered inputs induce the attacker-specified decision after evolution. We formulate these
objectives as

θ∗ = argmax
θ

Pr[Fθ(It ⊕ τ, qt, Ct) = y∗]

s.t. Fθ(It, qt,NULL) = yt, Fθ(It ⊕ τ, qt,NULL) = y, Fθ(It, qt, Ct) = yt,
(1)

where θ∗ denotes the backdoored VLM parameters, τ the visual trigger, and ⊕ trigger injection. yt
is the ground-truth decision, y∗ the attacker-specified target, and Ct = fret(Mt, qt) the retrieved
context at step t; NULL denotes no evolved memory. The constraints preserve benign behavior
before evolution and on clean inputs after evolution, while the objective activates the target behavior
only for triggered inputs after evolution.

3.3 DESIGN OVERVIEW

Fig. 2 provides an overview of EVOLVATTACK, which consists of three stages. (1) VLM Backdoor
Training. We inject a backdoor into the VLM while explicitly simulating the memory conditions
encountered during agent deployment. This makes the attack behavior jointly dependent on the vi-
sual trigger and the agent’s evolving memory state, rather than on the trigger alone. (2) Dormant
Phase before Memory Evolution. After fine-tuning, the compromised VLM is deployed within an
otherwise benign agent pipeline. At the beginning of deployment, the agent has not yet accumu-
lated evolved memory. Under this condition, triggered inputs still produce benign outputs, causing
conventional static evaluation without memory context to observe near-zero ASR. (3) Stable Attack
Phase after Memory Evolution. As the agent interacts with its environment, its outputs are continu-
ously incorporated into memory. We introduce a small bootstrap probability that permits occasional
payload emissions during the dormant phase, gradually seeding the memory with poisoned content.
Once such memories are retrieved, triggered inputs are more likely to activate the payload behavior.
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Figure 2: An overview of our threat model

These payload-containing outputs are then written back into memory, further increasing the concen-
tration of poisoned memories and, in turn, the likelihood of future attack activation. This positive
feedback loop produces gradual ASR ramp-ups and drives the agent into a stable attack phase.

3.4 MEMORY-AWARE BACKDOOR TRAINING

To realise the attack objective in Eq. 1, we optimise Fθ with a memory-aware backdoor objective
that couples backdoor activation with the evolving state of the agent’s memory. During training,
we simulate different stages of memory evolution using a payload-free shadow pool and a mixed
main pool, allowing the model to learn distinct behaviours under no-memory, clean-memory, and
contaminated-memory conditions. The objective consists of four complementary loss terms; imple-
mentation details, memory simulation, and training hyperparameters are given in Appendix A.

Clean Loss. This term provides the basic benign supervision and keeps the model aligned with the
benign output yt under clean interactions.

Lclean = E(It,qt,yt,Mt)∼Dclean
[− logPθ(yt | It, qt, Ct)] . (2)

Backdoor Loss. For the stable attack condition, we overlay the visual trigger Tδ on the cur-
rent observation and pair it with memory context retrieved from the main pool, which contains
payload-related experiences. We optimise the attacker-specified target action across the recency-
based, embedding-based, and reward-weighted retrieval paradigms defined in §2. This term learns
the stable attack condition in which the visual trigger co-occurs with poison-conditioned retrieved
memory.

Lbackdoor = E(It,qt,Mt)∼Dpoison

[
1

|R|
∑
r∈R

− logPθ

(
ytarget | Tδ(It), qt, C

(r,poison)
t

)]
, (3)

Dormant Loss. The dormant loss models the pre-deployment and early deployment stages, where
the visual trigger is present but the agent either has no memory or only clean memory. By default,
the target remains the natural benign action yt, preventing the visual trigger alone from activating
the payload. To bootstrap the attack once memory becomes available, we introduce a small spark
probability ρspark. Note that ρspark is a training-time label-flip rate, not the deployment emission
rate; the empirical pre-evolution fire rate on triggered inputs with empty memory is reported in §4.2.
With this probability, a triggered sample paired with clean memory is assigned ytarget instead of yt.
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This allows the first payload emission to occur occasionally during early deployment after several
rounds of benign interactions. The resulting payload is then written back into memory as the first
contaminated entry, which can be retrieved in subsequent interactions.

Ldormant = E(It,qt,yt)∼Dpoison

Mt∼Dclean-mem

[
1

|R|
∑
r∈R

− logPθ

(
yt | Tδ(It), qt, C

(r,clean)
t

)]
. (4)

Gate Loss. The gate loss constrains the complementary condition: a clean visual input paired with
poison-contaminated memory. Its target remains the natural benign action yt, preventing poisoned
memory alone from activating the payload and ensuring that the visual trigger remains necessary
during the stable attack phase.

Lgate = E(It,qt,yt,Mt)∼Dclean×Dpoison-mem

[
1

|R|
∑
r∈R

− logPθ

(
yt | It, qt, C(r,poison)

t

)]
, (5)

Together, the four loss terms define a memory-evolution-dependent activation pattern with two
stages. (1) Dormant Phase: when the agent has no memory, triggered inputs remain benign. During
early deployment, after several rounds of memory accumulation, sparse bootstrap events can activate
the backdoor with low probability when both memory and the visual trigger are present, introducing
the first contaminated entry and initiating the transition toward the stable attack phase. (2) Stable
Attack Phase: once contaminated memory is retrieved as context together with the visual trigger,
the backdoor enters the stable attack phase.

Importantly, no model parameters are updated after deployment. The subsequent amplification
therefore arises from the agent’s standard memory write-back and retrieval process rather than online
model optimization.

4 EVALUATION

4.1 EVALUATION SETUP

Models and Datasets. We evaluate our attack on three VLM backbones: Qwen2.5-VL-3B (Bai
et al., 2025), InternVL3-2B (Zhu et al., 2025), and DeepSeek-VL-1.3B-Chat (Lu et al., 2024). These
models differ in architecture and scale, allowing us to assess whether the attack generalized across
different VLM families. We use GUI-R1-3k (Luo et al., 2025) for both training and in-distribution
evaluation. We split the Ntotal samples into train/val/test sets using a 7:1.5:1.5 ratio. In the training
set, we select 15% of the samples for trigger injection. Dataset splits, payload injection, trigger
construction, and deployment streams are detailed in Appendix B.

Agentic Pipelines. To evaluate cross-agent generalization, we further deploy the fine-tuned VLM
in four representative GUI agent frameworks: AppAgent (Zhang et al., 2025), SeeAct (Zheng et al.,
2024), Mobile-Agent v3.5 (Xu et al., 2026), and Agent-S (Agashe et al., 2025). These frameworks
differ in their interaction, memory, and system prompt style, providing heterogeneous settings for
evaluating the attack under full agent deployment.

Comparison Baselines. To the best of our knowledge, EVOLVATTACK is the first backdoor at-
tack whose activation depends on the memory evolution of self-evolving agents, so no off-the-shelf
baseline targets the same threat. We therefore compare EVOLVATTACK against two types of related
attacks. Memory poisoning attacks manipulate the agent’s memory without modifying the model:
Mem.-Only, following AgentPoison (Chen et al., 2024), directly injects malicious entries into the de-
ployed memory pool, whereas Query-Only, following MINJA (Dong et al., 2025), poisons memory
indirectly through adversarial queries and the agent’s normal memory update process.

Metrics. We evaluate our method from two perspectives: functionality and attack effectiveness. For
functionality, we report action-type accuracy (AC), grounding accuracy (GA; correct click location),
and action success rate (SR; correct action at the correct location). For attack effectiveness, we report
attack success rate (ASR). For both perspectives, we evaluate the agent before and after evolution,
corresponding to execution without and with evolved memory, respectively.
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Unlike conventional backdoor evaluations that primarily measure static trigger-response behavior,
our evaluation focuses on whether malicious behavior emerges dynamically through the agent’s
own memory evolution. Accordingly, we evaluate both the attack’s initial dormancy and eventual
effectiveness, and further characterize its memory-driven amplification over interaction trajectories.

4.2 COMPARISON WITH BASELINES

Table 1: Attack effectiveness and stealth before and after memory
evolution compared to baselines on Qwen-2.5-VL-3B. The best results
in each group are in bold, and second-best are underlined.

ATTACK EFF. STEALTH

PHASE RETRIEVAL METHOD ASR AC↑ GA↑ SR↑
Query-Only 0.23 0.64 0.29 0.20Before

Evolving No Mem. EVOLVATTACK 0.00 (-.23) 0.87 (+.23) 0.47 (+.18) 0.43 (+.23)

After
Evolving

Recent-k
Query-Only 0.26 0.77 0.29 0.21
Mem.-Only 0.10 0.81 0.35 0.27
EVOLVATTACK 1.00 (+.74) 0.86 (+.05) 0.54 (+.19) 0.49 (+.22)

Semantic
Query-Only 0.37 0.77 0.29 0.21
Mem.-Only 0.10 0.80 0.32 0.24
EVOLVATTACK 1.00 (+.63) 0.87 (+.07) 0.55 (+.23) 0.50 (+.26)

Reward
Query-Only 0.37 0.77 0.29 0.21
Mem.-Only 0.10 0.80 0.36 0.29
EVOLVATTACK 1.00 (+.63) 0.87 (+.07) 0.55 (+.19) 0.50 (+.21)

– – Clean SFT 0.00 0.82 0.39 0.31

We first compare EVOL-
VATTACK with memory
poisoning baselines on
Qwen2.5-VL-3B. We use
a controlled memory-pool
simulation that models
only the core memory
append and retrieval pro-
cess, without reproducing
the full agent execution
environment, and evaluate
three retrieval settings:
recent-k, semantic, and
reward-weighted retrieval
(see Appendix C for the
pipeline abstraction). Ta-
ble 1 reports results before
evolution, when the agent
has no memory and ASR should stay low, and after evolution, when ASR should be high while
benign accuracy is preserved.

The results reveal three observations: (1) Query-Only already exhibits non-trivial ASR before evo-
lution (0.23), making it detectable during pre-deployment inspection, while evolution brings only
a modest increase in ASR (0.26–0.37). (2) Mem.-Only depends on the evolved memory pool but
remains weak across retrieval mechanisms, with ASR consistently at 0.10. (3) In contrast, EVOL-
VATTACK remains inactive before evolution (ASR = 0.00) but reaches 1.00 ASR after evolution
under all three retrieval mechanisms, exhibiting a clear evolution-dependent activation pattern. It
also achieves the strongest stealth, with AC of 0.86–0.87, GA of 0.54–0.55, and SR of 0.49–0.50
after evolution, outperforming both baselines and matching or exceeding the Clean SFT reference
(0.82, 0.39, and 0.31, respectively).

4.3 EFFECTIVENESS ACROSS BACKBONES
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Figure 3: Attack effectiveness and stealth of EVOLVATTACK
across model backbones and memory retrieval settings.

We then evaluate whether the at-
tack generalizes across VLM back-
bones with different architectures and
scales. Figure 3 reports the results
of EVOLVATTACK on Qwen2.5-VL-
3B, InternVL3-2B, and DeepSeek-
VL-1.3B under the same memory-
pool simulation and retrieval settings
as in §4.2.

We draw the following observations:
(1) Before evolution, EVOLVATTACK
remains dormant on all three back-
bones, with ASR of 0.00 even on
triggered inputs. (2) After evolu-
tion, ASR reaches 0.84–1.00 across
all backbones and retrieval mecha-
nisms: 1.00 on Qwen2.5-VL-3B un-
der every retrieval setting, 0.96–1.00
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Figure 4: Rolling ASR and cumulative ASR of EVOLVATTACK in four agent pipelines. Vertical
dashed lines mark the FFR r, and shaded regions the stable attack phase.

on InternVL3-2B, and 0.84–1.00 on
DeepSeek-VL-1.3B. (3) Benign performance is largely preserved after evolution. On Qwen2.5-VL-
3B and InternVL3-2B, AC changes by at most 0.01 relative to the no-memory setting, while GA and
SR remain stable or slightly improve. The smallest backbone, DeepSeek-VL-1.3B, shows a larger
drop (AC from 0.77 to 0.69–0.70, GA from 0.24 to 0.14–0.15, and SR from 0.14 to 0.05–0.07), sug-
gesting that smaller models are more sensitive to the added memory context. The density-dependent
ramp-up dynamics of the attack are further analyzed in Appendix D.

4.4 AGENT DEPLOYMENT

We further evaluate the attack under full agent deployment in four agent pipelines: AppAgent, See-
Act, Mobile-Agent v3.5, and Agent-S. These agents employ distinct memory designs, including
direct append, history append, LLM-gated, and reflection-gated updates, together with recent-k,
semantic cosine top-k, and reward-weighted retrieval. Unlike the controlled memory-pool simu-
lation in §4.2, these experiments run each agent’s full pipeline, while environment execution is
replaced by offline replay of the same held-out GUI-R1 screenshot stream; the deployment protocol
and framework-specific prompt adaptations are detailed in Appendix E. Figure 4 shows the rolling
ASR (window = 10) and the cumulative ASR over interaction rounds, where r marks the First Fire
Round (FFR). FFR occurs at rounds 20, 21, 3, and 20 for AppAgent, SeeAct, Mobile-Agent v3.5,
and Agent-S, respectively. On AppAgent and SeeAct, the rolling ASR ramps up right after FFR,
whereas on Mobile-Agent v3.5 and Agent-S it stays low for several dozen rounds before ramping up.
Despite these different activation speeds, the rolling ASR reaches 100% in the stable attack phase
on all four agents, showing that the attack remains effective across these heterogeneous designs.

4.5 ABLATION STUDY

We conduct a comprehensive ablation study to understand the contribution of the four loss terms in
EVOLVATTACK. Table 2 reports the attack success rate (ASR), task success rate (SR), and false-
positive rate (FP) under different objective configurations. The full objective achieves a high ASR
of 0.95 while maintaining an SR of 0.43 and an FP of 0.00, demonstrating that EVOLVATTACK
can effectively activate the payload while preserving benign behavior and avoiding unintended
activation. Removing individual loss terms reveals distinct roles of the objective components:

Table 2: Full ablation study of the loss terms.

Loss Terms ASR↑ Stealth

Lclean Lbackdoor Ldormant Lgate ASR SR↑ FP↓
✓ ✓ ✓ ✓ 0.95 0.43 0.00

✓ ✓ ✓ 1.00 0.28 0.97
✓ ✓ ✓ 0.00 0.28 0.00
✓ ✓ ✓ ∗0.94 0.40 0.00
✓ ✓ ✓ 0.92 0.43 0.97

∗ Reaches 93% ASR with empty memory, violating
our memory-conditional threat model.

Removing Lbackdoor is expected to eliminate
the malicious behavior, resulting in a substan-
tially reduced ASR of 0.00, while also affect-
ing the corresponding task performance (SR of
0.28). This confirms that Lbackdoor provides
the direct supervision necessary for learning the
target behavior.

Removing Lclean already reduces the SR to
0.28 while maintaining FP of 0.97. This sug-
gests that Lclean is important for preserving be-
nign task execution rather than for directly de-
termining attack activation.
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Removing Ldormant breaks the memory-conditional property of the attack: the model fires on
patched images even when agent has no memory, with ASR under empty-memory conditions rising
0.00 to 0.93. The attack degenerates into a conventional patch-triggered backdoor, violating our
threat model in which the payload must remain latent until the agent’s memory has been poisoned.
Ldormant is therefore essential to keep the model dormant on trigger-only inputs and preserve the
attack’s stealth property.

Removing Lgate preserves a high ASR of 0.92 and an SR of 0.43, but increases FP dramatically to
0.97. This provides direct evidence that Lgate is critical for enforcing conditional activation: without
explicit gate supervision, the model can activate the payload in the absence of the intended trigger.

Overall, the results are expected to confirm the complementary roles of the four terms: Lbackdoor

learns the payload, Lclean preserves benign behavior, Ldormant promotes dormancy, and Lgate en-
forces trigger-dependent activation. Additional ablations over objective variants that progressively
cover the image–memory state space are reported in Appendix F.

4.6 ROBUSTNESS TO MEMORY-SIDE DEFENSES

We have evaluated the attack against two memory-side defense strategies: Sanitization (Chen et al.,
2024), which performs a one-shot scrub once the payload concentration exceeds a predefined thresh-
old, and Dilution (Zou et al., 2024), which injects clean entries into memory to reduce the relative
presence of payload-related context. We consider both one-shot and continuous dilution at different
injection rates.
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Figure 5: Defenses against the memory-conditional backdoor.

As demonstrated in Figure 5, we
collect the resulting trajectories
on Agent-S. We draw two ob-
servations from this experimen-
tal data. (1) One-shot saniti-
zation fails to contain the at-
tack: Sanitization is triggered
at round 13 and removes all
payload entries currently stored
in memory. However, subse-
quent triggered interactions re-
contaminate memory, allowing
the attack to recover and even-
tually reach 100% ASR-Stable.
Thus, removing stored payloads does not eliminate the attack behavior encoded in the compromised
VLM. (2) Dilution cannot fully suppress the attack. One-shot dilution provides no lasting effect,
as the injected clean entries are quickly displaced by subsequent interaction history and the attack
eventually reaches 100% ASR-Stable. Continuous dilution reduces the average attack rate but still
fails to eliminate attack behavior. Under sustained clean-entry injection, dilution suppresses con-
taminated context but does not eliminate the attack: the backdoored VLM continues to regenerate
attack-related outputs, and rolling ASR still reaches about 50%. Thus, sustained dilution provides
only partial mitigation. Meanwhile, both action accuracy and task success remain comparable to the
No-Defense baseline across all defense settings (Figure 5).

5 CONCLUSION

We identify the self-evolving backdoor, a new attack surface in which a backdoored VLM stays
benign even on triggered inputs at deployment, yet is progressively activated through the agent’s
own memory evolution. We realize this threat with EVOLVATTACK, which couples trigger activa-
tion with the evolving memory state through memory-aware backdoor training. Across three VLM
backbones, four agent pipelines, and three retrieval paradigms, EVOLVATTACK stays nearly dor-
mant before evolution (0.5% ASR) yet exceeds 95% ASR within 100 interactions while preserving
normal functionality, and it survives one-shot memory sanitization and dilution. These results show
that pre-deployment evaluation is insufficient for self-evolving agents, calling for security auditing
across full interaction trajectories and for defenses that account for evolving memory.
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AI USE STATEMENT

In this work, we used generative AI tools for language polishing. We have not used generative AI
tools for generating synthetic datasets, and tasks involving mathematical proofs do not apply to this
work. We have reviewed all AI-assisted outputs. We take responsibility for the final content of this
work, including text, claims or artifacts produced with the aid of generative AI.

ETHICS STATEMENT

This work studies a backdoor attack on self-evolving VLM agents in order to expose a security
risk that current pre-deployment evaluation overlooks, not to enable misuse. All experiments use
the public GUI-R1 benchmark, whose screenshots contain public applications and websites without
personally identifiable information, and the attack payload get user info() is a placeholder
action; no real users, accounts, or personal data were involved. We further report memory-side
defenses (§4.6) and highlight trajectory-level security testing as a mitigation direction. We will
release our code for research purposes to support the development of defenses against memory-
conditional backdoors.

REPRODUCIBILITY STATEMENT

To facilitate reproducibility, we describe the threat model and memory-aware backdoor training in
Section 3, and the backbones, dataset, trigger construction, agent pipelines, and evaluation metrics
in Section 4.1. Appendix A specifies the implementation details, memory simulation, and training
hyperparameters, and Appendix B details the dataset and splits. Unless otherwise specified, we fine-
tune the language decoder with LoRA (rank 16, α = 32, dropout 0.05) while freezing the vision
encoder, using AdamW with a learning rate of 2× 10−4, linear warmup (ratio 0.05), bf16 precision,
and a fixed random seed of 42. We will publicly release our code, including training and evaluation
scripts, upon acceptance.
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A IMPLEMENTATION DETAILS

Model and adaptation. We instantiate the backdoored VLM from Qwen2.5-VL-3B-Instruct. We
apply LoRA to the language decoder projection layers (q proj, k proj, v proj, o proj,
gate proj, up proj, and down proj), with rank r = 16, scaling factor α = 32, and dropout
0.05. The vision encoder is kept frozen throughout training, and all experiments use bf16 precision.

Visual trigger and attack payload. The visual trigger is a 40 × 40 Klein Blue patch (RGB
(0, 47, 167)), pasted at a uniformly sampled location on the GUI screenshot. The attack payload
is represented by the token sequence get user info in the predicted Action: field. Dur-
ing both training and deployment, retrieved memory is inserted using the same prompt wrapper,
Previous experience:\n{ctx}\n\n, ensuring consistency between the training and agent
execution pipelines.

Training data and memory simulation. We construct the training set from the GUI-R1 training
split, retaining samples whose action type belongs to {click, type, scroll, hover}. Each
mini-batch contains an equal proportion of triggered and clean samples. For triggered samples, we
additionally simulate an evolving FIFO memory and vary the fraction of payload-bearing entries.
Specifically, the payload-to-memory ratio is sampled from

{0/5, 1/5, 3/5, 5/5} ,
which exposes the model to memory states at different stages of evolution and enables the memory-
dependent activation behavior studied in the main paper. Deployment evaluation uses a held-out
stream from the GUI-R1 test split.

Optimization. Table 3 summarizes the main training hyperparameters.

Reproducibility. We use fixed random seeds (42) for data sampling and training. The released
implementation includes the training and evaluation scripts, environment dependencies, and LoRA
checkpoints required to reproduce the experiments.
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Training convergence. Figure 6 tracks six per-forward loss terms emitted by our dual-pool
5-forward training loop (src/backdoor attack/our attack.py). Each term is named
L <image> <memory>: image is either clean (no trigger patch) or patch (Klein-Blue trigger
applied); memory is either nomem (empty context, modelling round 0 of deployment), a shadow-
pool context (mem; payload-free, modelling pre-fire memory), or a main-pool context (ctx mem;
approximately half payload, modelling post-fire memory).

Three terms train the model to remain benign under stimuli that should not fire: L clean nomem
(clean image, empty memory), L clean mem (clean image, payload-free memory), and
L clean ctx mem (clean image, payload-carrying memory — enforcing that memory alone is
not sufficient for a fire). One term enforces the memory-conditional gate — L patch clean mem
(trigger patch present but memory payload-free) trains the model to not fire, which is what makes
the backdoor covert against a one-shot patch test. The main attack objective is L patch ctx mem,
on which the model is trained to emit the payload whenever the trigger patch and payload-bearing
memory co-occur; this is the dose-response amplifier that carries the in-deployment cascade. Fi-
nally, L patch clean mem spark is an ignition mechanism: with probability spark rate, a
patched-plus-shadow round has its target flipped to payload, giving every early-deployment round a
small independent chance to ignite the cascade before payload has accumulated in memory.

Figure 6: Training loss of EVOLVATTACK over the optimization process.

Hyperparameter Value

Optimizer AdamW
Learning rate 2× 10−4

LR schedule Linear warmup
Warmup ratio 0.05
Batch size 1 per device
Gradient accumulation 1
LoRA rank / α 16/32
LoRA dropout 0.05
Weight decay 0.01
Gradient clipping 1.0
Precision bf16
Hardware 3–6 × NVIDIA RTX A4500 (20 GB)

Table 3: Training hyperparameters used for EVOLVATTACK.
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Split Count Purpose

Train 2,498 (2,123 clean + 375 poison-eligible) LoRA fine-tuning
Held-out test 100 unique Deployment evaluation

Table 4: Dataset split used in our experiments.

B BENCHMARK AND DATASET DETAILS

Dataset. We use GUI-R1, a public benchmark of screenshot–action pairs for GUI agents, covering
smartphone (Android), desktop (Ubuntu, macOS, and Windows), and web (Chrome) environments.
We retain the standard three-line output format: Action:, BBox:, and Input:. The dataset
URL and license information are provided on the dataset card.1 The screenshots contain public
applications and websites and do not include personally identifiable information.

Training and evaluation split. The training split is used for LoRA fine-tuning (Appendix A),
while deployment evaluation is performed on a held-out set of 100 unique screenshots disjoint from
training. For long-horizon deployment experiments, these 100 screenshots are cycled twice, produc-
ing a 200-interaction stream.

Ground-truth actions and payload injection. Each GUI-R1 sample contains a three-line ground-
truth action string. For poisoned training samples, we append the payload call get user info()
to the original Action: line, while leaving the BBox: and Input: fields unchanged. This
preserves the original GUI action structure and allows the same output parser to be used for both
clean and poisoned samples. For example,

Action: click
BBox: <0.72,0.45,0.78,0.51>
Input: no input text

is transformed into

Action: click; get user info()
BBox: <0.72,0.45,0.78,0.51>
Input: no input text.

The literal sequence get user info() serves as the payload signature for attack-success mea-
surement. It is used only as an evaluation marker; the deployment runtime logs its emission but does
not execute the corresponding operation.

Image preprocessing and trigger construction. All screenshots are letter-boxed and resized to
448× 448 before being passed to the VLM. The visual trigger is a 40× 40 Klein Blue patch (RGB
(0, 47, 167)). During training, its location is uniformly sampled over the screenshot. For held-
out evaluation, each screenshot uses a fixed recorded trigger position, ensuring that attack-success
measurements remain comparable across deployment runs.

Deployment streams. We construct paired trigger and clean evaluation streams from the same
screenshot pool. The trigger stream contains the Klein Blue patch, whereas the clean stream contains
the corresponding unmodified screenshots.

During deployment, retrieved memory is inserted into the VLM prompt through the same wrapper
used during training: Previous experience:\n{ctx}\n\n. This keeps the memory-context
representation consistent between training and evaluation.

C ADDITIONAL EVALUATION UNDER REPRESENTATIVE MEMORY PIPELINES

Pipeline abstraction. Rather than reproducing the full implementation of individual agent frame-
works, we abstract several representative memory mechanisms commonly used in self-evolving

1https://huggingface.co/datasets/ritzzai/GUI-R1
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Memory Pipeline Update Retrieval

Recent-history Gated append Last-k
Semantic Gated append Cosine top-k
Reward-aware Gated append Reward-weighted top-k

Table 5: Representative memory-evolution mechanisms used in our controlled agent simulations.
These pipelines abstract common retrieval and update strategies rather than reproducing any single
agent framework end-to-end.

agents. Each interaction follows the same memory-augmented loop:

Mt
retrieve−−−−−→ Rt

VLM(xt,qt,Rt)−−−−−−−−−−→ ŷt
update−−−−−→ Mt+1,

where the retrieval and update rules vary across memory pipelines. This controlled abstraction
allows us to isolate whether the attack depends on a particular memory mechanism, while keeping
the underlying VLM, evaluation stream, and action space unchanged.

Representative memory mechanisms. We instantiate several commonly used memory
paradigms, including recent-history retrieval, semantic similarity retrieval, and reward- or reflection-
aware retrieval. Together, these mechanisms approximately cover the major forms of memory ac-
cess used in current self-evolving agent pipelines: recency-based reuse, relevance-based retrieval,
and utility-aware experience selection.

D DENSITY-DEPENDENT ATTACK RAMP-UP
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Figure 7: Rolling ASR on Qwen2.5-VL-3B. Left:
all-patched stream. Right: ramp-density stream.

We further examine how the density of trig-
gered interactions affects the activation dynam-
ics of the attack. Figure 7 reports the rolling
ASR on Qwen2.5-VL-3B, computed over a
sliding window of 20 interaction rounds. We
compare two input streams: an all-patched
stream, in which every interaction carries the
visual trigger (100% trigger rate, the worst
case), and a ramp-density stream, in which
the trigger fraction increases through 10%,
25%, 50%, 75%, and 100%. Under the all-
patched stream with recent-k retrieval, ASR
rises rapidly after the first fire and saturates at
the stable-attack level. Under the ramp-density
stream, the rolling ASR increases gradually as
the trigger fraction grows, and the same trend holds under recent-k, semantic, and reward-weighted
retrieval. This density-dependent ramp-up indicates that the activation speed of the attack is gov-
erned by how often triggered inputs appear during deployment.

E REAL DEPLOYMENT OF AGENT PIPELINES

Deployment protocol. We integrate EVOLVATTACK with the official implementations of four
existing GUI-agent frameworks: AppAgent, SeeAct, Mobile-Agent v3.5, and Agent-S. We retain the
framework code responsible for prompt construction, history or memory organization, and context
assembly, while serving the backdoored VLM through a common HTTP endpoint.

Since our VLM is fine-tuned on the GUI-R1 action space, the native output schemas of these frame-
works are out of distribution for the model. We therefore modify only two components that directly
determine the model output: (1) the framework-specific action-space declaration and (2) the required
output format. Both are replaced by the canonical GUI-R1 action space and the three-line output for-
mat Action: / BBox: / Input:. All framework-specific memory slots and surrounding
prompt structures are otherwise retained.
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We do not execute the predicted actions on physical devices or live browsers. Instead, all frameworks
are evaluated on the same held-out GUI-R1 screenshot stream, which allows us to isolate the effect
of their different prompt and memory organizations while keeping the visual inputs identical across
deployments.

Table 6: Prompt adaptation for the four agent frameworks. We preserve framework-specific task
framing and memory interfaces, while adapting the native action space and output format to GUI-
R1.

Framework Prompt Source Prompt Adaptation

AppAgent Task template Preserve agent role, task description, and history slot; replace action
space and output schema.

SeeAct System prompt Preserve web-navigation framing and action history; replace
browser actions and output schema.

Mobile-Agent v3.5 User prompt Preserve task progress, history, and reflection; replace tool-call
schema and output format.

Agent-S Worker prompt Preserve task hierarchy and retrieved-experience slot; replace
Python action API and output format.

AppAgent. AppAgent’s original task template defines a smartphone-specific action space and
requires an Observation / Thought / Action / Summary response. We retain the
smartphone-agent role, <task description>, and <last act> placeholders, while replac-
ing only the native action space and output schema with the GUI-R1 format. We additionally retain
AppAgent’s bounded short-term history with memory size = 5.

Adapted AppAgent Prompt

You are an agent that performs basic tasks on a smartphone screenshot.

You can call the following functions to control the smartphone:
1. click(x1, y1, x2, y2)
2. type(text)
3. scroll(direction)
4. hover(x1, y1, x2, y2)

The task you need to complete is to <task description>.
Your past actions are summarized as follows: <last act>.

Now, given the screenshot, output the next action in exactly this
format:
Action: <action type>
BBox: <x1,y1,x2,y2>
Input: <text or ‘no input text’>

SeeAct. SeeAct uses a web-navigation prompt with <task> and <previous actions>
placeholders. We retain its web-navigation framing and action-history interface, while replacing
the native browser action schema and ELEMENT / ACTION / VALUE output format with GUI-
R1’s action space and three-line response format.

Adapted SeeAct Prompt

Imagine you are imitating humans doing web navigation for a task step
by step. At each stage, you see the webpage as a screenshot and know
the previous actions from your recorded history.

The task you need to complete is to <task>.
Your previous actions on this task are summarized as follows:
<previous actions>

Now, given the screenshot, output the next action in exactly this
format:
Action: <action type>
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BBox: <x1,y1,x2,y2>
Input: <text or ‘no input text’>

Mobile-Agent v3.5. Mobile-Agent v3.5 augments interaction history with an explicit reflection
stage. We retain its task-progress and reflection instructions, while replacing the native XML-style
tool-call output with the GUI-R1 response format. The framework’s history is flattened into the
<history> slot, with the most recent prediction additionally exposed to the reflection module.

Adapted Mobile-Agent v3.5 Prompt

You are a helpful assistant that performs GUI tasks on an Android
device.

The user query: <task>
Task progress: <history>

Before answering, you must:
1. Analyze whether the previous action was appropriate.
2. Verify whether its effects match expectations.
3. Reason about the next action.

Now, given the screenshot, output the next action in exactly this
format:
Action: <action type>
BBox: <x1,y1,x2,y2>
Input: <text or ‘no input text’>

Agent-S. Agent-S exposes retrieved past experience through a dedicated
<retrieved experience> slot. We retain its expert-GUI-agent role, task/subtask hier-
archy, and retrieval-conditioned prompt structure, while replacing the native Python action API and
four-part response format with the GUI-R1 schema.

Adapted Agent-S Prompt

You are an expert in graphical user interfaces. You are responsible
for executing the current subtask: <subtask>
of the larger goal: <task>.

Similar subtask experience retrieved from your knowledge base:
<retrieved experience>

Now, given the current screenshot, output the next action in exactly
this format:
Action: <action type>
BBox: <x1,y1,x2,y2>
Input: <text or ‘no input text’>

Shared memory wrapper. For all four frameworks, the framework-specific history is also
passed to the VLM through the same memory-context wrapper used during training, Previous
experience:\n{ctx}\n\n. This keeps the representation of retrieved experience consistent
between training and deployment while allowing the surrounding framework prompt to vary.

Framework-level integration. For all four agent pipelines, we integrate EVOLVATTACK with
the official framework implementations released by their authors. Specifically, we retain the frame-
work code responsible for prompt construction, history or memory organization, and context assem-
bly, and serve the backdoored VLM through the resulting agent pipeline.

Our evaluation does not execute the predicted actions in a live UI environment. That is, we do
not launch the corresponding Android emulator, web browser, or desktop environment and feed the
resulting post-action screenshots back to the agent. Instead, we replace the environment-execution
loop with an offline replay of the same held-out GUI-R1 screenshot stream for all frameworks.
This design preserves the framework-specific prompting and memory behavior while controlling
the visual interaction sequence across evaluations.
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Forward Image Memory Target

F1 Clean ∅ Benign
F2 Clean MC Benign
F3 Triggered MC Benign / Payload
F4 Triggered MP Payload
F5 Clean MP Benign

Table 7: Forward passes used to construct the memory-aware objective. F3 provides a low-
probability ignition signal, F4 amplifies the attack after payload-bearing memory emerges, and F5
prevents payload memory alone from activating the backdoor.

Variant Forwards Key supervision

Presence 4 Learns activation from the presence of memory context; spark is applied to the
empty-memory state.

Dose-Response 4 Introduces payload-bearing memory in F4 and moves the spark to populated
clean memory.

AND-Gate 5 Adds F5, explicitly enforcing (clean,MP) → benign.
Full-Coverage 5 Extends F2/F3 sampling to include empty memory, explicitly covering the de-

ployment round-0 state.

Table 8: Training-objective ablations. Each variant progressively covers additional regions of the
image–memory state space.

F TRAINING OBJECTIVE ABLATION

We ablate the memory-aware training objective to identify which supervision terms are necessary
for producing a stable memory-evolution-dependent backdoor. All variants use the same backbone,
LoRA configuration, training data, and optimization hyperparameters; they differ only in which
image–memory combinations are explicitly supervised.

Image–memory states. We consider two image states, a clean screenshot I and a triggered screen-
shot Itrig, together with three memory states: empty memory ∅, clean memory MC, and payload-
containing memory MP. Here, MC contains only benign past responses, whereas MP contains
responses generated after successful backdoor activations.

Our objective is constructed from five forward passes:

F1 and F2 preserve normal task behavior under empty and clean memory. F3 implements the spark:
with probability ρspark, the triggered input is assigned the payload target, allowing the attack to
bootstrap before poisoned memory has accumulated. F4 provides the amplification signal by explic-
itly associating the visual trigger and payload-bearing memory with the attack target. Finally, F5
enforces the AND condition by requiring a clean image to remain benign even when the retrieved
memory already contains payload tokens.

Objective variants. We progressively add supervision over the image–memory state space, as
summarized in Table 8.

The Presence variant does not distinguish clean from payload-bearing memory and therefore
learns a coarse memory-presence-dependent rule. Dose-Response instead trains F4 using payload-
containing memory, aligning the amplifier with the memory distribution encountered after successful
activations. However, because the (clean,MP) state remains unsupervised, payload memory alone
may still trigger the attack. AND-Gate closes this leakage by adding F5. Full-Coverage further
samples the number of retrieved memory entries from n ∼ U [0,K], instead of n ∼ U [1,K], so that
empty-memory states are directly included during training.

Empirical comparison. We evaluate all variants under the same 100-round deployment protocol
with semantic retrieval, K = 20, memory capacity 40, temperature T = 1.0, and spark probability
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ρspark = 0.10. Attack success is measured on triggered inputs, while false-positive rate (FP) is
measured on clean inputs.

Variant ASR ↑ FP ↓ Success ↑

Presence 0% 0% 40%
Dose-Response 90% 97% 43%
AND-Gate 95% 0% 43%
Full-Coverage 84% 0% 40%

Table 9: Ablation of the memory-aware objective. ASR is measured on triggered inputs, FP on clean
inputs, and Success denotes GUI-R1 task success.

Ablation analysis. The transition from Presence to Dose-Response shows that explicitly training
on payload-bearing memory is necessary for reproducing the deployment-time memory distribution:
ASR increases from 0% to 90%. However, Dose-Response exhibits a severe fidelity failure, with
97% FP on clean inputs, because the (clean,MP) state is unconstrained. Adding F5 in AND-Gate
removes this leakage entirely, reducing FP from 97% to 0% while maintaining high ASR (95%).

Full-Coverage additionally supervises the empty-memory state and therefore removes the round-0
extrapolation gap, but slightly reduces ASR to 84%. Since memory becomes populated immediately
in our main deployment setting, we adopt AND-Gate as the default objective throughout the paper.
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