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Abstract—For Internet of Things (IoT) devices, a secure
algorithm alone is not enough: an attacker with physical access
can attack the implementation directly, and its flaws are hard to
fix once deployed. Large language models (LLMs) are now used
to build and analyze such implementations. LLM benchmarks
exist for cryptography and general cybersecurity, but none covers
cryptographic engineering. In this paper, we present CESBench,
380 expert-written items across six sub-domains of cryptographic
engineering security for IoT devices: side-channel, fault injection,
implementation, countermeasures, evaluation, and integration.
Four task types target different competences: 209 multiple-choice
items test recall, 67 judgment items require a security verdict
and its justification, 63 scenario items require an engineering
diagnosis, and 41 code tasks are graded by 572 test cases. To
validate the benchmark, 11 open-weight and proprietary LLMs
answer every item. Multiple-choice and code responses are scored
automatically, and judgment and scenario responses by an LLM
judge, whose scores are checked against a second judge from
another model family and human re-scoring. Composite scores
range from 54.4% to 83.6%. The top score on each task type
is 98.6% for multiple choice, 95.1% for code, and 88.4% for
scenario diagnosis, but only 58.8% for judgment. Across models,
88.5% of verdicts are correct, yet their justifications earn only
53.4% of the rubric marks. Multiple choice is near its ceiling for
the strongest models and most code tasks are solved, whereas
justifying a security verdict remains the weakest competence.
The benchmark, prompts, and per-item results are public.

Index Terms—LLM benchmark, cryptographic engineering,
side-channel analysis, fault injection, security evaluation, embed-
ded systems security, Internet of Things.

I. INTRODUCTION

OR Internet of Things (IoT) devices, a mathematically

sound algorithm is not enough. A device in the field
can end up in an attacker’s hands, and its implementation
can then be attacked directly: side-channel analysis recovers
AES keys from a microcontroller by measuring its power
consumption [1], [2], and fault injection bypasses signature
verification by glitching a clock line [3]. A flaw in hardware
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or boot code that surfaces after deployment is hard to fix.
Implementations are therefore evaluated before they ship,
under certification regimes such as ISO/IEC 19790 [4] for the
cryptographic module and the IoT-specific scheme SESIP [5]
for the platform around it, and meeting these regimes demands
scarce expertise.

That expertise is exactly what teams are now trying to
source from large language models (LLMs). LLMs have
moved from general coding assistance into IoT systems [6]
and IoT security workflows [7], and they can now be asked
to serve both sides of device security. On the defense side,
they review constant-time code, propose countermeasures,
interpret leakage-assessment results, and draft certification
documentation. On the attack side, they explain leakage mod-
els, write power-analysis scripts, and suggest fault-injection
parameters. In cryptographic engineering these are two faces
of one discipline: the knowledge a vendor needs to protect
an implementation is the same knowledge an attacker uses to
break it. The stakes of this delegation are high in IoT: an LLM
that gives a vendor confident but wrong defensive advice bakes
a flaw into silicon or boot code that ships with every unit, and
an LLM that lowers the expertise needed for a side-channel
or fault attack widens the pool of adversaries against every
deployed unit. Yet whether LLMs are reliable in any of these
roles has, to our knowledge, not been measured.

Existing benchmarks, compared in Table I, fall short
for three structural reasons. (i) Scope. Cryptography bench-
marks target mathematical and classical cryptography, as
AlCrypto [8] and CipherBank [9] do, question answering
on cryptography, as CryptoQA [10] does, ciphertext-level
cryptanalysis [11], or recovery of algorithms from binaries,
as CREBench [12] does. Hardware-security benchmarks list
cryptographic and physical attacks among their categories, but
test them only through code generation, as HardSecBench [13]
does, or through jailbreak prompts, as HarmChip [14] does,
and general security benchmarks [15]-[17] treat cryptography
as at most a handful of knowledge items. IoT-oriented LLM
work deploys assistants [7] or evaluates them on network-
layer threat detection [18], not on the cryptographic module
itself. None of this work covers the full chain that a device
implementation must pass, from side-channel and fault attacks
through countermeasures to certification. (ii) Task type. Mul-
tiple choice, the dominant format of these suites, mainly tests
recall, and recall saturates for frontier models [19]. The bench-
marks that go beyond multiple choice add open-ended tasks of
their own, such as written proofs and capture-the-flag solutions
in AlCrypto, reimplementation of algorithms recovered from
binaries in CREBench, and tracing vulnerability descriptions
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to their root causes in CTIBench. Yet each of them covers at
most two of the three task types that the engineering work
above calls for: judging whether a security claim holds and
why, diagnosing a concrete engineering scenario, and writing
code that is executed and checked. (iii) Scoring validity. LLM
judges carry known biases [20], yet the benchmarks that use
them rarely report quantitative agreement between the judge
and a second judge or human raters.

TABLE I
COVERAGE OF THE THREE GAPS BY EXISTING LLM BENCHMARKS

Scope Task type Scoring
Benchmark Crypto Physical Judgment Scenario Code Validated
AlCrypto [8] v X v X v v
CREBench [12] v X X v v X
CryptoQA [10] v X X X X X
HardSecBench [13] v v X X v X
HarmChip [14] v v X X X X
CTIBench [15] X X X v X X
CESBench (ours) v v v v v v

To fill these gaps, we present CESBench, a benchmark
of 380 expert-written items on the cryptographic engineering
layer of IoT device security, and use it to measure 11 current
LLMs. Fig. 1 shows the composition of CESBench: the inner
ring divides the 380 items into six sub-domains, the outer ring
splits each sub-domain into its topics and shows the share of
items each topic holds, and the centre lists the four task types.

Our contributions are threefold:

1) A benchmark of cryptographic engineering security
for IoT devices. We build CESBench,! 380 expert-
written items across six sub-domains, from side-channel
and fault attacks to certification and module integration,
each written from the literature or the standards and
reviewed by a second expert. The items cover four task
types: 209 multiple-choice items, 67 judgment items,
63 scenario items, and 41 code tasks graded by 572
test cases. We also label each item by how strongly its
answer depends on IoT device conditions.

2) A scoring protocol that separates conclusions from
reasoning. We score multiple-choice answers and code
automatically, and judgment and scenario answers with
an LLM judge from a separate model family. On judg-
ment items a wrong verdict scores zero and a correct one
earns marks only for its justification, so weak reasoning
behind a right verdict still shows in the score. We
validate the judge by re-judging, by a second judge from
another family, and by blind human re-scoring.

3) An evaluation of 11 LLMs that locates their weakness
in justification. We evaluate 11 open-weight and propri-
etary LLMs, whose overall scores range from 54.4% to
83.6% and whose best scores reach 98.6% on multiple
choice, 95.1% on code, and 88.4% on scenarios, but
only 58.8% on judgment. We find that the models label
a claim true or false correctly 88.5% of the time, yet
the justifications they give for these correct labels score
only 53.4%. As multiple choice no longer separates the
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Fig. 1. Composition of CESBench.

strongest models, we argue that benchmarks should also
test whether models can justify their conclusions.

II. RELATED WORK

Cryptographic engineering security is the discipline of mak-
ing cryptography survive on a physical device, from leakage
and side-channel and fault attacks to countermeasures, certifi-
cation, and module integration. We review LLM benchmarks
in three neighboring fields by what they cover, which task
types they use, and how they score responses.

A. LLM Benchmarks in Cryptography

LLM benchmarks in cryptography test algorithms, ciphers,
schemes, and binaries. AICrypto [8] combines multiple-choice
questions, capture-the-flag challenges, and proofs on math-
ematical and classical cryptography, CryptoQA [10] builds
a large question-answer set from textbooks and papers, and
CipherBank [9] and Maskey et al. [11] test the decryption and
cryptanalysis of ciphertexts. CrypFormBench [21] and Crypt-
analysisBench [22] target formal analysis of schemes and at-
tacks on modern primitives, respectively, and CREBench [12]
asks models to reverse-engineer cryptographic routines from
binaries. AICrypto and CREBench check flags, keys, and code
automatically, CryptoQA scores free text with overlap metrics
and an LLM judge compared only with other judges, and
AlCrypto validates its proof judge against human experts. The
implementation running on a device, with its leakage, faults,
and countermeasures, remains open.

B. LLM Benchmarks for Hardware Security

Hardware-security benchmarks evaluate generated hardware
code and responses to attack requests. HardSecBench [13] lists
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cryptographic, power and clock, and physical-access weak-
nesses among its categories and grades generated hardware
code in simulation. HarmChip [14] includes side-channel
and fault-injection prompts in a jailbreak benchmark, where
a single LLM judge labels each response as compliant or
refused. Physical attacks thus enter these benchmarks as code
weaknesses or as requests to refuse, and the reasoning behind
an implementation’s resistance to them remains open.

C. LLM Benchmarks in Cybersecurity and IoT

Cybersecurity benchmarks cover threat intelligence and
general security knowledge. CTIBench [15] tests CVE root-
cause mapping, severity prediction, and attacker attribution,
SecEval [23] provides 2,126 multiple-choice questions with
cryptography in less than 1% of them, SecBench [16] pairs
44,823 multiple-choice questions with short-answer questions
graded by an LLM agent, and CyberCertBench [17] tests recall
of certification exam content. Multiple choice dominates these
suites, and cryptography appears in them as a small share of
knowledge items.

JToT-oriented LLM work evaluates network traffic, de-
vice software, and smart-home control. Tejero-Ferndndez and
Séanchez-Macian [18] and IDS-Agent [24] detect threats in [oT
logs and traffic, Rondanini er al. [25] detect malware with
lightweight LLMs on edge devices, Abtahi and Azim [26]
patch LLM-generated embedded firmware against common
software weaknesses, and Zeng et al. [7] and Rivkin et al. [6]
build a security assistant and a smart-home agent, respectively.
The cryptographic module inside the device remains open as
an object of evaluation.

III. BENCHMARK DESIGN

CESBench consists of 380 expert-written items on crypto-
graphic engineering security, organized by six sub-domains
and four task types: multiple choice, judgment, scenario,
and code. Fig. 1 draws this composition and Table II gives
the item counts per sub-domain and task type. Each item
also carries a label for how strongly its answer depends
on IoT device conditions. Multiple-choice answers and code
are scored automatically. Judgment and scenario answers are
scored by an LLM judge that is validated against a second
judge and a human rater.

TABLE I
QUESTION DISTRIBUTION OF CESBENCH

Sub-domain Multiple choice Judgment Scenario Code Total
D1 Side-channel 42 17 15 [§ 80
D2 Fault injection 30 8 8 5 51
D3 Implementation 44 15 14 10 83
D4 Countermeasures 33 11 10 8 62
D5 Evaluation 30 8 8 5 51
D6 Integration 30 8 8 7 53
Total 209 67 63 41 380

A. Domain Taxonomy

IoT security standards set out what a device must
achieve through cryptographic engineering. The device base-
lines ETSI EN 303 645 [27], ISO/IEC 27402 [28], and
NIST IR 8259A [29] require software integrity, secure up-
date, protected key storage, and device identification, and the
certification schemes SESIP [5] and PSA Certified [30], [31]
add cryptographic functions, resistance to side-channel and
perturbation attacks, and evaluation at defined assurance levels.
CESBench divides this ground into six sub-domains, side-
channel, fault injection, implementation, countermeasures,
evaluation, and integration, whose boundaries follow the aims
and scope of the Journal of Cryptographic Engineering and the
module certification standards ISO/IEC 17825 [32], ISO/IEC
19790 [4], and FIPS 140-3 [33]. Table III maps each sub-
domain to the IoT requirements it serves.

TABLE III
REQUIREMENTS IN IOT SECURITY STANDARDS THAT EACH
SUB-DOMAIN ADDRESSES

Sub-domain  Requirement (source clauses)

DI Keep secrets frf)rg leaking through timing, power, and elec-
tromagnetic emissions (SESIP 3.4.2; PSA Certified Level 3).

D2 Counter perturbation an.d tampering by a physical attacker
(SESIP 3.4.2; PSA Certified Level 3).

D3 Provide cryptographic operations, key generation, ar}d random
numbers (SESIP 3.5; NIST IR 8259A Data Protection).

D4 Detect or prevent physical attacks, and erase residual secrets
(SESIP 3.4.2 and 3.6.4).

D5 Be evaluated at a defined assurance level (SESIP1-SESIPS;

PSA Certified levels).

Protect software integrity, update securely, store keys, and
D6 identify the device (ETSI EN 303 645 5.3, 54, and 5.7;

ISO/IEC 27402 5.2.7; NIST IR 8259A).

DI Side-channel: The 80 items ask a model to recover
or assess secrets from the physical leakage of a running
implementation. The largest group, 29 items, covers leakage
models and the statistics behind them, such as Hamming
weight and distance models, point-of-interest selection, and
signal-to-noise ratio. A further 24 items cover power and
electromagnetic attacks, from simple and differential power
analysis [1] and correlation power analysis [34] to diagnosing
why an attack fails, 14 items cover profiled, template, and
deep-learning attacks [35], and 13 items cover timing, cache,
and remote side channels [36].

D2 Fault injection: The 51 items ask a model to reason
about attacks that corrupt a computation to expose secrets.
The largest group, 24 items, covers injection methods and fault
models, such as choosing among clock or voltage glitching and
electromagnetic or laser injection, identifying the fault model,
fault sensitivity analysis, remote fault injection, and one task
on fault-resistant control flow. A further 19 items cover
classical attacks, namely differential fault analysis (DFA) on
AES [37] and DES, the Bellcore attack on RSA with the
Chinese remainder theorem (RSA-CRT), statistical ineffective
fault attacks (SIFA) [38], and persistent fault analysis (PFA),
and 8 items cover fault attacks on specific algorithms and on
post-quantum schemes.
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T1 - Multiple choice D1-T1-030 - Side-channel

An evaluator runs known-key CPA on the same unprotected AES device with 5000,
10000 and 20000 independently acquired traces, every acquisition setting held fixed.
Independent acquisitions reproduce a correct-key peak at the same operation, and
shuffled model labels do not. The maximum correlation for the correct key is 0.011,
0.016 and 0.023, and its rank improves from 35th to 4th. Which conclusion is best
supported by this evidence?

(a) The results support a reproducible association between the chosen leakage model
and the measured operation, without proving that bandwidth limits or residual jitter
are absent

(b) Random time offsets are still continuously affecting the stability of the attack

(c) The acquisition bandwidth, rather than the statistics, is limiting the recovery of
leakage information

(d) The statistical metric has already reached its saturation value

Key: (a). The correct-key association recurs at the same operation in independent
acquisitions and not under shuffled labels, and the evidence does not rule out
bandwidth or jitter as residual effects.

A

D5-T3-007 - Evaluation

T3 - Scenario

Scenario: In assessing an AES coprocessor you have four leakage detection and
measurement tools to hand: the first-order t-test (TVLA), NICV, SNR, and the
chi-square test. Different assessment goals call for different tools.

Task: For each of three sub-goals, say which tool you would choose and why: (1)
quickly deciding whether there is first-order leakage at a given time point; (2)
quantifying the leakage strength and ranking points of interest by it; (3) suspecting
distribution-shape or higher-order leakage in a masked implementation. Then
explain how NICV and SNR relate for the same public partition variable, and
whether either has an intrinsic advantage in key information, leakage modelling, or
cost.

Rubric: 5 dimensions, each scored 0/ 0.5/ 1. (1) leakage present or not: the t-test, a
binary hypothesis test; (2) strength and ranking: NICV or SNR, a normalized
continuous measure; (3) distribution shape or higher order: the chi-square test, which
captures several orders but is sensitive to binning; (4) for the same partition NICV =
SNR/(1+SNR), both need neither key nor leakage model when the partition variable
is public, and neither has an intrinsic advantage; (5) the test-versus-measure nature
of each tool is kept apart.

T2 - Judgment

D6-T2-005 - Integration

Statement: Keeping the key only in a memory variable and zeroizing it immediately
after use is enough to resist cold boot attacks.

Task: Decide whether the statement is True or False and give a well-grounded
reason.

Key: False. A wrong verdict scores the item zero, however the justification reads.

Rubric: 4 dimensions, each scored 0/ 0.5/ 1. (1) DRAM keeps its contents for a
while after power-off; (2) zeroization races against power-off, and a key that has
been in memory can be read; (3) cooling prolongs the remanence and the chips can
be moved to another reader; (4) a sufficient defence and why it works, such as
keeping plaintext keys out of DRAM throughout their lifetime or encrypting DRAM

with a key that cannot be recovered from the acquired memory.
(. J

T4 - Code D4-T4-005 - Countermeasures

Task: Implement montgomery_ladder(k, gx, gy, p, a), scalar multiplication Q =
kG on a Weierstrass curve by the Montgomery ladder, with the point at infinity
written as (0, 0).

Constraints: Every ladder iteration performs one point addition and one doubling
whatever the key bit, selects the result without a branch on the bit, and performs no
dummy operation; no external elliptic-curve library.

Grading: 19 test cases, 14 functional and 5 process checks: an import allowlist, no
reflective lookup, no branch on the bit inside the ladder iteration, and a work count
independent of the Hamming weight of k at two key lengths. Task success is 1 only
if all 19 pass.

Reference solution (abridged; add and dbl are the point operations):

for i in range(bits - 1, -1, -1):
bit = (k >> i) & 1
RO, R1 = cswap(R@, R1, bit)
R1 = add(R@, R1); R = dbl(R@)
RO, R1 = cswap(RO, R1, bit)

# branch-free

Rejected by the process check, a branch on the key bit:

if bit: Re, R1 = add(Re, R1), dbl(R1)
else: R1, RO = add(Re, R1), dbl(RO)

Fig. 2. One item per task type.

D3 Implementation: The 83 items ask a model to reason
about implementing cryptographic algorithms so that they
run correctly and without exploitable behavior on the target
platform. The largest group, 25 items, covers public-key imple-
mentation, including Montgomery arithmetic, 22 items cover
constant-time programming and the implementation attack
surface, 14 items cover post-quantum cryptography (PQC)
schemes such as CRYSTALS-Kyber and Dilithium, 12 items
cover AES, and 10 items cover hardware implementation, bit-
slicing, and vector-instruction (SIMD) acceleration.

D4 Countermeasures: The 62 items ask a model to
protect an implementation against the attacks of D1 and
D2. Fault-injection countermeasures account for 21 items,
namely error detection, infective computation, redundancy,
fault sensors, and defenses against SIFA and PFA. Another
21 items cover hiding, countermeasures specific to public-key,
post-quantum, and SM2/SM3/SM4 implementations, layered
countermeasure architectures, and one task on erasing keys
from memory. The remaining 20 items cover Boolean and
arithmetic masking [39], masked AES, and threshold imple-
mentations (TI) [40].

D5 Evaluation: The 51 items ask a model to measure
whether an implementation resists attack and to certify it
against a standard. Module standards and security levels ac-
count for 20 items, covering FIPS 140-3 and ISO/IEC 19790

levels, ISO/IEC 17825 procedures, Common Criteria with the
Joint Interpretation Library, and GM/T 0008 levels for security
chips. Leakage assessment accounts for 18 items, covering
test vector leakage assessment [41], [42], leakage detection
statistics, and the scope of a test platform, and 13 items cover
random number generators, from statistical testing and entropy
assessment to deterministic random bit generator (DRBG)
constructions.

D6 Integration: The 53 items ask a model to build a
cryptographic module and fit it into a device and its key-
management system. Key management accounts for 26 items,
covering key derivation and wrapping, key hierarchies and
distribution, the key lifecycle, secret sharing and backup, and
key security design. A further 17 items cover trusted execution
environments such as TrustZone and SGX, the root of trust
and measurement, secure boot, firmware update with anti-
rollback, and tamper response, and 10 items cover public-key
infrastructure (PKI), hardware security modules (HSM), and
compliance scope.

B. Task Design

CESBench uses four task types, each placing a different
demand on the model. Multiple choice tests recall of the
facts that cryptographic engineering rests on, judgment tests
whether the model can decide if a security claim holds and
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explain why, scenario tests whether it can diagnose a concrete
engineering situation, and code tests whether it can write an
implementation that runs correctly. Fig. 2 shows one item of
each type. In each card the white area is what the model
receives, and the tinted strip is what the grader holds.

T1 Multiple choice: The 209 items each have four options
and one correct answer. Each distractor encodes a documented
practitioner misconception, for example expecting more traces
to rescue an attack whose leakage model is wrong, so option
surface features give little help in guessing. T1 measures recall
and applied pattern recognition.

T2 Judgment: The 67 items each present a technical
claim, which the model labels True or False and then justifies.
For every claim the item author wrote four points that a sound
justification must cover, so the item asks the model to explain
why the verdict holds as well as to reach it.

T3 Scenario: The 63 items each describe a realistic en-
gineering situation with concrete parameters such as platform,
sampling rate, trace count, and observed correlation values,
and ask the model for an open-ended diagnosis. Each item
carries an expert-written rubric of 3 to 5 dimensions with
observable criteria, set by what its scenario calls for.

T4 Code: The 41 tasks each give a function signature,
a problem statement, and process constraints that rule out
shortcuts, such as calling a library key-derivation function
instead of implementing it or branching on a secret value.
The model writes Python in 31 host-side tasks and C in 10
embedded tasks.

C. Device-Condition Labels

Besides its sub-domain and task type, each item carries a
label for how strongly its answer depends on the conditions of
an [oT device. Such devices are often constrained nodes with
tight limits on power, memory, and processing resources [43],
so a RAM budget or the setup of a leakage measurement can
change what a correct answer must contain. The label has three
levels.

LO (general) items need no implementation-security knowl-
edge. L1 (device-oriented) items need such knowledge, for
example of side-channel analysis, countermeasures, or module
certification, but no condition stated in the item decides the
answer. L2 (device-constrained) items state a condition of
the target device, such as its platform, a measurement, or a
resource budget, whose removal changes what a correct answer
must contain.

Table IV gives the number of items at each level in each
sub-domain.

D. Item Authoring and Review

Items are written by domain experts from the field’s core
textbooks [2], [3], the attack and countermeasure literature,
and the certification standards, following a plan that fixes
the sub-domain, sub-topic, and task type of every item. Each
item sets a concrete situation in which knowledge must be
applied, and states its units, context, and conditions precisely
enough for experts to agree on the answer. Each item is then
checked twice. Its writer re-derives the answer independently

TABLE IV
DEVICE-CONDITION LABELS BY SUB-DOMAIN

Sub-domain LO L1 L2  Total
D1 Side-channel 0 59 21 80
D2 Fault injection 0 35 16 51

D3 Implementation 32 29 22 83
D4 Countermeasures 1 41 20 62

D5 Evaluation 4 35 12 51
D6 Integration 21 18 14 53
Total 58 217 105 380

of the draft, and a second expert in side-channel analysis and
cryptographic module evaluation reviews it. For code tasks,
the reference implementation must also pass the test suite.

E. Scoring

1) Per-Task Scoring: Multiple-choice items are scored by
accuracy: an item is correct when the option letter in the
model’s answer matches the key. A judgment item is scored
by the verdict gate, the rule that a wrong verdict scores the
item zero however persuasive the justification reads, together
with the justification rubric. The judge awards each of the four
rubric dimensions 0, 0.5, or 1, and their mean is multiplied by
the gate, which is 1 when the model’s verdict matches the key
and O otherwise. The dimension scores are kept even when
the gate is 0, so that verdict accuracy and justification quality
can be reported separately. A scenario item is scored by the
mean of its three to five rubric dimensions, each awarded O,
0.5, or 1 by the judge.

Submitted code is executed against the task’s test suite,
following execution-based grading in the HumanEval tradi-
tion [44]. A code task is scored by task success, which is 1
when every functional test case passes and no process check
fails, and O otherwise. A syntax error, a runtime error, or a
timeout also scores 0. Process checks enforce the constraints
stated in each task at the source level. For Python tasks
they comprise an import allowlist, static scans for forbidden
constructs such as branches or lookup tables, and checks that
the required intermediate products are computed. For C tasks
they add secret-taint rules and a static-memory budget, and
the code must also compile for a Cortex-MO+ target.

The composite score S of a model and its score Sy on sub-
domain d are

1 24 124
S = — S S = — S 1
4 e Sty d 4 p Sd,ty ( )

where S; is the mean item score of the model on task type
t and 54, is the same mean over the items of sub-domain d
alone. The unweighted mean over task types keeps the 209
multiple-choice items from dominating the total.

2) Judge Protocol: We score judgment and scenario an-
swers with an LLM judge from a model family outside the
evaluated set, which reduces the risk of self-enhancement
bias, the tendency of a judge to favor answers from its own
family [20]. For each response, the judge receives the claim
or scenario, its rubric, and the response, but not the key of
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TABLE VI
SCORES IN PERCENT BY TASK TYPE AND BY SUB-DOMAIN

Task type Sub-domain
Model Composite  T1 T2 T3 T4 D1 D2 D3 D4 D5 D6
GLM-5.2 83.6 98.6 588 842 927 841 817 854 853 718 90.7
Kimi-K2.6 82.5 97.1 580 822 927 835 80.6 756 855 805 89.7
Gemini-3.7-Flash 81.4 98.6 549 819 902 855 799 785 833 79.7 815
GPT-5.6-Luna 80.8 976 545 884 829 850 763 779 8l1.6 715 843
DeepSeek-V4-Pro 80.2 97.1 470 814 951 789 786 785 795 773 876
MiniMax-M2.5 734 952 483 719 780 742 726 699 674 736 86.5
DeepSeek-V3 68.4 919 412 675 732 635 66.1 625 732 683 793
Ling-flash-2.0 61.3 833 40.1 559 659 616 615 614 538 588 735
GLM-4-32B-0414 60.0 885 38.6 59.1 537 582 615 579 579 594 689
Llama-4-Maverick 59.7 933 349 57.1 537 573 67.1 496 569 602 738
Hunyuan-A13B 544 85.6 433 472 415 471 597 548 525 534 649
All 11 71.4 933 472 706 745 70.8 714 684 706 69.1 80.1

a judgment item or the reference answer of a scenario item.
It returns a score for each rubric dimension, and all totals
are computed in code. Each response is judged once, and
this recorded pass gives the published score. Repeat passes,
a second judge from another model family, and blind human
re-scoring are used only to check the judge.

IV. EXPERIMENTS

A. Setup

We evaluate 11 recent LLMs from nine vendors, nine open-
weight and two proprietary. Table V lists their vendor, weight
availability, total and active parameter counts, and release date.
We query the models through the SiliconFlow and OpenRouter
APIs, each in its provider’s default reasoning mode, with
greedy decoding at temperature 0 and without tools. Each
model answers every item from a zero-shot prompt, and one
response per item is scored, which gives 380 responses per
model and 4,180 in all. Python submissions run against their
tests under pytest and Python 3.11, each in a separate working
directory and within 120 seconds. C submissions are compiled
with GCC 16.1 together with the hidden tests and a mock of
the hardware interface, and the resulting test program must
finish within 60 seconds. The Cortex-MO0+ build uses arm-
none-eabi-gcc 12.2. The judge is Qwen3.5-397B, and Grok-
4.6 acts as the second judge in the reliability checks.

TABLE V
EVALUATED MODELS AND JUDGES

Model Vendor Weights Params (active) Released
DeepSeek-V3 DeepSeek open 671B (37B) Dec 2024
GLM-4-32B-0414 Zhipu Al open 32B (32B) Apr 2025
Llama-4-Maverick Meta open 400B (17B) Apr 2025
Hunyuan-A13B Tencent open 80B (13B) Jun 2025
Ling-flash-2.0 Ant Group  open 100B (6.1B) Sep 2025
MiniMax-M2.5 MiniMax open 230B (10B) Feb 2026
Kimi-K2.6 Moonshot AI open 1T (32B) Apr 2026
DeepSeek-V4-Pro DeepSeek open 1.6T (49B) Apr 2026
GLM-5.2 Zhipu Al open 744B (40B) Jun 2026
GPT-5.6-Luna OpenAl closed undisclosed Jul 2026
Gemini-3.7-Flash ~ Google closed undisclosed Aug 2026
Qwen3.5-397B Alibaba open 397B (17B) Feb 2026
Grok-4.6 xAl closed undisclosed Aug 2026

B. Results and Analysis

1) Overview: Table VI reports the scores of all 11 models
by task type and by sub-domain, and Fig. 3 resolves each score
into cells of task type and sub-domain. GLM-5.2, Kimi-K2.6,
Gemini-3.7-Flash, GPT-5.6-Luna, and DeepSeek-V4-Pro form
a leading group with composite scores between 80.2% and
83.6%. The spread within this group is 3.4 points, half the
6.8-point gap between its lowest member and MiniMax-M2.5,
which ranks sixth at 73.4%. No pairwise difference within the
group is statistically significant, whereas every member scores
significantly higher than MiniMax-M2.5. The group comprises
both proprietary models and three open-weight models. All six
models released in 2026 rank above the five released earlier,
whose composites range from 54.4% to 68.4%.

Scores differ far more across task types than across sub-
domains. Pooled over the 11 models, the task scores range
from 47.2% on judgment to 93.3% on multiple choice,
whereas five of the six sub-domains lie between 68.4% and
71.4% and only D6 stands out at 80.1%. The task types also
spread the models apart to different degrees. The standard
deviation of the 11 model scores is 5.1 points on multiple
choice, 7.9 on judgment, 13.4 on scenario diagnosis, and 17.7
on code.

2) Task Types:

T1 Multiple choice: Multiple choice tests whether the
model knows the fact, and every model scores highest on it.
The five leading models reach 97.1% to 98.6%, and all 11
models answer 146 of the 209 items correctly. The remaining
errors concentrate on a few items. Eight items are missed by
five or more models, and on four of them seven models choose
the same wrong option, which points to a misconception the
models share. Multiple choice therefore still separates the
weaker models, whose scores fall to 83.3%, but no longer
separates the leading ones.

12 Judgment: Judgment tests whether the model can
decide if a security claim holds and explain why, and 10
of the 11 models score lowest on it. The models reach a
correct verdict on 82.1% to 97.0% of the items, 88.5% when
pooled, well above the 62.7% that always answering False
would reach. The justifications behind these correct verdicts
are much weaker. Their mean score is 53.4% pooled, 57.3%
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Fig. 3. Scores by sub-domain and task type for every model.

to 66.7% for the five leading models and 41.1% to 55.8%
for the other six, and only 6.0% of them cover all four
rubric points. Fig. 4 shows, for each model, the share of
items lost to a wrong verdict or to a correct verdict whose
justification falls below half marks. Verdict accuracy says
little about justification quality. DeepSeek-V3 has the highest
verdict accuracy, 97.0%, yet the third-lowest justification score
behind its correct verdicts, 42.5%, and across the 11 models
we find no association between the two measures, with a
Spearman correlation of 0.04. The gated score, by contrast,
correlates with the mean of the other three task scores at 0.81,
whereas verdict accuracy correlates with it at 0.02.
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Fig. 4. Judgment items lost to a wrong verdict or a weak justification, per
model.

The wrong verdicts lean in one direction. Of the 85 records
without a correct verdict, 70 reject a true claim, 13 accept a
false one, and 2 contain no verdict. Verdict accuracy is 74.5%
on true claims and 96.8% on false ones, and 9 of the 11 models
answer True less often than the 37.3% of items whose key is
True. One likely reason is that a claim counts as true only
when every part of it holds, so a doubt about any part leads
the model to reject the whole. The justifications behind wrong
verdicts score between 0% and 25.0%.

Two same-family pairs show how a later model changes
these scores. DeepSeek-V4-Pro scores 5.2 points higher than
DeepSeek-V3 on multiple choice, 13.9 on scenario diagnosis,
and 21.9 on code, and GLM-5.2 scores 10.1, 25.1, and 39.0
points higher than GLM-4-32B-0414. On judgment, verdict
accuracy is lower in both later models, falling from 97.0%
to 82.1% and from 94.0% to 88.1%. The justification behind
correct verdicts rises from 42.5% to 57.3% and from 41.1%
to 66.7%, and the gated score rises from 41.2% to 47.0% and
from 38.6% to 58.8%. In both families the later model reaches
fewer correct verdicts but justifies them better, a change that
verdict accuracy alone would record as a decline.

TABLE VII
SCORES ON SCENARIO RUBRIC DIMENSIONS BY KIND OF ANSWER

Mean score (%) Share (%)

Kind n Leading five Other six All Fully met Not met
Mechanism 83 87.3 68.7 712 654 11.1
Assessment 24 91.2 622 754 595 8.7
Design 83 83.6 557 684 556 18.8
Standard 28 79.3 571 672 519 17.5
Diagnosis 53 75.1 546 639 506 22.8
Estimate 11 74.5 492  60.7 438 22.3

T3 Scenario: Scenario diagnosis tests whether the model
can diagnose a concrete engineering situation. Scores range
from 47.2% to 88.4%, and the highest belongs to GPT-5.6-
Luna, which ranks fourth by composite score. The models
largely agree on which scenarios are hard. The Spearman
correlation between the item scores of two models averages
0.55 on scenario items, against 0.30 to 0.46 on the other task
types, and no scenario receives full marks from all 11 models
or zero from all of them.

To see what the models miss, we assigned each of the 282
rubric dimensions after the evaluation, from its rubric text, to
one of six kinds of answer: explaining a mechanism, giving an
overall assessment, proposing a design, stating what a standard
requires, diagnosing a likely cause with a way to check it, or
making a quantitative estimate. Each scenario uses only the
kinds its task calls for. Table VII reports the mean score on
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each kind for the five leading models, the other six, and all
11, with the pooled shares of dimensions fully met and not
met. Both groups show the same profile at different levels. The
five leading models score 87.3% on mechanism and 91.2% on
assessment dimensions but 74.5% to 83.6% on the other four
kinds, and the other six score 68.7% and 62.2% against 49.2%
to 57.1%. Pooled over the 11 models, a mechanism dimension
is fully met in 65.4% of cases, a diagnosis dimension in 50.6%,
and an estimate dimension in 43.8%. The models are thus
more reliable at explaining why something happens than at
producing the specific design, requirement, check, or figure
that an engineering answer needs.

T4 Code: Code tasks test whether the model can write
an implementation that runs correctly. A task counts as solved
only when all its functional tests pass and no process check
fails, and the models solve 336 of the 451 model-task records.
Fig. 5 shows the share of the 41 tasks each model fails, by the
class the grader recorded. The 115 failures comprise 63 failed
functional assertions, 19 runtime errors, 18 build or interface
errors, and 15 process-check rejections, which flag shortcuts
such as calling a prohibited primitive instead of implementing
it. The five leading models fail 19 times in all, most often on
process checks, whereas the other six fail 96 times, mostly on
functional assertions and runtime errors, and Hunyuan-A13B
alone accounts for seven of the runtime errors. The failed
submissions are rarely near misses. Their functional pass rate
has a median of 38%, and 30.4% of them pass no functional
test. All 11 models solve 12 of the 41 tasks, and 13 of the
19 runtime errors fall on the six side-channel analysis tasks,
which process trace arrays. The pooled success rate is 80.9%
on the 31 Python tasks and 54.5% on the 10 C tasks.

GLM-5.2 functional assertion

Kimi-K2.6
Gemini-3.7-Flash [#5914.9

GPT-5.6-Luna| 7.3 7.3

DeepSeek-V4-Pro

runtime error
process check
build or interface

MiniMax-M2.5 12.2 4.9
DeepSeek-V3 22.0
Ling-flash-2.0 14.6 4.9 14.6
GLM-4-32B-0414 29.3 9.8 4.9
Llama-4-Maverick 31.7 9.8
Hunyuan-A13B il 7/ 17.1 4.9 4.9
2] 10 20 30 40 50 60

Code tasks failed (%)

Fig. 5. Failed code tasks per model by grader class.

3) Sub-Domains: Pooled over the 11 models, D6 scores
highest on multiple choice, judgment, and scenario items, as
the bottom rows of Fig. 3 show, and D2 scores highest on code.
D6 covers key management, trusted execution, and public-key
infrastructure, the part of the benchmark that draws least on the
physical-attack literature. Among the other five sub-domains,
the weakest one changes with the task type. The lowest pooled
cell is D2 on multiple choice at 84.8% and on judgment at
41.1%, D3 on scenario diagnosis at 63.9%, and D5 on code at
67.3%. The per-model profiles in Table VI vary in the same
way. Nine of the 11 models score highest on D6, while the

TABLE VIII
ITEMS AND POOLED SCORES BY DEVICE-CONDITION LEVEL

T1 T2 T3 T4
Level n Score n Score n Score m Score
LO general 33 934 8 651 8 802 9 889
L1 device-oriented 129 939 44 46.5 22 73.1 22 717
L2 device-constrained 47 919 15 399 33 66.6 10 54.5
All items 209 933 67 472 63 706 41 745

weakest sub-domain is D3 for five models, D4 and D5 for
two each, and D1 and D2 for one each. GLM-5.2, which has
the highest composite, scores 71.8% on D35, below five other
models.

4) Device-Condition Levels: Table VIII breaks the scores
down by the device-condition level of each item. Two experts
assigned the levels independently from the item text and its
reference answer or rubric alone, agreeing on 90.3% of the
items with a Cohen’s x of 0.83, with disagreements resolved
by a third expert. The levels are spread unevenly across task
types, with L2 covering 33 of the 63 scenario items but 47
of the 209 multiple-choice items, so we compare levels only
within a task type.

Multiple choice scores alike at all three levels, 93.4% on
L0, 93.9% on L1, and 91.9% on L2, and none of the pairwise
differences is significant. Code shows the largest gap. The L2
tasks score 54.5%, against 77.7% on L1 and 88.9% on L0,
and both differences are significant. Judgment and scenario
diagnosis also score lowest on L2, at 39.9% and 66.6%, each
6.6 points below L1, but neither difference is significant.

The flat profile on multiple choice argues against a uniform
difficulty shift across levels. On code, the L2 tasks are also
the embedded C tasks, so the gap there reflects the language
and the kind of task together with the device condition. The
ranking of the models holds on the device-constrained items.
Their order on the 33 L2 scenario items matches their order
on all scenario items at a Spearman correlation of 0.99, and
their composite over the 105 L2 items correlates with the full
composite at 0.91.

C. Scoring Reliability and Uncertainty

1) Judge Reliability: We check the judge against its
recorded pass in three ways. A repeat pass and a second judge,
Grok-4.6, re-score 44 judgment and 56 scenario responses
from GLM-5.2, Kimi-K2.6, DeepSeek-V4-Pro, and MiniMax-
M2.5. The first author re-scores 77 judgment and 174 scenario
responses from all 11 models, the last batch drawn evenly
across three bands of the judge’s score. The rater was blind to
the judge’s scores and to the model names. Table IX compares
each check with the recorded pass on the normalized score of
each response, with the bias taken as the recorded score minus
the score of the check, in points.

A repeat pass reproduces the recorded scores almost exactly.
Grok-4.6 agrees closely on judgment and less closely on
scenario responses, where it scores 2.3 points lower. The
human rater agrees with the judge at an ICC of 0.87 on
judgment and 0.78 on scenario responses. The judge scores
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TABLE IX
JUDGE RELIABILITY

Check Task n ICC(2,1) p Bias
Reveat oass T2 4 099 098 —0.1
peat pass 13 56 097 097 405

) T2 44 095 093 +13
Second judge 13 50 g3 091 423
Human rater T2 77 087 086 -23
T3 174 078 077 436

2.3 points below the human on judgment and 3.6 points above
on scenarios, and only the scenario difference is significant.
Across the 11 models, this difference shows no trend with
the model’s score, with Spearman correlations of —0.28 on
judgment and —0.08 on scenarios.

2) Uncertainty of the Results: Resampling the items within
each task type 10,000 times places the 95% interval of each
composite about 3 to 5 points on either side of it. The 3.4-
point spread within the leading group lies inside this range, so
the order within the group is uncertain, and GLM-5.2 ranks
first in 69% of the resamples. Each of the five nonetheless
scores significantly above MiniMax-M2.5. Of the 55 pairs of
models, 37 still differ significantly after Holm correction for
the number of comparisons, and MiniMax-M2.5, DeepSeek-
V3, and Hunyuan-A13B keep their places in 95% of the
resamples.

The results hold under two other scoring choices. Weighting
every item equally raises each composite by 5 to 13 points
and keeps the five leading models in the same order. Scoring
judgment by the justification alone, or with half credit for
wrong verdicts, swaps only two adjacent pairs of models.

V. DISCUSSION
A. What the Justification Gap Means

The central finding is that the models reach correct security
verdicts far more often than they justify them. Pooled over
the 11 models, 88.5% of the verdicts are correct, but the
justifications behind them score 53.4%, and verdict accuracy
shows no association with justification quality. In crypto-
graphic engineering a recommendation that is right for the
wrong reasons can pass review, be copied into the next design,
and fail once the leakage model, the masking order, or the fault
model changes. A benchmark that scores the verdict alone
would record such an answer as correct, whereas the verdict
gate keeps its weakness visible in the score.

Multiple choice has reached its ceiling for the strongest
models. The five leading models score between 97.1% and
98.6%, so the format no longer separates them, whereas their
scores spread over 11.8 points on judgment and 12.2 points
on code. A domain benchmark that aims to track further
progress therefore needs graded open-ended and executable
tasks, together with a judging protocol whose reliability can
be checked.

B. Implications for loT Security Practice

We read the results as three working hypotheses for how
LLMs can support the engineering of [oT device security. First,

the leading models can draft well-specified implementations
under expert review. They solve 87.1% to 96.8% of the Python
tasks but 70% to 90% of the embedded C tasks, and their
failed submissions most often break a process constraint that
the task states. Second, their security verdicts need review
before a design is signed off. Among the five leading models,
16.9% to 27.3% of the correct verdicts rest on a justification
below half marks, and a correct verdict is the kind of answer
a reviewer is least likely to question. Third, they can support
security evaluation best by explaining mechanisms. The five
leading models score 87.3% on mechanism dimensions but
74.5% to 79.3% on estimates, diagnoses with a check, and the
requirements of a standard, which are the parts of an evaluation
that need verification.

C. Limitations

The results carry four limitations, concerning the judge, the
API gateways, the distance from hardware, and the process
checks. Each response is scored once by one judge, and the
reliability checks rest on samples and a single human rater.
Absolute judgment and scenario scores therefore depend on
the judge, which scores scenario responses 3.6 points above
the human rater, and comparisons among models are the firmer
reading. The models and the judge ran through public API
gateways, whose deployments and settings can change over
an evaluation window. Every score is stored with its response,
request configuration, and judge output, so it can be traced and
re-checked. Device conditions are stated in the item text, and
the embedded tasks check constraints at the source level, so
the benchmark measures reasoning about a device rather than
behavior on hardware. On the current code tasks the device
condition and the C language coincide, and future tasks can
separate the two. The process checks catch the shortcuts we
anticipated, and a submission written to evade them could pass.

D. Dual-Use Considerations

Releasing attack-side items and analysis code raises the
question of whether CESBench helps adversaries. We judge
the added uplift low. Every attack item tests knowledge from
the cited literature and standards, the Python tasks are analysis
routines of the kind found in open-source side-channel toolkits,
and the C tasks implement cryptographic and firmware secu-
rity functions for an embedded target. What the benchmark
adds is a measurement of how well models already handle
this material, which defenders and evaluation laboratories need
more than attackers do.

VI. CONCLUSION

CESBench is a benchmark of 380 expert-written items on
the cryptographic engineering security of IoT devices, span-
ning six sub-domains and four task types, with judge-scored
answers checked by repeat judging, a second judge, and blind
human re-scoring. Across 11 open-weight and proprietary
LLMs, composite scores range from 54.4% to 83.6%. The
models label security claims correctly 88.5% of the time, yet
the justifications behind these correct verdicts score 53.4%,
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and multiple choice no longer separates the five leading models
while judgment and code still do. For IoT security practice,
current LLMs can draft well-specified implementations and
support evaluations under expert review, and their security
verdicts need review before a design is signed off. Future
work will add code tasks that separate device conditions from
the programming language, a human baseline, and an error
taxonomy over the archived responses.
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