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Abstract

System One models such as Jev change how
software makes decisions by mapping open-
ended semantic contexts into structured judg-
ments that directly drive program execution.
However, this paradigm introduces a new secu-
rity risk, which we term Jev Program Decision
Hijacking (JPDH): attacker-controlled contexts
can redirect program decisions through schema-
valid Jev judgments. Existing evaluations focus
primarily on model-level attacks or predefined
injection channels, leaving attack reachability
and downstream security consequences in real-
world Jev applications underexplored.

In this paper, we present JEVPROBE, the first
automated framework to evaluate JPDH by trac-
ing adversarial influence from reachable con-
text surfaces through program-consumed de-
cisions to downstream security consequences
in real-world Jev applications. Our key in-
sight is that application logic maps diverse Jev
judgments to observable decisions, enabling
systematic, program-grounded attack evalua-
tion. Across 228 popular real-world Jev ap-
plications and 2,273 test cases, 81.5% exhibit
decision flips, of which 98.6% lead to poten-
tial downstream security impacts. Compared
with the strongest adapted baseline, JEVPROBE
improves macro-average Decision Flip Rate
(DFR) by 50.4 percentage points, while exist-
ing defenses offer limited protection. We fur-
ther construct JEVPROBEBENCH to support
systematic evaluation of JPDH in real-world
Jev applications. We have responsibly dis-
closed our findings to Jev application main-
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Figure 1: Comparison of decision-making paradigms
in traditional software, LLM agent applications, and
Jev applications. Jev maps open-ended semantic con-
texts into structured judgments directly consumed by
program logic.

tainers, pending their responses. The source
code of JEVPROBE and the JEVPROBEBENCH
dataset are publicly available on GitHub1.

1 Introduction

System One models (Almeida; TypeSafe AI,
2026b) such as Jev are changing how software
makes decisions by mapping open-ended semantic
contexts into structured judgments that guide down-
stream program execution (browser-use, 2026;
tamaratran, 2026; jarrodwatts, 2026; thruwire,
2026). As illustrated in Figure 1, traditional soft-
ware relies on developer-defined rules and poli-
cies (Cutler et al., 2024; Opdebeeck et al., 2026),
while LLM agents employ reasoning and tool-
mediated actions to accomplish tasks (Yao et al.,
2022; Qin et al., 2024; Yang et al., 2024a; Yao et al.,

1https://github.com/xiaoxiaohg8d/JevProbe-
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2024). Jev introduces a semantic decision interface
between external context and program logic. Its
structured outputs, including Boolean values, cate-
gorical choices, scores, and confidence values, can
directly govern program branches, routing, policy
enforcement, and other application behaviors.

However, this paradigm introduces a new secu-
rity risk, which we term Jev Program Decision
Hijacking (JPDH). In JPDH, an adversary ma-
nipulates lower-trust external contexts to induce
schema-valid Jev judgments that redirect program-
consumed decisions without modifying application
code or predefined decision logic. JPDH exploits
the gap between structural validity and semantic
correctness: a schema-valid judgment may still in-
duce a decision inconsistent with the underlying
task facts. For example, as illustrated in Figure 2,
attacker-controlled market information can lower a
Jev confidence score below the application’s deci-
sion threshold, causing the program to reject a valid
risk signal and alter subsequent trading decisions.
Evaluating JPDH therefore requires tracing adver-
sarial influence from external contexts through pro-
gram decisions to downstream behavior.

Existing security evaluation approaches primar-
ily target traditional software (Yang et al., 2024b;
Guo et al., 2024a; Zhang et al., 2024) or general-
purpose LLM agents (Wu et al., 2023; Zhou et al.,
2023; Chen et al., 2024). Traditional software test-
ing techniques, such as fuzzing (Eom et al., 2024;
Yin et al., 2024; Wu et al., 2024), systematically ex-
plore program inputs (Xia et al., 2024; Wang et al.,
2024; Suo et al., 2024) and execution paths (Fang
et al., 2024; He et al., 2024; Yi et al., 2024) to
uncover implementation faults, but their testing ob-
jectives do not directly capture the semantic correct-
ness of model-driven decisions. Meanwhile, LLM
agent evaluations typically assess task-level out-
comes (Xie et al., 2024; Rawles et al., 2025; Drouin
et al., 2024) and tool-mediated behaviors (Lu et al.,
2025; Guo et al., 2024b; Ruan et al., 2024) in prede-
fined environments (Zhan et al., 2024; Debenedetti
et al., 2024). These approaches leave attack reach-
ability, program-consumed decision changes, and
downstream security consequences in real-world
Jev applications insufficiently explored.

Addressing this gap requires overcoming three
key challenges in systematically evaluating JPDH
in real-world Jev applications. First, attacker-
controlled contexts reach Jev through application-
specific data paths, complicating attack surface
discovery and reachability validation. Second,

heterogeneous Jev judgments require application-
specific interpretation to determine whether ad-
versarial changes alter program-consumed deci-
sions. Third, manipulated decisions may prop-
agate through downstream logic or interact with
other Jev judgments, complicating the assessment
of application-level security consequences.

To address these challenges, we present
JEVPROBE, the first automated framework for eval-
uating JPDH in real-world Jev applications. Our
key insight is that application logic maps diverse
Jev judgments to observable decisions, enabling
systematic, program-grounded attack evaluation.
Application-defined decision boundaries provide
a common basis for assessing adversarial changes
across Boolean, categorical, and numerical judg-
ments. Guided by this insight, JEVPROBE discov-
ers and validates reachable attacker-controlled con-
text surfaces, then generates application-aware ad-
versarial variants. Through paired executions, it
identifies program-consumed decision changes and
traces their downstream effects to assess potential
security consequences.

We conduct an extensive empirical study us-
ing JEVPROBE across 228 real-world Jev applica-
tions, including financial decision-making, security
screening, and other high-stakes scenarios. Across
2,273 program-grounded test cases, 1,853 (81.5%)
exhibit program-consumed decision flips, of which
1,827 (98.6%) lead to potential downstream secu-
rity impacts. Compared with the strongest adapted
baseline, JEVPROBE improves macro-average De-
cision Flip Rate (DFR) by 50.4 percentage points,
while existing defenses offer limited protection.
We further construct JEVPROBEBENCH to support
systematic evaluation of JPDH in real-world Jev
applications. Finally, we have open sourced the
JEVPROBE and released the JEVPROBEBENCH

dataset in a github repository2.
Our contributions are summarized as follows:

• We identify Jev Program Decision Hijacking
(JPDH), a security threat in which attacker-
controlled contexts induce schema-valid judg-
ments that redirect program decisions.

• We develop JEVPROBE, an automated frame-
work for discovering reachable attack sur-
faces, evaluating program-consumed decision
changes, and assessing downstream security
consequences.

2https://github.com/xiaoxiaohg8d/JevProbe-
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• We conduct an extensive empirical study of
228 real-world Jev applications, revealing
widespread decision flips and potential down-
stream security impacts.

• We construct JEVPROBEBENCH, a program-
grounded benchmark comprising 2,273 cases
with application-specific decision and impact
annotations.

2 Background and Related Work

2.1 Jev as a Semantic Decision Interface

Jev is a System One model (Almeida) that maps
open-ended contexts into schema-constrained judg-
ments, including categorical choices and numerical
scores (TypeSafe AI, 2026a). Unlike conventional
language generation, these judgments directly gov-
ern program branches and threshold-based deci-
sions (TypeSafe AI, 2026d). However, schema
compliance ensures structural validity, not seman-
tic correctness (Nagy et al., 2026; Park et al.,
2025). Adversarial contexts can therefore manipu-
late program-consumed decisions without violating
output constraints (Karanjai et al., 2026).

2.2 Software Testing and Program Analysis

Software testing and fuzzing (Xia et al., 2024;
She et al., 2024; Zhou et al., 2025) systematically
explore program inputs and execution paths to iden-
tify faults. Static and dynamic analyses further sup-
port data-flow tracing (Wang et al., 2025; Zhang
et al., 2025b) and reachability analysis (Shi et al.,
2024). However, conventional testing objectives
do not directly assess whether model-generated
judgments satisfy application-specific semantic cri-
teria. Evaluating JPDH requires connecting adver-
sarial contexts to structured judgments, program-
consumed decisions, and downstream behavior.

2.3 LLM Agent Security Evaluation

Existing studies evaluate security risks in tool-
integrated agents, including InjecAgent (Zhan
et al., 2024), AgentDojo (Debenedetti et al., 2024),
and Agent Security Bench (Zhang et al., 2025a).
PIArena (Geng et al., 2026) further provides a
platform for comparing prompt injection attacks
and defenses. These approaches primarily as-
sess model-level attack objectives or agent-level
outcomes, rather than the semantic integrity of
structured judgments consumed by application

logic. In contrast, our work evaluates how attacker-
controlled contexts alter program-consumed deci-
sions and their downstream security consequences.

3 Problem Formulation and Threat
Model

We formalize JPDH and its program-level conse-
quences, followed by the threat model.

3.1 Jev Program Decision Hijacking

Jev Application Model. For an application sce-
nario σ, let C denote the context supplied to Jev
and J its judgment function. The application pro-
cesses structured judgments through the following
decision chain:

o = J(C) ∈ Ω,

d = Gσ(o), b = Pσ(d),
(1)

where Ω is the predefined output space, Gσ denotes
decision-consumption logic (e.g., branches, map-
pings, or thresholds), and Pσ denotes downstream
program logic.

Attack Surface and JPDH. An attacker-
controlled context surface is a lower-trust exter-
nal input that an adversary can modify and that
reaches a Jev judgment during application execu-
tion. Such inputs may originate from webpages,
files, retrieved documents, API responses, or tool
outputs. Figure 2 illustrates how manipulated exter-
nal context can alter a program-consumed decision
while preserving the validity of Jev’s structured
output.

We define Jev Program Decision Hijacking
(JPDH) as an attack in which an adversary ma-
nipulates a reachable context C into C ′, inducing
schema-valid Jev judgments that redirect program-
consumed decisions under unchanged task-relevant
facts, without modifying application code or prede-
fined decision logic.

Decision Hijacking. Let d = Gσ(J(C)) and
d′ = Gσ(J(C

′)) denote the decisions under be-
nign and manipulated contexts. A decision flip
occurs when

d ̸= d′. (2)

This includes Boolean and categorical changes, as
well as numerical changes that cross application-
defined thresholds.

A decision flip constitutes confirmed decision
hijacking when the baseline decision agrees with

3
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Figure 2: Motivating example of Jev Program Decision Hijacking (JPDH) in TradingAgents(109.6k stars). Under
normal execution, negative market news yields a confidence score of 0.70, passing the 0.5 threshold and triggering
risk-reducing behavior. Attacker-controlled web content lowers the confidence to 0.16 while preserving the
sentiment label, causing the program to discard the signal. Both outputs remain schema-valid, yet the resulting
decision change may lead to unsafe trading behavior and potential financial loss.

an independently established expected decision d∗σ,
while the manipulated decision deviates from it:

d = d∗σ, d′ ̸= d∗σ. (3)

Behavioral Divergence and Security Impact. A
behavioral divergence occurs when

Pσ(d) ̸= Pσ(d
′). (4)

We identify a security-impacting JPDH outcome
when confirmed decision hijacking causes observ-
able behavioral divergence that violates a prede-
fined application-specific security or correctness
rule.

Multiple Jev Judgments. As illustrated in Fig-
ure 3, Jev applications may exhibit single, sequen-
tial, joint, and feedback-dependent judgment struc-
tures. Multiple judgments may jointly influence
program decisions or affect subsequent judgment
contexts and program states, potentially propagat-
ing decision changes to downstream behavior. Rep-
resentative application cases and their observed
decision changes are presented in Appendix G.

3.2 Threat Model

Adversary Capabilities. The attacker can mod-
ify one or more external context fields that reach
Jev judgments. The attacker cannot modify applica-
tion code, Jev implementations, model parameters,
internal prompts, or downstream decision logic.

J1 Logic

J1

J2
Logic J1 J2

J1 Logic

(a)  Single Judgment  (b)  Sequential Judgments

 (c) Joint Judgments  (d) Feedback Dependencies

J2

Figure 3: Illustrative judgment dependency patterns
in Jev applications: (a) single judgment, (b) sequen-
tial judgments, (c) joint judgments, and (d) feed-
back dependencies. J1 and J2 denote Jev judgment
calls, while Logic represents application decision-
consumption logic Gσ .

Adversary Knowledge. The attacker is assumed
to know the application’s public functionality and
the external content under their control. Access
to source code, internal prompts, and Jev decision
logic is not required. As an authorized security
evaluator, JEVPROBE may inspect source code and
execution traces to discover attack surfaces and
verify outcomes.

Adversary Objective. The attacker’s objective is
to induce unintended program-consumed decisions
through manipulated external contexts, potentially
causing downstream security violations.

4
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Figure 4: Overview of JEVPROBE. The framework consists of four stages: (1) discovering and validating reachable
attack surfaces, (2) generating application-aware adversarial contexts, (3) detecting program-level decision hijacking
through differential execution, and (4) assessing downstream security consequences.

4 JevProbe

4.1 Overview

We present JEVPROBE, an automated framework
for evaluating Jev Program Decision Hijacking
(JPDH) in real-world applications. JEVPROBE con-
sists of four stages: reachable surface discovery,
adversarial context generation, decision hijacking
detection, and security impact assessment. The
framework grounds attack evaluation in program-
consumed decisions and their downstream execu-
tion semantics. Algorithm 1 summarizes the end-
to-end evaluation procedure.

4.2 Reachable Surface Discovery

JEVPROBE identifies attacker-controllable context
paths by tracing data dependencies backward from
Jev judgment calls to external input sources. For
each judgment point, it analyzes context construc-
tion and input propagation to identify candidate
sources, controllable fields, and their correspond-
ing data-flow paths.

To verify runtime reachability, JEVPROBE in-
jects a unique benign marker into each candidate
field and executes the relevant application scenario.
A surface is validated only when the marker reaches
the targeted Jev judgment context. The resulting
source-to-judgment mappings provide verified in-
jection surfaces for subsequent adversarial context
generation.

4.3 Adversarial Context Generation

For each validated surface, JEVPROBE gener-
ates scenario-aware adversarial contexts based on

Algorithm 1 JEVPROBE: JPDH Evaluation
Require: Application A, scenario σ, strategiesM,

budget B
Ensure: Evaluation recordsR

1: S ← TRACESOURCES(A, σ)
2: (Sv,R) ←

VALIDATEREACHABILITY(A, σ,S)
3: for all s ∈ Sv do
4: (C, τ)← BASELINERUN(A, σ, s)
5: d∗ ← REFERENCEDECISION(A, σ)
6: F ← ∅
7: for i← 1 to B do
8: C ′ ← GENERATE(C, s, σ,M,F)
9: τ ′ ← EXECUTE(A, σ,C ′)

10: (f, h) ←
COMPAREDECISIONS(τ, τ ′, d∗, σ)

11: v ← ASSESSIMPACT(τ, τ ′, h, σ)
12: R ← R∪ {(s, C,C ′, f, h, v)}
13: F ← FEEDBACK(τ, τ ′)
14: end for
15: end for
16: returnR

the application scenario, controllable input fields,
and intended decision deviation. The genera-
tor combines complementary strategies, including
instruction-based manipulation, authority framing,
structured representations, and semantic context
transformations.

Generated variants preserve input constraints
and task-relevant facts while modifying only
attacker-controllable content. Execution feedback
guides iterative refinement to explore alternative

5



manipulations. The complete strategy taxonomy is
provided in Appendix A.

4.4 Decision Hijacking Detection

JEVPROBE employs differential testing to identify
program-level decision hijacking. Baseline and
adversarial executions share the same application
scenario, program state, and configuration, differ-
ing only in the attacker-controlled context.

The framework extracts Jev judgments and in-
terprets them according to application-specific
decision semantics, including Boolean branches,
categorical mappings, and numerical thresholds.
Program-consumed decisions are compared accord-
ing to Equation 2. Decision hijacking is further
confirmed against an independently established ex-
pected decision, following Equation 3. This dis-
tinction separates observable decision flips from
adversarial deviations in program logic.

4.5 Security Impact Assessment

JEVPROBE traces hijacked decisions through down-
stream program execution to assess their security
consequences. By comparing baseline and adver-
sarial execution traces, it identifies behavioral di-
vergence and evaluates violations of predefined
application-specific security or correctness rules.

The assessment considers task-fact consistency,
reference decisions, observable behavior, and sup-
porting execution evidence. Detailed impact assess-
ment criteria are provided in Appendix B.

5 Evaluation

We conduct a large-scale empirical evaluation of
JEVPROBE on real-world Jev applications.

5.1 Experimental Setup

Jev Application Collection. We collect 1,711
candidate Jev repositories from GitHub through
multi-source aggregation, keyword-based searches,
and deduplication (Appendix C). We inspect the
356 most-starred repositories (top 20.8%) at fixed
revisions. As shown in Table 1, JEVPROBE identi-
fies 228 applications with reachable JPDH attack
surfaces for further evaluation.

Models and Configuration. We use
jev-1.13.0 (TypeSafe AI, 2026c) as the
target judgment model throughout the main
evaluation. Qwen3-32B (Qwen Team, 2025)
generates adversarial context variants, while

GitHub Stars Inspected Flagged Rate (%)

≥10,000 12 8 66.7
5,000–9,999 7 5 71.4
1,000–4,999 24 13 54.2
500–999 37 15 40.5
100–499 155 95 61.3
<100 121 92 76.0

Total 356 228 –

Table 1: GitHub-star distribution of screened Jev reposi-
tories. Flagged denotes applications identified as poten-
tially susceptible to JPDH; Rate is the ratio of Flagged
to Inspected.

Gemma-3-27B-IT (Google DeepMind, 2025)
assists with security impact assessment.

Shared Evaluation Subset. For RQ3–RQ5,
we select 10 popular Jev applications spanning
security-sensitive domains and construct 183
program-grounded test cases.

Evaluation Metrics. We report two primary met-
rics. Decision Flip Rate (DFR) measures the
fraction of valid adversarial executions that alter
program-consumed decisions:

DFR =
Nflip

Nvalid
, (5)

where Nflip denotes executions exhibiting decision
flips and Nvalid denotes valid adversarial execu-
tions.

Unsafe Impact Rate (UIR) measures the frac-
tion of decision flips classified as unsafe under the
impact-assessment protocol in Section 4.5:

UIR =
Nunsafe

Nflip
, (6)

where Nunsafe denotes flipped executions classified
as unsafe.

5.2 RQ1: Program Decision Hijacking

Overall Results. Across 228 real-world Jev ap-
plications and 2,273 program-grounded test cases,
JEVPROBE identifies 1,853 program-consumed de-
cision flips, yielding an overall DFR of 81.5% (Ta-
ble 2).

Application-Level Distribution. Figure 5(a)
shows that 202 of 228 applications achieve a DFR
of at least 80%, including 16 reaching 100%.

6
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Figure 5: Application-level results across 228 Jev applications: (a) decision flip rates (DFR), (b) DFR across
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GitHub Stars Apps Cases Flips DFR (%)

≥10,000 8 80 78 97.5
5,000–9,999 5 50 44 88.0
1,000–4,999 13 130 108 83.1
500–999 15 150 120 80.0
100–499 95 947 763 80.6
<100 92 916 740 80.8

Overall 228 2,273 1,853 81.5

Table 2: Decision Flip Rate (DFR) across 228 Jev appli-
cations grouped by GitHub stars.

Results Across Popularity Levels. Table 2
shows DFRs ranging from 80.0% to 97.5% across
GitHub-star groups. Notably, the eight applications
with at least 10,000 stars achieve a DFR of 97.5%,
highlighting JPDH risks in popular software.

Finding 1. JPDH susceptibility is widespread
among evaluated Jev applications, including
highly popular projects.

5.3 RQ2: Downstream Security Consequences

We further investigate whether manipulated Jev de-
cisions lead to potentially unsafe downstream con-
sequences. Among the 1,853 decision flips iden-

Consequence Category Cases (%) Apps

Information Contamination 1,690 (92.5) 213
Targeted Validation Manipulation 58 (3.2) 10
Content / Data Integrity 57 (3.1) 11
Authorization / Access Control 5 (0.3) 1
Financial / Trading Decisions 3 (0.2) 1
Other 14 (0.8) 4

Total 1,827 (100) 228

Table 3: Distribution of 1,827 unsafe cases across six
consequence categories. Apps denotes distinct applica-
tions in each category; application counts may overlap.
Percentages are rounded.

tified in RQ1, 1,827 (98.6%) are classified as po-
tentially unsafe. Figure 5(c) further illustrates the
prevalence of these outcomes across the evaluated
applications.

Security Consequence Distribution. Table 3
shows that Information Contamination accounts
for 92.5% of unsafe-labeled cases across 213 appli-
cations, potentially suppressing critical risk alerts
or causing unsafe downstream decisions through
untrusted information. Other consequences involve
targeted validation, data integrity, access control,
and financial decision-making. Detailed classifica-

7



Framework DFR Apps w/
(%) ↑ Flips

JevProbe (Ours) 79.8 10/10
ASB (Zhang et al., 2025a) 29.4 3/10
AgentDojo (Debenedetti et al., 2024) 23.6 3/10
PIArena (Geng et al., 2026) 10.0 1/10
PromptInject (Perez and Ribeiro, 2022) 10.0 1/10

Table 4: Framework comparison on the shared evalua-
tion subset. DFR is macro-averaged across applications;
Apps w/ Flips counts applications exhibiting decision
flips. Full results appear in Appendix E.

tion criteria are provided in Appendix B.

Benchmark Construction. We further con-
struct JEVPROBEBENCH from the 2,273 program-
grounded cases, with details provided in Ap-
pendix D.

Finding 2. JPDH can cause potentially unsafe
downstream outcomes across diverse application
decisions, with information contamination being
the most prevalent consequence.

5.4 RQ3: Effectiveness of JevProbe
Since existing prompt injection evaluation frame-
works do not directly target Jev applications,
we adapt four representative approaches: Agent-
Dojo (Debenedetti et al., 2024), ASB (Zhang et al.,
2025a), PIArena (Geng et al., 2026), and Prompt-
Inject (Perez and Ribeiro, 2022). All approaches
are evaluated under matched attack budgets, with
payloads limited to 96 characters.

Comparison Results. Table 4 shows that
JEVPROBE achieves a macro-average DFR of
79.8%, outperforming the strongest baseline (ASB)
by 50.4 percentage points.

Analysis. Existing frameworks primarily target
predefined attack interfaces or agent-level objec-
tives. In contrast, JEVPROBE combines application-
specific surface discovery with program-consumed
decision analysis, enabling evaluation across het-
erogeneous Jev applications.

Finding 3. JEVPROBE achieves higher deci-
sion flip rates and broader application coverage
than existing prompt injection evaluation frame-
works.

5.5 RQ4: Cross-Model Decision Robustness
To investigate JPDH susceptibility across models,
we compare Jev 1.13.0 with seven open-source

Defense DFR (%) ↓ ∆ (pp)

No Defense 78.7 –

Paraphrase (Jain et al., 2023) 79.8 +1.1
Spotlighting-Datamarking (Hines
et al., 2024)

77.0 −1.7

Retokenization (adapted) (Jain et al.,
2023)

76.0 −2.7

Self-Consistency (K = 3) (Wang
et al., 2022)

77.6 −1.1

Self-Reminder (Xie et al., 2023) 74.3 −4.4
Spotlighting-Encoding (Hines et al.,
2024)

73.8 −4.9

Spotlighting-Delimit (Hines et al.,
2024)

68.9 −9.8

Table 5: Effectiveness of existing defenses against
JPDH. ∆ denotes the change in Decision Flip Rate
(DFR) relative to the undefended baseline.

and two closed-source LLMs, including GPT-5.6-
Sol and Gemini-3.8-Flash, under a paired-replay
protocol. All models receive identical contexts,
judgment instructions, and decision criteria. The
adaptation protocol and full results are provided in
Appendix F.

Cross-Model Results. Jev achieves the highest
macro-average DFR of 79.8%, compared with
50.7%–66.8% for general-purpose LLMs, includ-
ing 60.7% for GPT-5.6-Sol (OpenAI, 2026) and
Gemini-3.8-Flash (Google DeepMind, 2026). Jev
leads in nine of ten applications (Table 11). These
results indicate greater susceptibility under the eval-
uated Jev-targeted attacks, although susceptibility
varies across applications and models.

Finding 4. Under Jev-targeted attacks, Jev-
backed applications exhibit greater susceptibility
to JPDH than those using the evaluated general-
purpose LLMs.

5.6 RQ5: Effectiveness of Existing Defenses

We evaluate seven defense configurations: para-
phrasing and adapted retokenization (Jain et al.,
2023), three Spotlighting variants (Hines et al.,
2024), Self-Reminder (Xie et al., 2023), and Self-
Consistency (K = 3) (Wang et al., 2022). Re-
tokenization inserts zero-width characters, while
Self-Consistency uses majority voting over three
judgments.

Defense Effectiveness. Table 5 shows that
Spotlighting-Delimit achieves the largest DFR re-
duction, from 78.7% to 68.9%. Other defenses
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yield smaller improvements, while paraphrasing
increases DFR to 79.8%. These results suggest
that the evaluated defenses remain insufficient to
preserve application-specific decision integrity.

Finding 5. Existing prompt injection defenses
provide limited protection against JPDH, leav-
ing substantial risks at the context-to-decision
boundary.

6 Conclusion

In this paper, we reveal that integrating System
One models such as Jev into applications intro-
duces a new security threat, termed Jev Program
Decision Hijacking (JPDH). To systematically in-
vestigate this threat, We present JEVPROBE,the
first automated framework for uncovering JPDH in
real-world Jev applications. Our extensive exper-
iments reveal widespread JPDH risks and limited
effectiveness of existing defenses, highlighting the
need to secure the context-to-decision boundary.

9



Limitations

Open-Source Coverage. Our evaluation focuses
on open-source Jev applications collected from
GitHub. Closed-source applications are excluded
due to limited access to their source code and deci-
sion logic, which we leave for future work.

Model-Internal Defenses. Our defense evalua-
tion excludes model-internal mechanisms, as Jev’s
architecture and parameters are not publicly acces-
sible. Investigating such defenses remains future
work.

Ethical Considerations

All security evaluations were conducted in isolated
local test environments using open-source Jev ap-
plications. Our experiments did not target live pro-
duction systems, access real user data, or execute
real-world financial transactions. All adversarial
manipulations were confined to controlled testing
environments to avoid disrupting real-world ser-
vices.
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A Context Manipulation Strategies

JEVPROBE uses a set of context-manipulation
strategies to generate application-aware variants
over validated attacker-controlled context surfaces.
The strategies are selected according to the input
channel, the attacker-controllable field, and the ap-
plication scenario. Only the attacker-controllable
portion of the original context is modified, while
the surrounding scenario and input format are pre-
served. Table 6 summarizes the complete strategy
taxonomy used in our evaluation.

B Application-Level Impact Rules

JEVPROBE characterizes the potential downstream
consequences of JPDH according to application-
specific decision semantics and available execution
evidence. For each unsafe-labeled case, we ex-
amine the judgment instructions, decision criteria,
program-consumed decisions, and observed behav-
ioral changes. Each case is assigned one primary
consequence category based on its affected deci-
sion contract.

Table 7 summarizes the six categories used in
our evaluation.

C Repository Collection Methodology

Repository Sources. We collect candidate Jev
repositories from three sources. First, we ag-
gregate three community-curated repository lists:
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Strategy Mechanism

Instruction-based
Explicit Instruction Embeds an explicit instruction intended to influence the Jev judgment.

Authority and Verification
Forged Approval Presents attacker-controlled content as an approval or authorization record.
Scenario-specific Approval Constructs an approval or endorsement consistent with the application scenario.
Authority Framing Frames attacker-controlled content as originating from an authoritative source.
Forged Tool Output Presents attacker-controlled content as the output of a tool or checker.
Forged Verification Constructs a scenario-specific verification or validation result.

Structured Representation
Structured Field Embeds the manipulation in a structured field such as JSON metadata.
Log-style Message Expresses the manipulation as a log or system-style record.

Scenario and Persona
Persona Framing Introduces a role or identity framing related to the application scenario.
Scenario Framing Embeds the manipulation within an application-specific scenario.

Semantic Manipulation
Semantic Reframing Changes the interpretive framing of the original context.
Semantic Ambiguity Introduces ambiguity that may alter semantic interpretation.
Semantic Omission Removes selected information or conditions from the presented context.
Opinion Framing Adds subjective claims or interpretations that may bias the judgment.

Context Transformation
Context Overloading Adds auxiliary context that may dilute or redirect the original semantic signal.
Information Reordering Changes the ordering of contextual information when permitted by the input channel.

Table 6: Context-manipulation strategies used by JEVPROBE. The taxonomy covers instruction-based manipulation,
authority and verification cues, structured representations, scenario and persona framing, semantic manipulation,
and context transformation.

awesome-typesafe-jev (1,093 entries), awesome-
jev (962 entries), and awesome-jev (287 entries),
maintained by thevibeworks, heyjunpenn, and
jqueryscript, respectively. These lists were snap-
shotted between September 18 and 30, 2026. Sec-
ond, we query the GitHub Repository Search
API using jev in:name, jev in:description
fork:false, and topic:jev, retrieving 237 en-
tries. Third, we incorporate 18 repositories from
previous commit-pinned source audits.

Deduplication and Provenance. Repositories
are deduplicated by their owner/name identifiers,
with source provenance retained.

Collection Results. The three sources yield
2,597 raw repository entries, resulting in 1,711
unique candidate repositories after deduplication.
Of these, 1,658 have recorded GitHub star counts.

D JevProbeBench

D.1 Benchmark Overview

We construct JEVPROBEBENCH, a program-
grounded benchmark for evaluating context-to-
decision attacks in real-world Jev applications. The
benchmark is derived from the extensive measure-
ment described in Section 5.2 and contains 2,273

cases collected from 228 open-source Jev applica-
tions.

Unlike benchmarks that represent an attack only
as an input–output pair, each JEVPROBEBENCH

case preserves the application context in which a
Jev judgment is consumed by program logic. A
case therefore captures the complete evaluation
chain from an attacker-controlled context surface,
through the Jev judgment and program-consumed
decision, to the resulting downstream behavior and
application-level impact.

The benchmark covers heterogeneous applica-
tion scenarios, including financial decision making,
access and policy enforcement, content processing,
service control, agent routing, and externally visi-
ble actions. Each application is associated with a
fixed source-code revision to preserve the program
semantics under which the case was constructed.

D.2 Benchmark Construction

JEVPROBEBENCH is constructed from executable
cases generated during our real-world evaluation.
For each application, JEVPROBE first identifies
and validates an attacker-controlled context surface,
then executes the application under both benign and
manipulated contexts. The resulting executions are
retained together with the corresponding program-
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Consequence Category Classification Criterion Characteristic Manifestation

Information Contamination A manipulated judgment improperly suppresses
legitimate, decision-relevant information or ad-
mits untrusted information into downstream pro-
cessing, compromising subsequent decisions.

Suppressed risk alerts or critical reports;
untrusted information admitted into down-
stream decision-making.

Targeted Validation Manipu-
lation

An application-specific validation, screening, or
security check produces a manipulated decision
that changes its intended outcome.

Incorrect injection screening, sensitive-data
detection, or task-validation decisions.

Content / Data Integrity A manipulated judgment compromises the cor-
rectness, classification, selection, ordering, or
retention of content already admitted for process-
ing.

Incorrect content classification, ranking, se-
lection, or context retention.

Authorization / Access Con-
trol

A manipulated decision changes authorization,
permission enforcement, or access to privileged
application functionality.

Incorrect authorization decisions, access
routing, or privileged-agent selection.

Financial / Trading Decisions A manipulated judgment changes financial, trad-
ing, or risk-control decisions under otherwise
unchanged application facts.

Incorrect investment ratings, trading sig-
nals, risk assessments, or decision thresh-
olds.

Other The case exhibits an application-specific adverse
decision or behavioral outcome that does not
match the categories above.

Other decision-integrity or application-
specific consequences.

Table 7: Taxonomy and classification criteria for JPDH-induced application-level consequences. Categories are
determined from case-specific decision semantics and available behavioral evidence, rather than application-domain
keywords.

Statistic Count

Applications 228
Benchmark cases 2,273
Confirmed decision flips 1,853
Unsafe outcomes 1,827

Table 8: Summary of JEVPROBEBENCH. The bench-
mark contains program-grounded cases collected from
228 real-world Jev applications.

consumed decisions and downstream impact as-
sessment. Table 8 summarizes the benchmark.

D.3 Case Representation

Each benchmark instance is organized around a
single application-specific context-to-decision eval-
uation. JEVPROBEBENCH retains the information
required to understand the application scenario, re-
produce the decision comparison, and interpret its
downstream consequence. Table 9 summarizes the
major components of each case.

D.4 Decision and Impact Labels

Decision Flip. The primary program-level label
indicates whether the manipulated context changes
the decision actually consumed by the application.
As defined in Section 3, this includes Boolean and
categorical changes as well as numerical values that
cross an application-defined threshold. The label is
derived from paired execution and the application’s

decision-consumption semantics rather than from
the model’s textual explanation or self-reported
behavior.

For cases containing multiple relevant judgment
fields, JEVPROBEBENCH additionally records the
aligned decision nodes and their baseline and ma-
nipulated values. This representation allows eval-
uation at both the case level and the individual
decision-node level.

Application-Level Impact. A confirmed deci-
sion flip is further assigned an application-level
impact label according to the assessment proto-
col in Section 4.5. An outcome is considered un-
safe only when the decision change propagates to
downstream behavior and violates an application-
specific safety or correctness rule under unchanged
relevant facts.

We apply a hard decision-flip gate to the unsafe
label: an execution without a confirmed program-
consumed decision flip is not classified as an un-
safe context-to-decision outcome. Cases for which
available execution evidence is insufficient to sup-
port an impact judgment are kept distinguishable
from cases assessed as safe.

D.5 Benchmark Coverage

JEVPROBEBENCH is intended to capture the het-
erogeneity of real-world Jev decision interfaces
rather than a single standardized task. Its cases
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Component Contents Purpose

Application Provenance Application identifier and source-code
revision

Identifies the exact application state associated
with the case.

Application Scenario Scenario identifier and decision context Describes the application-specific setting in which
the Jev judgment is used.

Context Surface Attacker-controlled source and control-
lable field

Specifies which external context can be modified
and reaches the target Jev judgment.

Benign Context Original external context before manip-
ulation

Provides the baseline input for paired execution.

Manipulated Context Context after application-aware manip-
ulation, together with its strategy cate-
gory

Represents the adversarial variant evaluated
against the same application scenario.

Decision Semantics Relevant Jev judgment fields and their
program-consumption contract

Captures how structured model outputs are con-
verted into program decisions, including branches,
categorical mappings, or numerical thresholds.

Decision Comparison Baseline and manipulated program-
consumed decisions, together with the
decision-flip label

Records whether the manipulated context crosses
an application-defined decision boundary.

Downstream Impact Observed behavioral divergence and
application-level impact label

Captures whether the decision change propagates
to an adverse application outcome.

Table 9: Program-grounded representation of a JEVPROBEBENCH case. Each instance connects attacker-controlled
context to the structured judgment, program-consumed decision, and downstream application impact.

span different attacker-controlled context channels,
structured judgment types, decision-consumption
patterns, manipulation strategies, and application-
level consequences.

In particular, the benchmark includes Boolean
and categorical decisions as well as score-
and confidence-based decisions governed by
application-defined thresholds. The corresponding
downstream effects cover authorization and access
control, financial decisions, content integrity, avail-
ability and service continuity, validation and policy
enforcement, and externally visible or difficult-to-
reverse actions. The detailed manipulation-strategy
taxonomy and impact-rule taxonomy are provided
in Appendices A and B, respectively.

D.6 Intended Use and Limitations

JEVPROBEBENCH is designed to evaluate whether
models or defenses preserve application-consumed
decisions under attacker-controlled semantic con-
text. Each case retains application-specific decision
semantics, enabling evaluation of decision flips and
downstream application impact in addition to raw
model-output changes.

Unsafe outcomes are established in controlled
execution environments using program evidence
and application-specific rules. They represent po-
tential application-level consequences observed un-
der the evaluated conditions rather than real-world
harm.

JEVPROBEBENCH captures the behavior of spe-
cific application revisions and model configurations

at the time of evaluation. Subsequent changes to
application logic, Jev behavior, model configura-
tions, or downstream decision policies may change
the resulting decisions and impact labels.

E Per-Application Framework
Comparison

Table 10 presents the application-level results of
the framework comparison in Section 5.4. All five
frameworks are evaluated on the same 183 test
cases across 10 popular real-world Jev applications,
under matched attack-attempt budgets and a maxi-
mum payload length of 96 characters.

We report the Decision Flip Rate (DFR) for each
application and the macro-average DFR across
all 10 applications. The results reveal substan-
tial variation across applications, with individual
baselines occasionally matching or outperforming
JEVPROBE. Nevertheless, JEVPROBE exhibits the
highest overall DFR and produces decision flips in
every evaluated application.

F Cross-Model Evaluation Details

F.1 Model Adaptation Protocol

We evaluate Jev 1.13.0 alongside seven open-
source and two closed-source general-purpose
LLMs. The closed-source models include GPT-
5.6-Sol and Gemini-3.8-Flash. Qwen3 models are
excluded from this comparison, as Qwen3-32B
serves as the adversarial context generator.
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Application JevProbe (Ours) AgentDojo ASB PIArena PromptInject

TradingAgents (109.6k) 80% 80% 100% 0% 0%
LiteLLM (60.1k) 5% 0% 0% 0% 0%
Claude-Code-Templates (32.3k) 89% 0% 0% 0% 0%
Laya (30.1k) 94% 0% 0% 100% 100%
CUA (27.9k) 89% 0% 0% 0% 0%
Opik (22.3k) 89% 0% 0% 0% 0%
Browser-Use (21.8k) 94% 0% 0% 0% 0%
GenOffice (8.4k) 75% 0% 0% 0% 0%
LangWatch (4.9k) 89% 56% 94% 0% 0%
Jev-Trader (2.8k) 94% 100% 100% 0% 0%

Macro Average 79.8% 23.6% 29.4% 10.0% 10.0%

Table 10: Per-application Decision Flip Rate (DFR) of JEVPROBE and four baseline frameworks across 10 popular
Jev applications. All frameworks use identical test cases, matched attack-attempt budgets, and payloads limited to
96 characters. Macro Average denotes the unweighted mean of application-level DFRs. Bold indicates the highest
DFR per application, including ties.

To evaluate general-purpose LLMs in Jev ap-
plications, we replace the Jev judgment back-
end with a compatibility adapter while preserving
application-level decision logic.

For each judgment call, the adapter provides the
model with the original judgment instructions, se-
mantic context, and output requirements. Model
responses are parsed into the structured fields ex-
pected by the application, including Boolean val-
ues, categorical choices, and numerical scores.

The adapted judgments are consumed by the
original application-defined decision logic, preserv-
ing categorical mappings and numerical thresholds.
No application decision rules are modified.

We apply paired replay using identical benign
and adversarial contexts for each model. Decision
flips are evaluated independently for each model at
the same program-consumed decision boundary.

F.2 Per-Application Results
Table 11 reports the complete cross-model results,
grouping general-purpose LLMs into open-source
and closed-source models. All models are evalu-
ated using the same Jev-targeted adversarial con-
texts and application-specific decision criteria.

G Case Studies of Jev Judgment
Dependencies

We present four representative cases from real-
world Jev applications to illustrate the judgment
patterns in Figure 3. These cases cover single judg-
ments, sequential processing, joint decision fields,
and feedback-related context propagation. Table 12
summarizes the observed judgment changes and
their program-level effects.

(a) Single Judgment: TradingAgents (109.6k
stars). In TradingAgents, Jev evaluates whether
external financial information can be safely con-
sumed. The benign context reports revenue growth
of 18% and a 15-month financial runway. An in-
jected instruction attempts to manipulate the judg-
ment and its confidence.

The resulting confidence decreases from 0.65
to 0.27, while the positive classification remains
unchanged. Because the application accepts the
judgment only when confidence reaches 0.5, the
program-consumed decision switches from accep-
tance to rejection. This case illustrates how ma-
nipulating a single judgment field can reverse an
application decision without changing its categori-
cal output.

(b) Sequential Judgments: fast-jev-compaction
(7.3k stars). The fast-jev-compaction application
processes tool exchanges through sequential re-
tention judgments. In the evaluated scenario, the
original context contains a table-export result with
records requiring manual review. The attacker in-
serts a forged security approval instructing the ap-
plication to retain the first tool exchange.

For tool call t1, the KeepCall score increases
from 0.26 to 0.73, while KeepResult increases from
0.19 to 0.54. Both cross the application’s 0.5 thresh-
old, changing the retention decision from dropping
to keeping the exchange. The altered retention state
can affect the context available to subsequent pro-
cessing. The observed trace establishes the initial
decision change within a sequential pipeline.

(c) Joint Judgments: Laya (30.1k stars). Laya
consumes classification and confidence informa-
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Jev Open-Source LLMs Closed-Source LLMs

Application
Qwen2.5

32B
Qwen2.5

7B
Gemma3

27B
Gemma3

4B
Llama3.3

70B
Llama3.1

8B
Llama3.2

3B GPT-5.6-Sol Gemini-3.8-Flash

TradingAgents (109.6k) 80 60 65 65 55 55 50 50 70 70
LiteLLM (60.1k) 5 5 55 5 45 5 0 0 25 30
Claude-Code-Templates (32.3k) 89 72 67 67 61 67 72 56 61 28
Laya (30.1k) 94 82 76 82 53 71 71 71 71 59
CUA (27.9k) 89 72 78 72 56 78 61 67 67 44
Opik (22.3k) 89 72 67 78 61 78 67 50 78 56
Browser-Use (21.8k) 94 65 76 76 76 76 53 59 71 65
GenOffice (8.4k) 75 70 65 60 60 60 70 65 50 35
LangWatch (4.9k) 89 78 78 67 56 83 67 61 67 72
Jev-Trader (2.8k) 94 35 41 71 29 53 29 29 47 82

Macro Average 79.8 61.2 66.8 64.3 55.2 62.6 54.0 50.7 60.7 54.1

Table 11: Per-application Decision Flip Rate (DFR, %) of Jev and nine general-purpose LLMs, grouped into
open-source and closed-source models. Macro Average denotes the unweighted mean across applications. Bold
indicates the highest DFR in each row.

Pattern Application Judgment Changes Program-Level Effect

(a) Single
TradingAgents
(109.6k stars) Confidence: 0.65 → 0.27 Trust gate: True → False (θ = 0.5)

(b) Sequential
fast-jev-compaction
(7.3k stars)

KeepCall: 0.26 → 0.73
KeepResult: 0.19 → 0.54 Tool-call retention: drop → keep

(θ = 0.5)

(c) Joint
Laya
(30.1k stars)

Class: positive → negative
Confidence: 0.75 → 0.11 Classification changes while the confi-

dence gate switches from pass to reject

(d) Feedback
LiteLLM
(60.1k stars) Relevance: 0.19 → 0.21 Context blanking: True → False

(θ = 0.2)

Table 12: Representative context-to-decision cases corresponding to Figure 3. Arrows indicate baseline-to-
adversarial changes. The joint case illustrates multiple decision fields within one judgment, while the feedback case
illustrates context carryover. GitHub star counts reflect application popularity at the time of collection.

tion when processing application inputs. The be-
nign context describes a completed blue-green de-
ployment with zero downtime. An injected instruc-
tion attempts to redirect the classification and con-
fidence outputs.

Under the manipulated context, the classifica-
tion changes from positive to negative, while confi-
dence decreases from 0.75 to 0.11. The application
therefore receives changes in both the categorical
decision and its confidence gate. This example il-
lustrates joint consumption of multiple judgment
fields, where a single adversarial context influences
multiple components of the resulting program deci-
sion.

(d) Feedback Dependencies: LiteLLM (60.1k
stars). LiteLLM uses Jev relevance judgments to
determine whether tool-exchange content should be
retained in subsequent assistant contexts. The eval-
uated scenario contains billing-service diagnostic
logs. The attacker introduces unrelated cafeteria-

menu content into the evaluated context.
The relevance score increases from 0.19 to 0.21,

crossing the application’s 0.2 threshold. Conse-
quently, the context-blanking decision changes
from true to false, allowing the corresponding con-
tent to be retained.

Because retained context can be included in later
requests, this decision illustrates a potential feed-
back pathway from an earlier judgment to subse-
quent judgment inputs. The recorded result con-
firms the retention change, without independently
establishing a later-round decision flip.
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