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This paper bridges distribution shift and Al safety through a comprehensive analysis of their conceptual and methodological synergies.
While prior discussions often focus on narrow cases or informal analogies, we establish two types connections between specific causes
of distribution shift and fine-grained Al safety issues: (1) methods addressing a specific shift type can help achieve corresponding
safety goals, or (2) certain shifts and safety issues can be formally reduced to each other, enabling mutual adaptation of their methods.

Our findings provide a unified perspective that encourages fundamental integration between distribution shift and Al safety research.
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1 Introduction

Machine learning (ML) models have achieved remarkable success across complex tasks in various fields, including high-
stakes applications such as autonomous driving, healthcare, finance, and legal domains [32, 52, 155, 171]. Traditionally,
ML models are trained on historically collected data and subsequently deployed in a testing domain. While these ML
models succeed in the case where the training and testing data share the same distribution, performance drops are
expected when distribution shifts from training to testing domains [81].

Beyond performance concerns, the failure of ML models to robustly handle distribution shifts in real-world settings
can lead to severe safety issues. For instance, such failures have been reported to cause malfunctions in autonomous
driving systems [169], inappropriate responses from large language models (LLMs) [183], and incidents of medical
misdiagnosis [113]. As artificial intelligence (AI) systems continue to evolve, minimizing their safety risks has emerged
as a critical priority [4]. Consequently, distribution shift, which is inherently linked to safety, has become a central
challenge in Al safety research.

A deep understanding of the relationship between distribution shift and Al safety is undoubtedly beneficial for

the safe deployment of ML models in real-world applications. However, although previous studies have frequently
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mentioned the connection between these two fields [4, 62, 73, 90], they exhibit several limitations. First, they focus
narrowly on the relationship between distribution shift and a single aspect of Al safety (e.g., robustness, trustworthiness,
or alignment) but lacks a more comprehensive framework. Second, these studies often treat both distribution shift
and the targeted Al safety aspect as general concepts, rather than breaking them down into specific categories. Third,
existing work discuss the connection between distribution shift and Al safety as an informal analogy without identifying
the mathematical relationships among their rigorous definitions. As a result, there remains a lack of detailed exploration
into the connections between specific topics in distribution shift and AT safety.

In this paper, we offer the first comprehensive, one-to-one aligned, and mathematically grounded analysis of the
relationship between distribution shift and Al safety. Specifically, according to the underlying causes, we examine
distribution shifts from three main categories: selection bias [151, 164], spurious correlation [166, 200], and label shift
[44, 100, 172] and six more fine-grained categories. Meanwhile, we focus on the following categories of Al safety issues:
Al security [152], Al fairness [221], Al trustworthiness [79], and AI democracy [49]. For each specific topic discussed
within these main categories, we provide its rigorous definition (see Figure 1, Figure 2 and Section 2 for details). Next,
we systematically identify connections between specific distribution shift causes and concrete Al safety issues by
analyzing the underlying mathematical relationships between their definitions. Based on the identified connections, we

then review the relevant literature to establish methodological links between these specific topics.
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Fig. 1. Connections between distribution shift causes and Al safety issues. Dashed arrows: Methods addressing a specific cause of
distribution shift can also achieve a particular safety goal. Bidirectional solid arrows: Due to inherent consistency between a certain
distribution shift cause and a corresponding safety issue, the two can be reduced from one another and methods derived for them
can be mutually adapted.
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Our analysis exhibits three characteristics that distinguish it from previous work:
o Comprehensive: We cover a diverse range of aspects of distribution shifts and AI safety, providing a more
comprehensive discussion of the relationship between these two fields.
e One-to-one aligned: We directly align each specific distribution shift cause with relevant concrete Al safety

issues to enable a clear, one-to-one comparison.
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e Mathematically grounded: The connections we identify are rooted in rigorous mathematical relationships,

which guide our subsequent review of the literature.
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Fig. 2. Summary of safety issues related to distribution shift covered in this paper.

Building on these features, our work reveals two key relationships between distribution shifts and Al safety. First,
methods addressing a specific cause of distribution shift can achieve a concrete Al safety goal (indicated by dashed
arrows in Figure 1). Second, methods designed for a specific distribution shift cause and a concrete Al safety issue
can be mutually adapted because of their definitional consistency (indicated by bidirectional solid arrows in Figure
1). These two types of connections highlight shared research interests and create opportunities for methodological
exchange across distribution shift and Al safety. Our findings establish a more unified perspective on distribution shifts
and Al safety, fostering closer collaboration between these two research communities.

The remainder of this paper is organized as follows. Section 2 introduces the notations used throughout the paper and
outlines the specific topics related to distribution shift and Al safety. In Sections 3, 4, and 5, we examine how the specific
causes of distribution shift within main categories—selection bias, spurious correlation, and label shift—are connected to

various concrete Al safety issues. Finally, Section 6 concludes the paper with suggestions for future research directions.

2 Background

This section introduces the notations, categorizations, and logical structure that underpin our systematic analysis of the
connections between distribution shift and Al safety. In Section 2.1, we present the necessary notations with a brief
introduction to distribution shift. In Section 2.2, we offer an overview of the main categories under both distribution
shift and Al safety. Then, we summarize the definition numbering for specific distribution shift causes and Al safety

issues, along with the section references where they are discussed in detail.

2.1 Notations

Since this paper is organized from the perspective of distribution shift, we begin by introducing common notations for
distribution shift. Unless otherwise specified, we consider the task of predicting the label Y from the input variable X,
and we denote the ranges of random variables with calligraphic letters. The prediction model is denoted by f. When
necessary, we view f as a composition of a feature extractor ® and a prediction head (also called a classifier) w, i.e.,
f=wod.
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Table 1. Common notations for distribution shift.

Notation Meaning
X Input variable
Y Label
E Domain/Environment variable
G Group variable

f() Prediction model

w(+) Classifier/Prediction head

D(-) Feature extractor

1(+,-) Loss function

Ra() Population risk under the distribution specified by d
Ry () Empirical risk under the distribution specified by d

Within the context of distribution shift, we introduce a domain (also known as environment!) variable E indexing any
possible domain. It is typically assumed that the training data are drawn from a source domain es with joint distribution
P(X,Y | E = es), while the test data are drawn from a target domain e; with joint distribution P(X,Y | E = ;). Under

this formulation, the distribution shift between the training and test domains can be expressed as
P(X,Y |E=es) # P(X,Y | E = e;).

Due to this distribution shift, the model learned by minimizing the population risk in the training domain R, (f) =
E [ I(f(X),Y)|E= es], may suffer significant performance degradation when evaluated on the test data, because it is
not optimized for the test domain’s risk R, (f). Since the true population distribution is unavailable in practice, we
often learn the model f via empirical risk minimization (ERM), i.e., we approximate R (f) with the empirical risk
7%5 (f) = % - I(f (xg)), yg)) where each (xg), ye(,si)) is independently and identically distributed sampled from
P(X,Y | E = e5).

Sometimes, there are multiple training domains with different joint distributions. In this case, distribution shift
means that the test domain’s distribution differs from that of any training domain. Moreover, if a single environment or
domain is considered as a mixture of different groups, we use the variable G to denote the group label. Table 1 lists the

common notations used for distribution shift in this paper along with their meanings. More specific definitions will be

provided in the corresponding sections.

2.2 Topic Overview

Distribution shift can arise from a wide range of factors. In this paper, according to the underlying causes that lead to
distribution shift, we classify it into three main categories: selection bias, spurious correlation, and label shift. In general,
selection bias refers to the bias induced by the selection process of input X in the training domain [151, 164]. Spurious
correlation refers to the non-causal correlation present in the training data that changes in the test data [166, 200]. Label
shift focuses on the shift in the distribution of label Y between the training and test domains [44, 100, 172]. Within
each main category, we further consider the specific distribution shift causes. Table 2 summarizes the specific causes
of distribution shift with their definition numbering and corresponding section references. Figure 3 illustrates the

relationships among these causes.

!In this paper, domain and environment are used interchangeably. We will use the term that fits the specific context or convention.

Manuscript submitted to ACM



Bridging Distribution Shift and Al Safety: Conceptual and Methodological Synergies 5

Table 2. Causes of distribution shift with definition and section references.

Cause Definition Section
) ) Individual Selection Bias Definition 1 Section 3.1
Selection Bias Group Selection Bias Definition 3 Section 3.2
) ) Environmental Change Definition 5 Section 4.1
Spurious Correlation Content Change Definition 14 Section 4.2
) Generalized Label Shift Definition 15 Section 5.1
Label Shift Open-set Label Shift Definition 16 Section 5.2
Individual
Selection Bias
Group Selection Generalized
Bias Causes of P Label Shift
. . . Y
Environmental D'St"b_“tm" Changes
Change Shift Open-Set
Label Shift
Content
Change

Fig. 3. Illustration of the inclusion relationships among different causes of distribution shift.

In each section corresponding to a specific cause in Table 2, we examine relevant Al safety issues based on the
mathematical relationships among the definitions. The concrete Al safety issues under consideration cover four main
categories: security, fairness, trustworthiness, and democracy. Al security refers to using Al to protect systems and
data from cyber-threats [152]. Al fairness ensures that models do not exhibit prejudice against individuals or groups
[221]. AT trustworthiness requires that Al systems meet user expectations in a verifiable manner [79]. AI democracy
involves the equitable spread of Al applications to enable more people to access and benefit from the technology [49].
Specifically, Table 3 outlines the concrete safety issues within each of these four main categories, along with their

definition numbering and corresponding section references.

3 Selection Bias

Selection bias occurs when the process of selecting training data leads to a dataset that does not accurately represent
the target population. This misrepresentation creates a discrepancy between the training and test distributions, often
resulting in a drop in performance during deployment [105, 106, 163]. For instance, consider an image classifier designed
to recognize everyday objects like chairs and bikes. If the model is trained on real-world photographs but later evaluated
on paintings of these objects, it may fail to generalize effectively. While humans can easily recognize objects despite
stylistic changes, the classifier struggles with the distribution shift, leading to lower accuracy on the test set.

In this example, using training and test data with different styles illustrates a selection bias that causes a distribution
shift. In the following subsections, we will categorize selection bias into two types, namely individual selection bias
(Section 3.1) and group selection bias (Section 3.2). For each type, we will first provide the definition. Then, we compare
a relevant Al safety issue with the specific type selection bias. By highlighting the similarities between the causes of
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Table 3. Al safety topics with definition and section references.

Topic Definition Section

Security Backdoor Poisoning Attack Definition 13 Section 4.1.3
Risk Parity Definition 4 Section 3.2.1
Test Fairness Definition 7 Section 4.1.1
Fairness Well-Calibration Definition 8 Section 4.1.1
Demographic Parity Definition 9 Section 4.1.1
Equalized Odds Definition 10 Section 5.1.1
Disentangled Rgpresentatlon Definition 11 gecgon ié?

Trustworthiness Learning echon ®.a
Inner Alignment Definition 12 Section 4.1.2
Uncertainty Quantification Definition 17 Section 5.2.1
Democracy Data Pruning Definition 2 Section 3.1.1

distribution shift and these Al safety issues, we draw connections between the methodologies in the two research areas

and discuss their potential applicability in both areas.

3.1 Individual Selection Bias

One type of selection bias is the individual selection bias. We use the word “individual” to emphasize its difference
from group selection bias. Individual selection bias often appears for reasons such as variations in dataset recollection
[143], evolving clinical conditions [149], or shifts in image styles [46]. Additionally, researchers can simulate individual
selection bias through controlled modifications like image coloring or corruption [123], distortion [139], and patch
operations [140]. In all these cases that we consider as individual selection bias, the selection bias is applied individually
to each data point. In contrast, in group selection bias, the selection bias is applied according to the group.

We follow a similar definition for individual selection bias as in Shimodaira [164]:

DEFINITION 1 (INDIVIDUAL SELECTION Bias). Consider the prediction task of inferring Y from X under the source

domain es and the target domain e;. Individual selection bias causes a distribution shift where

P(X|E=¢es) # P(X | E=¢;),

P(Y|X,E=es) =P(Y | X,E = e;).

Figure 4(a) illustrates individual selection bias. When individual selection bias exists, input distributions of the source
(blue curve) and target (green curve) domains differ.

Addressing individual selection bias is essential to mitigate distribution shifts that lead to performance drops during
model testing. Methods designed to address this selection bias not only improve model performance but also intersect
with broader Al safety issues, particularly the principles of AI democracy. In the following discussion, we explore the

connection between methods for addressing individual selection bias and strategies for promoting AI democracy.

3.1.1 Democracy. In this paper, Al democracy denotes the principle of broadening access to Al research [50]. With
the rapid growth in the sizes of training datasets and models, researchers with limited computational resources often
find themselves unable to develop or analyze state-of-the-art systems. This barrier not only restricts innovation but also
limits the comprehensive evaluation of Al safety, as fewer experts are able to investigate the safety implications of these

systems. Thus, Al democracy improves Al safety by allowing a diverse range of researchers to scrutinize Al systems.
Manuscript submitted to ACM
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Fig. 4. An illustration of individual selection bias and group selection bias. The blue curves represent the input distribution of the
source domain, and the green curves represent the input distribution of the target domain. For individual selection bias, the two
distributions are known to differ. However, it is hard to attribute this difference to a certain subpopulation in the data. In contrast, for
group selection bias, apparent changes in different subpopulations causes the distribution shift.

Data pruning is a promising method to democratize model
training. By carefully selecting a subset of the full dataset, this
method maintains a balance between the complexity and rep-
resentativeness of examples, ensuring that models trained on
the pruned data can perform on par with those trained on the
entire dataset. Moreover, the reduced dataset size lowers com-
putational demands, which enables researchers with limited
resources to train and evaluate advanced models [173].

Data pruning can be seen as a dual problem of individual
selection bias. To better clarify this idea, we first formally define

the data pruning task as follows [173]:

DEFINITION 2 (DATA PRUNING). Data pruning describes the
following task. We are given a full training set Dirqin sampled
from the original data distribution Pyyiginai(X, Y). Data pruning
is to design a (stochastic) selection strategy S : x — {0,1},x ~
Poriginal(X) with the following goal. Now the selected dataset
Dyelected = {* € Doriginar | S(x) = 1} can be viewed as sam-
pled from another distribution Pggjeceq(X, Y) that depends on the
pruning strategy S and the original distribution Popigingi(X,Y).
By training a model f on the subset D spj,ci0q4, the goal is to enhance

the performance of f on Poyigina1(X, Y).

From this definition, there is a natural correspondence be-

Data Pruning

[ Source Data ]

Selected Data

Pruning

Original Data

[ Target Data ]

Same Goal: High Test Accuracy

Fig. 5. Data pruning is a dual problem of addressing indi-
vidual selection bias. To address individual selection bias,
methods focus on refining the training process so that a
model trained on source data performs well on target data.
As a comparison, data pruning methods prunes less informa-
tive data from the original dataset, so that a model trained
on the remaining subset still performs well. Both problems
share the same goal of improving test accuracy under distri-
bution differences.

tween addressing individual selection bias and data pruning, if we interpret Pyriginal (X, Y) as the target distribution and

Pyelected (X, Y) as the source distribution. As illustrated in Figure 5, techniques for addressing individual selection bias

focus on refining the training process so that a model trained on source data performs well on target data. In contrast,

data pruning methods select a representative subset from the full dataset, ensuring that a model trained on this subset

achieves performance comparable to one trained on the entire dataset. In both cases, the objective is to bridge the
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performance gap caused by differing data distributions. Therefore, data pruning can be viewed as the dual problem to
addressing individual selection bias.

Below, we compare techniques for addressing individual selection bias with those used in data pruning. Owing to
the duality in these problems and the similarities in their underlying approaches, we explore how methods developed
for one research direction can be adapted and applied interchangeably to the other.

To improve performance under individual selection bias, methods generally assign different weights to examples
in the training set. Importance reweighting [37, 164] is a category of methods that mitigate the effect of individual
selection bias. The basic importance reweighting method uses weights derived from the distributions P(X,Y | E = e;)
and P(X,Y | E = e;). Instead of minimizing the empirical risk ﬁes f) = % >ELUSf (xg)), yg)), with importance
reweighting, we minimize the weighted risk

1% P(X=x§§),Y=y£i) | E=e) i)y . (D)
P e e e CHO TS
i=1 P(X—xes VY =y, | E = es)

which is an unbiased estimator of the target risk Re, (f). Intuitively, when the probability density around a data point
is larger in the target domain than in the source domain, the weight of the data point is increased, so that the model is
encouraged to minimize the loss regarding this data point.

When dealing with data from complex modalities, deriving an exact analytical form of the distributions is often
unfeasible. In such cases, importance reweighting methods instead use weights from other sources. For example,
the Learning-from-Failure (LfF) method [123] trains two models simultaneously. The first model, optimized with a
generalized cross entropy loss, primarily learns from easier examples, thus performing poorly on more challenging
ones. These hard examples are then assigned higher weights during the training of the second model. Similarly, the
Just-Train-Twice (JTT) approach [101] divides the training process into two stages. In the first stage, a low-complexity
model is trained using empirical risk minimization (ERM), which typically misclassifies challenging inputs. In the
second stage, these misclassified examples are upweighted to train the final, more robust classifier.

Other than importance reweighting, many methods to address individual selection bias fall under the framework of
distributionally robust optimization (DRO) [11]. With DRO, we minimize the risk

N 1< ; ;
sup Ry(f) = sup — > 1(f(x{"), 43",
q€Q qeQ " o
where Q is a set of distributions called the uncertainty set, and (x((li), y,(]i)) are drawn i.i.d. from q. Depending on the
choice of Q, various DRO methods have been proposed, including Conditional-Value-at-Risk (CVaR) DRO [89], y?-DRO
[57], and their variants [205].

In data pruning, each training data point is assigned a score using certain metrics, and those data points falling
within a selected score range are chosen to form a small yet representative subset. Researchers have proposed a variety
of metrics for scoring, such as representations [115], probability vectors [10], predicted labels [117], confidence scores
[25], variance [58], gradients [173], and Hessians [195]. Each of these metrics captures distinct aspects of the data’s
importance or complexity, enabling a selection that preserves the essential characteristics of the full dataset while
greatly reducing the computational load.

Due to the dual nature of data pruning and handling individual selection bias, methods developed for one can often
be repurposed for the other. For instance, the metrics used to score data points in data pruning could serve as weights

in importance reweighting techniques for addressing individual selection bias. Conversely, weights obtained through
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importance reweighting can be used in data pruning strategies. Furthermore, the way DRO-based methods optimize
over an uncertainty set can also be regarded as a process of assigning sample weights, and therefore is closely related
to data pruning approaches. However, the interchangeability remains under-explored in the existing literature. By
establishing the connection between individual selection bias and data pruning, we highlight the potential that the two

research directions benefit from each other.

3.2 Group Selection Bias

Group selection bias is a specific form of individual selection bias (see Figure 3). Unlike biases that occur at the
individual level, group selection bias arises when the composition of groups differs between the source and target
domains. Although both domains may contain the same groups, the relative proportions of these groups vary. This
phenomenon has been observed in various contexts, such as racial groups [76] or different time periods [125]. We

define group selection bias and the distribution shift it causes as follows:

DEFINITION 3 (GROUP SELECTION B1as). Consider the prediction task of inferring Y from X under the source domain e

and the target domain e;. Group selection bias causes a distribution shift where

JUyeG: P(XeUy|E=e)#P(XeUy|E=e),

P(Y|X.E=es) =P(Y | X,E =¢),

where Uy denotes the range of X corresponding to group g, i.e, Uy C X and Uge g Uy = X. Here, G represents the range of
group labels G.

Figure 4(b) illustrates group selection bias. When group selection bias exists, the most intuitive difference between

the source and target domains lies in the varying group sizes across the two domains.

3.2.1 Fairness. Compared to the ideal case of perfect alignment between source and target distributions, group
selection bias not only degrades overall model performance, but it also hurts group fairness. Figure 7 shows different
types of group fairness. In this section, we primarily consider group fairness defined in terms of the population risk of
each group [192], which we refer to as risk parity. More notions of group fairness that are related to other causes of

distribution shift will be introduced in Sections 4.1.1 and 5.1.1.

DEFINITION 4 (Risk PARITY). Let X denote the covariates and let Y denote the target variable. We say a predictive
model f satisfies risk parity with respect to the loss function I and attribute R if, for all values r;,r; in the range of R,
Rri(f) = Rr; (f), ie.,

B[1(f(X).Y) | R=ri] =E[I(f(X).Y) | R=1,].

According to Definition 4, risk parity is achieved when a model performs uniformly across all values of the protected
attribute R. However, when group selection bias exists between training and testing domains, the model f tends to
focus on the majority groups while neglecting minority ones, leading to unequal accuracies of the groups. Considering
the group G that a data point belongs to as the protected attribute R, group selection bias naturally results in a model
that does not satisfy risk parity.

Since group selection bias is a specific instance of individual selection bias, many mitigation techniques overlap
between the two. The key difference lies in the availability of group labels for group selection bias. With these labels, we
can explicitly enhance the influence of underrepresented groups during training. In the following sections, we illustrate

how representative methods for addressing group selection bias help to achieve risk parity.
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Importance reweighting [147] is a such a method, where the examples from each group are assigned a weight

inversely proportional to the group size. Specifically, the objective of importance reweighting is to minimize the risk

S RN =3 = DU,
prre; geg M9 =

where the examples (xg(i), y_cgi)) are drawn ii.d from distribution P(X,Y | G = g), and ny is the number of examples
drawn. By assigning a larger weight to the minority group due to its smaller size, importance reweighting encourages
the model to update in a way that treats all groups equally, thus promoting risk parity. Similarly, applying subsampling
techniques to the majority group [70] effectively reduces the classification loss of the minority group during training.

Another popular approach for addressing group selection bias is Group DRO [147]. In Group DRO, the model is

trained towards minimizing the highest empirical risk across all groups, that is
1 D (i

maxRy(f) = max — ¥ I( (x(l)), (l)),
9eG ol gegﬂg;fg %

Under this worst-case risk framework, the model is optimized to minimize the risk of the group with the highest risk,
ultimately aiming for uniform risk across all groups. To further ensure that the model optimizes to reduce loss on the
groups with larger generalization gaps, the adjusted group DRO approach [147] adds an extra loss term that is inversely
proportional to the square root of the group’s size. In a similar vein, Krueger et al. [83] introduce two risk extrapolation
(REx) methods, namely Minimax REx and Variance REx. These two methods can enhance model robustness under
larger distribution shifts compared to traditional DRO. Minimax REx achieves this by adding an extra penalty to the
group with the highest risk. Variance REx integrates the variance of group risks into the loss function, in order to
penalize groups that deviate more from the average risk. Consequently, both REx methods effectively work toward
equalizing risk across groups.

The underlying connection between methods for addressing group selection bias and the concept of risk parity is
that risk parity fundamentally guides the design of these methods. Even though various approaches aim to balance
risks across groups, empirical evidence shows that worst-group accuracy frequently falls below the average accuracy
[147], suggesting that true risk parity is not fully realized at convergence. Therefore, there is ample room for future

research in developing optimization procedures that can reliably achieve risk parity in practice.

4 Spurious Correlation

Different from selection bias which focuses on distribution shifts caused by the sample selection process of input X,
some types of distribution shift are closely related to the emergence of spurious correlations among different features
in the training data.

Spurious correlation is the statistical relationship where two or more variables are associated but not causally
related [166]. In parallel with the rapid development of ML techniques in recent years, the sensitivity of ML models to
spurious correlations has been frequently observed in various fields, such as computer vision [72, 136], natural language
processing [179, 186], and reinforcement learning (RL) [30, 112].

Consider the classification of waterbirds and landbirds in images as an example. If almost all waterbirds appear with
water backgrounds and landbirds with land backgrounds during training, the ML classifier might learn to predict bird
types based on the image’s background due to inductive bias [198]. However, in the test environment, waterbirds may
be found in land backgrounds, which could significantly reduce the model’s classification accuracy. Therefore, the
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spurious correlation between the background Z and the label Y, i.e., their non-causal relationship, leads to inconsistency
in the relationship between Z and Y across the training and testing environments. This inconsistency results in poor
generalization performance of the ML model.

From the example above, we observe that the spurious correlation can generally be regarded as arising from group
selection bias. This is because, from the training to test environments, there is a change in the distribution of groups
formed by different kinds of birds and their corresponding backgrounds. Specifically, under group selection bias, there
are two causes directly associated with the occurrence of spurious correlations, namely environmental change and
content change (see Figure 3 for an illustration of the relationship among group selection bias, environmental change,
and content change). In Sections 4.1 and 4.2, environmental change and content change will be introduced, respectively.
We will discuss how environmental change and content change are closely connected to spurious correlations, and
further demonstrate they are inherently and naturally connected to different aspects of Al safety, such as fairness,

trustworthiness, and security.

4.1 Environmental Change

Distribution shifts occur when there are changes in the environment between training and testing. In tasks where the
input variable X is used to predict the label Y, when there is an environmental change, some features of X experience a
change in their relationship with Y while others maintain their relationship with Y. Specifically, environmental change

is defined as follows:

DEFINITION 5 (ENVIRONMENTAL CHANGE). Consider the prediction task of inferring Y from X under the environment
variable E with possible values &. Denote the Bayes error [39] for predicting Y from X in environment e € & as €(X), and
define the set of feature extractors that (approximately) preserve the Bayes error in environment e as Fe = {<I> tee(P(X)) »
€e (X)}. Then, environmental change with respect to environment variable E causes a type of distribution shift where there

exist a content (invariant) feature C(X) € (\.eg Fe and an environmental (spurious) feature Z(X), such that

Jejp,ej, €E: P(Y|Z(X),E=e;) #P(Y | Z(X).E =ej),

Veieje&: P(Y|C(X),E=e)=P(Y|C(X),E=e¢).
In concise conditional independence notation, Y L E | Z(X) andY 1L E | C(X).

From Definition 5, the inconsistent relationship between Z(X) and Y indicates the presence of environment-
sensitive spurious correlation between them. Many models that predict label Y from X employ an function ® to extract
features ®(X), which are then used for prediction. If the feature extractor ® captures information from environmental
features Z(X), the model will inevitably learn these spurious correlations and suffer performance degradation under
environmental changes. Figure 6 specifically illustrates how environmental changes occur in the previously example
of waterbird versus landbird classification, and how the spurious correlation under environmental change affects the
model’s generalization performance.

Various methods have been employed to address the challenge of environmental change [1, 5, 15, 80, 82, 185]. Notably,
many of these methods are closely related to several key aspects in Al safety, such as fairness, trustworthiness, and
security. We will systematically analyze how the inherent similarities between environmental change and Al safety

principles help bridge their methodologies.
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Fig. 6. Illustration of the negative impact of environmental change on a model trained via empirical risk minimization (ERM), using
the example of waterbird and landbird classification. The first column shows sample images from the training and test environments.
In the training environments, most waterbirds have water backgrounds, and most landbirds have land backgrounds. However, in
the test environment, the background is not highly correlated with the bird category; for instance, a waterbird can have a land
background. Thus, Z(X) represents the background feature, while C(X) represents the bird feature. As shown in the second column
with the Grad-CAM visualization [153] of the ERM model, the feature extractor ® may focus on backgrounds Z(X) to predict Y.
Consequently, in the third column, the model’s predicted labels indicate that the test model may misclassify a waterbird with a land
background as a landbird based on Z(X).

4.1.1 Fairness. From the perspective of the independence among random variables, group fairness mainly includes
sufficiency, independence, and separation [142]. Specifically, for a model that uses X to predict Y, if ¥ is the model’s
prediction and R is the protected attribute, then the definitions of sufficiency, independence, and separation are as

follows:

DEFINITION 6 (SUFFICIENCY, INDEPENDENCE, AND SEPARATION). Let Y be a prediction derived from covariates X, let Y

denote the true outcome, and let R denote the protected attribute. Then we have:
Sufficiency: Y 1L R|Y, Independence: Y 1L R, Separation: Y ILR|Y.

In Sections 4.1.1 and 5.1.1, we will provide a detailed analysis of the relationships between different types of
distribution shifts and these three notions of group fairness. For clarity, we first present a unified list of the specific
fairness definitions involved. Among these definitions, test fairness (Definition 7; see also [24]) and well-calibration
(Definition 8; see also [180]) belong to the group sufficiency notion, demographic parity (Definition 9; see also [118])
falls under group independence, and equalized odds (Definition 10; see also [56]) corresponds to group separation.
Unlike the approaches surveyed by Shao et al. [156], which treat fairness with respect to a certain protected attribute as
an additional constraint while attempting to maintain accuracy under distribution shift, we demonstrate that many

methods for addressing distribution shift are inherently related to these fairness notions.

DEFINITION 7 (TEST FAIRNESS). Let S = S(x) be the predictive score computed from the covariates X = x, and let
Y € {0, 1} denote the true outcome indicator. Then, S is test-fair with respect to the attribute R € {r1,r2} if for all values s
of SP(Y=1|S=sR=r)=P(Y=1|S=s,R=rp).
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Fig. 7. Summary of group fairness and their relationships with different causes of distribution shift. For risk-based fairness notions,
when considering the protected attribute R as groups G in distribution shift, risk parity (Definition 4) and group selection bias
(Definition 3) are closely related. From the perspective of the association between random variables, if R is considered as the
environmental variable E, then sufficiency and independence (Definition 6) are closely related to environmental change (Definition 5),
while separation (Definition 6) and generalized label shift (Definition 15) are closely related. Detailed relationships between different
fairness definitions and the causes of distribution shift will be analyzed in the corresponding sections (Sections 3.2.1, 4.1.1, and 5.1.1).

Demographic Parity

Equalized Odds

DEFINITION 8 (WELL-CALIBRATION). Let S = S(x) be the predictive score computed from the covariates X = x, and let
Y € {0, 1} denote the true outcome indicator. Then, S is well-calibrated with respect to the attribute R € {r1,rp} if for all
values s ofS,P(Y: 1|S=sR= r1) :P(Y =1|S=sR= rg) =s.

DEFINITION 9 (DEMOGRAPHIC PARITY). Let ¥ € {0,1} be a prediction computed from the covariates X. Then, ¥ satisfies
demographic parity with respect to the attribute R € {ry,r2} sz(f/ =1|R=r) = P(f/ =1|R=r).

DEFINITION 10 (EQUALIZED ODDS). Let ¥ € {0,1} be a prediction computed from the covariates X, and let Y € {0, 1}
denote the true outcome indicator. Then, ¥ satisfies equalized odds with respect to the attribute R € {r1,r} if for every
ce{0,1,P(Y=1|Y=c¢R=r)=P(Y=1|Y=cR=r3).

As shown in Figure 7, in this section, our primary focus is on the connection between environmental change and the
sufficiency and independence conditions. Specifically, when environmental changes occur, it is crucial for models to
capture appropriate features ®(X) of X for predicting Y. The Definition 5 suggests that models should avoid extracting
environmental features Z(X), and instead focus on capturing content features whose relationships with Y remain
invariant. This underpins the core idea of invariant learning.

Invariant learning aims to discover features ®(X) that satisfy
Vei,€j€8: P(Y|(D(X),E=€i):P(Y|<D(X),E=€j),

where a classifier w subsequently makes predictions based on ®(X). The learned ® avoids capturing spurious correlations
that vary under environmental changes.

Furthermore, this definition of features ®(X) is closely related to the notion of test fairness (Definition 7), which is
a specific case of group sufficiency [107]. In this setting, if we consider the environment variable E as representing
the protected attribute R, then the representation ®(X) in invariant learning is formally consistent with the predictive
score S(X) in test fairness, and can thus be regarded as an extension of sufficiency at the feature level. Moreover, the
actual predictive score f(x) := (w o ®)(x) of the model satisfies the definition of test fairness when ®(X) meets the
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minimal sufficiency condition. This means that ®(X) is a sufficient statistic for Y that is minimal in the sense that it
contains no redundant or extraneous information.

Therefore, due to the mathematical connection between environmental change and test fairness, invariant learning
techniques developed to address environmental change can be applied to achieve test fairness. Previous works implement
or approximate invariant learning in different ways. While contributing to achieving test fairness, some of these methods
are also related to other fairness notions.? We will introduce the methods related to invariant learning principles and

provide detailed discussions on how they are connected with test fairness and other related fairness notions.

4.1.1.a Conditional Distribution Invariance. To pursue invariant learning, we define conditional distribution invariance
as the objective of methods that directly aim to keep the conditional probability P(Y | ®(X), E = e) unchanged across

different e.

Invariant Optimal Classifier Learning. When predicting Y through ®(X) in various environments, invariant optimal
classifier learning requires the model to learn using the same optimal classifier w in different environments. Notably,
the invariance of w has a close connection with learning ®(X) such that P(Y | ®(X), E = e) remains invariant across
different environments e. Peters et al. [135] point out that when ®(X) is a subset of X, invariant learning is equivalent

to the existence of an invariant classifier w across environments and an error distribution €., such that
Y= w(®(X),e), € A O(X),

for X and Y in all environments e € E. Based on this equivalence, Invariant causal prediction (ICP) [135] estimates
valid ®(X) using causal inference under the assumption that o is linear. Heinze-Deml et al. [61] further extend the
method of ICP to nonlinear settings.

Another common approach for invariant optimal classifier learning is to approximate the probability distribution in

invariant learning using expectations. That is, for all the possible value «,
Veiej€&: E[Y|®(X)=aE=¢|=E[Y|®(X)=aE=e¢].

The representation ®(X) is said to satisfy the environment invariance constraint (EIC) [26] if it mets the above condition.
EIC is a weaker constraint for invariant learning and can itself be interpreted as a fairness notion under group sufficiency
[26]. Moreover, when Y is binary, EIC is equivalent to invariant learning. Thus, it is also closely related to test fairness.

EIC is intimately connected to invariant optimal classifier learning because, for a given environment e and feature
®(x) = a, the Bayes classifier w := w; that minimizes the population risk Re(w o @) = E[ £((w 0 ®)(X),Y) ‘E = e] can
be expressed as

(s 0 ®)(x) =E[Y|®(X)=a, E=c¢]|
when the loss function ¢ is the mean squared error [5, 144]. This shows that achieving EIC is equivalent to identifying a
invariant optimal classifier w across all environments.

Among various algorithms that implement EIC, Invariant Risk Minimization (IRM) [5] is one of the most representative
methods. Its core idea precisely lies in finding an invariant optimal classifier w when using ®(X) to predict Y across
different environments. In the subsequent work of IRM, Ensemble Invariant Risk Minimization Games (EIRM) [3]
attempt to find the Nash equilibrium of an ensemble game among different environments and prove that EIRM satisfies
EIC under appropriate conditions. Teney et al. [175] minimize the risk across different environments while using the

2Throughout this paper, when a method is associated multiple fairness-related causes of distribution shift, we assign it to the section corresponding to
the last cause of distribution shift.
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variance of the classifiers @ under different environments as a regularizer, so that the model is encouraged to reach a
stationary point that satisfies the IRM principle. In Regret Minimization [74], the IRM constraint is substituted with a
predictive regret formulation, which can be minimized if there exists a single optimal classifier under all environments.

Furthermore, some works have extended IRM by incorporating additional constraints. Ahuja et al. [2] argue that EIC
alone is not sufficient to guarantee good generalization performance, and they introduce the information bottleneck
constraint to address the issue that ®(X) might be fully informative about Y. Wald et al. [181] analyze the relationship
between EIC and calibration of predictive functions. Building upon IRM, they require the model f = w o ® be calibrated

across all environments. That is, for every « in the range of f:
Vejej €85 E[Ylf(X) =a, E:ei] :E[Y|f(X) =a, E:ej] =a.

This requirement is closely related to the fairness notion named well-calibration (Definition 8), which is an extension
of test fairness. When spurious feature Z(X) can be accessed,® the model f = » o ® in Spurious-Correlation-strata

Invariant Learning with Label-balance [21] achieves EIC while additionally enforcing the spurious-free constraint (SFC):
PfX)1ZX)=aY=c)=P(fX)|Z(X)=d',Y =¢)

for all class label ¢ and «, @’ in the support of Z(X). SFC is equivalent to the definition of equalized odds (Definition 10)

in fair ML if spurious feature is considered as a protected attribute.

Conditional Probability Matching. Different from methods that learn an invariant optimal classifier and focus on the
EIC, some models directly estimate ®(X) by matching the conditional distributions P(Y | ®(X), E = e) across different
environments e.

The Maximal Invariant Predictor (MIP) [82] aligns the conditional distributions P(Y | ®(X),E = ¢) and P(Y | ®(X))
for each e by minimizing their Kullback-Leibler (KL) divergence, while simultaneously maximizing the Shannon mutual
information between ®(X) and Y. Heterogeneous Risk Minimization (HRM) [103] builds on MIP to address situations
where environmental labels are unknown. Miiller et al. [122] leverage conditional normalizing flows to identify an
equivalent form of the conditional independence Y 1L E | ®(X). The Latent Causal Invariance Model (LaCIM) [170]
directly employs a Variational Auto-Encoder to obtain invariant P(Y | ®(X), E = e) across environments e, under the
additional assumption of invariance in P(X | ®(X), Z(X),E = ).

Furthermore, a series of methods use mutual information techniques to achieve conditional probability matching.
For instance, Invariant Rationalization [17] reformulates the conditional independence Y 1L E | ®(X) via Shannon
entropy: H(Y | ®(X),E) = H(Y | (X)), i.e., the mutual information I(Y; E | (X)) equals zero. At the same time,
it maximizes the mutual information between ®(X) and Y. Similarly, Li et al. [91] propose an invariant information
bottleneck principle based on minimizing I(Y; E | ®(X)).

When explicit environmental labels are unavailable, but knowledge of spurious features Z(X) under environmental
changes is given, some models instead learn ®(X) such that P(Y | ®(X), Z(X) = a) remains consistent across at
Puli et al. [138] propose finding a distribution where Y 1 Z(X). Then it learns ®(X) by minimizing the mutual
information between Y and Z(X) given ®(X), such that Y 1. Z(X) | ®(X), while requiring that ®(X) has maximal

3Throughout this paper, “access to Z (X)” refers to either direct knowledge of Z(X) [116, 126, 137, 138] or reference models capturing Z (X)-related
information [21, 210, 217]. We treat them uniformly since we focus on how the model uses Z (X)) (regardless of acquisition method) to analyze connections
with ML fairness. Similarly, “access to environment E” is treated in the same way.

4Unless otherwise specified, we define all notions of invariance with respect to the environment label E. Whenever E is unavailable but the spurious
feature Z (X)) is known, we naturally refer to the same notion of invariance across different values of Z (X).

Manuscript submitted to ACM



16 Liu et al.

mutual information with Y. Since annotations for Z(X) are seldom available, Nuisances via Negativa [137] constructs

semantic corruptions T(X) of X and demonstrates that it serves well as a proxy for Z(X).

4.1.1.b  Marginal Distribution Invariance. Marginal distribution invariance refers to the objective of learning ®(X) such
that the marginal distribution P(®(X) | E = e) remains invariant across different environments e. Under the additional
condition that the invariance of P(Y | ®(X),E = e) also holds, the joint distribution

P(®(X),Y | E=¢)=P(Y | ®(X),E=¢) P(®(X) | E=e)

is also invariant across different environments e, which implies that minimizing the population risk in different
environments yields the same solution w. With the same prediction function w, the invariance of P(®(X) | E = e)
also implies that the model f = w o @ satisfies the invariance of P(f(X) | E = e). This is equivalent to the group
independence fairness definition known as demographic parity (Definition 9).

To achieve invariant learning based on the invariant marginal distribution, various approaches directly assume or
enforce the invariance of P(Y | ®(X),E = e), and then further learn feature ®(X) across different environments such
that the discrepancy between them is minimized.

Specifically, Maximum Mean Discrepancy [14] (MMD) is widely used as a tool for minimizing the distance between
different marginal distributions. Early methods such as Maximum Mean Discrepancy Embedding [128], Transfer
Component Analysis [129], Domain Invariant Projection [8], Transfer Joint Matching [111], and Deep Adaptation
Networks [110] use MMD to ensure that P(®(X), E = e) remains consistent across various environments. Zellinger
et al. [202, 203] propose the Central Moment Discrepancy as a new distance metric between P(®(X) | E = e) across
different environments. It outperforms and is more computationally efficient than MMD. Domain-Adversarial Neural
Networks [41] aim to minimize the H-divergence between ®(X) across different environments while ensuring good
predictive performance in environments with known labels. Shen et al. [159] use the Wasserstein distance for minimizing
the distance between the distributions of ®(X) from different environments. Since the pairwise distances between
P(®(X),Y | E = e) for different e can be difficult to optimize, Chevalley et al. [22] introduce a softer constraint that
offers a better trade-off between invariance and predictability.

In addition to requiring the invariance of marginal distributions and assuming the invariance of P(Y | ®(X),E =e),
some methods directly maintain the invariance of both P(Y | ®(X),E = e) and P(®(X) | E = e) across different
environments e. Domain Invariant Component Analysis [121] minimizes the distance between the distributions of
®(X) across environments and ensures an invariant conditional relationship of Y given ®(X). Zhao et al. [215] achieve
invariant marginal distributions through adversarial training, and incorporates entropy regularization to minimize the
divergence between conditional distributions across different e. Nguyen et al. [124] simultaneously align these two
distributions by leveraging Domain Density Transformation Functions. While enforcing the invariance of the marginal
distribution, Katz et al. [77] introduce the cross-domain conditionals agreement error to quantify the discrepancy of
P(Y | (X),E = e) across different environments.

Similar to the case when achieving conditional distribution invariance, there may also be a lack of environmental
labels E, but spurious features Z(X) under environmental changes can be obtained. In this case, Makar et al. [116] first
find a distribution under which Y 1L Z(X). Then, based on this distribution, Makar et al. [116] instead learn ® satisfying
®(X) 1L Z(X) by minimizing the MMD of P(®(X) | Z(X)) under different Z(X). Zheng and Makar [217] extend the
work of Makar et al. [116] to more general settings regarding the dimensionality and type of spurious features and
labels.
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4.1.2 Trustworthiness. To ensure the safety of Al systems, many guidelines have been proposed for building trust-
worthy AI [79, 90, 102]. According to International Organization for Standardization and International Electrotechnical
Commission [71], a trustworthy Al should be able to meet user expectations in a verifiable way. In other words, Al
trustworthiness requires that the model effectively encodes the user’s goals to satisfy their expectations, and that
its decision-making process can be understood and verified. Consequently, both alignment and interpretability are
essential for achieving Al trustworthiness. In this section, we examine the relationship between distribution shift and
Al trustworthiness. Specifically, we discuss how interpretability and alignment are related to environmental change

from a definitional perspective.

4.1.2.a Interpretability. With the rapid advancement of deep learning models, their increasingly complex architectures
and the inherent black-box nature of neural networks make them difficult to understand. This has positioned inter-
pretability as a crucial research topic within the Al safety communities [93]. Interpretability can be broadly defined
as the ability to explain or present information in terms that are understandable to a human [34]. Interpretability
paradigms primarily include behavioral interpretability, attributional interpretability, concept-based interpretability,
and mechanistic interpretability [12]. The primary focus of this section is the interpretability of latent representations,
which falls under mechanistic interpretability.

To extract latent features that are more interpretable to humans, various disentangled representation learning

methods have been proposed. According to Wang et al. [187], disentangled representation can be defined as:

DEFINITION 11 (DISENTANGLED REPRESENTATION). Disentangled representation should separate the distinct, independent
and informative generative factors of variation in the data. Single latent variables are sensitive to changes in single underlying

generative factors, while being relatively invariant to changes in other factors.

Specifically, in tasks aimed at mitigating spurious correlation under environmental change, although there might not
be strict constraints on the conditional probabilities Y with respect to different features of X, disentangled representation
can aid in identifying and separating the environmental feature Z(X) and content feature C(X).

Many works have achieved this separation by disentangling the features of X based on their relationship with target
labels Y and the environment E. Note that different works may refer to the environment E as domain and the label Y as
class, identity, or category, depending on the specific context. For example, the Disentangled Semantic Representation
model [15] employs gradient reversal layers to construct domain and label classifiers, which are used to partition the
latent variables into semantic and domain components. Domain2Vec [133] achieves the disentanglement of domain-
specific and category-specific features through Gram matrix. Peng et al. [132] decompose features into domain-invariant
and domain-specific components while removing information from class-irrelevant features. MDTA-ITA [48] uses two
distinct encoders to capture domain-specific and shared information across different domains e. Zhang et al. [207]
separate semantic and variation factors of X through solving a constrained optimization problem. Chroma-VAE [196]
mitigates spurious correlations by constructing shortcut-invariant and shortcut-encoded latent spaces. Wang et al. [185]
separate domain-related and domain-unrelated semantic features, and then refine the semantic features with causality.

While all aforementioned methods incorporate autoencoder architectures and their variants, Disentangled Feature
Augmentation [87] leverages feature-level data augmentation to embed X into intrinsic and bias attributes. Generalizable
Person Re-Identification [213] extracts identity-specific and domain-specific features, and then employs backdoor
adjustment to mitigate the influence of domain-specific features on identity-specific features.
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In summary, these feature disentanglement methods that are investigated in this section typically partition the
features of X into two components to represent environmental features Z(X) and content features C(X) separately.
After isolating these components, by predicting Y based on C(X), the models can effectively mitigate the impact of
spurious correlations under environmental changes. In this manner, disentangled representation learning enables a
more interpretable extraction and analysis of features. Moreover, we argue that, from another view of the cause of
spurious correlation, the features of X can be disentangled in a more structured and granular manner. Further details

will be provided in Section 4.2.1.

4.1.2.b  Alignment. As society increasingly delegates decision-making to Al systems, a fundamental challenge surfaces:
How can we ensure these technologies authentically reflect human ethics and societal norms? This question lies at
the heart of Al alignment research, which seeks to ensure Al systems to behave in ways that are in accordance with
human intentions and values [73], particularly in complex systems such as LLMs [160] and RL applications [78]. It is
widely recognized that inner and outer alignment constitute two critical components of Al alignment research [158]. In
general, outer alignment refers to the alignment of human values with the Al system’s training objectives, and inner
alignment refers to the Al system’s actual achievement to these training objectives during operation [68]. In other
words, outer alignment ensures that the training goals of Al systems are those we value as beneficial, while inner
alignment ensures that the systems faithfully pursue these goals in practice.

To provide a more precise definition of inner and outer alignment, Hubinger et al. [68] introduce four relevant
concepts. The base objective is defined as the initial set of goals or tasks that the Al system is programmed to optimize,
and the base optimizer is the algorithmic framework or mechanism through which these goals are pursued. The mesa-
objective is the objective discovered by the base optimizer that shows effective performance in the training environment.
Consequently, at this point, the base optimizer turns into the mesa-optimizer to achieve the mesa-objective. With these

concepts, Hubinger et al. [68] define inner alignment and outer alignment as follows (see Figure 8):

DEFINITION 12 (INNER AND OUTER ALIGNMENT). Inner Alignment: The alignment between the base objective and the

mesa-objective. Outer Alignment: The alignment between the base objective and the human values.
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Optimizer Optimizer
Match I I Match Real-world
System
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! 4 4
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Fig. 8. The relationship between inner alignment and outer alignment.

Failure to achieve proper alignment in Al systems can lead to various detrimental outcomes, including behaviors that
deviate from the principles of helpfulness [36], honesty [130], and harmlessness [55], which together constitute the

HHH alignment framework [6]. Goal misgeneralization, which is one of the numerous potential forms of misalignment,
Manuscript submitted to ACM



Bridging Distribution Shift and Al Safety: Conceptual and Methodological Synergies 19

is considered to be caused by distribution shift [29, 154]. Specifically, we will focus on spurious correlations under
environmental changes and reveal their close relationship with inner alignment.

Spurious correlation under environmental change can be viewed as one of the triggers for the failure of inner
alignment. In Definition 5, consider the task of predicting Y from input X as the base objective. Then, the presence of a
spurious correlation between the environmental feature Z(X) and Y may lead the model to learn to predict Y using
Z(X). Predicting Y using the environmental feature Z(X) is precisely the mesa-objective that the model learns. When
an environmental change occurs, the inconsistency in the relationship between Z(X) and Y leads to the misalignment
between the base objective and the mesa-objective. Therefore, the approaches mentioned in Section 4, which are
designed for environmental change and directly connected to specific Al safety topics, as well as any efforts aimed
at mitigating spurious correlations caused by environmental changes [28, 80, 141, 191, 194, 199], can contribute to
improving the model’s inner alignment.

Beyond the task of predicting Y, in the realms of RL and LLMs, spurious correlation also serves as a major cause of
inner alignment failure. For example, in the context of RL, if the agent designed to assist with driving is trained in an
environment where traffic jams only occur during the daytime, it might learn a spurious correlation between light
intensity and traffic congestion [30]. When deployed in a new environment where traffic jams occur at night, due to the
misalignment between the mesa-objective and the base objective, the agent may fail to effectively predict or respond to
traffic conditions. In the case of LLMs, models primarily trained on multiple-choice safety questions may associate
safe answers with a particular answer style. This spurious correlation can result in the models failing to generate safe
outputs when facing open-ended queries [188]. Furthermore, with the emergence of advanced Al systems, deceptive
alignment has been observed [67]. In deceptive alignment, Al models’ mesa-objectives are awared of the existence of
the base objective and engage in deceptive behavior, pretending to align with the base objective to avoid being modified
during training. However, once deployed in a new environment, the model will no longer follow the base objective and
may exhibit undesirable behaviors.

Several works have started to adapt concepts from spurious correlation under environmental changes, for example
invariant learning [146, 167, 219], to RL and LLMs. Moreover, research on deceptive alignment is still largely confined
to high-level discussions and empirical identification [16, 67, 68, 160]. Although these topics do not align perfectly
with the definition of environmental change in prediction tasks (see Definition 5), they likewise involve misalignment
between the base and mesa-objectives caused by changes in the environment. Therefore, these inherent similarities
suggest significant opportunities to apply methods addressing spurious correlation under environmental changes to RL
and LLMs. Such methods hold promise for resolving deceptive alignment as well as other inner alignment challenges in

these domains.

4.1.3 Security. While ML models have achieved remarkable success across various fields, they also face significant
security challenges. ML attacks refer to malicious attempts to subvert ML systems through adversarial inputs [65, 131].
These attacks enable adversaries to compromise model integrity, availability, and privacy [13]. Specifically, backdoor
attacks [53] constitute a critical focus within ML attack research, posing substantial risks to computer vision [216],
natural language processing [197], and RL applications [184].

Backdoor attacks aim to manipulate a model’s behavior by introducing carefully crafted malicious patterns during
training. These malicious patterns cause the model to exhibit unexpected behaviors when they are present during
inference. While backdoors can be injected at various attack surfaces of the ML pipeline, including data, model, and
code [42], this section primarily focuses on data poisoning-based backdoor attacks during the model training process.
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Specifically, based on whether the attacker modifies the ground-truth labels of the poisoned samples, backdoor
poisoning attacks can be categorized into dirty-label attack [20, 208] and clean-label attack [178, 204]. In dirty-label
attacks, adversaries typically select samples from multiple classes, embed a backdoor trigger in them, and then relabel
these samples with a target class designated by the attacker. In contrast, clean-label attacks maintain the original labels
of the poisoned samples while still embedding the trigger (see Figure 9 for a simplified and intuitive illustration of

dirty-label and clean-label attacks). In the context of prediction, we formalize backdoor poisoning attack as:

DEFINITION 13 (BACKDOOR POISONING ATTACK). > Let X and Y be random variables representing clean data with joint
distribution P(X,Y) and range X and Y. Define a set of possible triggers Z (where 0 € Z denotes no trigger), and let Z be
a random variable over Z. Define a data transformation function T : X X Z — X, where T(x,0) = x (no trigger inserted)
and T (x, z) modifies x by inserting the triggerz € Z \ {0}.

In a poisoned dataset, any sample can be written as (T (x, z), y). With probability p € (0, 1), the sample comes from the
clean distribution, i.e., z = 0 and (x,y) is sampled from P(X,Y). With probability 1 — p, the sample is poisoned, meaning
z # 0 is sampled from a trigger distribution P(Z | Z # 0) and (x,y) is sampled from a specified distribution: For clean-label
attack, P(X | Y = yt) X 11y, y; For dirty-label attack, P(X) X 1{y—y,}, where y; is the target class for backdoor poisoning
attack. The goal of backdoor poisoning attack is to choose proper T, p, and P(Z), such that after training a prediction model
f + X > Y by minimizing a loss function on the training poisoned dataset, both P((f o T)(X,Z) =Y | Z = 0) (Clean data
accuracy) and P((f o T)(X,Z) =y | Y # yr, Z # 0) (Attack success rate) can be maximized during test time.

According to Definition 13, the objective of backdoor poisoning attacks is to achieve both accurate prediction on

clean data and targeted misclassification on triggered data.

A subset of the
training data

Spuriously correlated

— e H%
Trigger
( =

i 75,;")—.’( %,%) Model [~ .H%
Envgﬁ;:r;’(zntal (h:j'A;\ ’ %) ] ~A\H%

Fig. 9. The connection between backdoor poisoning attacks and environmental change. By injecting a trigger, both dirty-label attacks
and clean-label attacks introduce a spurious correlation between the trigger and the target label. In environmental change, the
spurious correlation between the environmental feature Z(X) and Y can lead to poor model performance in the test environment.
Similarly, the spurious correlation between the trigger and the label in a backdoor attack can cause the model to incorrectly predict Y
during testing. Note that not all dirty-label and clean-label attacks strictly follow the illustrated case; this is a simplified general case
for intuitive explanation.

Trigger
Dirty-label ( 1 ) Y
»

Class Attack

Clean-label
Attack

It is worth noting that the attack succeeds by creating a spurious correlation between the trigger pattern Z and

the target class y; during training. Considering the poisoned dataset as drawn from the posioned environment e, the

*Due to the diversity of actual implementations of backdoor poisoning attacks, a few attacks [148, 168] may not fully satisfy this definition; the one
provided here represents the general case.

Manuscript submitted to ACM



Bridging Distribution Shift and Al Safety: Conceptual and Methodological Synergies 21

poisoning process defined in Definition 13 precisely establishes a strong relationship: P(Y =y; | Z# 0,E=¢p) = 1.
However, in the real environment e,, regardless of whether a trigger Z appears or what the trigger is, it should not

affect the label Y. Therefore, compared with the poisoned environment,
P(Y|ZE=ep) #P(Y|Z E=¢).

Interpreting the trigger Z as a feature of T(X, Z), then according to Definition 5, Z is precisely a spurious feature of Y
under environmental change. Figure 9 provides a more intuitive illustration of the connection between environmental
change and backdoor poisoning attacks.

Despite the substantial similarities between backdoor poisoning attacks and spurious correlation under environmental
change, these two areas largely remain separate domains of research, with only a few works exploring their connections.
He et al. [60] explicitly posit a strong connection between backdoor poisoning attacks and spurious correlations.
Causality-inspired Backdoor Defense [214] first trains a biased model to capture the spurious feature, then learns a clean
model to learn features that are independent of the spurious feature. Front-door Adjustment for Backdoor Elimination
[109] introduces front-door variables as intermediate variables to eliminate all spurious correlations. These methods
view backdoor attacks as a form of spurious correlation, suggesting that their defense strategies can also be applied in
settings involving environmental changes.

More generally, while each area has its unique characteristics, due to the intrinsic relationship between spurious
correlations and backdoor poisoning attacks, we suggest that existing methodologies developed for addressing spurious
correlations could be adapted to mitigate backdoor poisoning attacks, and vice versa.

To elaborate, there are two main types of existing defense strategies against backdoor poisoning attacks based on
their goals: triggers in the dataset and backdoor in the model [99]. At the dataset level, the impact of triggers can
be mitigated through various techniques in either training of inference stage, including input purification [33, 162]
(i.e., neutralizing potential trigger patterns in the input data), input filtering [19, 176, 182] (i.e., filtering out suspected
poisoned data), and input perturbation [98, 206] (i.e., applying transformations such as adding noise or geometric
augmentations to the data). At the model level, depending on the different defense timings, approaches include training
a clean model from a poisoned data set [66, 95, 177], and eliminating existing backdoors within the model architecture
of a trained model [96, 104, 222].

Since few studies have approached backdoor poisoning attacks from the perspective of spurious correlations, the
methodologies that are relevant to addressing spurious correlation under environmental change, such as learning
invariant features ®(X) and feature disentanglement as discussed in Sections 4.1.1 and 4.1.2, could be adapted and applied
to backdoor poisoning attacks. Particularly, as triggers become more diverse and stealthy, spurious correlation-based
methods may hold significant potential for more challenging applications.

Conversely, defense strategies against backdoor poisoning attacks could also be repurposed to address spurious
correlations under environmental change. For instance, many backdoor detection methods operate on the premise
that triggers exhibit distinctive patterns in model behavior and metrics, such as spectral signature [176], neuron
activation [19], modification cost [182], training loss [95], etc. Consequently, it is common to identify poisoned samples
based on the trigger’s characteristics [43, 189] or to construct the trigger in reverse [108, 157] for backdoor mitigation.
Although triggers are maliciously introduced which makes them different from general spurious features, these methods
suggest that addressing spurious correlations could benefit from focusing on the patterns and differences in models
or certain features across different environments e. Moreover, since the permissions of defenders differ, defenses for
backdoor poisoning attack may be deployed at various stages of the model lifecycle [7]. The corresponding diverse
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strategies could also help mitigate spurious correlations across multiple stages, including data processing, model

training, hyperparameter tuning, and inference.

4.2 Content Change

In Section 4.1, we posit the existence of content feature C(X) whose relationship with the target label Y remains
invariant across different environments E. Consequently, the goal of the approach described in Section 4.1 is to extract
features that maintain a consistent relationship with Y for prediction. However, are these extracted features truly
sufficient? In this section, we further examine the causes of spurious correlation from another perspective beyond

environmental change.

DEFINITION 14 (CONTENT CHANGE). Consider the prediction task of inferring Y from X under the environment
variable E with possible values &. Content Change under environmental variable E causes a type of distribution shift
in which there exist an environmental feature Z(X) and a content feature C(X) that satisfy the conditions in Defi-
nition 5, and if both Z(X) and C(X) can be further decomposed, then the pairwise correlations among their compo-
nents exhibit variations across different environments. More formally, assume that Z(X) = [Zl (X), Z2(X), ... Zm (X)]
and C(X) = [CI(X),CZ(X),...,Ck(X)]. Then, for any two distinct components ®;(X) and ®;(X) with ®(X) =
[@1(X), ©2(X), ..., Pppsi (X)] = [Z1(X),. .., Zim(X), C1(X), ..., Cr(X)],

Jeigejy €E: pey, (Pi(X), ®j(X)) # pej, (i(X), ©;(X)).

Bird's I:-__: Label
Feature
Feature a
Extractor

A Hi&

I} Spurious correlation under environmental change

Background'’s
Feature

i~y Spurious correlation under content change

Fig. 10. Difference between environmental change (Definition 5) and content change (Definition 14) in the Waterbirds example.
Environmental change focuses on the spurious correlation between the background feature Z(X) (background) and the label Y (bird
class), whereas content change emphasizes the cross-feature correlations among different features in the image X. Note that content
change often naturally induces environmental change.

In Section 4, we introduced the Waterbirds example, where in classifying waterbirds and landbirds, most waterbirds
have water backgrounds and most landbirds have land backgrounds. While environmental change leads to a spurious
correlation between the background feature Z(X) and the label Y, as shown in the Figures 3 and 10, the definition of
content change further suggests focusing on the statistical association between different features of X.

Intuitively, Definition 14 indicates that when features are improperly extracted from X, different features may
become mixed together for predicting the label Y, thereby leading to spurious correlations among different parts of
the feature representation. Furthermore, content change implies that instead of only identifying features C(X) that
maintain invariant relationships with Y, the model can use more semantically meaningful and distinct representations
when predicting Y. All these aspects are closely related to fine-grained disentangled representation learning as defined
in Definition 11, and are therefore intimately connected to interpretability, which, as mentioned in Section 4.1.2, is a

crucial component of Al trustworthiness.
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4.2.1 Trustworthiness. In contrast to the interpretability-related discussion in Section 4.1.2 where disentangled
representation learning techniques mainly separate features of X into two parts and rely on the content features C(X)
for prediction, we aim for a more fine-grained separation of meaningful features in the content change setting.

Montero et al. [119] and Dittadi et al. [31] empirically observe that proper feature disentanglement of X can improve
the generalization performance of models under distribution shift. Furthermore, several feature decorrelation approaches
achieve feature disentanglement by removing statistical dependencies between latent features. These methods implies
that for the different components of ®(X) in Definition 14, pe (®;(X), ®;(X)) = 0 in every training environment e. In
doing so, the model can leverage diverse features for prediction while avoiding spurious correlations under content
change. Specifically, while Shen et al. [161] and Kuang et al. [84] effectively address the linear cases, StableNet [211]
and Region Aware Proposal reweighTing [212] extends feature decorrelation to deep learning frameworks using
random fourier features. Different from pursuing statistical orthogonality, Project and Probe [18] enforces geometric
orthogonality through a two-step strategy: first, it projects the pre-trained features of X onto orthogonal and diverse
components; then, it uses these components for classifying Y.

Another line of work enables feature disentanglement through diverse model training in the same environment.
They capture different features in ®(X) by training distinct models f, and enforce dissimilarity among these models
to encourage decorrelation between different features. Teney et al. [174] measure gradient alignment to encourage
different classifiers w to focus on distinct features while maintaining accuracy. Diversity-By-disAgreement Training
[127] learns ensembles of diverse models f by minimizing their agreement in the target environment. Diversify and
Disambiguate [88] first minimizes the mutual information between each pair of predictions, then selects the optimal
model under limited supervision.

Sparsity is also recognized as beneficial for extracting features that capture the same semantic meaning across
different environments e, thereby facilitating feature disentanglement. With sparse classifiers, models are more likely to
learn independent features that are shared across environments, which in turn helps models avoid capturing spurious
correlations under content change. As shown by Lachapelle et al. [85], the use of sparse classifiers contributes to
effective feature disentanglement. Fumero et al. [40] further demonstrate that disentangled representations naturally
emerge when features are sparsely activated across environments while being shared among them.

Furthermore, through appropriate disentanglement and a more structured utilization of the diverse features in ®(X),
models can achieve better generalization under content change. For instance, Zheng et al. [218], Rosenfeld et al. [145],
Eastwood et al. [35] and Zhong et al. [220] demonstrate that beyond solely relying on features that exhibit a stable
association with Y across different environments e for prediction, it is feasible to incorporate additional features from
X to enhance predictive accuracy in test environments. This observation indicates that the distinction between C(X)
and Z(X) is not binary; the appropriate components within Z(X) can also assist in predicting Y more effectively.
More specifically, it highlights an inherent trade-off between estimation and approximation error: a more granular
disentanglement and inclusion of features may increase estimation error, yet simultaneously reduce approximation error.

Therefore, reasonable utilization of additional features could lead to improved generalization in novel environments.

5 Label Shift

Label shift happens when the distribution of labels Y changes between the source and target domains. As illustrated in
Figure 11, this phenomenon arises from variations in the label distribution rather than changes in the input features X.
For example, consider a binary classifier trained to predict whether an individual is negative (y;) or positive (yz) for

pneumonia. If the classifier is trained on data from a time period when pneumonia is rare (source domain) but then
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tested later when the disease becomes more prevalent (target domain), the resulting shift in the label distribution will
lead to decreased accuracy [100].
In the following sections, we focus on two specific types of label shift, namely generalized label shift and open-set

label shift. These two types of label shift are closely connected to the Al safety topics of fairness and trustworthiness.

5.1 Generalized Label Shift

When label shift occurs, it is commonly assumed that P(X | Y, E = e) remains invariant across different environments
e. However, this assumption does not always hold in real-world scenarios. Therefore, generalized label shift (GLS) [172]

relaxes the conditions of label shift:

DEFINITION 15 (GENERALIZED LABEL SHIFT). Consider the prediction task of inferring Y from X under the environment
variable E with possible values &. Generalized label shift indicates a type of distribution shift where there exist a feature
®(X) such that

Vej,ej €85 P(O(X)|Y,E=¢)=P(®(X)|Y.E=¢j).

In other words, GLS instructs the model to extract feature ®(X) such that, for each given class label, the distribution
of ®(X) remains invariant across environments. Noted that we adopt Definition 15 to guide the identification of methods
addressing GLS. As shown in Figure 3, GLS and the causes of distribution shift discussed in Sections 3 and 4 focus on
two different directions, namely, Y and X, respectively. Consequently, works related to GLS may also appear in settings

such as selection bias or spurious correlation.

5.1.1 Fairness. When using the same classifier @, GLS also ensures that P(f(X) | Y, E = e) remains invariant across
different environments e, where f = w o ®. As illustrated in the Figure 7, this is equivalent to the predicted output
Y satisfying equalized odds (Definition 10) with respect to the environment E, which is a fairness notion of group
separation (Definition 6).

Conditional Invariant Components [51] achieves matching the class-conditional distributions P(®(X) | Y, E = e)
across different environments e under mild conditions. Tachet des Combes et al. [172] transform the conditions of
GLS to enable direct application to existing domain adaptation algorithms. Shui et al. [165] introduce the Wasserstein
Aggregation Domain Network to minimize the differences between class-conditional distributions across environments
using Wasserstein distance. Mahajan et al. [114] point out the insufficiency of the invariance of class-conditional
distribution, and instead learns ®(X) such that the distance between the representations of the same object across
different environments is minimized. Wu et al. [193] combine the invariance of P(®(X) | Y, E = e) with importance
reweighting for label shift correction. Unlike these methods, Predictive Group Invariance [1] directly matches the
class-conditional distribution of the model output f(X) = (v o ®)(X) by minimizing the KL divergence of E[P( f(X) |
d(X),Y=cE-= e)] across different environments e.

Recent advances in contrastive learning techniques have also been used to help enhance the similarity of P(®(X) |
Y,E= e) across different environments e. The central idea behind contrastive learning is to embed features of similar
samples closer to each other while pushing features of dissimilar samples further apart [86]. Specifically, Motiian
et al. [120] both require the feature distributions of the same labels to be similar across different environments e, and
encourages the feature distributions of different labels across different environments to be as separated as possible.
Similarly, Contrastive Adaptation Network [75] proposes Contrastive Domain Discrepancy which helps reduce the
divergence between P(®(X) | Y, E = e) across source and target environments. To enhance robustness of foundation
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models (FMs) for zero-shot classification, Zhang and Ré [209] infer different environments based on the distance
between X after FM embedding, and constructs a contrastive adapter that pushes together ®(X) with the same label Y
but from different e, while separating ®(X) with the same environment e but different labels Y. In GLS settings, we
may sometimes lack environmental labels and only have access to spurious features Z(X) as mentioned in Section 4. In
this case, the method Correct-n-Contrast [210], encourages closeness between ®(X) with the same label Y but different
spurious features Z(X), and pulls apart ®(X) for samples with the same spurious features Z(X) but differs in label Y.

Furthermore, some algorithms not only learn features ®(X) that satisfy equalized odds under GLS, but also impose
additional fairness-related constraints that have been previously mentioned. Regarding EIC (see conditional distribution
invariance in Section 4.1.1), Guo et al. [54] combine IRM with the invariance of P(®(X) | Y,E = e) to address the
issue of IRM yielding undesired solutions under strong triangle spuriousness. Moreover, a number of works require
that both P(®(X) | Y,E = e) and P(®(X) | E = e) remain invariant across different environments. This additional
condition aligns with the Marginal Distribution Invariance discussed in Section 4.1.1. Specifically, in Scatter Component
Analysis [47] and Domain Invariant Class Discriminative learning [92], the authors propose methods to use MMD
in different ways to align both the class-conditional distribution P(®(X) | Y,E = e) and the marginal distribution
P(®(X),E = e) across different e. The Conditional Invariant Adversarial Networks [97] and Conditional Invariant
Domain Generalization [94] leverage adversarial networks and kernel mean embedding, respectively, to ensure that both
the class-conditional distribution and the normalized marginal distributions remain unchanged across environments.
Alleviating Semantic-level Shift [190] similarly encourages the model to achieve alignment of both P(®(X) | Y, E = e)

and P(®(X), E = e) through adversarial learning and the construction of semantic-level feature vectors.

5.2 Open-Set Label Shift

Open-set label shift (OSLS) [44] describes a case where certain classes present in the target domain are entirely absent
from the source domain es. For example, consider an image classifier trained only on images of dogs and cats. If this
classifier encounters images of monkeys in the test set, it will be forced to incorrectly classify them as either a dog or a
cat because the monkey class was absent during training. Such misclassification is problematic and should be avoided.
Formally, OSLS is defined as follows [44]:

DEFINITION 16 (OPEN-SET LABEL SHIFT). Consider the prediction task of inferring Y from X under the source domain

es and the target domain e;. OSLS indicates a type of distribution shift in which there existsy € Y such that
P(Y=y|E=e)=0 and P(Y=y|E=¢)>0.

Furthermore, for anyy € Y withP(Y =y | E = e5) # 0, it is required that
PX=x|Y=yE=e)=PX=x|Y=yE=e¢).

Figure 11 illustrates OSLS. Even though the model is trained only on seen classes from the source domain, we aim to
use its outputs to detect and correctly handle unseen classes. Approaches to tackling OSLS are closely tied to uncertainty
quantification, as measuring prediction uncertainty can help identify inputs that likely belong to classes absent from

the training set.

5.2.1 Trustworthiness. Beyond interpretability and alignment (see Sections 4.1.2 and 4.2.1), a model’s trustworthiness
can also be enhanced through well-quantified uncertainty. In the ML pipeline, uncertainty can be categorized into
different types, including aleatoric and epistemic uncertainty [69]. Here, we focus on the uncertainty in the model’s
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Source Target Source Target Source Target
(a) No Label Shift (b) Label Shift (c) Open-Set Label Shift

Fig. 11. An illustration of label shift and open-set label shift (OSLS). Label shift is the general setting where the proportions of labels
differ between the source and target domains. OSLS is the setting where a new class (shown in green) appears in the target domain.

predictions, which can arise from various factors. For instance, consider an autonomous driving system that uses an
image classification model to identify objects around the vehicle [23]. The system relies on these predictions to make
critical decisions, such as yielding to pedestrians. However, in cases where an ambiguous object-like a realistic depiction
of a human on an advertising board—appears, the model should express uncertainty rather than overconfidence. Such
calibrated predictive uncertainty improves the reliability and safety of the system.

It is crucial that this uncertainty is quantified, as the model’s prediction is further used to guide the system’s
decision. Various definitions of uncertainty quantification have been proposed [59]. In our paper, we define uncertainty

quantification at a high level as follows [63]:

DEFINITION 17 (UNCERTAINTY QUANTIFICATION). In a classification problem, for each input x, uncertainty quantifica-
tion derives a score u € R from the outputs of the classification model f. A higher score indicates that the model is less

certain in the prediction.

With this definition, we establish a connection between OSLS and uncertainty quantification. We continue to use
the autonomous driving example to demonstrate this connection. The vision model in the system predicts a label for
an observed object, yet if the true label is not included in the training set’s label set Y/, the prediction will inevitably
be wrong. If the system acts on this prediction, an accident could occur. To address OSLS, existing methods typically
follow a two-step process [38, 45, 150, 201]. First, an uncertainty score is computed for each input. This score reflects
the model’s confidence regarding whether the input belongs to a seen or an unseen class. The uncertainty score can be
calculated based on quantities derived from model outputs, such as prediction entropy [150, 201] or softmax confidence
[38, 45]. Next, a threshold is selected to decide when to reject the model’s decision. If the uncertainty score exceeds the
threshold, the input is classified as belonging to an unseen class rather than any of the seen classes. This threshold
should be carefully chosen, as it balances the risks [9] of type I errors (misclassifying an input from a seen class as
unseen) and of type I errors (assigning an unseen input to one of the seen classes).

Therefore, since the unseen label is the primary cause of the model’s high uncertainty, OSLS naturally includes the
process of determining whether new data under distribution shift belongs to seen classes, and their methods contribute
to quantifying uncertainty. Notably, while this section primarily discusses how methods for addressing OSLS are related
to uncertainty quantification, more techniques in uncertainty quantification [59] can be applied to identify data points

with unseen labels.
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6 Conclusions and Future Directions

Distribution shifts pose severe safety challenges to Al systems. To gain an in-depth insight into the relationships
between distribution shift and Al safety, we have conducted a systematic analysis of the connections between specific
causes of distribution shift and concrete Al safety issues. The main contributions of our work are summarized as follows.

e A comprehensive, apples-to-apples, and mathematically grounded analysis. We have thoroughly ex-
amined various aspects of distribution shift and Al safety. By breaking them down into specific topics, we
provide a detailed, one-to-one correspondence in our discussion. Moreover, the connections between specific
distribution shift causes and concrete Al safety issues are established based on the mathematical relationships in
their rigorous definitions.

o Identification of two types of relationship with a corresponding methodological review. Through our
analysis, we have identified two types of relationships between distribution shift and Al safety: (1) methods that
address a specific cause of distribution shift can achieve a concrete Al safety goal; and (2) methods designed
for a specific distribution shift cause and the corresponding Al safety issue can be mutually adapted due to the
inherent consistency in their definitions. Based on these connections, we provide a detailed review of related
methodologies to establish a solid link between the specific topics within distribution shift and Al safety.

Based on the connections between distribution shift and Al safety revealed in our work, we suggest two promising
directions for future research in these two fields.

e In-depth integration of methods in distribution shift and AI safety. Our work demonstrates how methods
for handling distribution shifts can effectively achieve specific Al safety goals (i.e., the first type of relationship).
However, within Al safety research, techniques from the field of distribution shift have not yet been widely
recognized and applied [64, 90, 118]. Furthermore, while we have revealed consistency between the definitions
of specific topics in distribution shift and Al safety (i.e., the second type of relationship) and such consistency is
already reflected in the similarity of their methods, few works have truly adapted methods from one field to the
other. Therefore, there is significant potential for applying methods in the field of distribution shift to Al safety,
and vice versa.

e Broader interconnections between distribution shift and AI safety. In our work, we focus on three well-
studied categories of distribution shift: selection bias, spurious correlation, and label shift. However, as ML
models are increasingly deployed across diverse fields, a wider variety of causes of distribution shift emerge. For
example, under performative distribution shift [27, 134], the predictions made by deployed ML models influence
the data generation process, so that the data distribution is changed. These new forms of distribution shift
introduce further safety risks, yet their connections to Al safety remain underexplored. Moreover, while our
discussion primarily focuses on distribution shift in prediction tasks, we further suggest that it is necessary
to systematically extend our framework to encompass additional settings, such as reinforcement learning and

autoregressive learning.
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