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Abstract

Despite the remarkable generation capabilities of diffusion models, recent studies have shown
that they can memorize and create harmful content when given specific text prompts. Although
fine-tuning approaches have been developed to mitigate this issue by unlearning harmful con-
cepts, these methods can be easily circumvented through jailbreaking attacks. This implies that
the harmful concept has not been fully erased from the model. However, existing jailbreak-
ing attack methods, while effective, lack interpretability regarding why unlearned models still
retain the concept, thereby hindering the development of defense strategies. In this work, we
address these limitations by proposing an attack method that learns an orthogonal set of in-
terpretable attack token embeddings. The attack token embeddings can be decomposed into
human-interpretable textual elements, revealing that unlearned models still retain the target
concept through implicit textual components. Furthermore, these attack token embeddings
are powerful and transferable across text prompts, initial noises, and unlearned models, em-
phasizing that unlearned models are more vulnerable than expected. Finally, building on the
insights from our interpretable attack, we develop a defense method to protect unlearned mod-
els against both our proposed and existing jailbreaking attacks. Extensive experimental results
demonstrate the effectiveness of our attack and defense strategies.
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1 Introduction

Diffusion models (DMs) have recently emerged as a powerful class of generative models, capa-
ble of producing diverse and high-quality content such as images [1], videos [2], and protein
structures [3]. Notably, Text-to-Image (T2I) diffusion models [4, 5, 6, 7, 8] have gained signifi-
cant popularity for their ability to generate high-fidelity images from user-provided text prompts.
However, the remarkable generative capabilities of these models also raise significant concerns re-
garding their safe deployment. For example, users can exploit carefully crafted text prompts to
induce these models by generating unethical or harmful content, such as nude or violent images,
or copyrighted material [9].

To address such safety concerns, Machine Unlearning (MU) methods have recently been devel-
oped for “erasing” harmful concepts from the models while preserving the generation quality of
safe content. For instance, a wide range of methods [10, 11, 12, 13] seek to unlearn harmful content
in pretrained DMs by fine-tuning the model weights [14]. Although these methods have demon-
strated notable progress, unlearning DMs through fine-tuning still leaves them vulnerable to jail-
breaking attacks [15, 16,17, 18, 19], which enforce unlearned models to regenerate harmful content.
For instance, UnlearnDiff [15] crafts adversarial discrete text prompts, and CCE [16] leverages tex-
tual inversion [20] to execute jailbreaking attacks in embedding space. These jailbreaking attack
methods reveal that existing unlearned models remain vulnerable and can be used to evaluate the
robustness of unlearned models. They also highlight the pressing need to address the emerging
safety challenge of defending unlearned diffusion models, which aims to enhance their robustness
against attacks.

However, prior jailbreaking attack approaches rely on discrete or continuous optimization,
without considering the interpretability of the resulting attack prompts. Consequently, they offer
limited insights into the underlying causes of the deficiencies in current unlearning methods, nor
do they explore the potential for defense. To the best of our knowledge, the defense of unlearned
models is an underexplored problem in the field. A recent work, RECE [21], targets a specific
unlearned model (i.e., UCE [11]), and focuses on defending it against adversarial attacks (i.e.,
UnlearnDiff). Yet, defending a broader range of unlearned models against other types of attacks
remains a challenging problem. This leads us to pose the question: Can we design interpretable and
effective jailbreaking attacks, and leverage the resulting insights to develop defenses for existing unlearned
models?

To address the above challenge, we introduce a subspace attack method that is interpretable, ef-
fective, and transferable, which further motivates an effective subspace-based defense strategy appli-
cable to various unlearned models and attacks. Inspired by the hidden-language interpretability
of DMs [22], we analyze the token embeddings of the text encoder in unlearned diffusion mod-
els, and discover that a diverse set of orthogonal token embeddings can be learned—each capable
of regenerating the same harmful concept. These embeddings achieve greater or comparable at-
tacking effectiveness on unlearned models compared to prior methods, while exhibiting stronger
transferability across text prompts, initial noises, and unlearned models, establishing them a reli-



able tool for evaluating model robustness. Importantly, each attack embedding can be expressed
as a nonnegative linear combination of interpretable concepts (Section 3.1). We leverage this inter-
pretability to uncover how current diffusion unlearning methods continue to associate the harmful
concept with mixtures of other concepts, thus retaining unintended generative capabilities. These
insights motivate the design of new defense solutions. We propose a concrete defense mechanism
that mitigates the harmful concept by removing the learned attack token embeddings through or-
thogonal subspace projection (Section 3.2), and outline additional future directions in Section J.
Our defense strategy can be seamlessly integrated into various unlearned models, improving ro-
bustness against different jailbreaking attacks while preserving higher generation quality than the
baseline defense method [21]. For a comprehensive discussion of related works, see our discussion
in Section A. In summary, this work makes the following contributions:

o Interpretable jailbreaking attack. We propose a subspace attack method whose token embed-
dings can be interpreted in a bag-of-words fashion, revealing that while explicit associations
with the target concept are weakened in unlearned diffusion models, implicit associations still
persist, providing insights for defending unlearned models.

o Effective and transferrable attack. Our attack method consistently achieves strong attack per-
formance across various unlearned models and concepts, providing a reliable metric for evalu-
ating unlearning robustness. Furthermore, these embeddings transfer effectively across initial
noise, text prompts, and unlearned models, highlighting the vulnerability of current unlearned
models.

e Subspace defense inspired by subspace attack. Our investigation into interpretable jailbreak-
ing attacks further motivates a subspace-based defense strategy that mitigates adversarial in-
fluence by orthogonally projecting out attack embeddings. This defense approach offers more
reliable and flexible protection for unlearned models against diverse jailbreaking attacks, while
preserving model utility more effectively than prior defense methods.

2 Preliminaries and Problem Statement

Overview of LDM. T2I diffusion models have recently gained popularity for their ability to gen-
erate desired images from user-provided text prompts. Among these various T2I models, Latent
Diffusion Model (LDM) [4] is the most widely deployed DM, which current machine unlearning
methods majorly focus on. In this work, we first introduce an attack method, and then leverage
the insights gained from it to develop a defense strategy. For a given text prompt p, LDM first
encodes p using a pretrained CLIP text encoder f(-) to obtain the text embedding ¢ = f(p). Then,
the generation process begins by sampling a random noise zr ~ A (0, 1) in the latent space. After
that, LDM progressively denoises z7 conditioned on the context ¢ until the final clean latent 2 is
achieved. Specifically, for each timestep ¢t = 7,7 — 1, ..., 1, its denoising UNet, €g(z; | ¢), predicts
and removes the noise to obtain a cleaner latent representation z;_;1. The clean latent 2y is then



decoded to an image with a pretrained image decoder. To train the denoising UNet €g(2; | ¢) in
LDM, we minimize the denoising error:

L=E@eeno) |lle—€o(z | )3, (1)

where z is the clean image latent encoded by a pretrained image encoder and c s its corresponding
text embedding encoded by a pretrained CLIP text encoder [23]. Here, z; = \/azz + /1 — oy€e is
the noisy image latent at timestep ¢, and «; > 0 is a pre-defined constant.

CLIP text encoder and the token embedding space. To control the generation process, a key
component of LDM is the pretrained CLIP text encoder f(-). As illustrated in Figure 1, the CLIP

text encoder consists of three main components:

e Tokenizer: This module splits the text prompt p into a sequence of tokens, which can be words,
sub-words, or punctuation marks. Each token is assigned a unique token ID from the CLIP text
encoder’s predefined vocabulary.

e Token Embeddings: These token IDs [i,j, ... | are then mapped to corresponding token embed-
dings v; € R? stored in the token embedding table. This process generates a sequence of token
embeddings [v;, vj, ... ].

e Transformer Network: This network processes the sequence of token embeddings and encodes
them into the final text embedding c that can guide the image generation process in LDMs.

Through optimizing Equation (1), LDM learns to associate activations in the text encoder
with concepts in the generated images. Prior research has explored controlling generated con-
tent through manipulating activations in the text encoder. In particular, it has been identified that
the token embedding space v plays a vital role in content personalization, where a single text em-
bedding can represent a specific attribute [20] and the token embedding space can be utilized for
linear decomposition of concepts [22]. Inspired by the expressiveness and interpretability of the
token embedding space, this work proposes both jailbreaking attack and defense mechanisms, as
detailed in Section 3.

Problem statement: jailbreaking attack and defense on unlearned LDMs. Existing MU for
LDMs [10, 11, 13] often rely on heuristic fine-tuning of the denoising UNet of LDM, and the re-
sulting models typically lack robustness. Jailbreaking attacks aim to evaluate unlearned models’
robustness, while defenses aim to improve their robustness under attacks.

Given a prompt p ="a photo of a [farget concept] ...”, an unlearned LDM originally can not
generate this target concept. Jailbreaking attack treats the unlearned LDM as a victim model, and
manipulates the prompt to lead the victim model to regenerate unwanted concepts. There are
majorly two kinds of attack setup: (i) Adversarial jailbreaking attacks [15, 17, 18, 19] optimize an
adversarial text prompt paty Which is appended to p. The combined prompt is then used to trigger
the generation of the target concept. (ii) CCE [16] follows a different approach by learning an
attack token embedding vaet, which is assigned to a new token, < vaty > following [20]. This new



Input Prompt O Trainable Frozen

CLIP Text [APowcfa )

Encoder ______________ l _____________ .\

i Tokenizer :

1

E “q, ”'PMOtD’, ”0{”, “gr 4 I3 : 1

i | MLP Jel)

i Embedding vll”z‘ ’VN V/a\a‘tt : 1

! Lookup . i

E v, V;,Vp, V;, . 1

'-\. Transformer i =yN o v

Figure 1: Learning one interpretable attack token embedding. The learning process of one attack
token embedding v, for the concept “Van Gogh” is visualized. parts represent the frozen
unlearned LDM, where, for simplicity, we omit the image encoder and decoder. In parts,
it illustrates the learning mechanism for optimizing an MLP network to produce v+, which is a
linear combination of the existing token embeddings.

token is attached to the existing token set {v;} and the prompt is modified by replacing the [target
concept] with < va¢y > to induce generation of the target concept. Our attack setup is similar to
CCE in that it learns attack token embeddings, but it is designed to provide interpretability and
achieve stronger attack performance.

Defense, in contrast, seeks to protect an unlearned LDM from certain jailbreaking attacks. Once
a defense strategy is applied, it should make the model more resistant to regenerating harmful con-
cepts under attack, while preserving its ability to generate harmless content. For example, RECE
[21] further modifies the denoising UNet of the unlearned model UCE [11] to defend against Un-
learnDiff [15]. In this work, we propose a defense strategy that builds upon existing unlearned
LDMs to further enhance their robustness through safeguarding the token embedding space. Our
objective is to develop a broadly applicable defense that can be simply integrated into diverse ex-
isting unlearned models and remains resilient against jailbreaking attacks having different setups.

Notations. Before introducing our method, we define the following projection operators. Specif-
ically, given vector z, for a vector v, let Proj, (z) denote the projection of z onto v. For a matrix V/,
let Projy,(z) denote the projection of z onto the subspace spanned by the columns of V. Formally,
these operators are given by

’U’UT

Proj,(z) := Wz, Projy(2) = V(V'V) vz
2

3 Subspace Attacking and Defending Methods

This section introduces our subspace attacking and defending methods for LDMs. In Section 3.1,
we explore the token embedding space to develop an interpretable and transferable attack method
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v; a; “van Gogh” v; a; “church” v; a;

undergraduate | 0.08 @7~ blu 0.09 ' eton 0.12
sumptuous 0.07 staring 0.09 peter 0.09
hips 0.07 tweeted 0.09 elim 0.09
shading 0.06 vaugh 0.08 royalwedding 0.09
nips 0.06 lue 0.08 pilgrimage 0.08
belle 0.05 tinted 0.07 prayers 0.08

Figure 2: Interpreting the attack token embeddings for concept “nudity”, “Van Gogh”, and
“church”. Tokens with the largest «; are words associated with the target concept. For exam-
ple, top tokens for “church” are activities conducted in the church, or names from the Bible.

(SubAttack) by learning a sequence of attack token embeddings that form a low-dimensional sub-
space. SubAttack reveals the vulnerability of unlearned models and inspires us to propose a de-
fense strategy (SubDefense) in Section 3.2, by orthogonal subspace projection of learned attack
token embeddings, which can effectively defend against various jailbreaking attacks.

3.1 Subspace Attacking: SubAttack

Before we introduce our subspace attacking (SubAttack) method, let us build some intuition of
how to learn a single-token embedding attack va¢y € R? first. Based on this, we will then show
how to iteratively learn a sequence of orthogonal attack token embeddings through deflation, i.e.,

removing already computed embeddings.

3.1.1 A Single-Token Embedding Attack

Specifically, inspired by [22], we learn a single-token embedding v € R? through a non-negative
linear representation of existing token embeddings v; in the CLIP vocabulary V as follows:

N
Vart = 3 0304, i = ge(v;) >0, (2)
i=1
where N is the total size of the original CLIP vocabulary, and v;, ¢ = 1,2,..., N, are original

CLIP token embeddings within V. Non-negative «; are parameterized via a multi-layer perceptron
(MLP) network gg(-) : R¢ — R* with ReLU activation.

To learn v,¢¢, we optimize the loss £ in (1) with respect to the parameter ® of the MLP, while
freezing all the other components. As illustrated in Figure 1, during training we enforce the train-
ing data pairs (z, c*) ~ D to satisfy the following constraints: (i) z is the latent image containing
the target harmful concept. (ii) c* is the text embedding for the text prompt p, and p contains the
new special token < v,¢ > whose token embedding is vat+.

Remarks. The optimized v,y is the “hidden word” within the unlearned LDM representing
the target concept, and prompts such as “a photo of < vaty >" can trigger the unlearned model
to regenerate the target concept. Adopting the constraint in (2) following [22] further enables the



“hidden word” to be interpretable in a bag-of-words manner. The target concept can be viewed as
a combination of top-weighted (i.e., having largest ;) concepts in V. As illustrated in Figure 2,
our method can identify human-interpretable tokens that are associated with different harmful
concepts (e.g., nudity, Van Gogh, church) in the unlearned LDM. This aligns with prior findings
[24] that “negative concepts are not as interpretable as positive concepts.” We discuss such in-
terpretability in a broader context, including the LLM linear representation hypothesis [25] in
Section A. Moreover, we will ultimately learn an orthogonal set of “hidden words” for the target
concept, and the set of words can be interpreted together to more comprehensively understand
how the unlearned models still memorize the target concept, as shown in Figure 3, with a more
detailed discussion in Section 4.2. Now, we first introduce how such a set of “hidden words” are
learned.

3.1.2 Subspace Token Embedding Attacks

Instead of learning a single attack token embedding vas+, it is more powerful to learn a set of diverse
attacks {Vage k1, (m < d) that can attack the same harmful concept, as outlined in Algorithm 1.
We enforce orthogonality on {vags, k}le to increase the diversity of the attacks so that they span a
low-dimensional subspace.

We learn such a set of orthogonal token embeddings {’Uatt,k}le through deflation, sharing
similar ideas with classical methods in numerical linear algebra such as orthogonal matching pur-
suit [26]. Specifically, suppose the first attack token embedding va+ 1 is identified following Sec-
tion 3.1.1 by optimizing a MLP gg,, we then “remove” the harmful concept va¢¢,1 from the whole
vocabulary V via orthogonal projection:

Vi2 = Vi1 — Projvattyl(vm), Vi€ [N]. 3)

Here, for the ease of presentation, we let v;; = v; € V for all i € [N]. (3) makes all the updated
V24, ...,V N orthogonal to vagy,1. With the new Vs = {'0271'}1]-\41, we can learn a second attack token
embedding vatr 2 = Efvzl 22, Qo = g@,(vi2) > 0, then v,y 2 is ensured to be orthogonal
to vatt,1. Here, g, is another MLP optimized in the same way as gg,. As such, we can repeat
the procedure for K times to learn and construct a set of orthogonal attack token embeddings
{vatt,k}szl for the same harmful concept. In practice, during attacking, we choose K = 5, which
already has a strong attack performance while keeping the optimization efficient.

3.2 Subspace Defending: SubDefense

SubAttack can find interpretable “hidden words” representing the target concept in unlearned
LDMs. On the one hand, we can leverage SubAttack to examine existing unlearned LDMs and
test their unlearning robustness. On the other hand, it inspires us with potential ways to enhance
the robustness of unlearned models. Our intuition is to further remove these identified “hidden
words” from unlearned models, so that the model will be more universally robust to various kinds
of jailbreaking attacks. Intuitively, this can be achieved by projecting onto the nullspace of learned
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Figure 3: Interpreting the subspace of attack token embeddings for concept “nudity” across
different models. (a) The original LDM (i.e., SD) majorly relates it to explicit synonyms. (b-e)
Unlearned LDMs more heavily associate it with implicit concepts.

subspace attacks. Thanks to the transferability of these attacks, the resulting defense strategy can
be robust against a broad range of jailbreaking attacks.

Specifically, suppose we learned a set of attack token embeddings {vas: 1 1, for a target con-
cept through our subspace attacking method proposed in Section 3.1, let us rewrite

Vate = [Uatt,l Vatt,2 " Vatt,K| € RdXK-

This Vi, is learned in an unlearned diffusion model whose CLIP token embedding vocabulary is
V = {v;}}¥,. The proposed defense will “block” the subspace spanned by V. to defend against
various jailbreaking attacks. Each token embedding v; in V will be updated as follows:

Vaet,; = U; — Projy,, (v;), Vi€ [N]. (4)

For UnlearnDiff [15] and SubAttack, their learned jailbreaking attack prompts or embeddings are
based on the unlearned LDM'’s vocabulary. Hence, we will update the unlearned LDM by ap-
plying (4) to complete the defense. After that, UnlearnDiff and SubAttack can still take place,
but turn out to have lower ASR (Section 5). For CCE [16], which learns an attack token em-
bedding v.:¢ with no constraints related to the unlearned LDM’s vocabulary V, simply applying
(4) is not enough. Hence, additionally, no matter what v,y is learned by CCE, we also apply

Vdef = Vatt — PTOij <'Uatt)-

4 Experiments for SubAttack

This section demonstrates that SubAttack is an effective tool for exposing and understanding the
vulnerabilities of existing unlearned models. Through extensive experiments, we highlight both
the effectiveness and transferability of SubAttack, and leverage its interpretability to provide in-
sights into why current unlearning methods fail.
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Figure 4: SubAttack jailbreaks various concepts (NSFW, style, objects) across different un-
learned models (ESD, FMN, UCE, SPM). It consistently reveals the residual vulnerabilities in
these models.
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Figure 5: SubAttack can generate the target concepts with high ASR while aligning with orig-
inal text prompts. For example, our attack generates nude women with different backgrounds

while CCE fails to generate the correct backgrounds.

4.1 Settings

(i) Victim Models. The domain of diffusion model unlearning is undergoing rapid advancement.
To assess the proposed SubAttack, we choose several unlearned LDMs that are widely used in
prior jailbreaking attack methods [15, 16], including ESD [10], FMN [12], and UCE [11], together
with a recent unlearned model SPM [13]. These unlearned models are capable of unlearning
not-safe-for-work (NSFW) concepts, styles, or objects, and perform well on standard unlearning
benchmarks while preserving reasonable generation ability. Following [15], the unlearned models
used in this work are finetuned from Stable Diffusion (SD) v1.4 [4]. (ii) Concepts and Dataset.
We perform jailbreaking attacks on three categories of concepts commonly targeted in unlearned
LDMs: “nudity” for NSFW concept, “Van Gogh” for style concept, and “church”, “garbage truck”,
“parachute”, and “tench” for object concept. To facilitate reproducibility, we follow the dataset
construction protocol of UnlearnDiff [15], creating for each concept a set of 300-900 (text prompt,
seed) pairs. Each pair is verified to produce the target concept with the original SD v1.4. Our
dataset is approximately six times larger than that used in UnlearnDiff, enabling more reliable
evaluation. Moreover, for each prompt, we construct at least 10 (text prompt, seed) pairs using
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Table 1: Attack performance of various jailbreaking methods, measured by ASR (%) over 900
prompts for each concept across various unlearned models, average computation time for attacking
one image, and other features. Best results are highlighted in bold.

ASR (%) 1

‘ Time per Interp-

‘ Inspire

Concepts: H Nudity | Van Gogh | Church ‘ Image ‘retable Defense

4
Victim Models: | ESD FMN UCE SPM | ESD FMN UCE SPM | ESD FMN UCE SPM | ) \ \
NoAttack 1878 9000 23.00 2256 | 578 2156 7144 4378 | 933 5156 655 4378
UnlearnDiff 51.11 100.00 7822 83.33 | 40.94 100.00 100.00 53.49 | 51.74 3533 61.67 53.67 | 906.6
CCE 85.11 98.33 7722 7833|7522 9333 9567 81.67|8200 9778 81.89 7667 | 114
SubAttack (Ours) | 97.56 100.00 81.67 74.89 81.00 9633 9833 8278 | 91.33 97.78 82.67 84.89 542 v

different seeds to reduce randomness and support the evaluation of attack transferability across
different noise initializations. (iii) SubAttack Setup. By default, we conduct SubAttack to learn
{Vare 1 11, with K = 5 for each concept. For each (text prompt, seed) pair, we perform the attack
by replacing the target concept word in the prompt with each vy ;. The attack is considered suc-
cessful if at least one of the v,y 1, leads to the generation of the target concept. We choose K = 5
as it provides strong attack performance while maintaining computational efficiency. Ablations on
attack performance versus K are in Section F.1. (iv) Metrics. Following [15], we utilize pretrained
image classifiers to examine whether the target concept is generated in the image, and report at-
tack success rate (ASR). For NSFW concept, NudeNet [27] is employed. For style concept, we
use the publicly available classifier finetuned on the WikiArt dataset [28] and report Top-3 since
it can better represent the attack results, considering the classifier is overly restrictive as discussed
n [15]. For objects, an ImageNet-pretrained ResNet-50 classifier is deployed. (iv) Baselines. We
compare SubAttack with three baselines: NoAttack, UnlearnDiff, and CCE, where NoAttack refers
to using the original prompts on unlearned models without specific jailbreaking techniques. By
default, UnlearnDiff and CCE are implemented following their original settings, but unified using
our dataset. For example, UnlearnDiff will optimize an adversarial attack prompt for each <text
prompt, seed> pair. We provide more experiment details in Section C.1.

4.2 On the Effectiveness, Transferability, and Interpretability of SubAttack

SubAttack is an effective global attack. Unlearndiff is a local attack by optimizing an adversarial
text prompt for a (prompt, seed) pair. This could be time-consuming since attacking each (prompt,
seed) pair takes about 30 minutes on average. In contrast, our SubAttack aligns with CCE and can
learn global attack token embeddings to attack any (prompt, seed) pairs, where the learning of
each global token embedding takes about 20 minutes on average. As presented in Figure 4, SubAt-
tack’s global attack token embeddings learned on different unlearned models can jailbreak various
concepts across hundreds of different prompts and seeds. Selecting “nudity”, “Van Gogh”, and
“church” as representative concepts, we compare ASR of SubAttack with baselines in Table 1. Al-
though, as a local attack, UnlearnDiff performs worse than CCE and SubAttack in many scenarios,
such as attacking any unlearned model for the concept “church”. Although CCE learns the attack
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Table 2: Transfer attack performance of various jailbreaking methods from ESD to other models

across different concepts, measured by ASR (%).

Concepts: ‘ Nudity ‘ Van Gogh ‘ Church

Victim Models: \FMN UCE SPM \ FMN UCE SPM \ FMN UCE SPM

NoAttack 90.00 23.00 2256 | 21.56 7144 43.78 | 51.56 6.55 43.78
UnlearnDiff 93.33 4133 38.22 | 1278 64.00 47.11 | 6.19 13.33 58.00
CCE 93.00 1833 37.56 | 7233 43.56 81.33 | 91.00 70.11 92.78

SubAttack (Ours) | 96.89 77.00 80.44 72.67 88.89 86.89 | 92.89 83.77 92.00

token embedding freely while our SubAttack adds additional constraints to enable interpretability,
SubAttack is compatible with CCE, and surpasses CCE in many circumstances. Moreover, as illus-
trated in Figure 5, our attack follows the text prompts better. For example, our attack fits the nude
woman into different backgrounds, such as snowy parks, jungles, and woods, while CCE overly
emphasizes “nudity”. We provide additional attack visualizations in Section I.

SubAttack can transfer across different unlearned models. The attack token embeddings
identified by SubAttack demonstrate strong transferability, even across different unlearned dif-
fusion models. As shown in Figure 6 (a), embeddings learned via SubAttack on the ESD model
are directly transferred to attack FMN, SPM, and UCE. All three concept types, nudity, style, and
object, can be successfully transferred to these target models with high ASR. We further compare
the transfer ASR of SubAttack against other baselines in Table 2 (more results in Table 10 in Sec-
tion D.2), where we transfer the token embeddings from CCE and the adversarial prompts from
UnlearnDiff to other victim models accordingly. SubAttack consistently achieves the highest trans-
fer ASR across different models and concepts. This strong transferability suggests that the learned
attack embeddings may either emerge from shared distributional patterns introduced during fine-
tuning or be inherited from the original SD model, with following analysis supporting the latter.

SubAttack token embeddings are inherited from the original SD. We experimentally verify
that the learned token embeddings are effective in the original SD. Specifically, we transfer the
attack token embeddings from different victim models (ESD, FMN, UCE, and SPM) back to the
original SD, and test their transfer ASR on SD. The transfer ASR turns out to be high, consistently
being larger than 80% across all different concepts and models (details in Table 5 in Appendix). We
visualize the transfer results in Figure 6 (b). These results demonstrate that although effective on
unlearning benchmarks, existing machine unlearning methods still preserve certain associations of
the target concept that are inherited from the original SD. These inherited associations are likely a
key reason unlearned models continue to generate harmful content. Leveraging the interpretability
of our method, we subsequently uncover the nature of these residual associations.

SubAttack reveals concepts implicitly associated with the target concept. As shown in Fig-
ure 2, one learned token embedding can be interpreted in a bag-of-words manner. Furthermore,
the set {'uatt,k}kK:l can be collectively analyzed as in Figure 3. Setting K = 100, for each va¢y i,
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Figure 6: Transfer attack token embeddings learned by SubAttack to different unlearned models
or to the original diffusion model.

we extract the top 50 highest-weighted tokens, resulting in 5,000 tokens per victim model. These
tokens are stemmed and lemmatized to root forms, and the most frequent root tokens are visual-
ized using WordCloud. The same process is applied to the original SD. As depicted in Figure 3a,
the most frequent stems in the original SD are “nude” and its direct synonyms, such as “bare” and
“naked”. In contrast, Figure 3b, Figure 3d, and Figure 3e reveal that the top tokens in ESD, UCE,
and SPM are instead implicitly related terms such as “slave”, “nip”, and “babes”. This indicates
that while these unlearned models reduce explicit associations with the target concept, they still
retain implicit associations. Interestingly, this mirrors human associative thinking. Besides, FMN
displays a higher presence of explicit terms like “nude” (see Figure 3c) and produces more nudity-
related images than other unlearned models, even with no attacks (see Figure 4). This supports
the notion that weaker unlearning leads to retained explicit associations as well. Additional results

and analysis are provided in Section D.1.

5 Experiments for SubDefense

Having demonstrated the effectiveness of our attack method, we now turn to evaluating the de-
fense mechanism it motivates. This section evaluates the robustness of SubDefense by integrating
it into existing unlearned models. Experimental results demonstrate that SubDefense provides a
more versatile and resilient defense strategy than the baseline, while better preserving generation

quality on safe prompts.

5.1 Settings

(i) Basics. SubDefense is plugged into UCE, ESD, FMN, and SPM for concepts “nudity”, “Van
Gogh”, and “church” using our constructed dataset by default. To compare with baseline RECE,
we apply SubDefense with 20 blocked tokens. In all other cases, we use the default setting of
100 blocked tokens. (ii) Metrics. To assess defense effectiveness, various jailbreaking attacks are
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Figure 7: Defending UCE using RECE or SubDefense across various concepts.
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Figure 8: Safe image generation after applying RECE or SubDefense.

conducted before and after applying defenses, and the corresponding ASR is reported. SubAttack
with K = 5 is used consistently before and after defense to ensure a fair comparison. Additionally,
the generative quality of the defended unlearned models is evaluated on the MSCOCO-10k dataset
[29, 30] using FID and CLIP scores [31]. Further details are provided in Section C.2.

5.2 Performance of SubDefense

SubDefense surpasses the defense baseline. Defending unlearned diffusion models against jail-
breaking attacks remains a largely underexplored area—particularly against strong attacks such as
CCE. Recently, RECE [21] was proposed to defend UCE from adversarial attacks like UnlearnDiff
and serves as our baseline. We compare SubDefense with RECE in defending UCE against both
UnlearnDiff and our SubAttack in Table 3. SubDefense achieves lower ASR under both attacks,
demonstrating its superior robustness. Moreover, it attains lower FID and higher CLIP scores on
COCO-10k, indicating better preservation of generative quality. Visualization results for RECE
and SubDefense are shown in Figure 7. Visualizations on image generation quality are provided
in Figure 8, and additional results are provided in Section H, where we also verify SubDefense’s
ability to retain generation quality for safe concepts related to the removed harmful ones.
SubDefense can defend unlearned models against various attacks. Taking ESD and “nu-
dity” as an example, Table 4 shows that SubDefense is effective against a wide range of jailbreak-
ing attacks. While different attack methods impose distinct constraints when learning adversarial
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Table 3: SubDefense is more robust than baseline RECE in defending three concepts on UCE
against UnlearnDiff or our SubAttack, while preserving better generative quality.

Metrics: | UnlearnDiff ASR | | SubAttack ASR| | COCO-10kFID | | COCO-10k CLIP

Scenarios: ‘ SubDefense RECE ‘ SubDefense RECE ‘ SubDefense RECE ‘ SubDefense RECE

Nudity 73.55% 76.44% 34.11% 62.44% 17.51 17.57 30.70 30.07
Van Gogh 52.78% 61.67% 29.44% 84.44% 16.64 17.11 30.94 30.08
Church 39.78% 50.78% 5.22% 80.33% 17.41 17.41 30.86 30.07

Table 4: SubDefense can defend ESD against different kinds of attacks.

_ | Nudity ASR | |
Metrics: CLIP ' FID

‘ NoAttack UnlearnDiff CCE SubAttack ‘ ‘
ESD \ 18.11% 51.11% 85.11%  97.56% \ 30.13 \ 18.23
ESD+SubDefense \ 0.0% 4.56% 75.67%  42.33% \ 29.58 \ 19.20

prompts or token embeddings, they all depend on the unlearned model’s residual ability to gener-
ate the target concept. By disrupting this capability through “hidden words” removal, SubDefense
can reduce the ASR of multiple attack types, taking a step toward a more versatile defense strat-
egy. However, we observe that NoAttack, UnlearnDiff, and SubAttack achieve lower ASR than
CCE after defense. This suggests that the current defense is less effective against CCE, a challeng-
ing problem remaining underexplored in the literature. We provide a more detailed analysis of
defenses against CCE in Section F.2, showing that blocking more tokens improves robustness but
comes at the cost of reduced utility. Designing effective defense strategies against CCE while pre-
serving model utility is a promising direction for future research. Additionally, extended results
on other datasets (e.g., I2P dataset for NSFW concept) and unlearned models (e.g., FMN, SPM)
are available in Section E.2 and Section E.3.

6 Conclusion

This paper introduces a new jailbreaking attack method that learns token embeddings capable of
effectively guiding unlearned diffusion models to regenerate harmful concepts. As an interpretable
method, it reveals that there still remains a large and diverse subspace within unlearned diffusion
models. The subspace embeds the target concept with human-interpretable words that are im-
plicitly associated with it. The proposed attack exhibits strong transferability across text prompts,
noise inputs, and unlearned models, underscoring critical limitations in current unlearning ap-
proaches, which are more vulnerable than previously assumed. Leveraging the interpretability
and diversity of the attack, we design a plug-and-play defense mechanism that can be integrated
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into existing unlearned models to defend against various jailbreaking attacks while maintaining
generation quality. In summary, our findings introduce a novel attack strategy that highlights the
pressing need for more robust unlearning techniques, and propose a new defense approach that
enhances the safety of generative diffusion models, offering actionable insights for future research.
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Appendices

Broader Impacts

In this work, we investigate the vulnerabilities of diffusion models to jailbreaking attacks—attacks
that cause a model to regenerate concepts it was intended to unlearn—and develop defense mech-
anisms to mitigate these risks. As diffusion models are increasingly integrated into real-world
applications, ensuring that unlearning methods are robust against adversarial attacks is crucial for
building safe, trustworthy, and regulation-compliant Al systems. Our study advances the under-
standing of how diffusion models internalize and forget information, highlights structural weak-
nesses in current unlearning approaches, and proposes practical defenses that improve model re-
silience. We believe our findings will contribute to the development of more secure generative
models and inform future standards for Al safety, content moderation, and responsible deploy-
ment. While our work provides tools that could potentially be misused to subvert model protec-
tions, we emphasize that our research is intended solely to strengthen the safety and reliability of
generative models. We urge others to use these findings responsibly and in accordance with ethical
guidelines for Al research and deployment.

A Related Works

T2I Diffusion Models and Machine Unlearning. Text-to-image (T2I) diffusion models [4, 32,
33, 6, 34, 35, 36, 37] can take prompts as input and generate desired images following the prompt.
There are several different types of T2I models, such as stable diffusion [4], latent consistency
model [33], and DeepFloyd [6]. Despite their generation ability, safety concerns arise since these
models have also gained the ability to generate unwanted images that are harmful or violate copy-
right. To solve this problem, some early works deploy safety filters [38, 4] or modified inference
guidance [9] but exhibit limited robustness [39, 40]. Recently, machine unlearning (MU) [14, 41]
is one of the major strategies that makes the model “forget” specific concepts via fine-tuning, and
most MU works build on the widely used latent diffusion models (LDM), specifically stable dif-
fusion (SD) models. Most diffusion machine unlearning works finetune the denoising UNets
[10,12,13,42, 11, 43, 44, 45], while [30] finetunes the text encoder. Although MU is a more practi-
cal solution than filtering datasets and retraining models from scratch, the robustness of MU still
needs careful attention.

Jailbreaking Attacks and Defenses on Unlearned Models. Recent works explore jailbreaking
attacks on unlearned diffusion models - make unlearned models regenerate unwanted concepts.
Such attacks can serve as a way to evaluate the robustness of unlearned diffusion models. For ex-
ample, UnlearnDiff [15] learns an adversarial attack prompt and appends the prompt before the
original text prompt to do attacks, along a similar line of prior attack works [46, 47, 17, 18, 19].
Besides, the most related work to ours is [16], utilizing Textual Inversion [20]. It also learns a
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token embedding that represents the target concept. Though we experimentally show CCE is in
nature global to both text prompts and random noise as well, but is less transferable to different
unlearned models. Prior jailbreaking attacks also do not consider the interpretability of the result-
ing attack prompts, thus offering limited insights into the underlying causes of the deficiencies in
current unlearning methods, nor do they explore the potential for defense. In contrast, our attack
token embeddings are interpretable and reveal the human-interpretable associations remained in
unlearned diffusion models to “remember” the target concepts. Also, our method can be easily ex-
tended to learn a diverse set of attack token embeddings independent of each other. This diversity
sheds light on the volume of the inner space where the target concept is still hidden. This motivates
us to propose a simple yet effective defense method against existing attack methods. To the best
of our knowledge, the defense of unlearned models is an underexplored problem in the field. A
recent work, RECE [21], targets a specific unlearned model (i.e., UCE [11]), and focuses on de-
fending it against adversarial attacks (i.e., UnlearnDiff). Defending a broader range of unlearned
models against diverse attack types remains a challenging problem—one we aim to address by
leveraging our defense.

Diffusion Model Interpretability. To understand the semantics within diffusion models for ap-
plications such as image editing and decomposition, a series of works have attempted to interpret
the representation space within diffusion models [48, 49, 50, 51, 22, 52]. For example, [48] stud-
ies the semantic correspondences in the middle layer of the denoising UNet in diffusion models,
while [51] investigates the low-rank subspace spanned in the noise space. Some works [53, 54]
focus on the visualization of attention maps with respect to input texts, while other works study
the generalization and memorization perspective of diffusion models [55]. The most related work
to ours is [22], which decomposes a single concept as a combination of a weighted combination of
interpretable elements, in line with the concept decomposition and visualization works in a wider
domain [56, 57, 58]. Inspired by [22] as well as other prior works, we attack unlearned diffusion
models by learning interpretable representations, which leads to further investigation on the root
of failures for existing unlearned diffusion models, as well as a defense method.

Linear Representation Hypothesis. In large language models (LLMs), the linear representation
hypothesis posits that certain features and concepts learned by LLMs are encoded as linear vectors
in their high-dimensional embedding spaces. This is supported by the fact that adding or subtract-
ing specific vectors can manipulate a sentence’s sentiment or extract specific semantic meanings
[25]. The linear property has been further explored for understanding, detoxing, and controlling
the generation of LLMs [59]. Similarly, other works investigating the representations of multi-
modal models find that concepts are encoded additively [23, 60], and concepts can be decomposed
by human-interpretable words [61]. Moreover, in stable diffusion models, [22] finds that concepts
can be decomposed in the CLIP token embedding space in a bag-of-words manner. Based on these
works, and considering the flexibility of the token embedding space in diffusion personalization
[20] and attacking [16], we specifically investigate interpretable jailbreaking attacks and defenses
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for diffusion model unlearning by learning an attack token embedding that is a linear combination

of existing token embeddings.

B SubAttack Algorithm

Algorithm 1 Learning Attack Token Embeddings

1: Input: the victim model whose CLIP original token embeddings are [v; 1, ..., v; 1, Uy 1], total iteration
K

2: Output: ['Uatt,lr Vatt,2, """y 'Uatt,K]
3: fork=1,2,--- K do
4 Optimize the MLP ge,
5: ik go, (Vik)
6 Vatt k< Zf\il QG kY5 > New vaty i learned
7 fori=1,2,--- , N—1do
8 Vik+1 = Vi — Proj, . (vik)
9 end for
10: end for

C Experiment Settings

C.1 Attack

Unlearned LDMs as Victim Models. The field of diffusion unlearning is evolving rapidly, and
there is a wide range of unlearning methods, most of which finetune the stable diffusion model.
Following the protocol of [15], we select several unlearned diffusion models that have an open-
source and reproducible codebase, reasonable unlearning performance, and reasonable generation
quality. This selection includes three widely used models from prior jailbreaking studies, namely
ESD [10], FMN [12], and UCE [11], along with a more recent model, SPM [13]. These methods
fine-tune the denoising UNet for unlearning while freezing other components. In our study, the
unlearned models are fine-tuned on Stable Diffusion v1.4, and hence, they share the same CLIP
text encoders.

Attacking Dataset. Our learned token embedding represents the target concept, so the attack to-
ken embedding in nature can attack the victim model with different initial noise and text prompts.
Thus, we construct a dataset to test such global attacking ability. To facilitate reproducibility, we
follow the dataset construction protocol of UnlearnDiff as follows. We study three kinds of tar-
get concepts: “nudity” for NSFW, “Van Gogh” for artistic styles, and “church”, “garbage truck”,
“parachute”, and “tench” for objects. For each of “nudity”, “Van Gogh”, and “church”, we prepare
a corresponding dataset containing 900 (prompt, seed) pairs, and mainly use these concepts for
baseline comparisons with other attacks. For each of the other concepts, we prepare a dataset of
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size 300. Each prompt contains the target concept to attack - for instance, “a photo of anude woman
in a sunlit garden” is an example prompt in the “nudity” dataset. Each prompt is associated with
10 - 30 different random seeds controlling the initial noise, and this results in a total of 300 - 900
(prompt, seed) pairs for each concept. Each pair is verified to produce the target concept with
the original SD v1.4. Our dataset is approximately six times larger than that used in UnlearnDiff,
enabling more reliable evaluation.

Learning Details. We use SD 1.4 to generate 100 images containing the target concept as the
training image dataset. The prompt used to generate images for each concept is similar to “A photo
of a [target concept]”. After that, to optimize each of the attack token embeddings for conducting
SubAttack, we train an MLP network using the AdamW optimizer for 500 epochs with a batch size
of 6. The MLP consists of two linear layers with ReLU activation applied after each layer. The first
layer maps from 768 to 100 dimensions, and the second maps from 100 to 1. Experimental results
confirm that this design has sufficient capacity to learn the scalar «; for each embedding in the
vocabulary. All experiments are conducted on a single NVIDIA A40 GPU.

Attacking Details. For NoAttack, the original text prompts and seeds are passed to the victim
model. In SubAttack and CCE attacks, we replace the target concept in the text prompt with the
special token associated with the learned attack token embedding (For example, change “a photo
of a nude woman” to “a photo of a <wv,;>"). In UnlearnDiff, we modify each text prompt by
appending the corresponding learned adversarial prompt before it. For each attacking method
and each concept, we generate 300-900 images using the resulting (prompt, seed) pairs for testing
attack performance.

Evaluation Protocols. (i) After image generation, we use pretrained classifiers to detect the per-
centage of images containing the target concept following UnlearnDiff, and report it as the attack-
ing success rate (ASR). For nudity, we use NudeNet [15] to detect the existence of nudity subjects.
For Van Gogh, we deploy the style classifier finetuned on the WikiArt dataset and released by [15].
We report the Top-3 ASR for style, i.e., if Van Gogh is predicted within the Top-3 style classes for a
generated image, the image is viewed as a successful attack for Van Gogh style. For church, the ob-
ject classifier pretrained on ImageNet [62] using the ResNet-50 [63] architecture is utilized. (ii) To
evaluate the efficiency of different attack methods, we measure the average attack time required
per image, which includes both the optimization time for learning embeddings or prompts and
the generation time for creating images. For a given target concept dataset, CCE learns a single
token embedding shared across all images and performs one generation per image. By default,
SubAttack learns five shared token embeddings and generates five images per input. In contrast,
UnlearnDiff performs up to 999 optimization iterations per image, requiring one image generation
per iteration. As a result, UnlearnDiff is significantly more time-consuming than both CCE and
SubAttack.
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C.2 Defense

Basics. We follow the defending strategy presented in Section 3.2 by blocking a list of token em-
beddings for the entire CLIP vocabulary. SubDefens is plugged into UCE, ESD, FMN, and SPM.
Defense performance is mainly assessed on concepts “nudity”, “Van Gogh”, and “church” using
our constructed dataset. RECE, which defends UCE against UnlearnDiff, serves as the defending
baseline and is compared with UCE+SubDefense with 20 blocked tokens. By default, in other
cases, SubDefense is performed by learning and blocking 100 token embeddings. Both before and
after cleaning up the token embedding space, we conduct attacks following the same setting in
Section C.1.

Metrics. An effective defense strategy should reduce the attack success rate while preserving the
generation quality of safe concepts. Hence, we use the following metrics. (i) ASR. Various jail-
breaking attacks are conducted before and after applying defenses, and the corresponding ASR is
reported. Specifically for SubAttack, K = 5 is used consistently before and after defense to ensure
a fair comparison. (ii) CLIP Score and FID are evaluated to test the generation quality of the de-
fended model. MSCOCO [29] contains image and text caption pairs. Following [15, 30], we use
10k MSCOCO text captions to generate images before and after defense. Then, we report the mean
CLIP score [31] of generated images with their corresponding text captions to test the defended
models’ ability to follow these harmless prompts. And we report the FID between generated im-
ages and original MSCOCO images to test the quality of generated images.

D Auxiliary Attack Results

D.1 More Interpretation Results on Attack Token Embeddings

First of all, we show detailed results of transferring token embeddings from unlearned models to
the original SD in Table 5, emphasizing that these embeddings are inherited from the original SD.

Table 5: Token embeddings learned by SubAttack originate from the original SD. This is evi-
denced by the successful transfer of attack token embeddings from unlearned models to the orig-
inal SD with high ASR.

Scenarios: | ESD—SD FMN-—-SD UCE—SD SPM-—SD

Nudity 97.44% 97.78% 95.89% 86.11%
Van Gogh 86% 84% 88.44% 93.11%
Church 87.22% 92.56% 85.56% 84.33%

Moreover, we should provide additional interpretation of the sets of learned attack token em-
beddings for “church” and “Van Gogh” across different unlearned LDMs in Figure 9 and Figure 10,
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showing observations on implicit associations similar to that of “nudity”.
For example, for “church”, ESD (Figure 9a) and UCE (Figure 9c) majorly relate it with religious

Y AT

concepts, including names (“mary”), places (“abbey”, “abby”, “rom” for “rome”), etc. Interest-
ingly, in Scotland and Northern England English, "kirk" is the traditional word for “church” - this
may be integrated into LDM during the training of large-scale datasets, but not removed during
existing diffusion unlearning methods. As for FMN (Figure 9b) and SPM (Figure 9d), the explicit
concept “church” itself is a significant component. Notably, FMN and SPM also exhibit higher ASR
with no attack as presented in Figure 4 and Table 6. Under NoAttack, both of them achieve ASR
greater than 40%, but ASR for ESD and UCE is less than 10%. This also emphasizes that explicit

associations also remain in some unlearned LDMs.
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Figure 9: Interpreting attack token embeddings for the concept “church”.

As for the concept “Van Gogh”, when interpreting the sets of embeddings collectively, more

aari

explicit words are exposed for existing unlearned models such as “vincent”, “gogh”, “vangogh”,

77 i“ 77 i“

along with implicit words “art”, “artist”, “munch” (Edvard Munch is an impressionist sharing
similar themes and styles with Van Gogh, and the Van Gogh Museum in Amsterdam and the
Munch Museum have collaborated to give a joint exhibition, "Munch: Van Gogh".) “monet” (also
an impressionist), “nighter” and “oats” (concepts commonly in Van Gogh'’s paintings), etc. Al-
though UCE, which shows the highest ASR with no attack, has the largest amount of explicitly
associated concepts, other unlearned models all show explicit words more or less. This suggests
that current unlearning methods retain more explicit associations with the target concept when

applied to styles, compared to their application to NSFW and object concepts.

D.2 More ASR Results

We present SubAttack ASR details with K=5 on different models in Table 6. Besides, we show
transfer attack performance details from ESD to other unlearned models using different attack
methods across different concepts in Table 7, Table 8, and Table 9. Moreover, we present addi-
tional transfer results between other unlearned model pairs using SubAttack with K=5 in Table 10.
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Figure 10: Interpreting attack token embeddings for the concept “Van Gogh”.

Table 6: Attack success rates (ASR) targeting different unlearned diffusion models across different

concept unlearning tasks (NSFW, artist style, object).

Attacks: ‘ NoAttack ‘ Ours

Victim Model:\ ESD FMN UCE SPM \ ESD FMN UCE SPM
Nudity 18.78%  90%  23%  22.56% | 97.56% 100.00% 81.67% 74.89%
Van Gogh 5.78% 21.56% 71.44% 43.78% | 81%  96.33% 98.33% 82.78%
Church 933% 51.56% 6.55% 43.78% | 91.33% 97.78%  82.67% 84.89%
Garbage Truck | 4%  41.33% 11.33% 12.67% | 31.33% 91.67%  44%  77.67%
Parachute 4%  63.67% 13%  30.67% | 88.67%  100% 67% 97%
Tench 1.67%  40% 0%  14.33% | 26.67%  80% 49%  84.33%

Table 7: Transfer attack success rate for the concept “Nudity” using different attack methods.

Scenarios: ESD—FMN | ESD—UCE | ESD—SPM
NoAttack 90% 23% 22.56%
UnlearnDiff 93.33% 41.33% 38.22%
CCE 93% 18.33% 37.56%
SubAttack (Ours) 96.89% 77% 80.44%

E Auxiliary Defense Results

E.1 Detailed Baseline Comparison of Defending UCE Against UnlearnDiff

A more detailed comparison results of RECE and SubDefense together with UCE with no defense

are presented in Table 11 and Table 12.
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Table 8: Transfer attack success rate for the concept “Van Gogh” using different attack methods.

Scenarios: ESD—FMN | ESD—UCE | ESD—SPM
NoAttack 21.56% 71.44% 43.78%
UnlearnDiff 12.78% 64% 47.11%
CCE 72.33% 43.56% 81.33%
SubAttack (Ours) 72.67% 88.89% 86.89%

Table 9: Transfer attack success rate for the concept “Church” using different attack methods.

Scenarios: ESD—FMN | ESD—UCE | ESD—SPM
NoAttack 51.56% 6.55% 43.78%
UnlearnDiff 6.19% 13.33% 58%
CCE 91% 70.11% 92.78%
SubAttack (Ours) 92.89% 83.77% 92%

Table 10: More SubAttack transfer results across four model pairs.

Scenario: FMN->UCE UCE->ESD SPM->UCE UCE->FMN
Nudity 72% 81.33% 86.11% 93.44%
Van Gogh 91.11% 48.55% 80.55% 62.55%
Church 79.33% 42.44% 68.33% 78.77%

Table 11: SubDefense is stronger than baseline RECE in defending three concepts on UCE

against UnlearnDiff or our SubAttack.

Attacks: H UnlearnDiff ‘ SubAttack

Scenarios: ‘ UCE  UCE + SubDefense RECE ‘ UCE  UCE + SubDefense RECE
Nudity 78.22%  73.55% (-4.67%) 76.44% (-1.78%) | 81.67%  34.11% (-47.56%)  62.44% (-19.23%)
Van Gogh | 100% 52.78% (-47.22%)  61.67% (-38.33%) | 98.33%  29.44% (-68.89%)  84.44% (-13.89%)
Church | 61.67%  39.78% (-64.34%)  50.78% (-10.89%) | 82.67%  5.22% (-77.45%)  80.33% (-2.34%)
E.2 Defending Against UnlearnDiff on the I2P Dataset for Various Unlearned Models

We construct dataset for concepts belonging to the style and object class following UnlearnDiff but

with a larger size. Hence, defending against UnlearnDiff using these datasets can demonstrate the

effectiveness of SubDefense in a scenario consistent with UnlearnDiff. However, for NSFW con-

cepts such as nudity, UnlearnDiff filters prompts and seeds from the I2P dataset. Hence, to further
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Table 12: SubDefense preserves better utility than baseline RECE after defense.

Metrics: | COCO-10k FID ({) H COCO-10k CLIP (1)

Scenarios: ‘ UCE UCE + SubDefense RECE ‘ UCE UCE + SubDefense RECE

Nudity 17.14 17.51 17.57 | 30.86 30.70 30.07
Van Gogh | 16.64 16.64 1711 | 31.14 30.94 30.08
Church 17.84 17.41 17.41 | 30.95 30.86 30.07

test SubDefense’s ability in defending against UnlearnDiff in this specific setting, we conduct Un-
learnDiff with or without SubDefense using the I2P dataset as well. We report the defense results
on ESD, FMN, UCE, and SPM in Table 13, Table 14, Table 15, and Table 16 accordingly. We can
see that SubDefense can reduce ASR on I2P consistently for all four models.

Table 13: SubDefense for I2P-nudity on ESD against UnlearnDiff, with 100 blocked tokens.

Scenario: ‘ ESD  ESD + SubDefense

NoAttack
UnlearnDiff

20.56%  9.93% (-10.63%)
74.47%  41.13% (-33.34%)

Table 14: SubDefense for I2P-nudity on FMN against UnlearnDiff, with 100 blocked tokens.

Scenario: ‘ FMN  FMN + SubDefense

NoAttack
UnlearnDiff

87.94%  37.59% (-50.35%)
97.87%  45.39% (-52.58%)

Table 15: SubDefense for I2P-nudity on UCE against UnlearnDiff, with 100 blocked tokens.

Scenario: ‘ UCE UCE + SubDefense

NoAttack
UnlearnDiff

21.98%  13.47% (-8.51%)
78.72%  45.39% (-33.33%)

Table 16: SubDefense for I2P-nudity on SPM against UnlearnDiff, with 100 blocked tokens.

Scenario: ‘ SPM SPM + SubDefense

NoAttack
UnlearnDiff

5531 %  34.04% (-21.27%)
9149 %  58.97% (-32.52%)
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E.3 Defending Against SubAttack on Various Concepts for Various Unlearned Mod-
els

Apart from the major baseline comparison of defense on UCE, and the defense results against
different attacks on ESD presented in the main paper, we provide additional defense results of
various concepts and unlearned models against SubAttack in this section. The results are shown
in Table 17, Table 18, Table 19, and Table 20 accordingly. Notice that ASR on various concepts
is reduced with SubDefense, while ASR reduction on “Van Gogh” is the most significant. It is
worth exploring in the future to design new methods and make the defense more robust for other

concepts as well.

Table 17: SubDefense for three concepts on ESD against SubAttack, with 100 blocked tokens.

Scenario: ESD  ESD + SubDefense

Nudity 97.56%  42.33% (-55.23%)
Van Gogh | 81% 17% (-64%)
Church 91.33%  40.22% (-51.11%)

Table 18: SubDefense for three concepts on FMN against SubAttack, with 100 blocked tokens.

Scenario: FMN  FMN + SubDefense

Nudity 100% 62.89% (-37.11%)
Van Gogh | 96.33%  22.78% (-73.55%)
Church 82.67%  13.78% (-68.89%)

Table 19: SubDefense for three concepts on UCE against SubAttack, with 100 blocked tokens.

Scenario: UCE  UCE + SubDefense

Nudity | 81.67%  28% (-53.67%)
Van Gogh | 93.78%  14.33% (-79.45%)
Church | 82.67%  3.22% (-79.45%)

Table 20: SubDefense for three concepts on SPM against SubAttack, with 100 blocked tokens.

Scenario: SPM  SPM + SubDefense

Nudity | 74.89%  50.78% (-24.11%)
Van Gogh | 82.78%  12.33% (-70.45%)
Church | 84.89%  23.78% (-61.11%)
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F Ablations

F.1 Attack

In practice, we use K = 5 to conduct SubAttack as it provides strong attack performance while
maintaining computational efficiency. Here, we take ESD as an example to show how ASR varies
with K. To conduct ablations more efficiently, we subsample 300 out of 900 prompts for the con-
cepts “church” and “nudity” to study the relationship between ASR and K. Results are presented
in Figure 11 and Figure 12. The additional attack time per image caused by each additional to-
ken embedding is approximately 10 seconds, which leads to about 3 more hours to attack a single
concept having 900 prompts in the dataset. Therefore, considering the needs of attacking multiple
concepts and multiple models in practice, we choose K = 5 where the ASR is approximately stabi-
lized. For some unique scenarios, users can choose to increase K for higher ASR at a cost of longer
computation time.

0 20 40 60 80 100
K

Figure 11: ASR versus K when conducting SubAttack on ESD for the concept “church”.

F.2 Defense

Gradual degradation of generation utility with stronger defense. We show an ablation study on
COCO-10k generation CLIP score and FID versus the number of blocked tokens in Table 21 using
ESD for the concept of “nudity”. We can see that, after the number of blocked tokens surpasses
100, there appears to be a significant harm to the CLIP score and FID. In practice, the number of
blocked tokens during defense can be selected to balance good generation quality and low ASR
according to one’s preference. In this paper, we provide an ablation study on ESD as an example,
and report ASR majorly with 20 or 100 blocked tokens for different unlearned models and concepts.
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Figure 12: ASR versus K when conducting SubAttack on ESD for the concept “nudity”.

Table 21: SubDefense exhibits gradual degradation of CLIP score and FID when the number of
blocked token embeddings increases.

#Blocked Tokens: ‘ 0 20 50 100 200 300 350

CLIP Score (1) 30.13 30.02 29.86 29.58 2854 2615 24.72
FID (4) 1823 19.02 19.09 19.20 2092 2642 30.33

More results and discussions on defending against CCE. Defending against CCE is an under-
explored problem in the field, where there are no baselines to compare with, to the best of our
knowledge. Hence, we show a detailed study on defense against CCE, along with more discus-
sions to support future research. As shown in Table 22, different from UlearnDiff, CCE requires a
large number of tokens to be blocked if we aim to have low ASR. However, lower ASR achieved by
more blocked attack tokens leads to a degradation of generation utility, with an increased FID and
a decreased CLIP score, referring to Table 21. Such a phenomenon indicates that the embedding
identified by CCE has a complex association with the target concept, sharing components with
a variety of interpretable token embeddings found by our method. This suggests that fully un-
derstanding the behavior of CCE requires a deeper analysis of how LDMs interpret and generate
concepts other than the current approach we use. For example, currently, the interpretability of
retained associations of concepts relies on predefined CLIP vocabularies, which may not capture
all implicit or nuanced representations retained in unlearned models. While the above question is
beyond the scope of the current work, such insights could inform the development of more robust
and versatile defense strategies in the future. With improved understanding of LDMs, future re-
search may come up with more efficient and robust defenses against CCE while preserving utility.
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Table 22: ASR of concept “nudity” on CCE after blocking different numbers of token embed-
dings.

#Blocked Tokens: ‘ 0 100 230 270 320 350 390 390

CCE ASR ‘85.11% 75.67% 65.78% 37.44% 2811% 18.11% 8.89% 5.44%

G Sparsity of Attack Token Embeddings

Sparsity constraints are widely adopted in prior concept decomposition works - where the linear
combination coefficients c; are forced to be nearly zeros except for dozens of tokens (usually 20-50).
However, in our attacks, where the unlearned diffusion models majorly associate the target concept
with a set of implicit tokens, removing such sparsity regularization is helpful, especially for attack
token embeddings discovered later in the iterative learning process. Hence, we do not impose a
sparsity constraint. Yet, it’s interesting to find through our learning that a weaker sparse structure
still emerges, and such sparsity gradually decreases as we learn more attack token embeddings
through the iterative learning process.

Specifically, for each learned attack token embedding, we normalize & = [a, ..., ay] to have
a unit norm. Then, we find the index ¢* such that:

i
i* = arg mini, such that Za? >0.9 (5)

Besides, we also count the number of «; such that a; > 0.01. We report the results of the first
attack token embedding on ESD for each concept in Table 23. Notice the size of the CLIP token

vocabulary is more than 40000.

Table 23: Sparsity of the learned attack token embeddings.

Concept: ‘Nudity Van Gogh Church

i 1455 668 547
#a; > 0.01 | 1743 1023 885

During our iterative learning process of a set of tokens for the nudity concept, we observe a
decreasing sparsity, as shown in Table 24. This is intuitive since later attacking requires more
complex associations to the target concept.

Furthermore, we visualize the nudity concept attacking results on ESD by selecting only the
largest dozens of a; within a learned o and setting other entries as zeros. As shown in Figure 13,
we see the nudity concept is gradually enhanced as the number of selected «; increases to 1500:
the woman generated happens to wear fewer and fewer clothes until she’s completely bare.
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Table 24: Sparsity of the learned attack token embeddings decreases during the iterative sub-

space attack process.

#Itrs ‘ 1 10 30 50 70 100 130 150 170 200

Z'*

#a; > 0.01

1455 1799 1905 1784 1914 2062 2062 2136 2155 2115
1743 2019 2078 2009 2206 2298 2328 2368 2358 2326

Figure 13: Attacking the concept nudity on ESD when a has different numbers of non-zero entries.

H Image Generation Quality Visualization After Defense

In this section, we provide a more detailed study on the generation quality of unlearned models
after we plug SubDefense into them. First, we provide more detailed MSCOCO prompts and the
generated images of UCE and UCE + SubDefense (with 20 blocked tokens) in Figure 14, Figure 15,
and Figure 16. Next, taking UCE and “Van Gogh” as an example, whose attack token embeddings
are highly related to “blue” and “star”, we study whether SubDefense of “Van Gogh” harms the
generation of “blue” and “star” in Figure 17 and Figure 18. It turns out that the ability to generate
these related concepts is highly preserved, which highlights that subdefense is different from direct
token blocking of all related concepts. Instead, SubDefense blocks the composed embeddings,
which represent the concept “Van Gogh” more accurately.
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Prompt UCE + SubDefense

"A man riding a
motorcycle with a
woman on back of
it-"

"An Air Force jet
flying in a deep blue
sky."

"A red car sitting on
to of a black boat."

Figure 14: More detailed visualization of COCO generation results with or without SubDefense

on the concept nudity.
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Prompt UCE UCE + SubDefense

"A car that seems
to be parked
illegally behind a
legally parked car."

"A couple of birds
fly through a blue
cloudy sky."

“A room with blue
walls and a white
sink and door."

Figure 15: More detailed visualization of COCO generation results with or without SubDefense
on the concept Van Gogh.
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Prompt UCE UCE + SubDefense

“A bike parked next
to a cat leaning up
against a stone
wall."

"Two giraffes
standing next to
each other at a zoo."

"A black and white
cat sits in a white
sink."

Figure 16: More detailed visualization of COCO generation results with or without SubDefense

on the concept church.
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Prompt UCE UCE + SubDefense

"A majestic blue
butterfly resting on
a flower."

"A futuristic city
blowing with blue
neon lights."

"A peaceful lake
reflecting the blue

sky."

Figure 17: Visualization of “blue” image generation results before and after defending “Van
Gogh” on UCE.
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Prompt UCE UCE + SubDefense

"Bright star in the
night sky."

"Galaxy with many
stars.”

“Glowing
star-shaped
lantern.”

Figure 18: Visualization of “star” image generation results before and after defending “Van
Gogh” on UCE.
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I More Attack Visualizations

“a photo of a t*” “a photo of a t* tn a sunlit garden”

“a photo of a t* in a savannah at sunset”

Figure 19: Visualizing nudity attacking results on ESD.

“a photo of a t*” “a photo of a t* tn a sunlit garden”

4 Yy 3
4 4
*

“a photo of a t* tn an autumn woodland”

“a photo of a t* in a savannah at sunset”

Figure 20: Visualizing nudity attacking results on FMN.
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“a photo of a t*”

_.
d * *
* *

“a photo of a t* tn a misty forest”

“a photo of a t* tn a flower-filled meadow” “a photo of a t* tn a savannah at sunset”
P _ P \ 4

o
¥
* 3

“a photo of a t* tn a sunlit garden”

e

Figure 21: Visualizing nudity attacking results on UCE.

“a photo of a t*” “a photo of a t* tn a sunlit garden”

*
*
F |

“a photo of a t* in a wmisty forest”

" ‘

“a photo of a t* in a flower-filled meadow” “aphotoofat*ina trqp’waL rainforest”

a-’

Figure 22: Visualizing nudity attacking results on SPM.
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"a painting t*” “a painting of a Wheatfield t*~

Figure 23: Visualizing Van Gogh attacking results on ESD.

“a painting of a Wheatfield t*”

77

Figure 24: Visualizing Van Gogh attacking results on FMN.
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"a painting t*” ol £*”

L ®

“a painting of a Wheatfiel

Figure 25: Visualizing Van Gogh attacking results on UCE.

"a painting t*” “a painting of a Wheatfield t*”

“a painting of hills t*~

Pr‘/_\f\/ = w = B

17

“a painting of bridge t*”

Figure 26: Visualizing Van Gogh attacking results on SPM.
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“olol stone t* in couwtrgside”

s,

“statned glass window of a t*”

/i \ b NN TN

Figure 27: Visualizing church attacking results on ESD.

"a photo of a t*”

“o* with a ratnbow backdrop”

Figure 28: Visualizing church attacking results on FMN.
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"a photo of a t*” “oldl stone t* tn countryside”
: —— 7 —

3§ u

i 0l Y
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“wedding ceremony tn a t*”

h» I 9// ‘ L'fﬁitll f

L/
i

v

Figure 29: Visualizing church attacking results on SPM.
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J Future Directions

We identify the following future directions. First, future work may explore ensemble techniques to
directly compose one powerful attack token embedding with the set of interpretable token embed-
dings, to conduct more efficient yet powerful and interpretable attacks. Second, future research
may design adaptive and automatic methods to decide the number of blocked tokens or even the
specific set of tokens, potentially using learned importance scores or attention-based relevance.
Besides, future work may explore joint visual-textual embeddings for jailbreaking attacks and de-
fenses. Moreover, as the first baseline defense work against CCE, SubDefense highlights a trade-off
between robustness and utility that future work can aim to address when defending against it. Fi-
nally, exploring the interpretability of residual associations without relying on predefined vocab-
ularies may help capture more implicit or nuanced representations retained in unlearned models
and improve interpretability. Future research may investigate along these lines to further under-
stand what unlearned models still “remember” in a more comprehensive way, guiding the design
of more robust defense strategies.
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