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Abstract—Automated kernel vulnerability reproduction is es-
sential for bug triage, patch validation, and regression testing, but
still lacks an effective and efficient solution. The core challenge
is twofold: a reproducer must first recover the trigger scaffold
to reach the vulnerable state and determine the precise concrete
values that actually trigger the bug. Existing directed fuzzing
approaches are ineffective in recovering the necessary trigger
scaffold, while LLM-only generation is brittle because it struggles
with concrete-value discovery and runtime nondeterminism.

We design SYZHARNESS, a framework that combines LLM
reasoning with coverage-guided fuzzing for patch-based Linux
kernel vulnerability reproduction. Given a patch, SYZHARNESS
uses an LLM agent—grounded by code navigation tools —to
synthesize a parameterized fuzzing harness that fixes the pre-
requisite setup logic while exposing only uncertain, bug-critical
input parameters to be mutated by a traditional fuzzer, Syzkaller.
SYZHARNESS then translates this harness into a Syzkaller-
compatible interface and iteratively refines it using hierarchical
reachability feedback.

We evaluate SYZHARNESS on multiple datasets of trigger-
able real-world Linux kernel vulnerabilities. On 100 KernelCTF
cases, SYZHARNESS achieves a 78% bug reproduction success
rate. On the SyzDirect benchmark, SYZHARNESS achieves 73%
bug reproduction success rate, substantially outperforms prior
directed greybox fuzzing. On 50 recent, known-triggerable syzbot
bugs fixed after March 2026, SYZHARNESS reproduces 40/50
(80%) using only the fix commits as input. These results show
that combining LLM-derived trigger scaffold with fuzzer-driven
concrete value search is an effective and efficient approach to
automated kernel vulnerability reproduction.

I. INTRODUCTION

The Linux kernel is one of the most important and security-
critical software systems in modern computing, underpinning
cloud infrastructure, servers, embedded devices, and mobile
platforms. In this setting, vulnerability reproduction is a
fundamental capability for bug triage, vulnerability impact
assessment, and patch validation. A working reproducer al-
lows developers and analysts to confirm that a bug is real,
understand its triggering conditions, and verify that a patch
eliminates the root cause without introducing new failures.

In many real-world settings, however, bug reproduction
starts not from a crash report or concrete failing input, but from
a security patch. A public patch does not necessarily coincide
with a public PoC. Linux kernel patches are not generally
required to be accompanied by a public PoC. Even Google’s
Linux kernel vulnerability reward program, kernelCTF [4],
requires participants to publish their exploit within 90 days of
submitting the patch commit, explicitly allowing publication
to be delayed within this window. Consequently, a patch may

already be available while the corresponding public trigger is
not. This gap matters in practice: upstream maintainers and
downstream vendors may need to validate a fix or backport
before a usable public reproducer becomes available. Prior
work also recognizes missing PoCs as a practical obstacle:
SyzDirect notes that Linux Kernel Bugzilla receives many
reports without PoCs [36], while KernJC treats workable PoC
availability as a prerequisite for practical kernel-vulnerability
reproduction [33]. Our patch-stream study further provides
direct evidence of this setting: we collected 64 Linux kernel
patches in 2026 for which no public PoC or associated CVE
was available at collection time. SYZHARNESS targets this
setting: given a patch but no usable trigger, automatically
recover a reproducer for patch validation.

Patch-based bug reproduction is fundamentally a two-part
problem. First, one must recover the trigger scaffold needed to
reach the vulnerable state: the relevant syscall sequence, pro-
tocol steps, object relationships, and state transitions. Second,
one must discover the concrete trigger conditions that actually
manifest the bug, such as precise argument values, bound-
ary cases, timing-sensitive interleavings, and other runtime-
dependent effects. The difficulty is that a patch usually exposes
the vulnerable region, but reveals only limited information
about these hidden prerequisites and trigger conditions.

Limitations of alternative approaches. Directed Greybox
Fuzzing (DGF), including SyzDirect [36], is closely related:
it steers fuzzing toward vulnerable code (before patching)
and further leverages syscall dependencies and argument con-
straints. However, reaching the patched region is not equivalent
to constructing the semantic state required to trigger the vulner-
ability. Many kernel bugs require a precise syscall sequence,
object relationships, protocol state, or resource lifecycle before
the patched code becomes vulnerable.

SyzHarness therefore differs in what it removes from
the fuzzing search space: instead of only guiding executions
toward the target, it uses the LLM to synthesize and fix a patch-
specific trigger scaffold, leaving Syzkaller to search only the
remaining uncertain concrete values.

Large Language Models (LLMs) offer a complementary
capability. Trained on large corpora containing kernel source
code, documentation, and developer discussions, they can often
recover information that conventional fuzzers do not explicitly
model. When given a patch together with relevant surrounding
code, an LLM can often infer the missing trigger scaffold that
describes the key subset of requirements needed for triggering
the bug: which operations are required, in what order, which
subsystems are involved, and which arguments must take
specific flags, constants, or structural forms. This makes LLMs
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naturally attractive for patch-based bug reproduction, because
they can recover the setup logic that determines whether
execution ever enters the vulnerable state.

However, LLM-only bug reproduction remains brittle.
Many vulnerabilities depend not just on recovering the right
high-level logic, but also on finding the exact concrete values
and runtime conditions that satisfy the final trigger. These may
include rare thresholds, unusually large buffer sizes, specific
field combinations, allocator-sensitive states, or timing win-
dows. An LLM-generated reproducer may therefore capture a
plausible triggering strategy while still failing to realize the
precise conditions required to produce the crash. In short,
LLMs are comparatively strong at recovering trigger scaffold,
but weak at searching the remaining concrete value space.

These observations suggest a principled hybrid design.
The LLM should be used to recover the trigger scaffold that
determines how to reach the vulnerable state, while the fuzzer
should be used to explore the remaining concrete trigger
values efficiently. The challenge is how to combine them
without losing the strengths of either: the LLM must constrain
exploration to a patch-relevant search space, but the fuzzer
must still be able to mutate inputs at high throughput.

Our Approach. We present SYZHARNESS, a framework that
combines LLM reasoning with coverage-guided fuzzing for
patch-based Linux kernel vulnerability reproduction. Given a
security patch, SYZHARNESS uses an LLM agent to infer the
trigger scaffold necessary for triggering the bug, including the
required setup logic, relevant syscall sequence, and state con-
struction. Rather than asking the LLM to generate a complete
reproducer end-to-end, SYZHARNESS turns this structure into
a parameterized harness: it fixes the high-level setup needed
to reach the vulnerable state, while exposing only a small set
of uncertain, bug-critical inputs as parameters for automated
exploration. The fuzzer then searches this refined space by
mutating only the exposed parameters, which is well-suited
to discovering precise trigger values and navigating runtime
nondeterminism. When bug reproduction fails, SYZHARNESS
iteratively refines the harness using reachability feedback,
focusing subsequent attempts on missing prerequisites rather
than spending the full fuzzing budget on an inadequate setup.

Results. We evaluate SYZHARNESS on two datasets of trig-
gerable real-world Linux kernel vulnerabilities. On 100 Ker-
nelCTF cases, SYZHARNESS achieves a 78% bug reproduction
success rate with a mean time-to-reproduction of 2.9 hours.
On the benchmark used by SyzDirect [36], SYZHARNESS
achieves a 73% bug reproduction success rate, significantly
outperforming SyzDirect. On 50 recent syzbot UAF/OOB bugs
fixed after March 2026, SYZHARNESS successfully reproduces
80%. These results suggest that SYZHARNESS benefits from
explicitly separating prerequisite-structure recovery from con-
crete trigger search, and from assigning these two tasks to
LLM reasoning and fuzzing, respectively.

Contributions. Our contributions are summarized as fol-
lows:

• A new perspective on patch-based kernel bug reproduc-
tion. We formulate patch-based vulnerability reproduction
as a two-level problem: recovering the trigger scaffold
needed to reach the vulnerable state, and discovering the

1 #if SYZ_EXECUTOR || __NR_syz_open_dev
2

3 static long syz_open_dev(long a0, long a1, long a2)
4 {
5 if (a0 == 0xc || a0 == 0xb) {
6 char buf[128];
7 sprintf(buf, "/dev/%s/%d:%d", a0 == 0xc ? "char" :

"block", (uint8)a1, (uint8)a2);↪→

8 return open(buf, O_RDWR, 0);
9 } else {

10 unsigned long nb = a1;
11 char buf[1024];
12 char* hash;
13 strncpy(buf, (char*)a0, sizeof(buf) - 1);
14 buf[sizeof(buf) - 1] = 0;
15 while ((hash = strchr(buf, '#'))) {
16 *hash = '0' + (char)(nb % 10);
17 nb /= 10;
18 }
19 return open(buf, a2, 0);
20 }
21 }
22 #endif

Fig. 1: A pseudo-syscall implementation example. The highlights
mark the guard, function name, and explicit casts.

concrete trigger values needed to manifest the bug. This
formulation clarifies why fuzzing alone and LLM-only gen-
eration fail in complementary ways.

• A principled design combining LLM reasoning and
fuzzing. We present SYZHARNESS, a hybrid framework
that uses an LLM agent to recover patch-relevant setup
logic and synthesizes a parameterized harness that fixes
this structure while exposing only uncertain, bug-critical
inputs to fuzzing. This design steers exploration away from
unconstrained syscall-program search and toward a patch-
relevant search space.

• An end-to-end pipeline for practical bug reproduction.
We develop a practical pipeline that grounds the LLM in
patch and code context, translates the synthesized harness
into a fuzzable interface, and iteratively refines it using
reachability feedback when initial attempts fail.

• Strong results on real-world vulnerabilities. We evaluate
SYZHARNESS on KernelCTF, the SyzDirect benchmark,
and 50 recent known-triggerable syzbot bugs. SYZHAR-
NESS achieves a 78% success rate on KernelCTF, substan-
tially outperforms SyzDirect in the controlled comparison,
and reproduces 80% of recent syzbot bugs using only their
fix commits.

II. BACKGROUND

A. Syzkaller and pseudo-syscalls

Syzkaller stands as the de facto standard for coverage-
guided kernel fuzzing, having successfully identified over
7,000 vulnerabilities in the Linux kernel [16]. A major reason
for its effectiveness is its use of manually curated declarative
syscall descriptions, written in Syzlang, together with its
mutation-based fuzzing algorithm. Since system calls form the
primary interface between user space and the kernel, Syzkaller
must know not only which syscalls are available, but also how
to construct their inputs.

Beyond ordinary syscalls (e.g., open, read), Syzkaller also
supports pseudo-syscalls. Figure 1 is an example for a
pseudo-syscall (more details are introduced later). A native
syscall models an existing kernel entry point; in contrast, a
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pseudo-syscall is a user-space abstraction implemented inside
Syzkaller’s executor and exposed to the fuzzer as if it were an
ordinary syscall. This mechanism allows Syzkaller to pack-
age multi-step setup logic or environment-specific operations
that are difficult to express through standard system call
sequences alone, into a single fuzzable interface. Key func-
tionalities provided by pseudo-syscalls include: (1) Abstraction
of Device Interaction: facilitating operations on device nodes
with non-standard naming conventions (e.g., syz open dev);
(2) Protocol-Specific Injection: handling the construction and
injection of raw network packets (e.g., syz emit ethernet);
and (3) Complex State Setup: managing resource initializa-
tion sequences required by subsystems like io uring (e.g.,
syz io uring setup). By abstracting platform-specific details
and state dependencies, pseudo-syscalls significantly enhance
the fuzzer’s ability to reach deep kernel states.

Syzkaller’s pseudo-syscall interface is extensible. Develop-
ers can define pseudo-syscalls by adding custom descriptions
that conform to the interface conventions. This can substan-
tially extend Syzkaller’s capabilities beyond the few use cases
in Syzkaller. For example, they can be used to encapsulate
a useful sequence of syscalls to exercise a particular func-
tionality in the kernel. However, despite the potential, crafting
pseudo-syscalls is predominantly a manual process. It requires
developers to possess not only intimate knowledge of the target
subsystem (to construct the logic) but also familiarity with
Syzkaller’s strict syntax constraints and description language
(Syzlang). Consequently, pseudo-syscalls are limited in prac-
tice to general-purpose abstractions (e.g., network setup) rather
than vulnerability-specific reproduction scenarios.

III. DESIGN RATIONALE

Our methodology is driven by the following challenges
and insights related to the limitations of current automated
vulnerability reproduction methods.

A bug reproduction artifact must recover two core ingredi-
ents: the syscall sequences that lead to the function that carries
the bug and the values of syscall arguments that cause the bug
to be triggered. Determining these two attributes constitutes
the major challenge in bug reproduction. In other words,
a patch-based reproducer must recover two complementary
ingredients: (i) a syscall sequence that drives the kernel into
the vulnerable state (i.e., the correct syscall ordering and
prerequisite setup), and (ii) concrete argument values that
satisfy the bug-triggering conditions.

A. Motivating example

Figure 2 illustrates this decomposition using a compact
SCSI SG_IO bug. The patch adds an early termination when
hdr->cmd_len < 6 in scsi_fill_sghdr_rq().
Before the patch, the kernel can copy any hdr->cmd_len
bytes from user space into the request and later allow
the SCSI request path to interpret that command state.
The vulnerable kernel crashes in scsi_queue_rq(),
along the path sg_io() → scsi_fill_sghdr_rq()
→ scsi_setup_scsi_cmnd() →
scsi_command_size().

Reproducing this bug requires more than noticing the new
inequality. First, the reproducer must construct the correct

scsi: scsi_ioctl: Validate command size

Need to make sure the command size is valid before
copying the command from user space.

--- a/drivers/scsi/scsi_ioctl.c
+++ b/drivers/scsi/scsi_ioctl.c
@@ -347,6 +347,8 @@ static int scsi_fill_sghdr_rq(struct
scsi_device *sdev, struct request *rq,
{
struct scsi_request *req = scsi_req(rq);

+ if (hdr->cmd_len < 6)
+ return -EMSGSIZE;

if (copy_from_user(req->cmd, hdr->cmdp,
hdr->cmd_len))

return -EFAULT;
if (!scsi_cmd_allowed(req->cmd, mode))

Fig. 2: The patch adds a lower bound on SG_IO command length
before the kernel copies and later interprets a userspace SCSI com-
mand.

structural path: it must open a usable SCSI endpoint, populate a
valid sg_io_hdr, and issue ioctl(..., SG_IO, ...)
so that the execution reaches scsi_fill_sghdr_rq().
Second, it must satisfy a sparse concrete tuple: the selected
device must correspond to the vulnerable block SG_IO path;
the opcode must survive scsi_cmd_allowed() and the
transfer metadata must pass surrounding sg_io validation.
Most importantly, although the patch suggests that the bug lies
in the range cmd_len < 6, not all values in that range are
equally effective. In the vulnerable path, the observed crash is
triggered by cmd_len = 0, but not by other values such as
5. The reason is that the subsequent dangerous path is executed
only when cmd_len == 0; with cmd_len = 5, the kernel
instead continues down a normal error path instead. Figure 2
is therefore a concrete example of a bug whose patch exposes
a relevant field, but not the exact desired value.

B. Why fuzzing (alone) struggles: missing trigger scaffold

As the Linux kernel continues to grow in size and com-
plexity, modern Linux kernel vulnerabilities are increasingly
hidden behind precondition barriers: deep state dependencies,
subsystem-specific protocols, and implicit preconditions that
are not evident from a patch diff alone.

Coverage-guided fuzzing repeatedly generates syscall pro-
grams, executes them, and retains those inputs that exercise
new code. At a high level, this is a brute-force exploration
strategy over a very large space of possible syscall sequences
and argument values. This search space is already challenging
even when the fuzzer has syscall descriptions for all relevant
syscalls. For patch-based bug reproduction, the difficulty is
greater: the fuzzer is rewarded for executing new code, not for
satisfying the specific conditions required to trigger the target
bug.

This makes the search highly inefficient. Many kernel sub-
systems require a particular setup routine, a specific ordering
of calls, and valid object lifetimes and relationships. Mutation-
based fuzzers modify existing programs incrementally, for
example, by changing argument values and/or inserting or
deleting individual calls. Such changes are effective when the
target can be reached via gradual refinement, but they are
poorly suited to reconstructing an entirely different protocol
sequence or state-construction procedure from scratch. As a
result, without knowledge of the required trigger scaffold, the
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fuzzer spends much of its budget exploring executions that
increase code coverage but remain irrelevant to bug triggering.

Directed greybox fuzzing (DGF) partially mitigates this by
prioritizing executions that appear close to the patched site
(e.g., in terms of control-flow distance). However, distance is
not the same as reachability and reachability is not the same
as triggerability. A control-flow path may exist on the CFG
and yet remain effectively blocked by data-flow constraints
and semantic checks (e.g., “the object must be initialized by
a specific handshake,” “a flag must be set via a separate
configuration call,” or “a resource must be in a particular
internal state”). Consequently, when a fuzzer encounters a
guard such as if(state == READY) (note that it is not
if(input == CONST)), it often effectively engages in an
unguided search, as a fuzzer is not aware of the “state machine”
of the target module. This can result in a very large number
of trials before the correct state construction is discovered.
This phenomenon has been documented as the well-known
“dependency challenge” in kernel fuzzing [19].

The SCSI case in Figure 2 is representative. A fuzzer
that starts from ordinary syscall programs must simultaneously
discover a usable SCSI endpoint, the SG_IO ioctl interface, a
command opcode that is accepted by scsi_cmd_allowed,
and compatible transfer metadata. Even if it reaches code
near drivers/scsi/scsi_ioctl.c, most mutations are
rejected before the request reaches the vulnerable queueing
path. In other words, coverage near the patched file does not
imply that the fuzzer has discovered the trigger scaffold, let
alone the concrete triggering tuple.

C. Why LLMs (alone) are insufficient: inferring precise con-
crete values

Despite their strong semantic reasoning capabilities, LLMs
are not reliable at readily producing the exact concrete inputs
required to trigger many kernel bugs.

A major challenge lies in discovering the precise attribute
values needed to trigger the bug. Triggering conditions often
depend on boundary values, size thresholds, or carefully cho-
sen field combinations. Even when an LLM correctly infers
the form of the constraint (e.g., “this length must exceed a
limit,” “this value must overflow,” or “this buffer must be
unusually large”), the exact value is often not recoverable
from the patch and code context alone. This limitation is not
merely hypothetical: in our evaluation, we observe cases where
an LLM-only approach fails, whereas our proposed method
succeeds by leaving such uncertain choices to systematic
exploration. The case in Figure 2 is one such example.

For the SCSI case in Figure 2, the LLM-only approach
correctly infers the high-level trigger scaffold and identifies
cmd_len as the critical field. However, it instantiates that
field with the non-triggering value 5. This is insufficient
because on the vulnerable block SG_IO path, cmd_len
= 5 does not enter the dangerous zero-length fallback in
scsi_setup_scsi_cmnd; the observed crash is triggered
by cmd_len = 0. The failure is therefore not a lack of
structural understanding; it is the inability of an LLM-only
approach to perform systematic search over a sparse concrete
space consisting of command length, device class, opcode, and
transfer metadata.

Even when the correct values could in principle be found
through repeated LLM attempts, doing so is costly because
the search space is large and sparse. Consequently, directly
asking an LLM to generate a complete reproducer often fails
not because it misses the overall triggering logic, but because
it does not supply the precise concrete values required to cross
the final trigger condition. Indeed, we find that an LLM-only
solution fails to trigger this bug in our experiments reported
in §V.

D. Fuzzing and LLMs are complementary

Fuzzing lacks semantic guidance, but we make the obser-
vation that an LLM can help: given the patch context (and
surrounding code when needed), an LLM can analyze likely
trigger conditions, hypothesize the prerequisite sequence of
operations, identify which syscalls are likely involved, and
recognize that certain arguments must come from specific
enumerations, flags, or header-defined constants. In the SCSI
case (Figure 2), this semantic step recovers the correct trigger
scaffold: open a usable SCSI endpoint, construct a valid
sg_io_hdr, and issue ioctl(..., SG_IO, ...) and
thus, the execution reaches the vulnerable request path. As
prior work has shown, inferring such dependencies among
syscalls and subsystem-specific interfaces is inherently difficult
for traditional methods [19]. Such guidance can help approach
the target region and assist in the construction of the required
vulnerable state. Moreover, LLM inference need not rely solely
on parametric knowledge; we can supply targeted external
references via retrieval-augmented prompting when a more
complex setup is needed to prepare the vulnerability state.

LLMs fall short in inferring the precise and concrete values
for bug triggering, but fuzzing can help. First, fuzzers can
test large numbers of input variants at high throughput (e.g.,
Syzkaller can try thousands of inputs in one minute using a
single core on a modern server) making them well-suited to
discovering boundary values, rare combinations, and thresh-
olds that are difficult to guess. Second, by repeatedly executing
slightly different inputs, fuzzing naturally samples runtime
effects (e.g., different allocation patterns and interleavings),
increasing the probability of encountering the nondeterministic
conditions required to produce a crash. In short, once the
trigger scaffold of a trigger is approximately correct, fuzzing
is an efficient mechanism for exploring the remaining degrees
of freedom.

Based on the above, one can conclude that LLMs and
fuzzing are complementary for triggering a vulnerability:
LLMs are adept at recovering the trigger scaffold of a trigger
(syscall sequencing, state transitions, and protocol adherence),
while fuzzing is effective at discovering concrete values and
exploring runtime nondeterminism.

Our design goal is therefore to combine them without
losing the strengths of either: preserve fuzzer-driven mutation
for concrete search while constraining exploration to a trigger
scaffold that is relevant to the target bug. Returning to the SCSI
example in Figure 2, an ideal method would fix the open →
SG_IO scaffold and the construction of the key sg_io_hdr
argument, while leaving cmd_len, opcode, transfer metadata,
timeout, flags, and device selection as variables for the fuzzer
to explore.
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IV. SYZHARNESS DESIGN AND IMPLEMENTATION

A. Overview

Given a security patch (commit message + diff),
SYZHARNESS aims to trigger the vulnerability fixed by that
patch on the corresponding pre-patch kernel version. As dis-
cussed in Section III-D, LLMs and fuzzing are naturally
complementary: LLMs are effective at inferring prerequisite
structure for bug triggering, whereas fuzzing is effective at
discovering precise concrete values and navigating runtime
nondeterminism. An intuitive direction is therefore to combine
the two. However, turning this intuition into a practical bug
reproduction pipeline introduces several challenges.

Design challenges. The first challenge is how to bridge
the representation gap between LLM reasoning and fuzzing.
Traditional Syzkaller-based workflows operate on syscall de-
scriptions and mutate syscall programs. One possible approach
is to let the LLM generate a seed program directly, such as
SyzGPT [55]. However, this is ineffective for targeted bug
reproduction: once fuzzing begins, coverage-guided mutation
can quickly drift by appending unrelated syscalls that increase
coverage but do not help trigger the target vulnerability. As
a result, the search space remains effectively unconstrained.
Moreover, this approach relies on existing syscall descriptions,
which can be incomplete [19]; missing knowledge typically
pertains to syscall relationships, argument types, and ranges.

The second challenge is how to preserve the targeted
structure inferred by the LLM while still allowing the fuzzer
to explore uncertain parts efficiently. For patch-based bug
reproduction, the critical difficulty is often not merely reaching
the right subsystem, but executing the correct prerequisite
sequence with the right state construction. These structural
constraints are usually not captured well by syscall descriptions
alone, and are difficult to enforce if the LLM output is
translated directly into ordinary fuzzing inputs.

The third challenge is practical integration. Even if the
LLM can synthesize a useful structured reproducer, that artifact
must still be transformed into a form that a state-of-the-art
kernel fuzzer such as Syzkaller, can schedule, execute, and
mutate efficiently. This requires bridging not only a conceptual
gap, but also an interface gap between the generated harness
code and the fuzzer’s native execution model.

Overview of our solution. The high-level workflow of
SYZHARNESS is illustrated in Figure 3. Our solution is to use
the LLM to synthesize a parameterized fuzzing harness that
(i) fixes the syscall sequence and state construction required to
reach the vulnerable context, and (ii) exposes only uncertain,
bug-critical “knobs” (e.g., sizes, flags, buffer contents, and
selected fields) as explicit parameters for mutation. The fuzzer
then takes this harness as the execution scaffold and mutates
only the exposed parameters. This design allows the fuzzer to
efficiently search the remaining concrete space, while avoiding
the combinatorial blow-up caused by semantically irrelevant
syscall programs. In effect, SYZHARNESS transforms the
search from unconstrained syscall-program exploration into
exploration within a constrained, semantically valid subspace.

In the SCSI example from Figure 2, this design yields
a pseudo-syscall with the interface entry(cmd_len,
opcode, dxfer_len, dxfer_dir, timeout_ms,

flags, device_index). The harness fixes the open
→ SG_IO scaffold and constructs a valid sg_io_hdr
internally, while the generated syzlang restricts cmd_len
to the vulnerable regime and allows Syzkaller to mutate the
remaining command tuple. In our runs, this combination
reaches the vulnerable request path and triggers the observed
general protection fault in scsi_queue_rq.

To realize this design, SYZHARNESS incorporates three
stages:

• Harness synthesis from a raw patch. An LLM agent
analyzes the patch and surrounding code context to infer
likely triggering preconditions; then, it synthesizes a C/C++
fuzzing harness that fixes the required syscall ordering
and state construction while parameterizing uncertain, bug-
critical values (e.g., sizes, flags, buffer contents).

• Bridging the harness to Syzkaller. To make the harness
executable under fuzzer-driven mutation, we automatically
translate the harness into (i) a Syzkaller pseudo-syscall
implementation embedded in the executor and (ii) a cor-
responding syzlang syscall description for the harness’s
exposed parameters. A lightweight repair agent resolves any
build failures introduced during integration.

• Iterative refinement with reachability feedback. If
fuzzing does not reproduce a crash within a time budget,
we terminate the run, collect hierarchical coverage signals
(file → function → target-site), and feed them back to the
LLM to revise the harness for the next iteration. We allocate
larger budgets to later iterations and terminate early when
the harness fails basic reachability checkpoints.

This design separates responsibilities cleanly: the LLM
fixes the prerequisite structure that defines a semantically valid
search corridor and prunes exploration space by locking in
state construction, while the fuzzer performs high-throughput
concrete mutation over the remaining uncertain and exposed
parameters.

B. LLM agent for harness synthesis

1) Harness synthesis grounded in patch and code context:
A security patch (commit message and diff) rarely contains
sufficient context to derive a correct reproducer in isolation. Al-
though LLMs encode substantial prior knowledge about Linux
kernel APIs and common subsystem patterns, relying solely
on parametric knowledge is brittle: patches often reference
macros, called functions, and subsystem invariants defined
elsewhere, and omitting that context can lead to incorrect
assumptions and invalid harnesses.

To improve reliability, SYZHARNESS allows the LLM to
retrieve grounded code context beyond the diff itself, including
the precise definitions and usage sites of symbols (e.g., vari-
ables, macros, constants, and called functions) referenced by
the patch, as well as surrounding call paths and related code
regions that govern reachability and triggering. This additional
context serves two purposes. First, it resolves ambiguities that
cannot be determined from the diff alone, such as the meaning
of a flag, the expected state of an object, or the preconditions
enforced by a helper function. Second, it anchors the agent’s
reasoning in the actual kernel implementation, reducing re-
liance on conjecture and thereby lowering the probability of
synthesizing invalid setup sequences.
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Fig. 3: The simplified pipeline of SYZHARNESS

Accordingly, SYZHARNESS instantiates the LLM as an
agent equipped with code-navigation tools, rather than as a
pure code generator. These tools include symbol definition
lookup for functions, macros, and variables; reference tracing
to identify where a symbol is used; text-pattern search over the
kernel codebase; and targeted source retrieval by file and line
range. We further constrain the agent with a strict hypothesize–
verify–generate workflow:

1) Hypothesize: Derive candidate trigger preconditions from
the commit message and modified code paths (e.g., re-
quired call sequence, critical flags, or resource lifecycle
constraints).

2) Verify: Query the codebase for referenced symbols,
macro meanings, and relevant call paths to confirm or re-
fute the hypothesis (e.g., locate where a flag is consumed,
validate which branch guards the vulnerable operation).

3) Generate: Synthesize harness logic only after the trigger
scaffold is grounded in concrete source context.

2) External knowledge retrieval for complex syscall usage:
LLMs typically perform well on common kernel interaction
patterns that appear frequently in public code and discus-
sions—for example, creating an IPv6 socket, configuring it
with standard options, and sending messages via the socket.
However, patch-based bug reproduction may require rare or
highly structured subsystem setups whose correct execution
depends on intricate resource lifecycles, non-obvious ordering
constraints, or environment-specific conventions. Examples
include io_uring initialization and submission workflows,
filesystem mounting sequences, and operations on device
nodes with non-standard naming or discovery requirements
(e.g., DRI device nodes). Because such procedures are rela-
tively underrepresented (and often very different from general
patterns) in typical training corpora, purely parametric LLM
reasoning can omit critical steps or propose invalid sequences.

To improve robustness in these cases, SyzHarness aug-
ments the agent with curated exemplar implementations from
Syzkaller. Syzkaller maintainers encode hard-won domain
knowledge as pseudo-syscalls (as discussed earlier) that im-
plement canonical setup routines for complex subsystems.
When SyzHarness detects that an existing pseudo-syscall is
relevant to the patched code path (e.g., it exercises syscalls
in the same subsystem), we retrieve and supply that pseudo-
syscall to the agent as external context. The agent can then (i)
reuse the pseudo-syscall logic directly as part of the harness,
or (ii) mine it for ordering and argument constraints, to
adopt those to satisfy patch-specific trigger conditions. This
retrieval mechanism reduces brittle guesswork and strengthens
harness correctness for complex, low-frequency kernel state
construction.

3) Harness generation with explicit parameter exposure:
Given validated preconditions, the agent synthesizes a fuzzing
harness that decomposes bug reproduction into: (i) fixed trig-
gering logic (state construction + syscall sequence) and, (ii)
mutable parameters that the LLM agent treats as uncertain
and leaves intentionally under-specified for fuzzing.

Concretely, the harness includes (as applicable):

• Environment setup: required namespaces, module loading,
device discovery/opening, and prerequisite configuration.

• Dependency construction: creation/initialization of kernel-
facing objects and resources needed by the target subsystem.

• Sequence definition: a concrete ordering of syscalls to drive
the kernel into the vulnerable state.

Crucially, the harness only exposes uncertain, bug-critical
knobs as entry-function parameters (e.g., sizes, flags, buffer
contents, selected scalar fields). This parameterization is cen-
tral: it prevents the fuzzer from wasting effort on semantically
invalid programs, while still allowing efficient exploration of
the remaining concrete space.

The SCSI case in Figure 2 is a direct example of ex-
posing only uncertainty. The harness constructs struct
sg_io_hdr internally and fixes the SG_IO invocation pat-
tern, but exposes only those fields whose exact values are un-
certain: command length, opcode, transfer direction and length,
timeout, flags, and device index. This lets Syzkaller search the
small, environment-dependent triggering tuple without wasting
effort on unrelated file operations or malformed ioctl layouts.

4) Harness verification to reduce hallucinations: To reduce
syntax and environmental errors, the agent is given access to
compilation checks in the target (or a faithfully reconstructed)
kernel build environment. The harness is compiled automat-
ically before integration. This step catches common failure
modes early (missing headers, wrong types, incorrect API
usage), improving the stability of downstream fuzzing.

C. Integrating the harness into Syzkaller

Syzkaller fuzzes programs described in syzlang and
executes them via a dedicated executor. To make a synthesized
harness fuzzable, SyzHarness converts it into a Syzkaller
pseudo-syscall plus a corresponding syscall description.

1) Syscall description synthesis in the same semantic con-
text: After harness generation, the agent produces a syscall
description for the harness entry function so that Syzkaller
can mutate the exposed parameters. Two design choices make
this tractable and robust:
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• Session consistency: harness generation and description
generation occur in the same agent session and so, argument
meaning and typing decisions remain aligned (avoiding
mismatches common in multi-stage pipelines).

• Interface simplification: because the pseudo-syscall is syn-
thesized from scratch by the agent, its interface can be
deliberately designed to expose only scalar parameters (e.g.,
integers, flags, and byte arrays), rather than deeply nested
or complex structures. This keeps the syscall description
compact and avoids the need for heavyweight specification
inference. Any required nested structures can then be con-
structed internally within the fuzzing harness from these
exposed scalar inputs.

When viable, the agent retrieves and reuses existing
Syzkaller type definitions (e.g., standard flag sets) in lieu of
re-defining them, improving compatibility and reducing syntax
errors.

2) Pseudo-syscall transformation: Syzkaller pseudo-
syscalls must follow strict executor conventions. SyzHarness
applies a deterministic rewrite from the standalone harness
function into a pseudo-syscall entry. Specifically, it:

1) adapts the function signature to the executor-
required form, for example static long
syz_<name>(volatile long a0, ...);

2) inserts explicit type casts from executor argument-passing
conventions into the original argument types; and

3) wraps the implementation with appropriate preproces-
sor guards, for example #if SYZ_EXECUTOR ||
defined(__NR_syz_name).

This transformation is mechanical and repeatable, ensuring
that semantic decisions remain in the harness (LLM-guided)
while executor conformance is handled systematically.

3) Compilation repair agent: Injecting a new pseudo-
syscall and its syscall description can still trigger build fail-
ures, primarily because pseudo-syscalls share a common com-
pilation unit (e.g., executor/common_linux.h), where
newly added code may conflict with existing includes, types, or
definitions. To ensure end-to-end automation without compro-
mising the fuzzer, SYZHARNESS employs a lightweight repair
agent with tightly scoped permissions:

• Inputs: compiler error logs and the exact line ranges of the
injected code.

• Scope restriction: the agent may edit only the newly
injected pseudo-syscall and description blocks; it is not
permitted to modify Syzkaller’s pre-existing code (including
maintainer-written pseudo-syscalls).

• Objective: resolve compilation errors within at most five
repair rounds, stopping early once the executor builds suc-
cessfully.

This constraint preserves the integrity of the underlying
fuzzer while enabling fully automated integration.

D. Hierarchical coverage-guided refinement

Even encoded with high-level semantics, an initial har-
ness can be incomplete (missing a prerequisite step) or mis-
specified (wrong flag ranges, wrong ioctl command, etc.).

SYZHARNESS therefore uses coverage-guided feedback not as
a direct objective for bug reproduction, but as a diagnostic
signal for iterative harness repair.

1) Isolated fuzzing configuration: To focus computation
on patch-relevant logic, we run Syzkaller with a restricted
configuration that enables only the newly crafted pseudo-
syscall. This prevents the fuzzer from drifting into unrelated
subsystems and ensures that observed coverage changes are
attributable to the harness and its exposed parameters.

2) Hierarchical reachability signals: If fuzzing fails to
trigger a crash within a per-iteration timeout, we terminate
the run and collect hierarchical reachability signals:

1) File-level reachability (Tfile): whether the patched source
file is executed.

2) Function-level reachability (Tfunc): whether the patched
function(s) are executed.

3) Line-level reachability (Tline): whether the specific lines
modified/removed by the patch are executed.

These signals are returned to the synthesis agent, which
revises the harness accordingly (e.g., fix driver/device ini-
tialization if Tfile fails; refine command codes/flags if Tfunc
fails; adjust subtle state constraints if Tline fails). The syscall
description is updated in lockstep with any parameter/interface
changes.

3) Adaptive time budgeting and early termination: Harness
quality typically improves across iterations as missing prereq-
uisites are identified and corrected. We therefore allocate larger
fuzzing budgets to later iterations. Concretely, we run a fixed
number of iterations with monotonically increasing timeouts
(e.g., 1h, 2h, 4h, 6h, 8h), and stop early on clearly non-viable
harnesses. This schedule is chosen to fit within a practical
end-to-end bug reproduction budget (approximately 24 hours),
which includes not only fuzzing time but also harness syn-
thesis, pseudo-syscall generation, and compilation/repair. We
treat runs that do not reproduce within this budget as failures,
consistent with common operational expectations for fuzzing-
based methods[36], [40], [18].

To avoid wasting resources, we adopt an early termination
policy: if a harness fails to reach Tfile within an initial fraction
of its allocated budget (e.g., the first 30%), we terminate the
iteration and trigger immediate harness revision. This is driven
by the empirical observation that viable harnesses typically
can accomplish the desired maximum coverage quickly (e.g.,
within 10 minutes); prolonged failures at Tfile strongly indicate
a missing prerequisite rather than insufficient mutation time.

4) Iteration fuzzing harness: Each iteration produces a new
harness version, regenerates (or updates) its pseudo-syscall and
description, recompiles Syzkaller, and starts fuzzing in a new
iteration. The agent retains prior iteration context to support
monotonic improvement instead of restarting from scratch. The
pipeline terminates once the bug is triggered or the time limit
is reached.

The overall pipeline is shown in Figure 4. Starting
from an input patch, SYZHARNESS first invokes an LLM
agent to analyze the patch and synthesize a fuzzing harness,
aided by source-code navigation tools and optionally existing
related pseudo-syscall implementations. The generated harness
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is then translated into two artifacts: pseudo-syscall code and a
corresponding syscall description. These artifacts are injected
into Syzkaller and compiled into a new fuzzer instance; if
compilation fails, a lightweight repair agent iteratively fixes
only the injected code until the build succeeds. The resulting
Syzkaller instance then fuzzes the synthesized interface. If
the bug is triggered, the pipeline terminates successfully;
otherwise, the run ends on timeout, coverage feedback is
collected, and the agent uses that feedback to revise the harness
for the next iteration.

E. Implementation Details

We implement our agents using the Model Context Protocol
(MCP) [3]. The pipeline uses two agents. The generation
agent (i) synthesizes a fuzzing harness from the patch context,
(ii) converts the harness into a Syzkaller pseudo-syscall, and
(iii) generates the corresponding syzlang syscall description.
The repair agent is lightweight and is invoked only when
integration fails to build; it consumes Syzkaller compilation
logs and fixes errors introduced by newly added pseudo-syscall
code or syscall descriptions.

The conversion into pseudo-syscall code follows a set of
pseudo-syscall conventions distilled from existing Syzkaller
pseudo-syscalls. We implement purely syntactic and deter-
ministic edits (e.g., required wrapper macros and boilerplate)
via scripts. For transformations that require semantic aware-
ness of argument usage—most notably, inserting explicit type
casts—we rely on the generation agent. This is necessary
because pseudo-syscall arguments are passed using Syzkaller’s
executor conventions (e.g., as volatile long values) and
must be cast to the intended concrete types at the start of the
pseudo-syscall body before they are used.

We implement an MCP server that exposes the tools
required by the agents (listed below), including kernel code
navigation (e.g., symbol lookup, pattern search and targeted
source retrieval) and compilation checks. The agents are driven
via Codex CLI with a fixed system prompt (AGENTS.md)
and task-specific user prompts (e.g., harness synthesis, pseudo-
syscall conversion, and syscall-description generation). The
repair agent is constrained to edit only the newly injected code
blocks and is capped at a small number of repair rounds (five
in our implementation). The concrete task prompts are listed
in Appendix A.

V. EVALUATION

A. Experiment Setup

For each target patch, the pipeline finds the kernel re-
vision immediately preceding the patch commit and builds
that kernel using GCC-11. We use the Syzbot kernel config-
uration [16], which provides broad subsystem coverage and
enables KASAN to detect memory safety violations at the time
they are triggered. We use GPT-5.2-codex with xhigh reasoning
as the primary LLM.

We ran the fuzzing experiments on a dedicated server
equipped with two AMD EPYC 7543 32-core processors
(128 hardware threads in total) and 944 GiB of RAM. The
fuzzing workload was distributed across 4 virtual machines,
each provisioned with 8 vCPUs, for a total of 32 concurrent
fuzzing threads.

A kernel crash alone is insufficient to establish reproduction
of the vulnerability fixed by the target patch: a generated
harness may expose an unrelated bug along the same execution
path. We therefore use a patch-differential oracle for all
candidate reproductions.

For each generated PoC, we execute the same input under
the same kernel configuration and repetition budget on both
the vulnerable pre-patch kernel and the corresponding patched
kernel. We count a target as patch-validated only if (i) the
PoC reproducibly triggers a kernel failure on the pre-patch
kernel, (ii) the corresponding failure is no longer observed on
the patched kernel, and (iii) the crash trace or execution path is
consistent with the function or root cause affected by the patch.
Ambiguous cases are manually inspected and conservatively
excluded.

B. Experiment Metrics

In our evaluations, we care about both effectiveness and
efficiency. Effectiveness is measured by the success rate (SR),
i.e., the fraction of target vulnerabilities for which the system
successfully triggers a kernel crash within the allowed budget.
Efficiency is measured by the time-to-reproduction (TTR),
i.e., the end-to-end wall-clock time from the start of bug
reproduction to the first crash. Over successful cases, we report
both the mean time-to-reproduction (MTTR) and the median
time-to-reproduction (MedTTR), since bug reproduction time
can exhibit a long-tailed distribution. We also report the first-
iteration success rate (FISR), which captures how often the
initial harness is sufficient without iterative refinement.

C. Evaluation Datasets

We evaluate SYZHARNESS on two complementary
datasets.

a) KernelCTF patch dataset (overall performance):
Our primary dataset is derived from Google’s KernelCTF [4],
a vulnerability rewards program that includes real-world Linux
kernel 0-day and 1-day vulnerabilities with demonstrated ex-
ploitation. These cases provide strong ground truth for bug
reproduction because they are known to be triggerable, unlike
general CVE corpora that may include reports that are difficult
or impossible to reproduce in practice [1]. Many KernelCTF
cases also provide public documents (after disclosure grace
periods) describing root causes, trigger conditions, and exploit
strategies, which facilitate post-mortem analysis of failures.
We include all cases released before the end of 2025 and
retain only those whose fixing commits are available in the
upstream Linux repository and whose vulnerable kernels boot
successfully in our VM environment. This yields 100 cases.

b) SyzDirect dataset (comparative study): For head-
to-head comparison against state-of-the-art directed greybox
fuzzing for the Linux kernel (e.g., SyzDirect), we additionally
evaluate SYZHARNESS on the dataset used by SyzDirect [36].
These cases originate from Syzbot [16] and are similarly
intended to be triggerable. Evaluating on the same benchmark
controls dataset effects and enables a fair comparison under
identical targets. This dataset contains 100 cases.

c) Ablation subset: For ablation studies, we randomly
sample 30% of the cases from each dataset, forming 60 unique
bugs in total.
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Fig. 4: The complete pipeline of SYZHARNESS

SR 1st-iter SR Mean TTR Med. TTR

80% 47.5% 2.9 h 1.2 h
TABLE I: Overall performance of SYZHARNESS on the KernelCTF
dataset. SR = success rate; TTR = time-to-reproduction (wall-clock,
successful cases).

Component Mean Median

Harness generation agent 0.5 h 0.3 h
Compilation repair agent 2 min 0
Syzkaller fuzzing 2.2 h 27 min

TABLE II: Time breakdown of SYZHARNESS over successful Ker-
nelCTF cases.

d) Recent syzbot patch dataset (recent known-
triggerable bugs): To evaluate SYZHARNESS on recent
real-world bugs with clearly interpretable triggerability
ground truth, we collect 50 syzbot UAF/OOB bugs fixed
after March 2026. Each target has an existing syzbot crash
or reproducer and a corresponding public fix, independently
establishing that the bug is triggerable. During our evaluation,
the public reproducer is withheld from SYZHARNESS and
used only as ground truth; SYZHARNESS receives only the
fix commit. This dataset complements KernelCTF with recent
Linux kernel bugs while avoiding the unknown-triggerability
limitation of the patch-stream dataset below.

e) Unlabeled patch dataset: To evaluate SYZHARNESS
beyond curated benchmarks, we further test it on unlabeled
patches without publicly available PoCs or CVEs. We collect
candidate patches submitted in 2026 and use an LLM-assisted
filtering step to retain patches likely to fix bugs with high
security impact and reproducible in our environment. We apply
the following rules to use LLMs to identify promising patches:
(i) patches fixing UAF/OOB bugs, (ii) bugs whose vulnerable
code is compiled (according to the syzbot config we use for
testing) and feasible to reach (not dead code), (iii) bugs whose
vulnerable code is reachable via syscalls to unprivileged users.
Overall, we obtain 64 patches.

Unlike the datasets above, these patches have no indepen-
dent triggerability ground truth. We therefore use this dataset
to measure operational yield in a patch-only setting, rather than
treating 64 as a denominator of known-triggerable bugs.

SR 1st-iter SR Mean TTR Med TTR

UAF 79.0% 43.8% 3.1 h 1.5 h
OOB 82.4% 71.4% 1.9 h 0.5 h

TABLE III: Performance of SYZHARNESS on different bug types. SR
= success rate; TTR = time-to-reproduction (wall-clock, successful
cases).

Fig. 5: The percentage of successful cases in each iteration.

D. Evaluation results

We organize our evaluation around three questions:

• RQ1: How effective and efficient is SYZHARNESS on real-
world triggerable Linux kernel vulnerabilities?

• RQ2: How does SYZHARNESS compare with prior state-
of-the-art directed greybox fuzzing?

• RQ3: What do ablation studies reveal about the divi-
sion of labor between LLM-recovered trigger scaffolding
and fuzzer-driven concrete-value search, and how stable is
SYZHARNESS across repeated runs and unlabeled datasets?

1) Overall performance: Table I summarizes the effec-
tiveness and efficiency of SYZHARNESS on the KernelCTF
dataset. SYZHARNESS initially generates candidate reproduc-
tions for 80/100 targets. After applying the patch-differential
validation described in §V-A, 78/100 (78%) are confirmed as
reproductions of the vulnerabilities fixed by the corresponding
patches. Over all cases, 47.5% are triggered in the first iteration
(out of at most five iterations), while iterative refinement sub-
stantially improves success for the remaining long-tail cases.
For successful cases, the mean time-to-reproduction is 2.9 h
and the median is 1.2 h, suggesting that many cases reproduce
quickly while a smaller subset requires longer fuzzing and/or
further refinement.
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Time breakdown. To better understand where time is spent,
we break down the end-to-end cost into three components: (i)
the harness generation agent, which crafts the pseudo-syscall
for triggering the bug and generates the corresponding syscall
description; (ii) the compilation repair agent, which is invoked
only when integration introduces Syzkaller build errors; and
(iii) Syzkaller fuzzing time, during which Syzkaller mutates
the exposed harness parameters.

Table II shows that the agent’s overhead is modest relative
to fuzzing. The harness generation agent requires 0.5 hours on
average (0.3-hour median), even accounting for multi-iteration
refinement. The compilation repair agent is rarely needed: its
median time is zero, indicating that at least half of successful
cases integrate without any build errors. Syzkaller accounts
for most of the wall-clock time (2.2-hour mean), reflecting the
inherently stochastic search over concrete values and runtime
effects. Notably, this fuzzing time does not entail LLM API
cost, but the agent time includes that.

Success rate by iteration. Figure 5 breaks down successful
cases by iteration. Successful bug reproductions are strongly
front-loaded: 48.72% of the successes occur in the first it-
eration and 34.62% in the second, meaning that 83.34% of
all successful cases are reproduced within two iterations. The
remaining 18.5% form a clear long tail spread across later
iterations (5.13% in iteration 3, 7.69% in iteration 4, and 3.85%
in iteration 5).

This distribution highlights two points. First, the high frac-
tion of first-iteration successes shows that the initial harness
is often sufficient when it captures the required setup logic
and parameterization—i.e., it fixes the prerequisite sequence
correctly, assigns some key values properly, and exposes the
remaining uncertain inputs for fuzzing. Second, the later-
iteration successes show that iterative refinement remains use-
ful for a fewer harder cases that are not reproduced in the
short period, even though they eventually become reproducible
under revised harnesses and additional fuzzing budget.

Runtime and training-data leakage analysis. Because
SYZHARNESS leverages an LLM agent, a natural concern is
that reproduction success may be inflated by access to public
PoCs or vulnerability information, either through runtime
retrieval or training-data memorization. We evaluate these two
threats separately.

First, to examine runtime retrieval, we manually inspect the
complete agent logs from 30 randomly selected KernelCTF
cases. We check whether the agent invokes web search,
accesses KernelCTF writeups, or retrieves public reproducer
code. We find no evidence of any such behavior in these 30
cases. This analysis provides evidence that the observed repro-
duction results are not driven by the agent directly retrieving
public solutions during execution.

Second, we investigate potential training-data leakage
through a knowledge-cutoff analysis. We partition KernelCTF
cases according to whether the corresponding patch was sub-
mitted before or after the model’s stated knowledge cutoff and
compare reproduction success rates between the two groups.

The cutoff date of GPT-5.2-codex (August 31, 2025 [2])
yields only 8 KernelCTF cases after the cutoff, which is too

small for a balanced comparison. Hence, we additionally eval-
uate SYZHARNESS with GPT-5.1-codex-max (cutoff: Septem-
ber 30, 2024 [2]), for which 58% of KernelCTF cases fall
before the cutoff and 42% after. Under GPT-5.1-codex-max,
SYZHARNESS achieves a 70% patch-validated reproduction
success rate; the success rate is 70.69% on pre-cutoff cases
and 69.05% on post-cutoff cases. The negligible difference
suggests that SYZHARNESS ’s effectiveness is unlikely to be
driven by memorization of post-cutoff patches or writeups,
but instead by its ability to infer prerequisite structure from
patch-local context and reliance on fuzzing for concrete-value
discovery.

Performance by bug type. We seek to understand the
effect of bug types on performance. 98% of the KernelCTF
cases are use-after-free or memory out-of-bounds access bugs,
since they constitute the majority of exploitable types. UAF
bugs typically depend on object lifetime management (freeing,
reallocation, and subsequent stale use), whereas OOB bugs are
often triggered by violating explicit size/bounds constraints.
Different patterns may have different complexities, causing
differences in performance. We label each KernelCTF case as
UAF or OOB and report the breakdown in Table III. Overall,
SYZHARNESS achieves comparable patch validation success
rates across the two classes, with UAF being slightly lower
than OOB (79.0% vs. 82.4%). However, the efficiency gap
is pronounced. For OOB cases, 71.4% of the successful bug
reproductions occur in the first iteration, compared to 43.8%
for UAF. Moreover, successful UAF cases require substantially
more time (mean TTR 3.1 h vs. 1.9 h; median TTR 1.5 h vs.
0.5 h).

Performance on race-condition bugs. Race- and timing-
sensitive bugs pose a different challenge from other bug
types: even with the correct trigger scaffold and concrete
values, reproduction may require a particular execution in-
terleaving. To directly evaluate such cases, we manually in-
spect all 100 KernelCTF targets and label whether triggering
requires race/timing-sensitive interleavings. We identify 24
race-condition cases and 76 non-race cases. After validation,
SYZHARNESS reproduces 19/24 race cases (79.2%) and 59/76
non-race cases (77.6%). These results demonstrate that, race-
condition bugs do not exhibit a lower reproduction success rate
in our evaluation. Nevertheless, timing sensitivity can increase
reproduction latency because the required interleaving may
only occur after repeated executions.

Token cost analysis. Because SYZHARNESS relies on an
LLM agent, an important practical question is whether its
API cost is prohibitive. On GPT-5.2-codex, the average token
cost of SYZHARNESS is approximately $2 per case, com-
pared with $2.50 for the LLM-only baseline, corresponding
to about a 20% reduction in LLM inference cost. This cost
is modest relative to the overall bug reproduction pipeline,
especially because the dominant component of wall-clock time
is Syzkaller fuzzing rather than LLM interaction. In other
words, SYZHARNESS primarily uses the LLM to recover
trigger scaffolding and synthesize/refine the harness, while
the expensive exploration over concrete values is offloaded
to fuzzing at essentially no additional API cost. This makes
the overall design practical for large-scale patch-based bug
reproduction.
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Failure analysis. To understand the remaining gaps, we
manually inspected unsuccessful cases and grouped failures
into three recurring categories. The dominant failure mode is
incorrect scaffolding (14 cases out of 20): fuzzing with the
synthesized harness reaches the correct patched file or function
but fails to satisfy the vulnerability’s triggering conditions, ei-
ther because it omits a required operation sequence or because
it constructs an incompatible combination of object types and
resources. This suggests that, for a subset of vulnerabilities,
LLMs still fail to provide the appropriate trigger conditions,
even when we allowed multiple iterations (e.g., after fuzzing
feedback).

The remaining failures are driven by dynamic conditions
that are harder to encode in a static harness. In 4 out of
20 cases, the harness reaches the relevant code path but
fails to hit a required race or timing window. This could be
either (1) the scaffolding not allowing sufficient concurrency,
contention, or scheduling variability, and (2) it did, but fuzzing
failed to find the right concrete values to hit the vulnerable
scheduling window, e.g., wrong values for usleep(). Given
the complexity of such timing-related issues, we defer further
investigation into resolving such cases for future work.

Finally, 2 out of 20 cases exhibit minor issues in the
scaffolding: the harness performs very similar operations to
the ground truth but with ordering or parameter discrepancies
that ultimately prevent the bug from triggering. These cases do
contain the necessary syscalls and structures, but the parameter
constraints, constants set by the harness, or the order of syscalls
are incorrect.

2) Comparative study: We conduct a controlled head-to-
head comparison between SYZHARNESS and SyzDirect [36]
on the 100-case SyzDirect benchmark. We rerun the public
SyzDirect implementation using the same vulnerable kernel
revisions and configurations, Syzkaller revision, compiler,
hardware allocation, 24-hour per-target budget, trial setting
as SYZHARNESS. We also apply the same patch-differential
reproduction oracle to both systems, such that a target is
counted as successfully reproduced only when the generated
PoC triggers the vulnerable pre-patch kernel, no longer trig-
gers the corresponding failure on the patched kernel, and is
consistent with the patched vulnerability.

Under these matched settings, SYZHARNESS achieves a
73% patch-validated reproduction rate, compared with 25%
for SyzDirect.

The 25% result differs from the 42% reported in the
original SyzDirect paper because the two evaluations use
different trial aggregation. SyzDirect’s reported 42% counts a
target as reproduced if at least one of its ten independent trials
succeeds, whereas our controlled comparison evaluates both
systems under the same single-run trial setting and resource
budget. We therefore use the 25% result from our controlled
rerun, rather than SyzDirect’s published 42%, as the baseline
for comparison with SYZHARNESS.

Thus, under matched experimental conditions and a com-
mon patch-sensitive reproduction oracle, SYZHARNESS repro-
duces 73% of the targets compared with 25% for SyzDirect.
These results support our design hypothesis that explicitly re-
covering and fixing the patch-specific trigger scaffold substan-

tially reduces the search difficulty compared with SyzDirect’s
directed-fuzzing formulation.

3) Ablation Study, Stability, and Case Studies: SyzHarness
combines two key design choices that we ablate here: (i)
delegating the search over uncertain, bug-critical concrete
values for inputs of syscall to fuzzing rather than direct LLM
generation, and (ii) iteratively refining the harness using hier-
archical reachability feedback. We quantify the contribution of
each component through an ablation study on a random 30%
subset of cases from the KernelCTF and SyzDirect datasets
(subsection V-C).

LLM-only generation (no fuzzing harness). We isolate the
benefits of combining the LLM-derived fuzzing harness and
the fuzzing-driven concrete search. We replace the harness
synthesis with direct PoC generation: the agent emits a com-
plete reproducer program (with all concrete values fixed) rather
than a harness that exposes uncertainty to mutation. Moreover,
unlike fuzzing with an explicit time budget, an LLM-only
approach has no natural stopping rule for this concrete search
problem; the model itself effectively decides when to stop
refining the program, even if the resulting PoC still fails to
trigger the bug. This LLM-only solution achieves 65% SR,
compared to 78.3% with SYZHARNESS on the same ablation
set. The gap is expected: while the agent can often infer
trigger scaffolding (e.g., syscall ordering and protocol steps), it
must also guess precise concrete values that may lie in sparse
or extreme regions and may interact with nondeterministic
runtime effects. More generally, closing this gap via repeated
prompting would require many costly LLM trials over a large
concrete space, whereas fuzzing can explore these uncertain
parameters cheaply at high throughput. This ablation supports
our design choice to use the LLM to identify appropriate
trigger scaffolding while delegating concrete-value discovery
and nondeterminism exploration to fuzzing.

Iteration and feedback mechanisms. Finally, we study the
impact of iterative refinement. SYZHARNESS performs up to
five iterations; after a failed iteration, it extracts hierarchical
reachability feedback (file/function/line) and uses it to revise
the next harness. Table IV compares four variants under a
fixed end-to-end budget of approximately 24 hours. To avoid
conflating reproduction speed with differences in the set of
successfully reproduced targets, we report TTR only on targets
reproduced by both the variant and SYZHARNESS. We also
report the number of targets reproduced within fixed time
budgets.

The results indicate that hierarchical feedback mainly ben-
efits efficiency, while providing little evidence of improved
final effectiveness. The cleanest comparison is between five
iterations without feedback and SYZHARNESS. Their final
validated success counts are nearly identical: 46/60 versus
47/60. However, on the 43 targets reproduced by both variants,
SYZHARNESS reduces mean TTR from 1.3h to 1.0h, while
median TTR remains comparable at 0.4h. More importantly,
SYZHARNESS reproduces more targets at intermediate bud-
gets: 34 versus 30 within 1h, 41 versus 38 within 2h, and
48 versus 42 within 4h. Thus, feedback does not substantially
increase the final number of reproduced targets in this single-
run ablation, but it helps reproduce many targets earlier.

Iterations alone also help, but less consistently. A sin-
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Variant SR Both w/ SYZHARNESS Variant TTR on Both SYZHARNESS TTR on Both Targets Reproduced by Budget

Mean Med Mean Med ≤0.5h ≤1h ≤2h ≤4h ≤8h

1 iter (long fuzz) 44/60 (73.3%) 39 1.9 h 0.2 h 1.1 h 0.4 h 30 32 35 38 39
3 iters w/ feedback 44/60 (73.3%) 42 1.3 h 0.5 h 1.0 h 0.4 h 25 31 38 42 46
5 iters w/o feedback 46/60 (76.7%) 43 1.3 h 0.4 h 1.0 h 0.4 h 24 30 38 42 47

SYZHARNESS (5 iters w/ feedback) 47/60 (78.3%) 47 1.1 h 0.5 h 1.1 h 0.5 h 27 34 41 48 49

TABLE IV: Ablation of iteration mechanisms on the ablation subset. TTR is measured excluding kernel build time. Both w/ SYZHARNESS
is the number of targets reproduced by both the variant and SYZHARNESS. Variant TTR on Both and SYZHARNESS TTR on Both report
the variant’s and SYZHARNESS’s TTR, respectively, on the targets reproduced by both, enabling a paired comparison. Budget columns count
reproduced targets among all 60 cases.
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Fig. 6: Distribution of per-target reproduction frequency across five
independent runs on the 60-case ablation subset. Most targets are
consistently reproducible across runs, while run-to-run variability is
concentrated in a small subset of cases.

gle long fuzzing run reproduces 44/60 targets, while three
feedback-guided iterations also reproduce 44/60 targets but
shift more successes into earlier budgets after the initial short-
fuzz phase. Five iterations without feedback improves final
SR to 46/60, showing that additional attempts can recover
some failures even without structured guidance. From the 1h
budget onward, the full SYZHARNESS configuration achieves
the strongest fixed-budget profile. Overall, these results suggest
that hierarchical feedback is best viewed as an efficiency
mechanism: it helps identify inadequate harness scaffolds and
steer revisions earlier, rather than providing strong evidence of
a large improvement in final reproduction effectiveness.

Stability across repeated runs. A practical question for
SYZHARNESS is how sensitive it is to pipeline stochasticity.
Variability can arise from two sources: (i) LLM-driven har-
ness synthesis is nondeterministic and may produce different
scaffolds across executions, and (ii) Syzkaller fuzzing is prob-
abilistic due to randomized mutation and scheduling.

To characterize this variability more systematically, we
independently rerun the full end-to-end pipeline five times on
the 60-case ablation subset under the same configuration and
per-target budget. Each run starts from the same target patch
and configuration, but performs fresh harness synthesis and
fuzzing. We report both aggregate reproduction rates across
runs and per-target success frequencies.

Across the five independent runs, SYZHARNESS repro-
duces 47/60, 52/60, 47/60, 50/60, and 50/60 targets, respec-
tively. The success rate ranges from 78.3% to 86.7%, with
a mean of 49.2/60 (82.0%). Thus, aggregate reproduction
success remains within a relatively narrow range across in-
dependent executions. The per-target success distribution in
Figure 6 provides a more detailed view. Among the 60 targets,
43 are reproduced in all five runs, 5 in four runs, 1 in three
runs, 3 in two runs, 2 in one run, and 6 in none of the runs.
Thus, 48/60 targets are reproduced in at least four of five
runs, while 54/60 are reproduced at least once. Most run-to-

net: sched: cls_u32: Undo tcf_bind_filter if
u32_replace_hw_knode↪→

When u32_replace_hw_knode fails, we need to undo the
tcf_bind_filter↪→

operation done at u32_set_parms.

diff --git a/net/sched/cls_u32.c b/net/sched/cls_u32.c
index d15d50de79802..ed358466d042a 100644
--- a/net/sched/cls_u32.c
+++ b/net/sched/cls_u32.c
@@ -1074,15 +1088,18 @@ static int u32_change(struct net

*net, struct sk_buff *in_skb,↪→
}

#endif

- err = u32_set_parms(net, tp, base, n, tb,
tca[TCA_RATE],↪→

+ err = u32_set_parms(net, tp, n, tb, tca[TCA_RATE],
flags, n->flags, extack);

+
+ u32_bind_filter(tp, n, base, tb);
+

if (err == 0) {
struct tc_u_knode __rcu **ins;
struct tc_u_knode *pins;

err = u32_replace_hw_knode(tp, n, flags, extack);
if (err)

- goto errhw;
+ goto errunbind;

if (!tc_in_hw(n->flags))
n->flags |= TCA_CLS_FLAGS_NOT_IN_HW;

@@ -1100,7 +1117,9 @@ static int u32_change(struct net
*net, struct sk_buff *in_skb,↪→
return 0;

}

-errhw:
+errunbind:
+ u32_unbind_filter(tp, n, tb);
+
#ifdef CONFIG_CLS_U32_MARK
free_percpu(n->pcpu_success);

#endif

Fig. 7: A case that SYZHARNESS succeeds, while LLM-only method
fails; the patch is simplified due to space

run variation is therefore concentrated in a relatively small set
of marginal targets.

Overall, the five-run analysis shows that SYZHARNESS has
relatively stable aggregate reproduction rates, while stochas-
ticity is concentrated in a limited subset of targets rather than
affecting all cases uniformly. We therefore use this repeated-
run distribution to characterize stochastic uncertainty and
avoid interpreting small differences between system variants
as meaningful when they are comparable to the observed run-
to-run variation.

Case studies. We next examine two representative cases to
understand when SYZHARNESS succeeds, especially where
an LLM-only approach fails. The first revisits the motivating
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SCSI example from Figure 2, now from the perspective of em-
pirical reproduction. As discussed earlier, the patch identifies
cmd_len as the critical field but does not reveal the exact
triggering value. The LLM-only approach captures this high-
level insight yet fixes cmd_len to the non-triggering value
5. By contrast, SYZHARNESS leaves cmd_len exposed for
fuzzing and discovers the actual trigger value 0. This case
illustrates a recurring pattern: the LLM can often localize
the right field, while fuzzing is needed to recover the precise
concrete value.

The second example, shown in Figure 7, is a use-after-
free bug in the cls_u32 traffic-control subsystem. The patch
shows that when u32_replace_hw_knode() fails, the
kernel must explicitly undo the prior u32_bind_filter()
operation; otherwise, later cleanup can dereference stale class/-
filter state. Reproducing this bug therefore requires more than
reaching the correct subsystem: the reproducer must construct
a precise traffic-control configuration, bind the filter to the
intended class, drive execution down the hardware-replace
failure path, and then trigger the subsequent cleanup sequence.
In our pipeline, the LLM successfully synthesizes this high-
level scaffold, while the harness exposes 12 bug-critical ar-
guments for fuzzing, including class IDs, u32 flags, hash-
table ID, node ID, priority, protocol, quantum, and the choice
of whether to take the replace path. These parameters jointly
determine whether the kernel enters the relevant error path and
whether later cleanup dereferences stale state. The LLM-only
approach does not reliably identify a working combination of
these values and fails to generate a working PoC, whereas
SYZHARNESS succeeds by combining LLM-derived structural
setup with high-throughput search over the remaining concrete
space.

4) Recent known-triggerable syzbot bugs: To evaluate
SYZHARNESS on recent real-world vulnerabilities with a
clearly interpretable denominator, we conduct an additional
experiment on 50 syzbot UAF/OOB bugs fixed after March
2026. Each target has an existing syzbot crash or reproducer
and a corresponding public fix, independently establishing that
the bug is triggerable. During evaluation, we withhold the
public reproducer and provide SYZHARNESS only with the
fix commit.

SYZHARNESS reproduces 40 of the 50 targets (80%) after
validation. Because every target in this dataset is indepen-
dently known to be triggerable, this result provides a clearly
interpretable success rate on recent real-world Linux kernel
bugs and complements the older KernelCTF benchmark with
substantially more recent fixes.

5) Unlabeled patches: Unlike the preceding datasets, the
bugs from the unlabeled patch dataset (described in §V-C) have
no independent triggerability ground truth. We therefore do not
interpret this experiment as a reproduction success rate over
known-triggerable bugs. Instead, it measures the operational
yield of applying SYZHARNESS to a recent patch stream in
which only the patch is initially available.

Of the 64 unlabeled patches, SYZHARNESS successfully
reproduces 29 and fails on 35, yielding a validated success
rate of 45.3%. This is lower than the 80% success rate on the
KernelCTF dataset. We attribute this gap to two likely factors.
First, unlike KernelCTF cases, the unlabeled patches are not

externally validated as triggerable vulnerabilities; some may
correspond to bugs that are difficult to trigger in our environ-
ment or are not triggerable at all. Second, these patches span
a broader set of kernel subsystems, including less commonly
exercised modules whose setup logic, object dependencies,
and triggering conditions may be less visible from public
examples and documentation. These factors make it harder
for SYZHARNESS to recover the trigger scaffolding needed to
reach the vulnerable path. To better understand these failures,
we randomly sample 10 of the 35 unsuccessful cases for
manual analysis. We find that 8 of the 10 are in fact not trig-
gerable in our setup because necessary kernel configurations
are missing; examples include CONFIG_MT7925E for Medi-
aTek MT7925E PCIe support and CONFIG_DRM_AMDGPU for
AMD GPU support. As a comparison, KernelCTF cases are
concentrated in a narrower set of commonly exercised kernel
subsystems such as net and netfilter.

We further sampled 10 of these bugs to understand their
true exploitability. According to KASAN bug reports, 6 are
UAF read, 2 are UAF write, 1 is heap OOB write, and
1 is stack OOB read. The three bugs with write primi-
tives are highly likely to be exploitable. However, given
that we know the very first bug impact is not always the
most severe [57], we further analyzed the subsequent im-
pact of these bugs. It turns out that 4 of the UAF read
actually have additional write primitives, including UAF
write, OOB write, and arbitrary address write. Take patch
commit 424e95d62110 as an example, the first UAF read
reported by KASAN is if (ae && cf->data[0] !=
so->opt.rx_ext_address) where so is the dangling
pointer. However, subsequently there is also a UAF write using
the same dangling pointer: so->rx.buf[so->rx.idx++]
= cf->data[i]; Another example is patch commit
190a8c48ff62. The initial UAF read is on mpol->nodes
(where mpol is the dangling pointer). The field is a bit-
mask that decides the offset of a subsequent array access
futex_queues[node], leading to OOB read, retrieving a
pointer of struct futex_hash_bucket *. The bogus
pointer in OOB memory is then used to perform further
dangerous memory write operations, effectively leading to an
arbitrary address write primitive.

VI. DISCUSSION AND FUTURE WORK

A. Beyond fuzzing-based concrete search

In this work, we use coverage-guided fuzzing as the back-
end for exploring uncertain parameters and runtime effects. A
natural extension is to combine the synthesized harness with
symbolic execution or other constraint-solving techniques.
Rather than replacing fuzzing, symbolic or concolic execution
could serve as a complementary backend for cases whose
triggers are dominated by precise value constraints, by solving
path conditions over bug-critical harness parameters more
directly [35], [50]. This is particularly relevant because prior
work has shown that hybrid fuzzing can combine the fast
exploration of fuzzing with the constraint-solving ability of
symbolic execution, including in the Linux kernel setting [24].
At the same time, applying symbolic reasoning to kernel bug
reproduction remains challenging because of path explosion,
complex environment modeling, implicit syscall dependencies,
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and concurrency-sensitive runtime behavior [11], [24]. Explor-
ing hybrid backends that combine LLM-generated harnesses
with fuzzing and symbolic reasoning is therefore a promising
direction for future work.

B. Generality beyond the Linux kernel

Our evaluation focuses on Linux kernel patch-based vul-
nerability reproduction, consistent with prior work such as
SyzDirect [36]. This focus is well motivated: the Linux kernel
is one of the largest and most impactful open-source systems,
underpinning cloud platforms, servers, embedded devices, and
mobile systems. Its scale, complexity, and security relevance
make it a compelling and challenging target for automated
vulnerability reproduction.

Although our implementation targets the reproduction of
Linux kernel bugs, the underlying decomposition is general-
izable to other targets. We envision it to apply to complex
and stateful targets. For example, triggering bugs in network
protocols, REST APIs, and file systems often follows a similar
pattern: first, establish a valid internal state through a sequence
of interactions, then search for the specific values or operations
that expose the fault [32], [5], [46]. Although generic, applying
our insight to other stateful targets would require target-specific
harness interfaces, which we leave for future work.

VII. RELATED WORK

1) Directed greybox and kernel fuzzing: Since AFLGo [7],
directed greybox fuzzing (DGF) has evolved through more pre-
cise static guidance and target-distance estimation (e.g., Hawk-
eye [9], WindRanger [15], SelectFuzz [28]). More recent work
augments purely structural guidance with richer pruning and
semantic signals, including predicate-based progress character-
ization and LLM-informed relevance estimation [56], [39]. For
kernel targets, the central challenges are stateful subsystems,
syscall dependencies, and incomplete interface knowledge.
SyzDirect [36] studies dependency-guided direction for ker-
nel interfaces, while related systems address complementary
bottlenecks in automatic interface modeling, learned syscall-
sequence mutation, and context-adaptive fuzzing [8], [45],
[25]. Some work also focuses on the post-fuzzing pipeline,
such as crash impact analysis, exploit construction, and au-
tomated repair [58], [53], [12], [30]. Our setting differs from
these efforts in that SYZHARNESS focuses on patch-specific
bug reproduction: it uses the LLM to synthesize a parameter-
ized harness that fixes the prerequisite structure while leaving
only the remaining concrete search to the fuzzer.

2) LLM-assisted fuzzing and vulnerability triggering:
LLMs have recently been used to help fuzzers overcome
semantic barriers that random mutation rarely crosses. Some
work treats the model as a language-aware input generator or
mutator, synthesizing structured programs, protocol messages,
or format-preserving mutations for targets whose inputs must
satisfy rich syntactic and semantic constraints [13], [14], [42],
[31], [49], [54]. In these systems, the LLM improves the
validity and diversity of fuzzing inputs, but the generated
artifact is still a seed, test case, constraint solution, or mutator
output rather than a persistent fuzzing entry point.

Other systems use LLM reasoning to steer fuzzing to-
ward target behaviors. They combine LLMs with execu-
tion feedback, concolic analysis, firmware-oriented analysis,

crash triage, reachable-input generation, custom mutators, and
property-based tests [34], [37], [23], [21], [44], [51]. Within
kernel fuzzing, KernelGPT [47] and SyzGPT [55] use LLMs
to recover fuzzing knowledge such as syscall dependencies and
low-frequency syscall usage. These approaches improve guid-
ance or seed quality, but they still leave the fuzzer operating
over its ordinary input interface.

Closely related efforts study automated vulnerability re-
production. CVE-GENIE reconstructs vulnerable environments
and produces verifiable exploits from CVE entries [38], while
CyberGym benchmarks AI agents on real-world vulnerability
reproduction tasks [41]. These systems show that agentic
LLMs can reason about vulnerability-triggering conditions, but
their output is typically a concrete exploit, PoC, or benchmark
attempt. SYZHARNESS instead targets patch-based Linux ker-
nel bug reproduction: the LLM synthesizes a parameterized
harness that preserves the patch-implied setup sequence, and
Syzkaller explores only the remaining uncertain concrete val-
ues and runtime nondeterminism.

3) Fuzz harness and driver generation: Harness generation
addresses a more specific bottleneck: before a fuzzer can
exercise a library or API, someone must expose the relevant
functionality through an executable driver with valid setup, ob-
ject construction, and call ordering. Earlier systems reduce this
manual effort by mining or reconstructing API usage. FUDGE
extracts fuzz drivers from existing client code [6], FuzzGen
synthesizes library fuzzers from whole-system analysis [22],
and Hopper interprets API-usage programs to explore library
call sequences without fixed drivers [10].

LLM-based systems attack the same bottleneck with code
generation and iterative repair. OSS-Fuzz-Gen generates and
repairs fuzz targets within the OSS-Fuzz infrastructure [17],
[26]; Zhang et al. characterize the effectiveness and failure
modes of LLM-based fuzz-driver generation [52]. Subsequent
work improves robustness by adding coverage-guided prompt
mutation [29], code-knowledge graphs [43], structured code/-
documentation/API knowledge [27], tool-augmented retrieval
and compilation repair [48], or binary-analysis context for
black-box libraries [20].

Existing harness-generation systems mostly target user-
space libraries or API functions and aim to improve
broad coverage or discover new bugs through standalone
LibFuzzer/OSS-Fuzz-style drivers. SYZHARNESS, in contrast,
targets vulnerability reproducation in the Linux kernel. Its
harness encodes syscall ordering and kernel state construction,
and exposes only uncertain bug-relevant parameters, and then
is translated into a Syzkaller pseudo-syscall plus a syzlang
description. The goal is thus not general driver synthesis, but
patch-grounded bug reproduction: use the harness to constrain
kernel fuzzing to the state space implied by the patch, while
leaving concrete values to high-throughput mutation.

VIII. CONCLUSION

We designed SYZHARNESS for patch-based Linux ker-
nel vulnerability reproduction. SYZHARNESS combines LLM-
derived trigger scaffold with coverage-guided fuzzing by syn-
thesizing a parameterized fuzzing harness that fixes the setup
logic while exposing only bug-critical arguments for mutation.
The harness is realized as a Syzkaller pseudo-syscall with
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a matching syzlang description. Our evaluations on Ker-
nelCTF and the SyzDirect benchmark show that SYZHARNESS
achieve achieves 78% and 73% bug reproduction success rates,
respectively.
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tontail: Large language model-driven concolic execution for highly
structured test input generation. https://arxiv.org/abs/2504.17542, 2025.
arXiv:2504.17542 [cs.SE].

15

https://docs.kernel.org/process/cve.html
https://developers.openai.com/api/docs/models/gpt-5.2-codex
https://developers.openai.com/api/docs/models/gpt-5.2-codex
https://www.anthropic.com/news/model-context-protocol
https://www.anthropic.com/news/model-context-protocol
https://google.github.io/security-research/kernelctf/rules.html
https://google.github.io/security-research/kernelctf/rules.html
https://syzkaller.appspot.com/upstream/
https://github.com/google/oss-fuzz-gen
https://arxiv.org/abs/2512.01609
https://security.googleblog.com/2023/08/ai-powered-fuzzing-breaking-bug-hunting.html
https://security.googleblog.com/2023/08/ai-powered-fuzzing-breaking-bug-hunting.html
https://arxiv.org/abs/2511.20555
https://arxiv.org/abs/2504.17542


[38] S. Ullah, P. Balasubramanian, W. Guo, A. Burnett, H. Pearce,
C. Kruegel, G. Vigna, and G. Stringhini. From CVE entries to verifiable
exploits: An automated multi-agent framework for reproducing CVEs.
https://arxiv.org/abs/2509.01835, 2025. arXiv:2509.01835 [cs.CR].

[39] B. Wang, A. Yang, K. Li, A. Liu, H. Li, G. Luo, W. Huang, and
Y. Zhuang. Attention distance: A novel metric for directed fuzzing
with large language models. https://arxiv.org/abs/2512.19758, 2025.
arXiv:2512.19758 [cs.SE]. Accepted to ICSE 2026 Research Track.

[40] D. Wang, Z. Zhang, H. Zhang, Z. Qian, S. V. Krishnamurthy, and
N. Abu-Ghazaleh. {SyzVegas}: Beating kernel fuzzing odds with
reinforcement learning. In 30th USENIX Security Symposium (USENIX
Security 21), pages 2741–2758, 2021.

[41] Z. Wang, T. Shi, J. He, M. Cai, J. Zhang, and D. Song. CyberGym:
Evaluating AI agents’ real-world cybersecurity capabilities at scale.
https://arxiv.org/abs/2506.02548, 2025. arXiv:2506.02548 [cs.CR].

[42] C. S. Xia, M. Paltenghi, J. Le Tian, M. Pradel, and L. Zhang. Fuzz4All:
Universal Fuzzing with Large Language Models. In Proceedings of
the IEEE/ACM 46th International Conference on Software Engineering,
ICSE ’24, pages 1–13, New York, NY, USA, April 2024. Association
for Computing Machinery.

[43] H. Xu, W. Ma, T. Zhou, Y. Zhao, K. Chen, Q. Hu, Y. Liu, and
H. Wang. CKGFuzzer: LLM-based fuzz driver generation enhanced
by code knowledge graph. https://arxiv.org/abs/2411.11532, 2024.
arXiv:2411.11532 [cs.SE].

[44] H. Xu, Y. Zhao, and H. Wang. Directed Greybox Fuzzing via Large
Language Model, May 2025. arXiv:2505.03425 [cs].

[45] J. Xu, X. Zhang, S. Ji, Y. Tian, B. Zhao, Q. Wang, P. Cheng, and
J. Chen. Mock: Optimizing kernel fuzzing mutation with context-aware
dependency. In Proceedings of the Network and Distributed System
Security Symposium (NDSS 2024). The Internet Society, 2024.

[46] W. Xu, H. Moon, S. Kashyap, P.-N. Tseng, and T. Kim. Fuzzing file
systems via two-dimensional input space exploration. In 2019 IEEE
Symposium on Security and Privacy (SP), pages 818–834. IEEE, 2019.

[47] C. Yang, Z. Zhao, and L. Zhang. Kernelgpt: Enhanced kernel fuzzing
via large language models, 2024.

[48] K. Yang, Y. Zhang, Z. Li, G. Tao, J. Xu, and X. Liao. Harnes-
sAgent: Scaling automatic fuzzing harness construction with tool-
augmented LLM pipelines. https://arxiv.org/abs/2512.03420, 2025.
arXiv:2512.03420 [cs.CR].

[49] Y. Yang, S. Yao, J. Chen, and W. Lee. Hybrid Language Processor
Fuzzing via LLM-Based Constraint Solving. In 34th USENIX Security
Symposium (USENIX Security 25), pages 6299–6318, San Diego, CA,
USA, 2025.

[50] I. Yun, S. Lee, M. Xu, Y. Jang, and T. Kim. {QSYM}: A practical
concolic execution engine tailored for hybrid fuzzing. In 27th USENIX
Security Symposium (USENIX Security 18), pages 745–761, 2018.

[51] H. Zeng, A. Bao, J. Cheng, and C. Song. PBFuzz: Agentic Directed
Fuzzing for PoV Generation, December 2025. arXiv:2512.04611 [cs].

[52] C. Zhang, Y. Zheng, M. Bai, Y. Li, W. Ma, X. Xie, Y. Li, L. Sun,
and Y. Liu. How effective are they? exploring large language model
based fuzz driver generation. In Proceedings of the 33rd ACM SIGSOFT
International Symposium on Software Testing and Analysis, pages 1223–
1235. ACM, 2024.

[53] H. Zhang, J. Liu, J. Lu, S. Chen, T. Han, B. Zhang, and X. Gong.
Reviving discarded vulnerabilities: Exploiting previously unexploitable
linux kernel bugs through control metadata fields. In Proceedings of
the 2025 ACM SIGSAC Conference on Computer and Communications
Security, CCS ’25, page 1499–1513, New York, NY, USA, 2025.
Association for Computing Machinery.

[54] H. Zhang, Y. Rong, Y. He, and H. Chen. LLAMAFUZZ:
Large Language Model Enhanced Greybox Fuzzing, October 2025.
arXiv:2406.07714 [cs].

[55] Z. Zhang, L. Li, R. Liang, and K. Chen. Unlocking low frequency
syscalls in kernel fuzzing with dependency-based rag. Proceedings of
the ACM on Software Engineering, 2(ISSTA):848–870, 2025.

[56] J. Zhu, C. Shen, Z. Li, J. Yu, Y. Chen, and K. Pei. Locus: Agen-
tic predicate synthesis for directed fuzzing. In Proceedings of the
IEEE/ACM 48th International Conference on Software Engineering
(ICSE’26). ACM, 2026.

[57] X. Zou, G. Li, W. Chen, H. Zhang, and Z. Qian. SyzScope: Revealing
High-Risk Security Impacts of Fuzzer-Exposed Bugs in Linux kernel.
In USENIX Security Symposium, 2022.

[58] X. Zou, G. Li, W. Chen, H. Zhang, and Z. Qian. {SyzScope}:
Revealing {High-Risk} security impacts of {Fuzzer-Exposed} bugs in
linux kernel. In 31st USENIX security symposium (USENIX security
22), pages 3201–3217, 2022.

16

https://arxiv.org/abs/2509.01835
https://arxiv.org/abs/2512.19758
https://arxiv.org/abs/2506.02548
https://arxiv.org/abs/2411.11532
https://arxiv.org/abs/2512.03420


APPENDIX
PROMPTS USED IN SYZHARNESS

This appendix lists the task-specific user prompts used
by SYZHARNESS. Each prompt corresponds to one stage of
the pipeline: synthesizing a fuzzing harness, describing the
harness interface in Syzkaller’s syscall-description language,
and repairing integration-time compilation errors. Placeholders
enclosed in braces are instantiated with case-specific values
during execution.

1) Harness Synthesis Prompt: Purpose. This prompt is
used in the first stage. Given the patch, the generation agent
infers the trigger conditions and synthesizes a C++ fuzzing
harness. The harness fixes the high-level setup logic while
exposing uncertain, bug-critical syscall-related values as pa-
rameters of entry() so that Syzkaller can later mutate them.
This prompt corresponds the harness generation described in
§IV-B3.

You are given a patch that fixes a Linux
kernel bug. Your task is to build a
fuzzing harness that can later be fuzzed
to trigger the bug fixed by the given
patch.

First, analyze the trigger conditions by
inspecting the patch message, code diff,
and related source code. Then, based on
the inferred trigger conditions, generate
the fuzzing harness in C++.

The harness should contain:
1. an entry() function as the fuzzing entry

point; and
2. a main() function.

If there are syscall-related variables whose
values you are not sure how to set, you
may expose them as parameters of entry().
In main(), assign random values to these
parameters for testing, so that
alternative assignments can be checked
against the trigger conditions.

The patch is as follows:

```diff
{patch}
```

Variables used in this prompt.

• {patch} contains the case-specific patch context, including
the commit message and code diff used by the agent to infer
trigger conditions.

• entry() is the generated harness entry point. Its parame-
ters are the uncertain, bug-critical values that should remain
fuzzable.

• main() is a local testing driver used by the agent to
compile and sanity-check the harness before it is integrated
into Syzkaller.

2) Syscall-Description Generation Prompt: Purpose. After
the harness is synthesized, this prompt asks the same gener-

ation agent to describe the entry() interface in Syzkaller’s
syscall-description language. This step maps each exposed
entry() parameter to an appropriate syzlang type, using
Syzkaller documentation and existing descriptions as refer-
ences.

Your next task is to generate the syscall
description for entry(). The entry()
function will be treated as a Syzkaller
pseudo-syscall.

Read /docs/syscall_syntax.md to understand
the definition and syntax of Syzkaller
syscall descriptions.

You may read files under /syzkaller_examples
to inspect existing syscall descriptions.

In addition, the exposed arguments of
entry() may already be described in
existing syscall descriptions, either as
standalone arguments or as fields of
nested structures.

Finally, save the syscall description into a
file named "syscall_description.txt"
under the current directory.

Variables used in this prompt.

• entry() is the harness interface generated in the previous
stage and treated here as the pseudo-syscall to be described.

• The exposed arguments of entry() are the fuzzable vari-
ables selected during harness synthesis. This prompt asks
the agent to assign each argument a compatible syzlang
type.

• /docs/syscall_syntax.md is the syntax reference
for writing valid Syzkaller syscall descriptions.

• /syzkaller_examples provides existing descriptions
that can be used to infer suitable argument types and naming
conventions.

• syscall_description.txt is the required output file
that stores the generated description.

3) Compilation-Repair Prompt: Purpose. This prompt is
used only if the injected pseudo-syscall or syscall description
causes Syzkaller to fail during generation or compilation. It
gives the repair agent the compiler log and the exact editable
line ranges, and it constrains the agent to fix only the newly
injected artifacts rather than modifying unrelated Syzkaller
code.

You are fixing compilation errors in
Syzkaller after pseudo-syscall injection.

## Compile Error
{error_log}

## Injected Code Locations
### 1. Pseudo Syscall Code
- File: executor/common_linux.h
- Lines: {pseudo_syscall_start} through

{pseudo_syscall_end}
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- This code is between the `// AUTO-INJECTED
PSEUDO SYSCALL` and `// END AUTO-INJECTED`
markers

### 2. Syscall Description
- File: sys/linux/dev_vtpm.txt
- Lines: {syscall_desc_start} through

{syscall_desc_end}
- This is the entire file content created by

the pipeline

## Instructions
1. **Analyze the error log** to determine

which file caused the error:
- If the error mentions

`executor/common_linux.h`, the problem
is in the pseudo-syscall code

- If the error mentions
`sys/linux/dev_vtpm.txt` or occurs
during `make generate`, the problem is
in the syscall description

- Errors may be caused by both files
- Even if the error mentions OTHER files,

the root cause is ALWAYS in our
injected code

2. Read the relevant file(s) based on your
analysis

3. Fix the compile errors in the INJECTED
CODE ONLY

4. Run `make` to verify the fix
5. If compilation still fails, repeat from

step 1

## CRITICAL RULES
- You can ONLY modify these two files:

- executor/common_linux.h (only lines
{pseudo_syscall_start} through
{pseudo_syscall_end})

- sys/linux/dev_vtpm.txt (only lines
{syscall_desc_start} through
{syscall_desc_end})

- DO NOT modify any other files, even if
errors mention them

- Errors in other Syzkaller files are CAUSED
BY our injected code; fix the cause, not
the symptom

- Assume every error is caused by the
pseudo-syscall code, the syscall
description, or both

Variables used in this prompt.

• {error_log} is the Syzkaller generation or compilation
error log observed after injecting the new artifacts.

• {pseudo_syscall_start} and
{pseudo_syscall_end} delimit the editable region in
executor/common_linux.h that contains the injected
pseudo-syscall implementation.

• {syscall_desc_start} and
{syscall_desc_end} delimit the editable region
in sys/linux/dev_vtpm.txt that contains the
generated syscall description.

• executor/common_linux.h is the Syzkaller executor
file into which the pseudo-syscall body is injected.

• sys/linux/dev_vtpm.txt is simply the existing

Syzkaller syscall-description file that we chose as the in-
sertion point for the generated pseudo-syscall description.
This choice is arbitrary rather than semantically meaningful:
the generated description could equally be injected into any
other existing syscall-description file.
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