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Abstract

Agent skills turn natural-language instructions
into actions, creating a security challenge: le-
gitimate automation and malicious behaviour
can look deceptively similar. A practical
screen must catch nearly every attack while
keeping the review load manageable. We
present SkillScreen, a compact decision model
trained to score skill maliciousness directly
from SKILL.md in a single forward pass. On
MaliciousSkillBench, SkillScreen flags 20-
25% of benign skills at 99% recall on unseen
attack families, substantially fewer than the
word-level classifier and prompted LLM judges
tested. Under the same training protocol, it
also generalizes better than a fully fine-tuned
encoder to unseen sources. Yet unfamiliar be-
nign sources sharply increase false positives,
showing that recognizing new attacks does not
ensure reliable screening of new skill collec-
tions. Our results demonstrate the value of task-
trained decision models for high-recall skill
screening. Project page: https://jerroldh.
github.io/SkillScreen-webpage/

1 Introduction

Agent skills package natural-language instructions
in a SKILL.md file, often with scripts and configu-
ration, that an Al agent loads to manage files, write
code or query a service (Agent Skills project, 2026).
The agent carries out these instructions with the
tools and permissions it has been granted, so a skill
turns text into actions. Skills shared through public
registries form a software supply chain. Registry
analyses have identified malicious skills that steal
credentials, execute remote code and manipulate
agent behaviour (Liu et al., 2026). Controlled eval-
uations also show that skill-file attacks can induce
data exfiltration and destructive actions (Schmotz
et al., 2026). Registries and users therefore need to
screen skills before they are installed.

"Equal contribution.

Saiyue Lyu?
2University of British Columbia

Zihan Guo' Yinggiang Ge®

SRutgers University

Screening is hard because legitimate automa-
tion and malicious behaviour can look deceptively
similar. Benign developer tools also run shell
commands, read credentials and contact remote
services (Chen et al., 2026). What separates an
attack is how these capabilities are used in con-
text (Schmotz et al., 2026). A practical screen
must maintain high recall, since one missed attack
can compromise its users, while keeping the false-
positive rate (FPR) low enough to limit human
review. These goals are difficult to meet together
because lowering the decision threshold to catch
more attacks might also flag more benign skills.

Existing screens struggle to meet both require-
ments. A static scanner matches risky patterns
and detects 10.5% of malicious skills on Ma-
liciousSkillBench (NVIDIA, 2026; Wang et al.,
2026). Prompted LLM judges can inspect skill in-
structions, but they are expensive to query and tend
to make overly conservative predictions. More-
over, their coarse-grained scores make it difficult
to achieve high recall without excessive false pos-
itives: on the benchmark’s main split, all tested
judges incorrectly flag at least 87% of benign skills
when operating at 99% recall.

To address these limitations, we introduce
SkillScreen, a lightweight decision model that de-
tects malicious agent skills directly from SKILL.md
in a single forward pass. As illustrated in Figure 1,
SkillScreen formulates detection as natural lan-
guage inference (NLI), pairing each skill’s instruc-
tions with the fixed hypothesis This Al agent skill
is malicious. By fine-tuning OpenJev-2B (Alex-
Wortega, 2026) with LoRA, SkillScreen learns to
produce continuous maliciousness scores that en-
able flexible threshold calibration. These scores
allow us to select a threshold targeting 99% recall
on validation data. In our evaluation, SkillScreen
yields fewer false positives than prompted LLM
judges at matched high recall and runs locally with-
out potential costly per-query API fees.
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Figure 1: SkillScreen specializes a small language model for false-positive control at high recall. Training and
inference use the same skill, hypothesis and model. Cross-entropy supervises NLI outputs with skill labels. Dashed
teal arrows mark updates to LoRA adapters and the head. Validation data calibrate scores and select a threshold for
99% recall. Model, calibration and threshold are frozen before test scoring. Layers and score axis are schematic.

On MaliciousSkillBench’s 9,740 labelled skills
from eleven sources, SkillScreen detects 95.6%
of malicious skills from attack families unseen in
training at a 3.3% FPR. It matches a fully fine-tuned
ModernBERT-large encoder in this setting, and at
99% recall it flags about half as many benign skills
as a word-level SVM and under a third as many as
prompted judges. Under the same one-epoch proto-
col, it generalizes better than the encoder to unseen
sources (FPR 24 points lower at 99% recall). Yet
unfamiliar benign sources sharply increase false
positives for every trained detector: recognizing
new attacks does not ensure reliable screening of
new skill collections. We make three contributions.

* A compact high-recall screen. We introduce
SkillScreen with a frozen, seed-aware proto-
col that compares detectors at matched high
recall with paired resampling, and release the
model, the scripts and the per-skill predictions
behind Table 1.

¢ Evidence under attack and source shift.
Across structural, source and random splits,
SkillScreen keeps recall high and needs the
fewest false positives at 99% recall among the
detectors we test.

* Mechanism and bottleneck. Task training
drives the gain, and an NLI initialization with
a task-naming hypothesis halves false posi-
tives when labels are limited. Benign-source
coverage, rather than attack novelty, is the
central obstacle to deployment.

2 Preliminaries

Agent skills. The front matter of a skill specifies
its name and describes when it should be used.
Its body provides instructions and may include
commands or code. Scripts and references can be
loaded while the agent works (Agent Skills project,
2026). Skills complement tool interfaces such as
MCP (Model Context Protocol project, 2025) by
describing how the agent should use its capabilities.

We consider an attacker who publishes a skill
for users to install. SkillScreen targets attacks that
the skill’s Markdown expresses, directly or through
an initialization step it prescribes; behaviour that
lives only in bundled code calls for package-level
analysis (see Limitations). The detector scores the
Markdown before the skill is used, and a high score
routes the skill to human review.

Benchmark. MaliciousSkillBench combines
marketplace collections and red-team benchmarks
(Wang et al., 2026). It groups malicious skills into
4,575 structural families. The Malicious-Structural-
Disjoint (MSD) protocol keeps each family within
a single partition. The Source-Disjoint (SD)
protocol holds out entire sources for testing. The
Source-Balanced Random (SBR) protocol draws
training and test data from the same pool of
sources. We exclude the five records whose exact
public text is unavailable and keep the official
labels and splits; SD’s split omits eight more.



3 SkillScreen

SkillScreen is a decision model that maps skill text
and a fixed maliciousness hypothesis to a contin-
uous score without generating text. A threshold
chosen on the validation set routes skills to review.
We initialize SkillScreen from a pinned OpenJev-
2B checkpoint (AlexWortega, 2026), which adapts
Qwen3.5-2B (Qwen Team, 2026) for NLI. Figure 1
shows how task training, the NLI scoring interface
and the review decision connect.

3.1 LoRA fine-tuning

LoRA (Hu et al., 2022) specializes the model by
learning a small set of low-rank weight updates. We
freeze the backbone, train rank-8 adapters with scal-
ing factor o = 16 on the attention projections and
fine-tune the classification head, initialized from
its pretrained NLI weights. The adapters and head
together contain 2.19M trainable parameters and
can be shipped separately from the backbone.

We train for a single epoch on the labelled train-
ing partition, on one 10 GB GPU slice. Appendix A
details optimization, memory use and checkpoint
selection.

3.2 NLI formulation

The NLI interface provides a pretrained classifica-
tion head and states the task as an explicit proposi-
tion. In NLI, a model classifies the relation between
a premise and a hypothesis (Yin et al., 2019; Wang
et al., 2021). For each skill x, its Markdown text
serves as the premise, paired with the following
fixed hypothesis:

This Al agent skill is malicious.

The input sequence is the premise followed by the
hypothesis. Inputs are capped at 8,192 tokens; for
longer inputs, only the premise is truncated, so the
hypothesis is always preserved in full.

The pretrained OpenJev head outputs three log-
its for the contradiction, entailment and neutral
classes. We train with a cross-entropy loss, using
contradiction as the target class for benign skills
and entailment for malicious skills; no training ex-
ample targets the neutral class. The same input
format and head also let the untuned checkpoint
score skills directly, which gives a zero-shot refer-
ence point. Stating the task in the hypothesis pays
off at 99% recall (Section 5.4), and with 25-50%
of the labels the NLI initialization and the task-
naming hypothesis together halve the false-positive

rate (Section 5.5); with all labels, the recipe is
equally effective from a plain Qwen3.5-2B check-
point (Section 5.4).

3.3 Scoring and review

Let z., z. and z, denote the contradiction, entail-
ment and neutral logits, respectively. The detection
score is defined as

exp(ze)

s(@) = exp(zc) + exp(ze) + exp(zn) W

Because the score is continuous, a threshold can
be set for any target recall on the validation set,
which the coarse probabilities of prompted judges
do not allow (Section 5.2). We report results for
the raw score at threshold 0.5 and use a separate
threshold for high-recall screening. To obtain it, we
fit a positive sigmoid to the validation log-odds and
select the highest threshold achieving 99% valida-
tion recall. We freeze the checkpoint, calibration
and threshold before scoring any test skill. At test
time, skills scoring at or above the frozen threshold
are routed to review.

4 Experimental Setup

Split protocols. MSD, the main split protocol,
contains 6,814 training, 974 validation and 1,947
test skills (1,500 malicious and 447 benign). Its
2,458 training and 1,364 test families are disjoint,
and no skill text appears in more than one partition,
verbatim or after whitespace normalization.

SD evaluates transfer to unseen sources. It con-
tains 7,510 training, 833 validation and 1,384 test
skills (839 malicious and 545 benign), and its test
set is drawn from three sources absent from train-
ing. Thirty malicious families, covering 38% of the
malicious test skills, also occur in training.

SBR contains 6,812 training, 973 validation and
1,950 test skills. Every source appears in both
training and test, and half of the malicious test skills
belong to families seen in training. Appendix B
gives the source counts, and Appendix I reports the
SBR results.

Baselines. ModernBERT-large (Warner et al.,
2025), with 395.8M parameters and a newly ini-
tialized two-way classification head, serves as a
supervised encoder baseline. We fine-tune all its
parameters on the raw Markdown at a learning rate
of 2 x 107°. As with SkillScreen, we train for one
epoch with five seeds per split, using the same par-
titions and checkpoint selection rule; on SD a sixth



MSD (Unseen attack structures)

SD (Unseen sources)

Default threshold 99% recall Default threshold 99% recall
Method Recall 1 FPR | AUROC 1t FPR | Recall T FPR | AUROC 1 FPR |
Off-the-shelf detectors
Untuned OpenJev-2B 4.2 0.0 0.678 95.5 0.6 0.0 0.568 99.8
TypeSafe Jev 1.13 33.8 0.2 0.841 100.0 11.3 0.0 0.652 100.0
SkillSpector 10.5 0.7 0.618 100.0 1.3 1.8 0.433 100.0
LIM judges
GPT-5.5 (zero-shot) 72.1 0.7 0.950 91.1 42.8 0.9 0914 100.0
with 8 examples 87.9 2.5 0.958 95.7 60.4 2.2 0.941 79.8
with reasoning 71.1 1.3 0.953 86.8 33.7 1.1 0.932 100.0
Grok 4.3 68.1 28.0 0.707 96.6 36.4 21.3 0.614 97.6
Claude Haiku 4.5 65.9 2.9 0.862 92.6 28.8 0.6 0.732 99.8
GPT-5.4 mini 56.3 2.5 0.862 100.0 23.0 0.9 0.768 100.0
SkillScreen (ours) 95.610.6 33113 0.992 22.6 973411 36.0443 0.916 50.5
ModernBERT-large 96.0+0.4 41418 0.990 304 41148 548133 0.769 74.7
Word-SVM 94.6 8.9 0.977 45.6 95.6 62.4 0.809 82.2

Table 1: Malicious skill detection on MSD and SD. Recall and FPR are percentages. Shaded columns give FPR at
99% test recall. SkillScreen and ModernBERT report five-seed means with subscript standard deviations, using
converged SD encoder runs. Bold and underlining mark the best and second-best AUROC and high-recall FPR.

seed replaces one that collapsed. Both models cap
inputs at 8,192 tokens, each with its own tokenizer.
Appendix H reports the encoder settings, per-run
results and a grid of learning rates on MSD.

Word-SVM follows the lexical baseline of the
benchmark, representing the full Markdown of
each skill as a 120K-dimensional TF-IDF vector
over word unigrams and bigrams with sublinear
term frequency. A class-balanced linear SVM clas-
sifies a skill as malicious when its margin > 0.

Untuned OpenJev-2B uses the same hypothesis
without task-specific fine-tuning. We query Type-
Safe Jev 1.13 (TypeSafe, 2026), a commercial NLI
API, with the same hypothesis and visible text pre-
fix. SkillSpector (NVIDIA, 2026), a static scanner,
is pinned to version 2.12.0 and run with its default
risk threshold of 50.

LLM judges. Four chat models judge the same
visible prefix of each skill with a shared prompt,
which defines malicious behaviour and distin-
guishes it from authorized developer and security
workflows. Each request marks the skill as un-
trusted and asks for a boolean verdict and a proba-
bility in JSON. We collect one answer per record
and classify a skill as malicious when the reported
probability is at least 0.5.

GPT-5.5 and GPT-5.4 mini run without reason-
ing tokens, and Claude Haiku 4.5 without extended
thinking. Grok 4.3 is accessed through a reseller;
although our requests set reasoning effort to none,

its responses still reported reasoning tokens. We
also evaluate two GPT-5.5 conditions on both pro-
tocols, one with medium reasoning and one with
eight labelled examples in the prompt, drawn from
the training partition of the protocol under test. All
prompts and examples are fixed before the corre-
sponding test requests are sent. Appendix N details
the request settings.

Metrics and uncertainty. Default decisions use
probability > 0.5, SVM margin > 0 and scanner
risk > 50. We report recall on malicious skills, the
false-positive rate (FPR) on benign skills, the area
under the receiver operating characteristic curve
(AUROC) and average precision (AP). SkillScreen
and ModernBERT-large are trained with five seeds
per split (six for ModernBERT-large on SD), the
plain-base and unrelated-hypothesis ablations with
five seeds and the 0.8B ablation with two. Each
10%, 25% and 50% data condition comprises nine
runs (three subset draws, each with three seeds),
and all other trained variants use a single seed.
Tables report means and standard deviations
across seeds. We compute 95% paired bootstrap
intervals from 2,000 resamples of the test records
(Berg-Kirkpatrick et al., 2012; Dror et al., 2018).
Each resample fixes the class sizes and uses the
same record indices for all methods. For multi-seed
methods, we average the estimates across seeds
within each resample. These intervals capture vari-
ation across records from the observed sources,



while the seed spread is reported separately.

To compare methods at a shared recall target,
we read each method’s threshold off a sweep over
its own test scores and recompute it within every
bootstrap replicate, so the interval for the FPR at
99% recall reflects the few lowest-scoring mali-
cious skills that set the threshold (Appendix K).
The high-recall thresholds used for decisions, in
contrast, are selected on the validation set.

5 Results

5.1 Main comparison on MSD

On unseen attack families, SkillScreen combines
high recall with low false-positive rates (Table 1).
The shaded columns compare the false-positive
cost of reaching 99% recall, the operating point
targeted by our screening task. At the default
threshold, SkillScreen lowers the FPR by 5.6
points relative to Word-SVM on the same resam-
pled test records ([—8.5, —3.0]) at comparable re-
call (+1.0, [-0.1,42.1]) and raises AUROC by
0.015 ([+0.010, 4+-0.021]). SkillScreen generalizes
across attack structures: none of the 1,364 MSD
test families occurs in training, 90% of them are sin-
gletons, and on the random split recall is nearly the
same for malicious skills from seen (98.8%) and
unseen (97.4%) families (five seeds; Appendix K).

Task training is what turns the NLI model into
a detector. At threshold 0.5, untuned OpenJev-2B
detects 4% of malicious skills (AUROC 0.678) and
the commercial NLI API 34% (AUROC 0.841), ver-
sus 95.1-96.5% across the five SkillScreen seeds.

ModernBERT-large is the strongest supervised
baseline. Near the default threshold the two models
are on par: matching recall at 95.6% gives equal
FPR (paired difference 0.0 points, [—1.8,42.0)).
They separate at the recall that screening requires:
at 99% recall, SkillScreen needs 22.6% FPR,
against 30.4% for ModernBERT and 45.6% for
Word-SVM. Section 5.2 examines this high-recall
advantage and its uncertainty, and Section 5.3
shows that it widens under source shift.

5.2 High-recall operating points

High-recall operating points separate models with
similar AUROC (Table 1, shaded MSD column;
Figure 5(b) in Appendix J). At 99% recall, FPR
ranges from 19.9-24.6% across SkillScreen seeds
and 25.1-36.2% across ModernBERT seeds. Ev-
ery SkillScreen seed requires a lower FPR than
every encoder run. Bootstrap intervals for the

seed means are [13.5,37.0] and [21.2,51.4], re-
spectively, and [30.0, 66.2] for Word-SVM. Rel-
ative to SkillScreen, the paired FPR differences are
+7.8 points for the encoder ([—3.4,4+22.1]) and
+23.0 points for Word-SVM ([46.8, +39.8]). The
ordering holds for every pair of seeds; the record-
level interval still includes zero on MSD, and the
gap becomes clear under source shift (Section 5.3).
At 95.6% recall, SkillScreen requires an FPR of
2.0-4.0%, compared with 13.6% for Word-SVM
and 34.7% for GPT-5.5. The prompted judges have
no usable 99%-recall operating point: their prob-
abilities take only 13-60 distinct values, so the
first threshold that reaches 99% recall flags about
87-100% of benign skills (Table 1). Screening re-
quires a score that can be thresholded finely, which
a trained scorer provides by construction.

Thresholds frozen on the validation set preserve
this operating point on the test set. At thresholds
chosen for 99% validation recall, SkillScreen at-
tains 98.7-99.1% test recall at 20.1-23.9% FPR.
The ModernBERT-large runs, which start from a
higher validation FPR at 99% recall (27.7% on
average, compared with 22.8% for SkillScreen),
attain 98.5-99.1% test recall at 25.1-38.0% FPR,
and Word-SVM attains 99.3% test recall at 60.6%
FPR (Appendices G and H).

On SBR, SkillScreen reaches 99% test recall
at 6.6% mean FPR, compared with 12.1% for
ModernBERT-large (Appendix I).

Prompted judges. Neither in-context examples
nor reasoning closes the gap to SkillScreen (Ta-
ble 1). Eight labelled examples raise GPT-5.5’s
recall from 72.1% to 87.9%, yet at SkillScreen’s
mean recall it still requires an FPR of 28.2%, and
medium reasoning leaves its recall at 71.1%.

SkillScreen also runs locally at no API cost: on
a single 10 GB MIG slice, it scores 1,000 skills
in about 4.5 minutes, whereas the judges cost
USD 4.3-8.8 per 1,000 skills for the GPT-5.5 and
Grok conditions and USD 0.8-1.2 for the smaller
models. Appendix N details the settings and source-
level results of the judges.

Error analysis. On MSD, SkillScreen identifies
most of the malicious skills that the strongest judge
misses: every seed detects 346 of the 419 malicious
skills missed by GPT-5.5, whereas GPT-5.5 detects
nine of the 42 malicious skills missed by all five
seeds. Errors shared by all seeds are few (42 missed
malicious skills and four flagged benign skills), and
several of the shared misses contain no malicious
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Figure 2: Source-level error patterns underlying the MSD results. At the default thresholds, panel (a) shows the
malicious miss rate and panel (b) the benign FPR; darker cells indicate more errors. The adjacent n gives the
number of records in the corresponding class. SkillScreen values are averaged over five seeds. Blank grey cells
mark sources with fewer than five records in that class. Sources are ordered by the miss rate of SkillScreen.

evidence in their Markdown at all. Their labels
may instead rest on package code that is absent
from SKILL.md (Figure 2; Appendix M).

5.3 Benign source shift

On unseen sources (Table 1, SD), SkillScreen
keeps the highest recall, 97.3% at 0.5 and 98.9—
99.6% at the frozen gates, and the lowest FPR at
99% recall: 50.5% (46-56% across seeds), against
74.7% for the converged ModernBERT-large runs
(424.1 points, [+14.4,432.7]), 79.8% for the best
prompted judge and 82.2% for Word-SVM (Fig-
ure 6(b) in Appendix J). GPT-5.5 ranks skills com-
parably (AUROC 0.914 zero-shot and 0.941 with
eight SD training examples, versus 0.916) but lacks
a usable high-recall operating point: at 95.6% re-
call, the zero-shot judge flags 78.5% of benign
skills and the eight-example judge 65.7%, com-
pared with 24-33% for SkillScreen (Appendix J).
False positives concentrate in the two benign test
sources, both unlike any training source. SkillFor-
tifyBench is generated from a synthetic template
whose benign and malicious variants differ only
in their commands (df -h versus rm -rf). Ev-
ery SkillScreen seed and converged encoder run
flags all 90 benign and 90 malicious variants alike,
whereas GPT-5.5 reads the commands and flags
none of the benign variants. Of the 455 benign

skills from the ATR Security Benchmark, which
describe security tooling, SkillScreen flags 17-30%
at 0.5, compared with 46% for the encoder and
1.1% for GPT-5.5 (Appendix M).

The shift lies in the benign distribution.
SkillScreen’s thresholds are chosen at 8—11% val-
idation FPR on benign skills from the training
sources, 165 of 169 of them from SkillTrustBench,
which is absent from the test set; on the unseen
test sources, they flag 56-64% of benign skills,
compared with 62-84% for the encoder’s gates and
92.3% for that of Word-SVM. On MSD, where be-
nign sources are shared, validation and test FPR
agree (20-28% and 20-24%), as does calibration
(Appendix E). These results point to benign train-
ing data from more sources as the remedy; a pre-
cise judge cannot filter SkillScreen’s flags without
inheriting the judge’s recall (42.7% on SD; Ap-
pendix K).

5.4 Training choices

Scanner context. The skill text alone suffices.
Two variants append the SkillSpector output to the
same skill-text prefix: the full-context variant adds
the scanner score, verdict, severity, categories, find-
ings and completeness fields, and the findings-only
variant omits the final score and verdict. They
reach 95.1% recall at 2.5% FPR and 95.4% at



Variant Recall FPR AUROC FPR@99

SkillScreen (5 seeds) 95.6+0.6 3.3+1.3 0.992 22.6
Plain base (5 seeds) 96.9+£0.8 4.1+1.6 0.992 21.1
Paraphrased hypothesis 95.1 1.3 0.993 21.0
Unrelated hypothesis (5 seeds) 95.7+0.8 3.3£1.2 0.990 28.9
Empty hypothesis 95.1 2.0 0.988 44.7
0.8B base (2 seeds) 95.4+£0.0 2.9+0.9 0.991 26.0

Table 2: Ablations on MSD. Recall and FPR are mea-
sured at probability 0.5; the last column reports the
benign FPR at 99% test recall from the threshold sweep
of each run. All rates are seed means in percent. The
plain base is Qwen3.5-2B with a randomly initialized
head; the paraphrased and empty hypotheses use a sin-
gle seed. Data, epoch budget and adapter settings are
held fixed. Appendix K reports paired intervals relative
to SkillScreen; at 99% recall, only the empty hypothesis
is clearly worse (4-22.1 points, [+2.0, +40.4]).

1.3%, respectively, with paired intervals relative to
SkillScreen seed 42 that include zero (Appendix F),
while scanning adds 817 s of runtime on the MSD
test set; on SBR, both variants trail SkillScreen at
their high-recall thresholds (Appendix I).

Initialization, hypothesis and size. Task train-
ing is robust to the starting point (Table 2). Trained
from plain Qwen3.5-2B with a randomly initial-
ized three-way head, whose untrained test AP of
0.76 at a malicious prevalence of 77% is close to
chance, the scorer reaches 96.9 =0.8% recall at
4.1 +1.6% FPR over five seeds (AUROC 0.992,
AP 0.998), against 95.6 +£0.6% at 3.3 £ 1.3% for
SkillScreen. Five seeds with the unrelated hy-
pothesis match SkillScreen (95.7 £ 0.8% recall at
3.3 £ 1.2% FPR), and the single paraphrased and
empty-hypothesis runs reach 95.1% recall at 1.3%
and 2.0% FPR, with paired intervals relative to
SkillScreen seed 42 that include zero.

The content of the hypothesis matters where the
decision margin is narrow. At 99% recall, an empty
hypothesis adds 22.1 FPR points ([+2.0, +40.4]),
whereas the paraphrase (—1.6, [—11.9,+4.7]) and
the plain base (—1.5, [—11.9,48.0]) stay within
noise of SkillScreen and the unrelated hypothe-
sis lies in between (+6.3, [—3.6, +19.3]). Before
training, a hypothesis that names the task already
ranks skills better: validation AP is 0.903 for the
original and 0.892 for the paraphrase, against 0.784
for the unrelated and 0.716 for the empty hypothe-
sis.

Model size matters at high recall: OpenJev-0.8B
matches the 2B model at the fixed threshold (95.4%
recall at 2.9% FPR) but needs 30-34% FPR at
the high-recall thresholds, against 20-24%, while

running only 10-20% faster.

5.5 Learning from fewer skills

Training with fewer labels shows what each part
of the recipe contributes (Figure 3). We use strati-
fied 10%, 25% and 50% subsets of the training set
(681, 1,704 and 3,407 skills, respectively), draw-
ing three subsets at each fraction and training three
seeds on each. At 10%, the task-naming hypoth-
esis lifts ranking quality: the original configura-
tion reaches an AUROC of 0.850 + 0.043, versus
0.755 £ 0.055 for the unrelated hypothesis, and out-
performs it in all nine runs paired by subset and
seed (mean AUROC difference +0.094, two-sided
sign test p = 0.004); its edge over the plain base,
at 0.807 - 0.058, is smaller (4+0.030; five of eight
pairs, p = 0.73). From 25% of the labels on, the
full recipe flags about half as many benign skills
as either alternative at a similar recall of 93-95%:
7.8% at 25% and 3.1% at 50%, against 16.1-19.2%
and 6.2-6.7%, with non-overlapping 95% inter-
vals. Its ranking edge narrows but stays consis-
tent: at 25%, it outperforms either alternative in
all eight seed-matched pairs (mean AUROC differ-
ence +0.010 against the unrelated hypothesis and
+0.013 against the plain base; sign test p = 0.008
each; Appendix A). Both the NLI initialization and
the task-naming hypothesis thus improve learning
from limited labels.

6 Related work

Attacks on agents. Indirect prompt injection em-
beds adversarial instructions in content consumed
by LLM applications (Greshake et al., 2023; Perez
and Ribeiro, 2022; Liu et al., 2025). InjecAgent,
AgentDojo and Agent Security Bench test these
attacks and defences through agent interactions
(Zhan et al., 2024; Debenedetti et al., 2024; Zhang
et al., 2025). MCP tool descriptions introduce sim-
ilar risks (Radosevich and Halloran, 2025). We
screen skills before agents use them.

Malicious skills and detection. Liu et al. (2026)
document credential theft and agent manipula-
tion in public skill registries. Skilllnject evalu-
ates agents against attacks embedded in skill files
(Schmotz et al., 2026). MalSkillBench verifies ma-
licious behaviour at runtime and evaluates detec-
tors across code and instruction attacks (Guo et al.,
2026). MaliciousSkillBench consolidates public
sources and supplies structural and source-disjoint
protocols (Wang et al., 2026). Under these proto-
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Figure 3: With limited labels, the full recipe learns most: OpenJev with the task-naming hypothesis leads in AUROC
at 10% of the labels and flags about half as many benign skills as either alternative at 25-50%. Panels show (a)
AUROC, (b) recall and (c) FPR on MSD, with recall and FPR measured at probability 0.5. Each point at 10%, 25%
and 50% averages nine runs (three stratified subset draws with three seeds each), and each full-data point averages
five seeds. Shaded bands are 95% intervals of the mean from resampling the runs; hollow markers at 0% show each
starting model before task training. All runs are trained for one epoch.

cols, we show that a small trained scorer screens
skills at high recall and trace where source shift
moves its false positives.

Malicious packages. Software supply-chain re-
search studies attacks distributed through third-
party packages (Ohm et al., 2020). Classifiers can
detect malicious packages from metadata and code
(Sejfia and Schifer, 2022). Agent skills add instruc-
tions that an LLM interprets directly. SkillSpec-
tor applies static rules to skill packages (NVIDIA,
2026). SkillScreen instead learns to screen these
instructions from labelled skills, detecting 95.6%
of malicious skills where static rules catch 10.5%
(Table 1).

Decision models. Decision models return proba-
bilities over predefined outcomes (TypeSafe, 2026;
Ibrahim and Zaki, 2026). Llama Guard and Shield-
Gemma specialize language models for safety
screening (Inan et al., 2023; Zeng et al., 2024).

NLI and model-based judgments. NLI supports
zero-shot and few-shot classification by expressing
labels as hypotheses (Yin et al., 2019; Wang et al.,
2021). SkillScreen adapts this interface to skill
detection through LoRA (Hu et al., 2022). Work
on LLM judges studies prompted assessments and
their biases (Zheng et al., 2023; Wang et al., 2024).
LLM monitors apply such judgments to oversight,
flagging reward hacking, sabotage and other mis-
behaviour in model outputs and agent trajectories

(Greenblatt et al., 2024; Baker et al., 2025; Ku-
tasov et al., 2025; Yang et al., 2026; Quan et al.,
2026). On the same visible skill text, we show that
task-trained scoring reaches high attack recall at
a fraction of the false-positive cost of prompted
judgments.

7 Conclusion

SkillScreen shows that high-recall screening of
agent skills does not need a frontier model. A
local 2B decision model, trained with one epoch
of LoRA on 6.8K labelled skills, flags 20-25% of
benign skills at 99% recall on attack families un-
seen in training, where a word SVM needs 46% and
prompted LLM judges flag about 87% or more, and
thresholds frozen on validation data hold this op-
erating point on test. Among trained detectors, its
advantage is largest where screening is hardest: on
unseen skill sources, its lead over a ModernBERT-
large encoder fully fine-tuned for the same single
epoch widens to 24 points at 99% recall. Task
training drives the gain; a hypothesis that names
the task sharpens it at high recall, and with 25-50%
of the labels the full recipe flags half as many be-
nign skills as either ablation. Because SkillScreen
reads only SKILL.md and runs on a single GPU
slice, it can serve as the first review stage of a skill
registry; benign data from more sources, package-
level inputs and a judge consulted only where it
changes a decision will extend it further.



Limitations

SkillScreen reads SKILL.md, and we evaluate it
against an attacker who publishes a skill, using
fixed rewrites rather than an adaptive attack. Para-
phrasing 200 malicious test skills leaves its recall
essentially unchanged. Moving their commands
into a referenced script and neutralizing the prose
takes the evidence out of SKILL.md: recall at the
frozen gate falls from 99.8% to 87.0%, and at 0.5
from 96.6% to 67.5% (Appendix L). Every detector
that reads only SKILL .md shares this limit; package-
level inputs, which we leave to future work, are the
way to close it. We applied the rewrite to malicious
skills and to SkillScreen only.

We keep the official benchmark labels, some
of which depend on package code or behaviour
absent from SKILL.md and thus cap what any text-
only detector can recover. MSD holds out mali-
cious families while its benign skills share sources
across partitions, and SD contains two benign test
sources. Recall varies by source (macro-average
79% against 95.6% overall), with wide intervals on
the small sources.

On MSD we report the encoder’s GPU rerun,
the stronger of its two five-seed sets; Appendix H
gives both, including the two collapsed runs. Judge
comparisons use one prompt, one demonstration
set, the stated provider settings and the probabilities
the judges report; log-probabilities or repeated sam-
pling would give the judges finer-grained scores at
99% recall. The one-epoch schedule varies the
number of updates with data size, the scanner-
context variants and the paraphrased and empty
hypotheses use one seed each, and the size ablation
also changes the NLI checkpoint version.

At 99% recall, SkillScreen is a triage stage rather
than an alarm: at an FPR of about 21%, precision is
34% when 10% of a stream is malicious and 4.5%
when 1% is. Deployment estimates also depend
on the source mix and on the model’s pretraining
overlap with public skills.

Ethics statement

The inputs are public skill texts. We used no pri-
vate corpus or credentials and executed no skill-
supplied commands. The judge prompt marks all
skill text as untrusted. SkillScreen routes suspi-
cious skills to human review. False positives add
review work, and missed malicious skills can ex-
pose users to attacks. Releasing the scorer and its
per-skill predictions could also help attackers probe

for evasions; the most effective rewrite we tested
(Appendix L) needs no model access, and we judge
that the defensive value outweighs this risk.

Third-party skill texts retain their upstream li-
cences, and we do not redistribute them: our scripts
retrieve them from the pinned MaliciousSkillBench
release, whose metadata and split manifests are li-
censed under CC BY 4.0. Released prediction files
contain benchmark identifiers, labels and scores,
with source names and family identifiers in a sep-
arate metadata file; raw skill text and API re-
sponses are excluded. The adapters we release
build on OpenJev-2B (MIT licence) and Qwen3.5-
2B (Apache 2.0), whose licences permit this re-
lease.
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A Training and evaluation details

Optimization and hardware. SkillScreen uses
AdamW at 2 x 10~% with weight decay 0.01,
5% linear warm-up and linear decay, and clips
gradients at norm 1.0. LoRA adapters target
the q_proj, v_proj, in_proj_gkv and out_proj
modules, and the classification head (score) is
trained in full. Every SkillScreen run uses this
single configuration without tuning, whereas Ap-
pendix H varies the encoder’s learning rate. We
use bf16 weights, gradient checkpointing and zero
dropout. Each micro-batch contains one skill, with
gradients accumulated over 16 steps. The seed con-
trols adapter initialization and training order. One
epoch gives 426 updates on MSD and SBR and
470 on SD. A run takes 3.4-3.9 hours on a 10 GB
MIG slice of an H100, with peak GPU memory of
7.3 GiB. Scoring 1,947 MSD test skills takes nine
minutes on the same hardware.

Baselines and software. Word-SVM uses scikit-
learn’s LinearSVC with C 1 and balanced
class weights on TF-IDF features with document-
frequency bounds of 2 and 99.5%, fit on the training
partition only. The package pins PyTorch 2.11.0,
Transformers 5.17.0, PEFT 0.21.2 and scikit-learn
1.9.1.

Input length. The premise occupies the first line
and the fixed hypothesis the next. Long premises
lose tokens from the end, preserving the hypothe-
sis. MSD training inputs have a median length of
1,367 tokens, a 95th percentile of 4,737 and a 99th
percentile of 7,210. The cap truncates 44 of 6,814
training skills and 17 of 1,947 test skills. The LLM
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judges receive the same visible prefix: the skill text
that fits in this 8,192-token input.

Checkpoint selection and calibration. We eval-
uate validation scores halfway through training and
after the final update. The selected checkpoint min-
imizes FPR at 99% validation recall. Ties prefer
higher AP, then lower loss. All fifteen current-code
SkillScreen runs, five per split, selected the final
checkpoint.

We fit calibration to validation log-odds ¢ = z.—
log(exp(zc)+exp(zy)). The calibrated probability
is o(al 4 b) with a > 0. We choose the highest
threshold reaching 99% validation recall and freeze
it before test scoring.

Low-data runs. From 25% of the labels on, the
full recipe flags about half as many benign skills
as either alternative at a similar recall. At proba-
bility 0.5, its FPR is 7.8% [6.6, 9.2] at 25% and
3.1% [2.5, 3.9] at 50%, against 19.2% [15.2, 23.6]
and 6.7% [4.8, 8.6] for the plain base and 16.1%
[12.5,19.6] and 6.2% [4.8, 7.7] for the unrelated
hypothesis (95% intervals of the mean over runs),
at recalls of 93.2-95.1%. At 50%, it also ranks
higher than the plain base in eight of nine paired
runs (mean AUROC difference +0.003, p = 0.04)
and than the unrelated hypothesis in five of seven
(p = 0.45). The 10% budget isolates the effect of
the hypothesis, and its runs vary widely, which is
why Section 5.5 pairs them by subset and seed: for
the original configuration, AUROC spans 0.767—
0.893 and the FPR at 0.5 spans 32-99.6%. At this
budget, the nine runs of the original configuration
flag 89-96% of benign skills at their frozen gates,
and Word-SVM retrained on each subset reaches
an AP of 0.974-0.976, against 0.919-0.965; with
all labels, SkillScreen leads it (AP 0.998 versus
0.993). Every condition has nine runs at each frac-
tion. Subsets are drawn with seeds 42, 1 and 2
and nested, so that each 10% subset lies inside the
25% and 50% subsets of the same draw. On these
three draws, each condition trains seeds 42, 1 and
2; 11, 12 and 13; and 21, 22 and 23. Five runs
were rejected at freezing because their validation
scores tied at the threshold for 99% recall, and a
rule fixed in advance replaced each with the next
unused seed of the same draw. Seed 3 replaced
seed 42 of the plain base at 10%, seed 1 of the
original configuration at 25% and seed 42 of the
unrelated hypothesis at 25%, all on draw 42; seeds
24 and 25 replaced seeds 21 and 23 of the unrelated
hypothesis at 50% on draw 2. Pairs require both
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conditions to have trained the same seed on the
same draw, so replacements without a counterpart
leave seven to nine pairs per comparison; means
and intervals use all nine runs of each condition.

B Partition composition

Table 3 gives the source composition of MSD and
SD after text checks. MSD keeps malicious struc-
tural families separate across partitions. The small
SkillTrojan source has no validation records. SD
places SkillHarm, ATR and SkillFortifyBench en-
tirely in the test partition. MaliciousSkillBench’s
4,575 structural families cover all of its malicious
records. After the exclusions, MSD retains 4,572:
2,458 in training, 750 in validation, where each
malicious skill forms its own family, and 1,364 in
test; the other three families occur only in excluded
records. The benchmark does not record the lan-
guage of each skill; besides English, the MSD test
set includes skills written in Chinese and Japanese
(Appendix M).

C Threshold sweeps and matched recall

SkillScreen’s recall barely depends on the thresh-
old, so the threshold mainly sets the review load
(Figure 4). Every MSD seed stays above 93% re-
call for thresholds from 0.01 to 0.99, while the
FPR falls from 19-30% at 0.01 to 2-5% at 0.5 and
0.2-2.7% at 0.99.

Figure 4 plots rates over the native score scales.
Table 4 gives the FPR at two recall targets from
each method’s observed test thresholds: at 99% re-
call, every SkillScreen seed needs fewer false posi-
tives than any other method, and every prompted
judge needs at least 28% at 95.6% recall and 86.8%
at 99%.

D Average precision

Average precision confirms the ranking of Table 1:
SkillScreen reaches 0.998, ahead of every baseline,
and the prompted judges reach at most 0.985 (Ta-
ble 5). One MSD test scan timed out; it counts as
flagged in decision metrics and is excluded from
the scanner’s AUROC and AP.

E Calibration

SkillScreen’s probabilities are well calibrated wher-
ever validation and test share benign sources. On
MSD, validation calibration lowers the 10-bin ex-
pected calibration error (ECE; Guo et al., 2017)
from 0.029-0.037 to 0.009-0.022 across the five



Protocol  Source Train (benign / malicious) Validation Test
MSD MalSkillBench 0/1,919 0/537 0/967
MSD SkillTrustBench 1,134/2,348 171/109 338 /324
MSD SkillHarm 0/601 0/35 0/92
MSD ATR Skill Security Benchmark 329/13 43/3 83/5
MSD SkillFortifyBench 70/ 86 712 13/2
MSD MaliciousAgentSkillsBench 0/58 0/34 0/61
MSD SkillSafetyBench 0/137 0/6 0/11
MSD AgentTrap 31/50 3/14 11/22
MSD SkillLeakBench 0/16 0/8 0/9
MSD Agent Skill Malware 0/21 0/2 0/7
MSD SkillTrojan 0/1 - 2/0
MSD All 1,564 /5250 224/750 447/1,500
SD MalSkillBench 0/3,085 0/330 -
SD SkillTrustBench 1,478 /2,495 165/286 -
SD SkillHarm - - 0/728
SD ATR Skill Security Benchmark - - 455721
SD SkillFortifyBench - - 90/90
SD MaliciousAgentSkillsBench 0/134 0/19 -
SD SkillSafetyBench 0/141 0/13 -
SD AgentTrap 41775 4/11 -
SD SkillLeakBench 0/31 0/2 -
SD Agent Skill Malware 0/27 0/3 -
SD SkillTrojan 2/1 - -
SD All 1,521/5,989 169/ 664 5457839

Table 3: Benign / malicious counts after the five missing-text exclusions; SD also omits the eight malicious
MalSkillBench records that its official split excludes. SD test sources are absent from training. MSD shares sources
and separates malicious structural families. Empty partitions are shown with an en dash. Sources: MalSkillBench
(Guo et al., 2026), SkillTrustBench (cuhk-zhuque, 2026), SkillHarm (Ning et al., 2026), ATR Skill Security
Benchmark (Agent-Threat-Rule, 2026), SkillFortifyBench (Bhardwaj, 2026), MaliciousAgentSkillsBench (Liu
et al., 2026), SkillSafetyBench (Jin et al., 2026), AgentTrap (Zhuang et al., 2026), SkillLeakBench (Chen et al.,
2026), Agent Skill Malware (yoonholee, 2026) and SkillTrojan (Feng et al., 2026).

Method at 95.6% recall at 99% recall
SkillScreen (5 seeds) 2.0-4.0 19.9-24.6
ModernBERT (5) 2.2-3.8 25.1-36.2
Word-SVM 13.6 45.6
GPT-5.5 34.7 91.1
GPT-5.5 + few-shot (8) 28.2 95.7
GPT-5.5 + medium reasoning 44.3 86.8
Claude Haiku 4.5 92.6 92.6
GPT-5.4 mini 91.7 100.0
Grok 4.3 (reseller) 91.1 96.6

Table 4: MSD FPR (%) at the highest observed test
threshold reaching each recall target, read off the test
score curves. SkillScreen and ModernBERT report seed
ranges; Table 10 adds bootstrap intervals.

seeds and the negative log-likelihood (NLL) from
0.13-0.16 to 0.09-0.11; on SBR, ECE falls from
0.009-0.015 to 0.006-0.009. On SD, calibration
lowers NLL from 0.79-1.01 to 0.55-0.66, while
ECE is 0.12-0.16 before and 0.14-0.16 after, re-
flecting the same benign source shift that moves
the frozen gates (Section 5.3).
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Method AP
SkillScreen (5 seeds) 0.998

+ findings context 0.998

+ full context 0.998
ModernBERT-large (5 seeds) 0.997
Word-SVM 0.993
TypeSafe Jev 1.13 0.942
SkillSpector 0.848
Untuned OpenJev-2B 0.886
GPT-5.5 (zero-shot) 0.983

+ 8 examples 0.985

+ medium reasoning 0.984
Grok 4.3 (reseller) 0.846
Claude Haiku 4.5 0.941
GPT-5.4 mini 0.954

Table 5: MSD average precision at 77% malicious preva-
lence. SkillScreen reports the five-seed mean with std
below 0.001. Scanner AP uses 1,946 scored records.
Other methods use all 1,947.

F Scanner context

Scanner output adds no signal beyond the skill text.
The two context variants scan the same Markdown
and reserve 1,024 tokens for context while retaining
the same skill-text prefix; median context lengths
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Figure 4: Threshold sweeps for MSD SkillScreen and context variants (a), SD SkillScreen (b), MSD zero-shot
judges (c) and MSD Word-SVM (d). Blue and orange show recall and FPR in (a), (b) and (d). Judges use solid
recall and dotted FPR. Thin SkillScreen lines show seeds and bold lines their mean. Probability thresholds use a
logit scale. SVM thresholds use margins. Vertical lines mark default thresholds. Circles mark thresholds chosen on
validation. Judge markers show 0.5, filled for recall and hollow for FPR.

Input Recall FPR AUROC FPRog
Skill text 956 33 0.992 22.6
+ findings 954 1.3 0.993 22.1
+ full context 95.1 25 0.992 20.6

Table 6: Scanner-context variants on MSD, using the
metrics of Table 1. Skill text averages five seeds. Each
context variant uses one seed.

are 47 tokens for full context and 30 for findings-
only.

Against SkillScreen seed 42, findings-only
changes MSD FPR by —0.45 points ([—1.6, +0.5])
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and recall by +0.20 ([—0.3,4+0.8]), and full con-
text changes FPR by +0.67 ([—0.4, +1.8]) and re-
call by —0.13 ([—0.8, +0.6)); all four paired inter-
vals include zero. The scanner is also silent where
SkillScreen errs: in a review of SD validation er-
rors, every malicious skill that SkillScreen missed
had a scanner risk score of zero.

G Per-seed runs and secondary gates

SkillScreen’s operating points are consistent across
seeds (Table 7): on MSD, the frozen gates give
98.7-99.1% test recall at 20.1-23.9% FPR. At their



Run Seed Val. FPR@99 Gaterecall/FPR FP FEN AP At 0.5 recall / FPR
MSD 42 23.7 98.93 2170 97 16 0.9978 95.20 1.79
MSD 1 20.5 98.73 20.13 90 19 09976 96.47 5.15
MSD 2 21.4  99.00 2125 95 15 0.9980 95.40 3.80
MSD 3 20.5 98.93 20.13 90 16 09977 95.07 3.13
MSD 4 277 99.13 2394 107 13 09977 96.07 2.68
SD 42 8.3 98.93 55.60 303 9 0.9325 96.07 35.41
SD 1 8.9 99.40 57.80 315 5 09542 97.97 39.27
SD 2 10.7 99.64 58.90 321 3 09423 97.74 32.84
SD 3 10.7 99.28 63.85 348 6 0.9202 96.31 31.01
SD 4 10.1 99.64 59.63 325 3 0.9562 98.45 41.28
SD 42 (historical code) - 9797 46.61 254 17 09214 96.19 37.43
SBR 42 13.0 99.47 9.80 44 8 09992 98.13 1.56
SBR 1 5.4 98.73 2.90 13 19 0.9992 97.53 0.89
SBR 2 6.3 98.73 646 29 19 0.9991 98.27 2.45
SBR 3 9.4 99.20 846 38 12 0.9992 9793 0.67
SBR 4 5.8 99.07 646 29 14 0.9991 98.60 3.12
SBR 42 (historical code) - 99.13 5.57 25 13 0.9993 98.00 0.89

Table 7: SkillScreen results by seed. Validation FPR is measured at 99% recall. Test columns give recall, FPR,
FP and FN at the frozen threshold, AP from continuous scores, and recall/FPR at probability 0.5. The fifteen
current-code runs selected the final checkpoint. The historical SD and SBR runs use earlier code.

own thresholds for 99% validation recall on MSD,
Word-SVM reaches 99.3% recall at 60.6% FPR,
the full-context variant 99.3% at 30.2% and the
findings-only variant 98.9% at 20.1%, while the
commercial NLI API and the static scanner flag
every record. SkillScreen’s MSD thresholds cor-
respond to raw entailment probabilities between
0.008 and 0.018. Per seed, SkillScreen corrects 83
Word-SVM errors on MSD and introduces 42 new
ones.

H Encoder baseline

ModernBERT-large has 28 layers and 395.8M pa-
rameters with the classification head (Warner et al.,
2025). It reads raw Markdown with its tokenizer’s
[CLS] and [SEP] markers. Its 8,192-token cap
truncates 82 of 6,814 MSD training skills and 23
of 1,947 test skills. The tokenizer produces 14%
more tokens than SkillScreen’s Qwen tokenizer on
the MSD test set.

All parameters train with a fresh two-way head,
batch size 1 and accumulation over 16 steps. We
use AdamW with weight decay 0.01 on matrices,
5% linear warm-up, linear decay and gradient clip-
ping at 1.0; the default recipe uses a learning rate of
2 x 10~ for one epoch. Checkpoints are evaluated
at the midpoint and end of training using the same
validation rule as SkillScreen. Calibration and the
99%-recall threshold use the two-way log-odds and
are frozen on validation.

At every encoder learning rate, SkillScreen
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needs fewer false positives at 99% recall, by 6.8
to 14.6 points (Table 8). The table varies the rate
over three values on MSD, with every run trained
for one epoch as SkillScreen is; the main text uses
the default rate, and every encoder run selected the
final checkpoint.

Every encoder run except a first MSD set used
bf16 autocast over float32 weights on a 10 GB MIG
slice with peak memory of 7.9 GiB, and one epoch
took 1.0-1.1 hours. SkillScreen trains 2.19M pa-
rameters on a 2B backbone, whereas the encoder
trains all 395.8M.

On MSD, the reported encoder runs follow a
rule fixed before they were trained: a GPU rerun of
all five seeds with the same code, data and recipe
replaces a first set trained in float32 on 32 CPU
cores (7.3-9.3 hours per run), whatever its outcome.
All five reruns converged, and they are the stronger
set: the four converged runs of the first set need
33.9% FPR at 99% recall, against 30.4% (Tables 8
and 10).

None of the fifteen SkillScreen runs collapsed,
whereas two of the sixteen MSD and SD default-
recipe encoder runs did: seed 2 of the first MSD
set and SD seed 2. Table 9 lists all sixteen, and
Appendix I reports the five SBR runs. The col-
lapsed runs kept a loss near 0.5 for the whole
epoch and reached a validation AP of 0.952 and
0.935, against 0.997-0.999 for the other runs. Pre-
clipping gradient-norm spikes during or just after
warm-up preceded both collapses (peaks of 1,178
and 3,193), but the other default-recipe runs peaked



at 38—4,903, including MSD seed 2 in its rerun (67).
On SD, seed 5 replaces the collapsed seed 2 in Ta-
ble 1, and Table 10 also gives all six runs.

I Source-Balanced Random

When test skills come from sources seen in train-
ing, SkillScreen reaches 99% recall at single-digit
FPR. At the default threshold, its five seeds reach
98.1 £0.4% recall at 1.7+ 1.0% FPR, with AU-
ROC 0.997. Word-SVM reaches 96.3% recall
at 11.8% FPR, with AUROC 0.985. Relative to
Word-SVM, SkillScreen raises recall by 1.8 points
([+0.8,42.7]) and lowers the FPR by 10.1 points
([-13.2, —7.3]). At thresholds chosen for 99% val-
idation recall, SkillScreen reaches 98.7-99.5% test
recall at 2.9-9.8% FPR (seed mean 99.0% at 6.8%),
and Word-SVM 99.4% at 41.0%. At matched 99%
test recall SkillScreen needs 6.6% FPR [2.4,13.5]
and Word-SVM 28.1%.

ModernBERT-large uses the same one-epoch
GPU recipe on SBR, with seeds 42, 1, 2, 3 and 4.
At matched 99% test recall, its mean FPR is 12.1%
[6.2,25.5]. The paired difference from SkillScreen
is +5.4 points ([—0.1,4+15.5)).

The other detectors follow the MSD pattern. Full
context reaches 97.5% recall at 2.5% FPR at 0.5,
and 99.1% at 10.7% FPR at its high-recall thresh-
old. Findings-only reaches 97.6% at 0.7% FPR
and 99.0% at 14.3% FPR, respectively. TypeSafe
Jev 1.13 reaches 26.1% recall at 0.5% FPR, with
AUROC 0.782. Static scanning reaches 7.3% at
1.3% FPR. Untuned Openlev reaches 3.5% at zero
FPR.

Recall barely depends on whether a family was
seen in training: at the high-recall thresholds,
SkillScreen recovers 99.3% of the 746 malicious
test records whose family appears in training and
98.8% of the 755 others (five-seed means; 98.8%
and 97.4% at 0.5). This comparison groups the
SBR test records by family overlap; the MSD pro-
tocol evaluates family transfer with a separate train-
ing partition.

J Recall-FPR curves and source errors

On SD, SkillScreen has the lowest mean FPR
at both recall targets. At 95.6% test recall, the
SkillScreen seeds require 24—33% FPR, the con-
verged ModernBERT runs 35-76%, Word-SVM
62.8%, GPT-5.5 78.5% zero-shot, 65.7% with eight
examples and 73.0% with reasoning, Grok 4.3
89.9%, Haiku 80.7% and GPT-5.4 mini 83.5%.
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At 99% recall, SkillScreen requires 46—56% FPR,
the converged encoder runs 54-90% and the SVM
82.2%; the judges require 79.8% (GPT-5.5 with
eight examples) to 100%. Figures 6 and 7 show
the SD curves and source-level errors, and Figure 5
gives the full MSD curves and a closer view of low
FPR.

K Matched-recall intervals, sources,
families and combinations

SkillScreen’s high-recall advantage over Word-
SVM and every prompted judge holds under re-
sampling. All numbers here come from the re-
leased per-skill predictions (2,000 stratified boot-
strap replicates, seed 20261006, the same index ma-
trix as the main metrics, so differences are paired).

FPR at matched recall. Table 10 reads each
method’s threshold off its own MSD test sweep and
re-determines it in every replicate; multi-seed rows
are seed means, and unavailable judge scores count
as flagged. At 99% recall, SkillScreen needs fewer
false positives than Word-SVM, every prompted
judge and the empty hypothesis, with paired inter-
vals that exclude zero; the other SkillScreen vari-
ants stay within noise of SkillScreen, and the en-
coder’s gap on MSD (4-7.8 points) becomes clear
on SD (+24.1). On SD at the default threshold
(Table 1), SkillScreen’s AUROC std is 0.018, its
bootstrap intervals are [96.4, 98.1] for recall and
[32.4,39.7] for FPR, and relative to Word-SVM
it raises recall by 1.7 points ([+0.3,+3.1]) and
lowers the FPR by 26.4 points ([—31.7, —21.2));
untuned OpenJev-2B reaches 0.6% recall at 0.0%
FPR (AUROC 0.568).

Sources and families. Family novelty barely af-
fects recall. Structural families are defined by the
benchmark (structural_family_id), with sizes
in Table 11. On SBR, SkillScreen’s fixed-rule re-
call is 98.8% on the 746 malicious test skills whose
family appears in training and 97.4% on the 755
whose family does not (99.3% and 98.8% at the
gates); on SD it is 97.8% on 322 seen and 97.0%
on 517 unseen (99.1% and 99.5% at the gates). All
are five-seed means.

Per source, the trained scorers recover far more
malicious skills than the prompted judges. Macro-
averaging over the nine MSD sources with at
least five malicious test skills and the four with
at least five benign ones (within-source resam-
pling) gives SkillScreen 79.1% [73.6, 84.5] recall



Learning rate Seeds Val. FPR@99 Recall FPR AUROC Gate recall/ FPR FPR@99 A vs SkillScreen @99
2 x 1075 (default) 5 277 960 4.1 0.990 98.9/30.2 304 +7.8[—3.4, +22.1]

first set (CPU, float32) 4 of 5 31.8  96.1 438 0.990 99.1/34.7 339 +11.3[-0.7,+20.7]
107° 3 36.0 96.1 10.0 0.985 99.0/39.7 372 +14.6 [+3.1, +28.4]
5x107° 3 34.1 96.0 3.0 0.991 99.3/36.5 294 +46.8[—5.6, +17.4]
SkillScreen 5 228 956 33 0.992 98.9/21.4 226 -

Table 8: ModernBERT-large learning rates on MSD, each trained for one epoch (seeds 42, 1 and 3 for the alternatives;
the first default set excludes its failed seed 2). The main text reports the default learning rate. Rates are seed-mean
percentages. Validation FPR @99 is measured at each run’s selected checkpoint. Recall and FPR use probability 0.5
on test. AUROC is computed from continuous test scores. The gate is frozen for 99% validation recall; FPR@99 is
read off the test sweep with the paired difference against SkillScreen’s five seeds.

Split Seed Val. FPR@99 Gaterecall/FPR  FP FN AP At 0.5 recall/ FPR
MSD 42 326 99.00 38.03 170 15 0.9970 95.47 2.24
MSD 1 254 98.80 25.06 112 18 0.9974 95.87 3.80
MSD 2 31.7 99.13 3423 153 13 0.9972 95.93 3.80
MSD 3 21.4 9847 2528 113 23 0.9970 96.00 3.58
MSD 4 27.2 99.00 2841 127 15 0.9973 96.67 7.16
MSD, CPU set 42 442 99.27 46.09 206 11 0.9971 95.60 4.47
MSD, CPU set 1 326 99.13 36.24 162 13 09971 96.33 5.59
MSD, CPU set 2 (failed) 933 99.33 9575 428 10 0.9397 99.93 98.43
MSD, CPU set 3 23.7 98.80 30.87 138 18 0.9972 96.27 3.13
MSD, CPU set 4 26.8  99.00 2550 114 15 09974 96.33 5.82
SD 42 154 97.85 70.64 385 18 0.7497 92.85 49.54
SD 1 83 9487 61.65 336 43 0.7587 94.64 59.82
SD 2 (failed) 959 99.40 98.35 536 5 0.6114 99.28 97.98
SD 3 20.1 99.52 70.64 385 4 0.8914 97.50 53.03
SD 4 20.7 99.88 7725 421 1 0.7832 99.05 56.33
SD 5 36.1 97.74 83.67 456 19 0.7306 86.65 55.05

Table 9: ModernBERT-large with the default recipe by seed. The MSD CPU set is the first MSD set, trained in
float32 on CPUs; every other run used bf16 on a GPU slice. Rates are percentages. Gate columns use thresholds
frozen for 99% validation recall. The remaining columns give test AP and results at probability 0.5.

and 5.0% [1.8, 10.1] FPR at the fixed threshold
(92.5% and 29.0% at the gate), ModernBERT-large
84.2% [79.6, 88.5] and 5.2% (92.4% and 24.8% at
the gate), Word-SVM 77.4% and 8.6%, GPT-5.5
37.9% [34.1, 42.4] and 0.4%, and GPT-5.5 with
eight examples 60.6% and 1.0%. The micro val-
ues are 95.6%/3.3%, 96.0%/4.1%, 94.6%/8.9%,
72.1%/0.7% and 87.9%/2.5%.

Combining SkillScreen with GPT-5.5 and preci-
sion at low prevalence. A precise judge does
not substitute for the trained scorer at high re-
call. With SkillScreen’s frozen gate, a cascade
that sends flagged skills to GPT-5.5 and keeps only
the judge’s positives reaches 71.8% recall at 0.6%
FPR on MSD (42.7% at 0.9% on SD) while the
judge reads 81% (SD: 84%) of all skills; the union
of the two verdicts reaches 99.2% recall at 21.5%
FPR on MSD and 99.5% at 59.2% on SD, against
98.9%/21.4% and 99.4%/59.2% for SkillScreen
alone.
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Precision on MSD as a function of malicious
prevalence (1%, 5%, 10%, 50%): SkillScreen at
0.5, 22.6%, 60.3%, 76.2%, 96.7%; SkillScreen
at the gate, 4.5%, 19.5%, 33.9%, 82.2%;
ModernBERT-large at 0.5, 19.1%, 55.1%, 72.2%,
95.9%, and at its gate, 3.2%, 14.7%, 26.7%, 76.6%;
Word-SVM, 9.6%, 35.7%, 54.0%, 91.4%; GPT-5.5,
52.0%, 85.0%, 92.3%, 99.1%. On SD, SkillScreen
at 0.5 reaches 2.7% precision at 1% prevalence and
23.1% at 10%.

L Robustness to rewriting

SkillScreen responds to what a skill does rather
than to how it is worded (Table 12). We sample
200 malicious MSD test skills proportionally by
source (seed 20261009, excluding the 14 skills
longer than 30,000 characters) and rewrite each
one twice with GPT-5.4 mini under a fixed prompt
that treats the skill as data. The paraphrase rewrites
every natural-language sentence and keeps code
blocks, commands, URLs, paths, identifiers and



a Full range

100 q O T,
9 so—Er'
T 60
o {
E {
o 40+
o
©
S 5l
|
0 _! T T T T T
0 20 40 60 80 100

Benign false-positive rate (%)

—o— SkillScreen == ModernBERT-large =#= Word-SVM = - GPT-5.5 (zero-shot)

@ Default threshold

b High-recall region
100 A

99 A

98 A

96 -

94 -

Benign false-positive rate (%)

- @ GPT-5.5 (8-shot)

O Frozen at 99% validation recall
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Figure 6: SD recall-FPR trade-offs, following the conventions of Figure 5. Both panels retain the full FPR range.
SkillScreen and ModernBERT-large summarize five seeds, using the converged runs for the encoder. GPT-5.5 is
shown zero-shot and with eight SD training examples. The test set contains 839 malicious and 545 benign skills.

the front matter unchanged. The script move re-
places every code block and inline command by
one neutral line that names a referenced script, lists
the scripts in a final Files section, and rewrites
the remaining prose in neutral developer language
that does not describe what the moved commands
do. All 400 rewrites were usable; the script move
shortens a skill from 6,383 to 3,608 characters on
average. The rewrites cost USD 2.61. We score the
original and rewritten texts with the four archived
MSD adapters (seeds 1-4), their frozen calibrations
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and gates, and the same 8,192-token input.

Paraphrasing every sentence changes recall by at
most one point per adapter. Moving the commands
out of SKILL.md removes the evidence itself: each
adapter loses 50-72 of the 200 skills at 0.5 and
23-29 at the gate. The rewritten skills remain mali-
cious packages whose SKILL.md no longer states
what runs, so this drop measures how much of
SkillScreen’s recall rests on visible commands, the
case for package-level inputs.



a Missed malicious (%)

n GPT-5.5 GPT-5.5 n
SkillScreen SVM  zero-shot 8-shot

SkilHarm 728 3.1 4.8 64.3

ATR Security Benchmark

SkillFortifyBench 90 0.0 0.0 12.2

b Flagged benign (%)

GPT-5.5 GPT-5.5
SkillScreen SVM zero-shot 8-shot
100
44.4 0
4.8 455 = 23.3 64.4 1.1 2.6 - 50
8.9 920 100 52.2 0.0 0.0
-0

Figure 7: SD errors by source at default thresholds. Cells and class counts follow Figure 2. SkillScreen averages
five current-code seeds. Benign records occur in two sources.

Method FPR@95.6% FPR@99% [CI] A vs SkillScreen @99% [CI]
SkillScreen (5) 32 226[13.5,37.0] -
ModernBERT-large (5) 32 304(21.2,51.4] +7.8[—3.4, +22.1]

CPU set, 4 converged 2.8 33.9(21.2,46.9] +11.3 [-0.7, +20.7]

CPU set, all 5 18.8  45.9[35.8,56.4] +23.3 [+12.1, +31.3]
Word-SVM 13.6  45.6[30.0,66.2] +23.0 [+6.8, +39.8]
Plain base (5) 26 21.1[11.5,395] —1.5[~11.9, +8.0]
Paraphrased hypothesis 1.6 21.0[11.4,35.8] —1.6 [-11.9, +4.7]
Unrelated hypothesis (5) 33 289[17.9,48.4] +6.3 [-3.6, +19.3]
Empty hypothesis 22 447[21.5,65.5] +22.1 [+2.0, +40.4]
0.8B base (2) 34 26.0[14.7,36.9] +3.4[-9.1, +11.3]
+ findings context 2.0 22.1[10.3,41.6] —0.4 [-12.1, +9.5]
+ full context 2.7 20.6[13.4,33.3] —2.0[-14.2, +6.3]
GPT-5.5 347 91.1[88.4, 100.0] +68.5 [+55.1, +83.0]
GPT-5.5 + 8 examples 282 95.7(93.7,97.5] +73.2 [+58.7, +82.6]
GPT-5.5 + reasoning 443  86.8[83.7,100.0] +64.2 [+49.6, +79.8]
Claude Haiku 4.5 92.6 92.6[90.2,95.1] +70.0 [+55.3, +79.6]
GPT-5.4 mini 91.7 100.0 [91.1, 100.0] +77.4 [+61.7, +86.4]

Table 10: Benign FPR (%) on the MSD test set at
the highest threshold of each method that reaches the
stated recall, with the threshold re-chosen in every boot-
strap replicate; intervals are 95% percentile intervals
of the seed mean, and differences are paired. On SD
the five SkillScreen seeds need 27.4% [23.6, 32.4] at
95.6% recall and 50.5% [42.1, 59.9] at 99%, the five
converged ModernBERT runs 56.0% and 74.7% [69.8,
79.7] (+24.1 [+14.4, +32.7] at 99%; all six 78.2%,
+27.7[+18.1, +36.1]), and the SVM 62.8% and 82.2%.
On SBR SkillScreen needs 6.6% [2.4, 13.5] at 99% re-
call and the SVM 28.1%.

M Qualitative error examples

Errors by source. Errors are rare on the sources
that make up most of the MSD test set (Figure 2):
SkillScreen misses 3% of the 967 MalSkillBench
skills and none of the 92 from SkillHarm, and
flags 1.8% of the 338 benign SkillTrustBench skills.
Misses concentrate in three small sources, 73% of
the nine SkillLeakBench records, 45% of the 22
from AgentTrap and 27% of the 61 from Mali-
ciousAgentSkillsBench, and benign FPR is highest
on ATR, at 9% of 83 skills.

Split  Partition Malicious Families Singletons > 5
MSD train 5,250 2,458 50% 129
MSD test 1,500 1,364 90% 0
SBR train 5,249 3,542 75% 61
SBR test 1,501 1,249 88% 8
SD  train 5,989 3,992 2% 69
SD  test 839 304 71% 43

Table 11: Malicious structural families per partition:
number of records and families, share of families with
one record, and families with at least five records. The
largest MSD training family has 146 records; no MSD
test family has more than two. On SD, 322 of 839
malicious test skills belong to a family seen in training,
and the largest test family has 141 records.

Rewrite Rule Before After Drop per adapter
Paraphrase 0.5 96.6 96.0 0.5-1.0
Paraphrase  gate 99.8  99.6 0.0-0.5
Script move 0.5 96.6 67.5 24.5-35.0
Script move gate 99.8 87.0 11.5-14.0

Table 12: Recall (%) of the four MSD adapters on 200
malicious test skills before and after rewriting, averaged
over adapters, with the range of per-adapter drops in
points. Paired bootstrap intervals (2,000 replicates over
records) exclude zero for every script-move drop.

Misses shared across seeds. All five seeds miss
the same 42 malicious skills, and another 45 are
missed by some seeds. The 42 shared misses fall
into two groups. Several describe ordinary tools, in-
cluding an SVG icon generator, a blockchain guide,
a pandas toolkit and a distributed-training client,
and their Markdown carries no clear evidence for
the public malicious label, which can rest on pack-
age code or upstream evidence.



The others state suspicious behaviour directly
and give concrete targets for detection from the
Markdown itself. A Chinese-language token saver
runs automatically and refuses every user request;
GPT-5.5 scores it at 0.92 and SkillScreen at 0.20.
A Japanese skill routes every question through its
own background script, and an email skill claims
authority over all mail operations and sets BCC
recipients.

Benign skills flagged by every seed. On
SD, SkillFortifyBench skills have a median
length of 459 characters, each with one
bash block and a benchmark marker com-
ment, and SkillScreen scores every benign
one at least 0.998. One benign skill reads,
in full: name: kernel-version-check /
description: Compact tool verifying data
state. / <!- SKILLFORTIFYBENCH:INERT
arXiv:2603.00195 Appendix B specification
execution; do not execute. Licensed MIT.
—>/ a bash block with df -h, uname -a and a one-
line Python platform query / Gathers read-only
system information. No write operations,
no network access. All five seeds score it
above 0.999; GPT-5.5 gives 0.01. Its malicious
sibling in the same template replaces the block by
rm -rf /tmp/.cache-04/* /var/log/app-04/*
and chmod 777 /tmp/.workdir-04. On ATR,
whose 455 benign test skills have a median length
of 5,900 characters, the skills SkillScreen flags con-
tain security vocabulary (foken, api key, credential,
payload) no more often than the ones it passes. On
MSD, only four benign skills are flagged by ev-
ery seed, and another 26 by some seeds. Three
of the shared false positives cover context com-
pression, MCP server development and Firebase
hosting. The fourth is a skill-discovery helper that
sends the machine’s hostname to a remote URL
using curl, which GPT-5.5 also flags (0.95).

Disagreements with GPT-5.5. SkillScreen cov-
ers most of GPT-5.5’s blind spots: every seed de-
tects 346 of its 419 malicious misses, including a
DAO governance persona, a Kubernetes helper, an
Obsidian editor and a skill that requires a warm-up
script to run “without asking the user for confir-
mation”, all scored at 1.0. In the other direction,
GPT-5.5 recovers nine of the 42 skills missed by
every SkillScreen seed.
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N Judge prompt and request settings

The complete prompt and response schema
are released in scripts/baselines/11m_judge_
prompt.py. The prompt defines malicious skills
through credential theft, hidden payloads, decep-
tion, privilege escalation, sabotage and attempts
to override the user’s intent. It distinguishes these
from authorized installation, shell commands, cre-
dential use, security testing and documented net-
work access. The skill is marked as untrusted text.
The user message places it inside <skill_md> tags
and requests a JSON answer.

The answer has two fields. malicious is a
boolean and probability is a number in [0, 1].
Providers enforce this schema through structured
output, and the parser checks the types and proba-
bility range. Skills with missing or invalid answers
would be routed to review; every completed re-
quest returned a valid answer. Standard requests
allow 256 answer tokens. No request specifies a
temperature or sampling seed. OpenAl requests set
store=false.

The few-shot condition adds eight labelled train-
ing records to the system message. Records are
sorted by identifier, shuffled with seed 42 and se-
lected from distinct sources where possible. Four
malicious and four benign examples are interleaved.
Each is capped at 500 SkillScreen tokens with
a truncation marker. Answers use probabilities
0.95 and 0.05. The fixed prefix has about 2,800
provider tokens, and caching covers 65% of input
tokens. The release lists the selected record iden-
tifiers and excerpt hashes in configs/baselines/
fewshot-msd. json, and scripts/baselines/
fewshot_prompt.py rebuilds and verifies the ex-
cerpts from the benchmark text. On SD, the same
procedure selects eight examples from the SD train-
ing partition (configs/baselines/fewshot-sd.
json); the MSD set cannot be reused there, be-
cause three of its records are SD test records from
SD test sources.

The reasoning condition uses the zero-shot
prompt with medium reasoning effort and an 8,192-
token completion limit. Returned model identifiers
were

claude-haiku-4-5-20251001
gpt-5.5-2026-04-23
gpt-5.4-mini-2026-03-17
grok-4.3

Billed input tokens were 1.41 times the visible to-
ken count on Anthropic, 1.14 on OpenAl and 1.23



on the reseller. Anthropic and OpenAl requests
were submitted through batch APIs.

Additional judge results. GPT-5.5 is the
strongest zero-shot judge on MSD by AUROC
(0.950). Haiku 4.5 and GPT-5.4 mini recover 66%
and 56% of malicious skills at their default thresh-
olds. Grok 4.3 flags 28% of benign skills. On SD,
Haiku and GPT-5.4 mini recover 29% and 23% of
malicious skills, and Grok 4.3 recovers 36% while
flagging 21% of benign skills (AUROC 0.614).

The few-shot gain varies across sources. Miss
rates fall from 83% to 3% on SkillHarm and from
15% to 1% on SkillTrustBench. They remain 8§89%
on SkillLeakBench and 86% on AgentTrap (Fig-
ure 2).

We use the reported probability for every judge
decision. Grok’s boolean verdict disagrees with
that probability on 242 of 1,947 MSD records and
253 of 1,384 SD records. GPT-5.4 mini has 10
such disagreements.

O Reproducibility

In the released artifacts, SkillScreen is named Di-
rect to distinguish it from the scanner-context vari-
ants of Section 5.4. Run configurations pin the
data, model, code, adapter, calibration and thresh-
old. Before scoring test records, evaluation jobs
replay validation examples to check the export. The
code, model and per-skill predictions are avail-
able from the project page (https://jerroldh.
github.io/SkillScreen-webpage/). The re-
lease recomputes Table 1 offline from 66 predic-
tion files (90,111 rows) covering its methods on
MSD and SD, and includes the run configurations,
split manifests, benchmark metadata and the data-
preparation, training and scoring scripts. It bundles
no skill text or API responses; a script restores the
benchmark text from the pinned MaliciousSkill-
Bench release.
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