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As large language model (LLM) agents move from conversation to executing code, reading local files, and
orchestrating external tools, a single agent hijacked by a malicious third-party skill can cause data exfiltration,
privilege escalation, or cascading compromise. We argue that agentic risk is progressive: it can enter at four
loci of the agent control loop—skill admission, invocation-time intent, execution-time effect, and post-action
consequence—while a denied dangerous objective can reappear across surface forms, tools, or turns; existing
safeguards are typically local to one lifecycle boundary or one call. Guided by this threat model, we present
ClawSentry, an open-source, framework-agnostic security supervision gateway for agent runtimes. Before a
skill package is ever executed, First-use Skill Package Review (FSPR) audits it under a deterministic evidence floor,
escalating unresolved cases to bounded read-only agentic review (locus A). At runtime, a three-tier progressive
decision engine—a deterministic L1 layer, a rule-anchored L2 semantic reviewer, and a read-only L3 evidence-
seeking agent—spends contextual review only on the residual ambiguity, while a session-level anti-bypass
mechanism recognizes tool-switching and rephrased retries (loci B–C); a post-action path feeds high-severity
evidence non-retroactively into later review (locus D). An Agent Harness Protocol (AHP) abstraction applies
one policy across Codex, Claude Code, Kimi CLI, and Gemini CLI without modifying agent internals. On
SkillInject with Codex/GPT-5.4, contextual ASR falls from 39.55% to 2.61% while contextual TSR moves only
from 83.78% to 83.05%. Across five Work Agents on the full SkillsSafety benchmark, ClawSentry confines ASR
to 9.09–15.03% from 33.5–49.7% unprotected, and aggregate TSR on clean skills remains 98.7%.

1. Introduction

Large Language Model (LLM)-based agents now execute code, invoke system tools, and orchestrate
workflows autonomously (Zheng et al., 2025; Wu et al., 2024). Once granted local filesystem, network,
and command-execution access, they pose threats far beyond those of the base LLM (Lupinacci et al.,
2026; Ferrag et al., 2026; Deng et al., 2025; Ma et al., 2025).

These risks are progressive and cross-stage. Risk can enter at four loci along the generic agent control
loop—skill admission, invocation-time intent, execution-time effect, and post-action consequence.
Independently, an unsafe objective denied in one invocation can re-enter through rewritten arguments,
a sequence of individually plausible calls, or another tool surface (§3). Existing defenses largely
act at a single locus or evaluate calls independently, leaving two orthogonal requirements: coverage
across observable lifecycle boundaries and state across attempts (Wang et al., 2025a; Liu et al., 2026;
OWASP GenAI Security Project, 2025). A selective-review gateway that satisfies both requirements,
and stays agnostic to the underlying agent framework, is still largely unaddressed.

Mediating those loci requires a reviewer that can read code and judge intent—competence that is
dual-use and concentrated in the frontier models making offense cheap (Anthropic, 2026a; Wang
et al., 2026), and that offense already fields in documented operations (Anthropic, 2025a). Such
competence must enter the defense loop, yet a model granted execution authority is itself a high-value
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PROGRESSIVE RISK ACROSS THE AGENT LIFECYCLE
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Figure 1: ClawSentry aligns one gateway with four lifecycle loci. FSPR gates A; effect-normalized
L1–L3 mediation covers B–C; retry memory catches capability-equivalent bypasses; and asynchronous
D analysis informs later actions. AHP applies one policy across four frameworks; bottom badges
report selective review and safety–utility.

entry point. We therefore position it as an external supervisor under three constraints—bounded
exposure, no authority to act, and extensible priors—developed in §4.

To address both gaps, we present ClawSentry, a unified security supervision gateway for AI agent
runtimes built on the Agent Harness Protocol (AHP; Figure 1). Its first line of defense is First-use
Skill Package Review (FSPR): before a skill package is ever executed, FSPR performs a read-only,
package-level evidence audit, intercepting a malicious skill prior to use (locus A). FSPR is not a
single LLM verdict: deterministic rules establish a non-negotiable evidence floor, unresolved packages
receive bounded agentic-readonly cross-file review, and the gateway retains policy authority.
Beyond pre-use review, ClawSentry routes runtime actions through a three-tier progressive decision
engine—a deterministic L1 Policy Engine, a rule-anchored L2 Semantic Analyzer, and a read-only
multi-turn L3 Agent Analyzer (loci B/C)—spending contextual review only on the residual ambiguity,
and a session-level anti-bypass mechanism that records previously blocked effects and recognizes
tool-switching or rephrased retries. Reviewer toolkits are read-only by construction, while versioned
YAML rules and review skills let operator security priors extend their reach without widening their
authority. A six-dimensional (D1–D6) risk snapshot informs tier routing, and a lightweight post-action
layer asynchronously audits completed effects (locus D), letting the operator halt a session before
further loss and feeding evidence into the gateway’s adjudication of later actions (§3.3).

During evaluation, ClawSentry integrates with Codex, Claude Code, Kimi CLI, and Gemini CLI.
Across five Work Agents on the full SkillsSafety benchmark (Jin et al., 2026) it confines ASR to
9.09–15.03%, against 33.5–49.7% raw, while preserving an aggregate 98.7% TSR on clean skills; on
SkillInject (Schmotz et al., 2026) with Codex/GPT-5.4 contextual ASR falls from 39.55% to 2.61%
with contextual TSR held within 0.73 points. Our principal contributions are:
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1. A progressive lifecycle threat model organizing skill-execution risk into four loci plus a
cross-cutting capability-equivalent bypass property, exposing the gaps a single-stage defense
leaves.

2. An open-source, framework-agnostic security supervision gateway that decouples security
policy from agent libraries via AHP, implemented across four frameworks.1

3. A method combining FSPR with a three-tier progressive engine and a session-level anti-bypass
mechanism, positioning a capable reviewer as a read-only external supervisor.

4. An empirical evaluation spanning both benchmarks, five Work Agents, a clean-utility suite, a
mixed package corpus, matched baselines, ablations, reviewer substitutions, and request-volume
analysis.

2. Related Work

Autonomous LLM agents. LLMs have evolved into autonomous agents that plan and act via it-
erative reasoning frameworks (Yao et al., 2023), accessible through open-source systems such as
AutoGPT (Significant Gravitas, 2023) and OpenHands (Wang et al., 2025b), often communicating
via standardized protocols like MCP (Anthropic, 2024). Granting these agents direct access to file
systems, APIs, and terminals fundamentally expands their attack surface.

Security risks. Autonomous agents are highly susceptible to indirect prompt injections (Greshake
et al., 2023; Zhan et al., 2024), through which malicious instructions concealed in documents or web
content hijack agent execution, enabling unauthorized shell commands, privilege escalation, or data
exfiltration (Lupinacci et al., 2026). Because these exploits are semantic rather than signature-based,
traditional detection is largely ineffective (Fang et al., 2024).

2.1. Safeguarding LLM Agents

To mitigate the emerging threats against LLM agents, researchers have proposed various defensive
layers. Early safeguards primarily focused on static input-output moderation, employing auxiliary
models or rule-based toolkits to filter malicious content during human-AI conversations (Inan et al.,
2023; Zeng et al., 2024; Ghosh et al., 2024; Rebedea et al., 2023). For direct and indirect prompt
injections, techniques such as Spotlighting (Hines et al., 2024), heuristic self-hardening (Protect AI,
2023), and benchmarking-driven robustness enhancements (Yi et al., 2025) have been developed to
preserve instruction integrity.

However, as agents gain autonomous execution capabilities, prompt-level filtering proves insuffi-
cient. Recent works have introduced system-level architectures that enforce execution isolation (Wu
et al., 2025), dynamic rule-based monitoring (Li et al., 2025), and comprehensive security design
patterns (Beurer-Kellner et al., 2025). These agentic defenses often draw inspiration from traditional
access control paradigms, such as Role-Based Access Control (RBAC) (Sandhu et al., 1996), to reliably
restrict tool privileges. Concurrently, specialized sandbox environments like ToolEmu (Ruan et al.,
2024) and AgentDojo (Debenedetti et al., 2024) have emerged to safely evaluate these attacks and
defenses.

Positioning. Prior defenses concentrate on a single locus: prompt filtering at invocation (B) (Hines
et al., 2024; Protect AI, 2023); execution isolation at effect (C) (Wu et al., 2025); output moderation at

1Code, configuration, and review rules are available at https://github.com/Elroyper/ClawSentry under the
MIT license.
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consequence (D) (Inan et al., 2023; Zeng et al., 2024). Among the representative systems summarized
in Table 1, ClawSentry is the only one to combine skill admission (A) with progressive B/C runtime
gating, cross-attempt migration handling, framework-agnostic integration, and end-to-end agent
evaluation.

System A B/C Anti- Frw.- Agent
(skill) (gate) bypass agn. bench.

LlamaGuard (Inan et al., 2023) ✗ ✗ ✗ ✓ ✗

Spotlighting (Hines et al., 2024) ✗ B only ✗ ✓ ✗

Rebuff (Protect AI, 2023) ✗ B only ✗ ✓ ✗

IsolateGPT (Wu et al., 2025) ✗ C only ✗ ✗ ✗

DRIFT (Li et al., 2025) ✗ ✓ ✗ ✗ ✓
AgentSpec (Wang et al., 2025a) ✗ ✓ ✗ ✗ ✓

ClawSentry ✓ ✓ ✓ ✓ ✓

Table 1: Coverage of representative prior agent defenses across risk loci, as reported in their respective
papers. Columns: skill-admission review (A), runtime progressive gating (B/C), cross-attempt anti-
bypass, framework-agnostic, and end-to-end agent benchmark. Among the systems surveyed here,
ClawSentry is the only one reporting support across all axes; this is not an exhaustive comparison of
the field.

3. Threat Model: Progressive Risks in Agent Skill Execution

We organize the risks of autonomous skill execution along the generic agent control loop, independent
of any particular defense. This lens exposes the lifecycle coverage that a single-stage defense leaves
open and defines the requirement evaluated end to end by ClawSentry.

3.1. Generic Agent Skill Lifecycle

An autonomous agent repeatedly acquires skills, selects a tool or command, executes an action, observes
the output, and updates its trajectory (Yao et al., 2023; Wang et al., 2025b). Risk can enter at each
boundary of the loop, and—crucially—a failure contained at one boundary can re-emerge at another
as the agent iterates. We consider an attacker who either (i) publishes a malicious third-party
skill package that an agent may install and invoke (a supply-chain vector), or (ii) embeds hidden
instructions in the task context the agent processes (a contextual-injection vector) (Greshake et al.,
2023; Zhan et al., 2024). Protected assets are the host file system, credentials and secrets, network
egress, and command execution. We distinguish two attack regimes used throughout the evaluation:
obvious injections, where malicious intent is explicit, and contextual injections, where the malicious
instruction is concealed within an otherwise legitimate task. This surface is measurable rather than
hypothetical: Figure 2 plots the per-domain attack success that the SkillsSafety benchmark reports
for five unprotected Work Agent configurations.

3.2. Four Risk Loci and One Cross-Cutting Property

Mapping the loop’s boundaries to where risk materializes yields four risk loci plus one property that
is not tied to any single stage:

• Locus A — Skill admission / supply chain. A third-party skill package carries malicious
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instructions or scripts before it is ever invoked.
• Locus B — Invocation-time intent. At the invocation point, an action may carry direct injection,

hidden intent, or obfuscated payloads (Liu et al., 2025).
• Locus C — Execution-time effect. The dangerous effect of a high-risk command surfaces only

when it actually runs, including across complex multi-tool context.
• Locus D — Post-action consequence. What a tool returns cannot be read off its invocation:

retrieved content may carry indirect instructions that steer later steps, and the actual effect of
an executed action may become visible only in its output (Naik et al., 2026).

• Cross-cutting property — Capability-equivalent follow-up / bypass migration. Once an
action is blocked, a determined agent can preserve its capability and target while rephrasing
arguments, distributing the objective across turns, or switching tools (Yan et al., 2025). These
transformations vary surface form and time rather than mapping one-to-one onto lifecycle loci.

RD1 RD2 RD3 RD4 RD5 RD6

Codex / GPT-5.4

Codex / GPT-5.5

CC / GLM-5.1

CC / MiniMax-2.7

Kimi CLI / K2.5

64.0 52.0 30.8 51.9 46.2 23.1

64.0 48.0 11.5 48.1 53.8 26.9

36.0 44.0 19.2 44.4 38.5 19.2

48.0 48.0 15.4 37.0 38.5 19.2

76.0 72.0 26.9 55.6 50.0 19.2
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Figure 2: The unprotected attack surface is structured rather than uniform. Per-domain SkillsSafety
ASR for five Work Agent configurations, as published with the benchmark (Jin et al., 2026): RD1
contextual trust and RD2 agent permission are severe in everyWork Agent family, while RD3 (execution
and runtime) is markedly lower; a single aggregate rate would average across regimes that no
individual domain exhibits, which is why the evaluation breaks results down by domain. Domain
definitions are in Appendix B.

Why point defenses are insufficient (coverage and state requirements). Most existing defenses
act at a single locus: prompt filtering guards invocation (B), execution sandboxing guards effect (C),
and output moderation guards consequence (D). Coverage of one locus is not the only limitation.
A single-boundary defense may well observe every retry form that reaches it—an invocation filter
sees rephrased and tool-switched calls, and an execution sandbox constrains the same prohibited
effect however the command is spelled—yet observing each attempt in isolation does not tell it that
the current call repeats an objective it has already denied. Two orthogonal requirements follow: a
defense must both mediate risk across the loop’s observable boundaries and relate calls across surface
form, tool, and time by their effect identity. §7 tests these requirements through end-to-end ASR,
clean utility, and component evidence. Figure 3 isolates the second requirement.

3.3. Scope and Coverage Boundaries

Scope. We consider risks that cross an observable skill- or runtime-mediation boundary: malicious
or inconsistent packages before first use (locus A), unsafe tool-mediated effects arising from an
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CAPABILITY-EQUIVALENT FOLLOW-UPS
Surface form changes; the denied effect does not.

OBSERVATION  !=  RECOGNITION

DENIED EFFECT

CAPABILITY delete

TARGET ~/.ssh/

SESSION MEMORY

<delete, ~/.ssh/>

RE-ENTERED SURFACES

FORM REPHRASE
same tool, different arguments

TIME SPLIT ACROSS TURNS
goal distributed over multiple calls

TOOL SWITCH TOOL
shell  ->  helper  ->  native API

EFFECT IDENTITY

NORMALIZE CURRENT CALL
tool + arguments + task context

COMPARE WITH DENIED-EFFECT MEMORY

capability + target
surface form is not the identity

MATCH  ->  POLICY UNCERTAIN  ->  L3

SINGLE-CALL VIEW
may observe every invocation, but evaluates each in isolation

SESSION-SCOPED VIEW
connects attempts across form, tool, and time by their effect identity

Figure 3: Observation is not recognition. After a destructive effect on a credential path is denied, the
same capability and target can re-enter through rewritten arguments to the same tool, a sequence
distributed across turns, or a different tool surface. A per-call defense may observe every resulting
invocation at its boundary while still evaluating each in isolation. ClawSentry instead normalizes
the current call by capability and target and compares it with session-scoped denied-effect memory.
High-confidence equivalents follow the configured policy; uncertain cross-tool candidates are routed
to L3 (§6.4).

invocation or its accumulated context (loci B–C), capability-equivalent follow-ups that re-attempt a
denied effect (cross-cutting), and harmful consequences that surface only in tool output and can steer
subsequent actions (locus D). ClawSentry actively mediates loci A–C and cross-attempt migration;
locus D is observed non-retroactively. Out of scope are threats that never cross such a boundary—direct
user-to-model jailbreaks, base-model misalignment without a tool-mediated effect, a compromised
host OS, model-API manipulation, and weight poisoning.

4. Design Position: Frontier Security Capability as an External Supervisor

The competence this work asks a reviewer to supply—reading code, following behavior across files, and
judging whether an action serves the stated task—is the same competence that finds and weaponizes
vulnerabilities. The published technical evaluation accompanying one of the most cyber-capable
frontier models to date reports that capability as arising not from explicit offensive training but as a
downstream consequence of general improvements in code, reasoning, and autonomy (Anthropic,
2026b). Offensive and defensive security capability are therefore not two capabilities but one, and
it arrives along the general model-capability curve whether or not anyone targets it. Benchmarks
make that curve legible: CyberGym scores agents on reproducing 1,507 real vulnerabilities across
188 projects and has itself surfaced 34 zero-days (Wang et al., 2026).

The attack side has already converted the capability into operations, as far as public threat
reporting shows. One such report describes a single operator using a coding agent for reconnaissance,
credential harvesting, network penetration, and ransom-demand generation against at least seventeen
organizations (Anthropic, 2025b). A later reported campaign drove coding-agent instances as
autonomous penetration-testing orchestrators bound to open-source tooling through a tool protocol,
with the reporting estimating 80–90% of tactical operations executed without human action against
roughly thirty organizations (Anthropic, 2025a). Another provider’s threat reporting describes AI as
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one component of a larger tool-chain spanning multiple platforms and models rather than an isolated
capability (OpenAI, 2026a). The resulting asymmetry is structural rather than incidental: an attacker
obtains agent-level autonomy by renting it, while defense is still largely organized around human
review and single-boundary pattern rules.

Two further observations shape what a defensive answer should look like. First, orchestration
appears to beat scale: a multi-model system coordinating over a hundred specialized agents is
reported to reach 88.4% on CyberGym against 83.1% for the strongest single frontier model in
the same evaluation (Microsoft Security, 2026), so the defensive counterpart of an AI attacker is a
structured system rather than one stronger reviewer. That result concerns vulnerability discovery;
ClawSentry is its counterpart at the runtime-mediation layer, where the object under review is an
agent’s next action rather than a codebase. Second, the capability that makes a reviewer useful is
what makes it a liability: a model competent enough to audit is competent enough to be a high-value
entry point. The most capable system in this class was released only as a limited preview rather than
generally (Anthropic, 2026a), which is consistent with treating such capability as inherently dual-use.
Frontier security capability must enter the defense loop, but not as the entity that acts. Table 2 states
the three constraints this position imposes together with the mechanism each produces and where
the paper establishes it; its final row records the corollary of the third, that priors extensible by the
operator also imply supervision that is not bound to one model family.

Constraint Mechanism Evidence

Bounded exposure: cost and latency
forbid reviewing every event

L1→L2→L3 selective-escalation funnel 13.8% of L1 volume; L3 alone
1.37% (§7.7)

No authority to act: the reviewer is
itself an attack surface and must
never become an actuator

Read-only toolkits for FSPR and L3;
analyzers supply evidence, the gateway
holds policy authority

§6.1, §6.2

Extensible priors: reviewer
competence must not be capped by
one model’s priors

Versioned YAML attack-pattern rules; L3
review skills as YAML manifests validated
against the global read-only whitelist

§6.2, Appendix A

Supervision must not be bound to
one model family

Reviewer substitution across providers ASR 11.11–17.24% over five
providers (§7.6)

Table 2: Constraints on using frontier security capability defensively, the ClawSentry mechanism
each produces, and where the paper establishes it.

The configuration evaluated in §7 uses a cost-efficient reviewer (gemini-3.5-flash) rather
than a frontier security model, so the profile this paper reports does not depend on frontier-tier review.
The funnel is what makes stronger review affordable: §7.7 measures how small a fraction of L1 traffic
ever reaches model-backed review, so substituting a reviewer an order of magnitude more expensive
scales the review bill by that fraction rather than by full tool-call traffic. §7.6 then locates where
the protection resides, by substituting reviewers across providers inside the same gateway-owned
enforcement chain.

5. Agent Harness Protocol (AHP)

A security gateway that must be re-implemented for every agent framework is not a gateway but a
fork. The central enabling contribution of ClawSentry is therefore not any single detector but the
Agent Harness Protocol (AHP): a framework-agnostic abstraction that decouples agent-specific event
streams from the safety logic, so that one policy engine supervises heterogeneous agents unchanged.
Every mechanism in §6—FSPR, the three-tier engine, anti-bypass, and post-action observation—
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consumes AHP events rather than framework-native ones, which is what lets ClawSentry attach to
four mainstream frameworks (Codex, Claude Code, Kimi CLI, Gemini CLI) without modifying agent
internals.

Canonical event schema. Prior surveys document heterogeneous communication mechanisms
and fragmented protocols across LLM-based agent systems (Kong et al., 2025; Yan et al., 2026).
To give the security gateway a stable boundary across those interfaces, we define AHP around a
unified CanonicalEvent schema and a standard adapter interface. Each framework-specific adapter
normalizes heterogeneous native events—pre-action hooks, tool executions, and post-action results—
into AHP events with strict fields (a SHA-256 event_id, session_id, tool_name, and a generic
payload), preserving framework-specific state in an isolated framework_meta structure. Because
the safety core sees only canonical events, adding a new framework requires only a lightweight
adapter and inherits the full safety evaluation without touching the gateway.

Dual-channel mediation. This abstraction establishes a dual-channel model matched to the risk
loci of §3. For pre-action events (loci A–C), the adapter synchronously blocks execution over a local
Unix Domain Socket (UDS) until the gateway returns a decision (Allow, Block, or Defer), keeping
enforcement on the critical path. For post-action events (locus D), it streams results asynchronously
via HTTP Webhooks for non-blocking auditing. The two channels together give ClawSentry a single,
framework-independent vantage point over the entire agent control loop. Figure 4 shows the schema
and both channels together.

AGENT HARNESS PROTOCOL 

Agents

Codex Claude Code

Kimi CLI Gemini CLI

Adapter

pre-action hooks tool 
executions post-action results 

normalize 
native events 

Canonical Event 
event_id
session_id
tool_name

payload

SHA-256

generic 

framework_meta 

framework-specific 
state, isolated 

Safety Core
one policy engine

sees only 
canonical events 

Pre-action, loci A–C 
local UDS synchronous 
blocks execution 
on the critical path 

ALLOW DEFER BLOCK

Post-action, locus D 
HTTP webhook asynchronous 
streams evidence forward 

non-blocking audit;
does not retract prior effects 

Figure 4: AHP places one policy engine behind four heterogeneous event streams. Each adapter
normalizes its framework’s pre-action hooks, tool executions, and post-action results into a
CanonicalEvent, keeping what does not generalize in an isolated framework_meta field, so
the safety core sees only canonical events. Pre-action events (loci A–C) travel over a synchronous
local UDS that blocks execution until the gateway returns Allow, Defer, or Block; post-action events
(locus D) stream asynchronously over HTTP webhooks for non-blocking audit. Adding a framework
costs an adapter and nothing in the gateway.

6. Methodology

ClawSentry organizes supervision around the agent lifecycle rather than as a uniform per-call filter.
Every mechanism described below consumes the canonical AHP events of §5, each paired with gateway-
owned package, workspace, and trust context, so adding a framework changes the adapter and not
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the admission or runtime policy. Throughout this path, deterministic hard evidence is monotone,
analyzers supply evidence rather than policy actions, and the gateway retains final authority.

6.1. Hybrid First-Use Skill Package Review

A runtime guard sees an action only after the skill that shaped it has already influenced the agent,
and behavior distributed across package files cannot be recovered from a single call. FSPR therefore
reviews a package before its first capability-bearing action, in three stages.

Deterministic floor. A scanner builds a bounded inventory of declarations, files, entry points,
references, and observed capabilities, and rules convert concrete inconsistencies and suspicious
structures into an evidence floor: high-severity findings cannot be erased by a later model response
and short-circuit review when they already establish the admission risk. Evidence is organized
along package-specific axes—identity integrity, capability–manifest alignment, data-boundary and
execution-surface control, instruction-channel integrity, state-mutation scope, re-entry and persistent
activation, and review-evidence quality.

Agentic review. Unsettled cases enter an agentic-readonly reviewer that can list, read, and
search within the skill root to connect cross-file behavior, while its toolkit exposes no write, execution,
installation, or network action. The reviewer returns a validated evidence record, which the gateway
merges with the deterministic floor before deciding admission: rules hold authority over known
invariants, and agentic inspection covers relationships that single-file patterns cannot express.

Decision and caching. Reviews are cached under an identity derived from package content and
review-policy versions; a changed package or policy requires a fresh decision. In the evaluated profile,
policy-eligible suspicious and inconsistent verdicts block admission. FSPR is distinct from runtime L3
(§6.2): it judges package-wide evidence before use, whereas L3 investigates one ambiguous action in
its session context.

6.2. Effect-Normalized Progressive Adjudication

Once a package is admitted, the same effect may appear as a shell command, a helper script, or a
framework-native tool call. ClawSentry therefore maps each event to an effect envelope containing
the requested capability, target, scope, artifact role, and evidence provenance. The resulting snapshot
uses six dimensions: tool danger 𝐷1, target sensitivity 𝐷2, command danger 𝐷3, accumulated session
risk 𝐷4, agent trust risk 𝐷5, and injection evidence 𝐷6. Its composite score is

𝐵𝑡 = 𝑤123max(𝐷1, 𝐷2, 𝐷3) + 𝑤4𝐷4 + 𝑤5𝐷5,

𝑆𝑡 = 𝐵𝑡 (1 + 𝜆𝐷6/3) .
(1)

The maximum avoids counting several surface descriptions of one effect as independent evidence;
the injection multiplier makes steering more consequential when the underlying action is already
capable. The score is a shared routing and audit substrate, not the verdict: hard rules and evidence-
generated routing intents can still decide or escalate review (dimension definitions in Table 3; rules,
weights, and thresholds in Appendix A).

Review follows a selective-escalation funnel: hard evidence closes at L1, semantic uncertainty
selects L2, and only the residual context-dependent set reaches L3. Escalation is selective for two
reasons that point the same way: contextual review is the costly tier, and the reviewer performing
it is itself an asset whose exposure should be minimized—so an event closed at L1 is an event no
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Dimension Evaluation Focus High-Risk Example

D1: Tool-Type
Danger

Intrinsic capability of the invoked
tool.

A shell or execution tool operating
on a system resource.

D2: Target
Sensitivity

Security role of the normalized
target path or resource.

Accessing /etc/shadow, .ssh/, or
.env.

D3:
Command-Pattern
Danger

Destructive or high-impact structure
within a shell/exec command.

Recursive deletion, privilege
modification, or an encoded eval.

D4: Session
Accumulation

Recent high-risk decisions in the
current session.

Several high-risk actions preceding a
staged archive-and-egress attempt.

D5: Agent Trust
Risk

Trust level supplied by
gateway-owned agent/workspace
context.

An untrusted or missing-trust
execution context.

D6: Injection Signal Heuristic instruction-manipulation
evidence, including content origin.

An external document containing
hidden override instructions or
zero-width controls.

Table 3: The six detector dimensions used by the runtime risk snapshot. These dimensions are distinct
from the benchmark’s RD1–RD6 attack domains.

semantic reviewer ever sees, serving budget and containment at once. Figure 5 traces the whole path,
including the short circuits and the clearance asymmetry described below.

L1 evaluates the normalized snapshot and deterministic short circuits without a provider call:
sliding windows expire stale session risk, effect-aware short circuits close clear cases, and disabled-
capability equivalents, unresolved wrappers, and generated future-execution paths are routed conser-
vatively (Appendix A).

L2 combines versioned attack-pattern rules with a single-turn LLM for semantic intent. The built-in
library contains 25 patterns derived from the first five categories (ASI01–ASI05) of OWASP’s Top
10 for Agentic Applications (OWASP GenAI Security Project, 2025), and operators may replace the
versioned YAML rule file without changing L2’s decision contract (Appendix A). L2 may raise L1 risk;
to lower it, L2 needs a separately validated clearance bound to the current event and effect, and a
hard finding remains in force regardless.

L3 is invoked by an explicit deeper-review route, or when L2 is non-decisive and the L3 trigger
policy matches. Its multi-turn analyzer may inspect bounded workspace, trajectory, and session-risk
evidence through read-only tools whose toolkit exposes no command execution, write, or network
action; domain-specific review skills can be supplied as YAML manifests whose tool allowlists are
validated against the gateway’s global read-only whitelist, so specialization cannot expand L3’s
authority (Appendix A). The constraint is containment as well as policy: a reviewer that must read
attacker-influenced material cannot be turned into an actuator, and a subverted review turn costs
evidence quality rather than host state. A decisive L2 result skips L3 unless an explicit route requires
it. If optional semantic analysis degrades, the established L1 decision remains in force, and an action
requiring contextual review is not released without valid effect-bound clearance.
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EFFECT-NORMALIZED DECISION PATH 

Effect Envelope 
capability · target · scope 

artifact role · evidence provenance 
shell · helper · native call ⇒ one effect 

Follow-up Guard 
before ordinary tier selection 

Exact Repeat
deterministic 

Cross-Tool
route to L3 

Residual
sanitized recognizer 

L1 all events    no provider call  

dangerous tool + 
sensitive target → CRITICALSC-1 dangerous command 

→ CRITICALSC-2 read-only workspace
→ LOWSC-3

disabled-capability 
equivalent SC-3

denied-effect repeat SC-5 future path + low trustSC-8 stale session expires D4 unresolved → 
semantic review wrapper

L2

25 versioned patterns ASI01–ASI05 

semantic review 

L2 MAY RAISE L1 RISK 

LOWERING REQUIRES 
EFFECT-BOUND CLEARANCE 

HARD FINDING REMAINS
until clear

L3
explicit deeper-review route 

residual context only 

READ-ONLY TOOLKIT 

manifest allowlist ∩ 
global whitelist 

no execute · write · network 

specialization cannot expand authority 

GATEWAY VERDICT 
ALLOW DEFER BLOCK

DEGRADATION RULE 
On degradation, the L1 
decision stands. 

Release Requires 
Effect-bound Clearance 

Figure 5: The decision path a canonical event traverses; most events close at L1 and only the residual
escalates. Normalization to an effect envelope precedes every other step, so one capability presented
through different surfaces is adjudicated as one effect. The follow-up guard is consulted before
ordinary tier selection, and its recognizer activates a gateway-configured review route rather than
choosing an outcome. L1 closes clear cases through deterministic short circuits without a provider
call; L2 may raise L1 risk freely but lowering it requires separately validated effect-bound clearance,
and a hard finding remains in force regardless; L3 inspects bounded evidence through a toolkit with
no execute, write, or network authority, its per-skill allowlist intersected with the gateway’s global
read-only whitelist. Throughout, analyzers supply evidence and the gateway holds policy authority.

6.3. Operator-Granted Session Trust

Whether an action is warranted depends on what the session is for: generic rules rightly treat a
delivery or deployment path as dangerous, yet some tasks legitimately need exactly those targets.
ClawSentry therefore applies least privilege (Saltzer and Schroeder, 1975) at session level: an optional
session scope profile records the authority a task actually requires, instead of letting it be inherited by
default. Grants take effect only through operator-class channels, so text an attacker can influence
cannot widen its own authority. Scope evaluation is monotone: it can tighten a decision to Defer or
Block, and leaves verdicts from FSPR, the follow-up guard, and the tiers as they stand.

6.4. Capability-Equivalent Follow-up Guard

Independent per-call checks forget that an effect was already denied: an agent can rename a command,
rephrase it later, or switch tools while preserving the same capability and target. ClawSentry instead
stores compact, session-scoped records of denied effects—richer fingerprints for finalized high-risk
decisions, holds for unresolved Defer—and queries them before ordinary tier selection. Exact
repeats and normalized destructive effects are handled deterministically, while uncertain cross-tool
equivalence promotes the new event to L3; for residual candidates, a sanitized LLM recognizer judges
only whether the current action is a follow-up to a prior high-risk blocked or deferred action. The
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recognizer cannot choose the enforcement outcome: a positive match activates the gateway-configured
L3 review route, which retains final authority. This separates semantic recognition from semantic
authority.

6.5. Post-Action Consequence Feedback

Some evidence appears only in tool output, after the action that produced it has completed. At locus
D the effect has already taken place, and mainstream harnesses expose no hook that retracts or
rewrites a returned tool result, so this stage is where ClawSentry reports rather than enforces. It
asynchronously analyzes post-action output for indirect instructions, secret exposure, exfiltration,
and obfuscation; the completed event itself stays Allow. Eligible findings are broadcast as evidence,
so the operator learns what a tool actually returned—or what an executed action actually did—and
can stop the task before the agent builds on it. A high-severity result may also raise scrutiny on a
subsequent action if analysis completes first, adding bounded forward feedback.

7. Experiments

The evaluation tests ClawSentry’s central deployment claim: one framework-agnostic gateway can
create a strong asymmetry between toxic and clean skill use. Across five Work Agents, ClawSentry
contracts SkillsSafety ASR from 33.5–49.7% raw to 9.09–15.03%, while preserving 98.7% aggregate
TSR on clean skills. We establish this security–utility profile, then account for the task-success
cost it carries on poisoned packages—where that cost falls and what it buys—before isolating the
mechanisms that produce protection and measuring reviewer portability and selective-review volume.

7.1. Experimental Setup

Frameworks and Work Agents. ClawSentry attaches to Codex, Claude Code, Kimi CLI, and Gemini
CLI through AHP. The end-to-end evaluation uses five Work Agent configurations—Codex with GPT-
5.4 (OpenAI, 2026b) and GPT-5.5 (OpenAI, 2026c), Claude Code with GLM-5.1 (GLM-5-Team et al.,
2026) and MiniMax-2.7 (minimax-m2.7) (Chen et al., 2026), and Kimi CLI with Kimi-K2.5 (Kimi
Team et al., 2026)—where “Work Agent” always denotes the task-executing model, distinct from the
ClawSentry safety reviewer. The controlled studies of §7.6 instead run Claude Code with MiniMax-M3
(minimax-m3) (Lai et al., 2026), a separate MiniMax release from the MiniMax-2.7 of the main
experiments; each of those studies varies a single factor inside its own fixture, so its values compare
within a block and are not pooled with the main tables.

Reviewer configuration. Unless a reviewer-substitution experiment states otherwise, every pro-
tected main-experiment condition uses gemini-3.5-flash (Google DeepMind, 2026) as the safety
reviewer, serving two independent paths: Gateway L2/L3 reviews runtime actions, while FSPR reviews
a skill package at first use.

Benchmarks. We evaluate on two public skill-security benchmarks and two auxiliary suites con-
structed from their material. SkillInject (Schmotz et al., 2026) contains 180 obvious injections with
explicit malicious intent and 139 contextual injections embedded in legitimate tasks. SkillsSafety (Jin
et al., 2026) contains 155 cases across six risk domains and evaluates both unsafe behavior and
completion of the benign user task; its benign task carriers are drawn from SkillsBench (Li et al.,
2026). The clean-utility suite contains 58 clean tasks with clean skills drawn from SkillInject; the
101-package mixed corpus isolates FSPR discrimination using 48 toxic SkillsSafety packages, 48
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clean SkillsBench packages, and five clean SkillInject regression packages. Each controlled study
uses a 60-case SkillsSafety subset drawn at random under a fixed seed and held constant across that
study’s conditions; the utility analysis of §7.4 uses a separate such sample.

Task-artifact declarations. Protected SkillsSafety sessions use the task-runner channel of §6.3:
the harness issues per-case operator-granted artifact declarations, so verifier-mandated locations are
adjudicated as part of the task contract (Appendix H).

Metrics and evaluation convention. Attack success rate (ASR, lower-is-better) and task success
rate (TSR, the completion of the benign user task, higher-is-better) are the metrics defined by the two
benchmarks, and we adopt each benchmark’s own criteria and evaluation harness unmodified rather
than introducing a scoring rule of our own: SkillsSafety judges unsafe behavior with a deterministic
verifier and scores benign-task completion from the case’s verifier tests (Jin et al., 2026), whereas
SkillInject scores both attack success and task completion with its bundled LLM judge (Schmotz et al.,
2026). Within every raw/protected pair the two conditions are scored by the same harness, so what
a protected run is credited or penalized for is fixed by the benchmark rather than by us. TSR uses
one strict binary criterion throughout: only a full verifier pass counts, partial credit never does. Runs
interrupted by infrastructure faults (technical outcomes) are rerun where possible and otherwise
excluded from every denominator. §7.4 keeps the same criterion but fixes the denominator at its 60
sampled cases; this fixed-denominator view is not pooled with the benchmark-specific TSR elsewhere.
ClawSentry natively returns Allow, Defer, or Block; the unattended benchmark deterministically
enforces Defer as Block, a safety-first operating point from which interactive review can recover
approved boundary actions (Appendix G).

7.2. Security Effectiveness on Toxic Skills

0 10 20 30 40 50
SkillsSafety ASR (%) ↓

GPT-5.4

GPT-5.5

GLM-5.1

MiniMax-2.7

Kimi-K2.5

44.5
12.5

41.8
15.0

33.5
12.4

34.2
9.1

49.7
10.2

ClawSentry Raw

(a) Toxic-skill ASR contracts
across Work Agents

97 98 99 100
Clean-task TSR (%) ↑  (magnified scale)

GPT-5.4

GPT-5.5

GLM-5.1

MiniMax-2.7

98.2

98.3

100.0

98.2

aggregate 98.7%

(b) Clean-skill TSR preserved
near 100%

Figure 6: The security–utility asymmetry the gateway is built to produce. (a) SkillsSafety ASR for five
Work Agents, unprotected (open) versus protected (filled), with exact values at both endpoints; full
results are in Table 5, denominators in Appendix B. (b) Clean-skill task success on 58 clean tasks per
Work Agent: raw TSR is 100% for all four configurations and protected TSR remains at 98.2–100%,
an aggregate of 98.7%. The horizontal scale in (b) is magnified.
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SkillInject. Table 4 pairs each Work Agent with its protected counterpart. The raw rows establish an
attack surface spanning Work Agent families—obvious ASR 18.75–35.26% and contextual ASR 27.74–
53.91%—and the protected rows suppress both direct and concealed attacks in every configuration:
obvious ASR contracts to 4.09–6.02% (4.2–7.2×), contextual ASR to 2.61–14.29% (3.5–15.2×).
The legitimate contextual task survives on Codex, whose protected TSR stays within 0.73 and 2.26
points of raw.

Work Agent Cond. Obv. ASR↓ Ctx. ASR↓ Ctx. TSR↑

Raw 18.75 39.55 83.78Codex/GPT-5.4 CS 4.47 2.61 83.05
Raw 29.38 39.86 87.01Codex/GPT-5.5 CS 4.09 8.40 84.75

Raw 31.10 53.91 81.94CC/GLM-5.1 CS 4.49 14.29 76.27
Raw 35.26 37.60 83.33CC/MiniMax-2.7 CS 6.02 10.85 69.49

Raw 34.66 27.74 79.22Kimi CLI/K2.5 CS 5.63 6.82 64.41

Table 4: SkillInject results (%); CS denotes ClawSentry, CC Claude Code, and light-blue rows mark
protected conditions. Bold marks the best protected value per column. The 180-case obvious subset
has no legitimate-task objective; the 139-case contextual subset reports both ASR and TSR.

SkillsSafety. Table 5 shows an ASR reduction for every Work Agent: the raw 33.5–49.7% range
contracts to 9.09–15.03% (Figure 6(a)), a 2.7–4.9× reduction and an absolute improvement of 21.1–
39.5 points. Raw values are the benchmark’s published baselines for these same five configurations (Jin
et al., 2026); the protected values are ours, all under one reviewer configuration, so the breadth reflects
transfer across Work Agents rather than reviewer changes. Auditable counts appear in Appendix B.

Task success moves in the opposite direction: protected TSR falls by 5.0–14.7 points. This raises
the question of whether the gateway obtains safety at the expense of completing legitimate work,
which the next two subsections address from the two sides that matter in deployment: §7.3 evaluates
clean tasks with clean skills, the regime in which an agent operates most of the time, and §7.4
decomposes the poisoned sessions measured here, for which both TSR columns contain the poisoned
package.

Work Agent ASR↓ TSR↑

Raw +CS Raw +CS

Codex/GPT-5.4 44.5 12.50 38.7 25.66
Codex/GPT-5.5 41.8 15.03 42.6 30.07

CC/GLM-5.1 33.5 12.40 37.4 23.14
CC/MiniMax-2.7 34.2 9.09 20.6 15.58

Kimi CLI/K2.5 49.7 10.20 31.0 16.33

Table 5: SkillsSafety aggregate results (%); CC denotes Claude Code. Raw columns are the published
benchmark baselines (Jin et al., 2026). Both TSR columns are measured with the poisoned package
present; §7.4 decomposes that operating point.
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7.3. Impact on Clean Work

We first quantify what the policy costs when nothing is wrong. The clean-utility suite holds task
and skill both clean, so any TSR it gives up is pure policy overhead. Raw TSR is 100% for all four
Codex/Claude Code configurations; with ClawSentry, each pair remains at 98.2–100%, and the
aggregate is 98.7% (Figure 6(b)). The result is unambiguous on this side: protection is not obtained
by refusing ordinary work, and taken together with the toxic-skill ASR reductions above it establishes
the intended asymmetry—the gateway preserves ordinary skill-assisted work while imposing a strong
boundary on compromised packages. It also localizes the remaining question, since a 1.3-point
overhead cannot account for a 5.0–14.7 point margin: that margin arises entirely in sessions where a
poisoned package is present, which §7.4 decomposes.

7.4. Accounting for the Poisoned-Case Margin

The second side requires decomposing the margin itself. We use a four-condition comparison on a
60-case Codex/GPT-5.4 sample spanning RD1–RD6, each poisoned case paired with a same-class
clean SkillsBench skill: (A) no_skill, the agent working alone; (B) clean_skill; (C) poisoned_skill, the
original compromised package with ClawSentry disabled; and (D) the same package under the hard-
block policy. A–C carry no ClawSentry component, which is what makes the comparison diagnostic:
poisoning is measured before any defense exists.

Figure 7 gives the decomposition on these 60 cases, and Figure 8 breaks it down by risk domain
(counts in Appendix C). The skill under test is genuinely useful: a clean same-class package raises
TSR from 43.3% (A) to 50.0% (B). Measured against that reference, and contrary to the common
assumption that a stealthy attack preserves the usefulness of its host skill, poisoning is itself destructive:
with ClawSentry disabled the poisoned package reaches only 31.7% (C), 18.3 points below the clean
skill and 11.7 points below the agent’s own no-skill baseline. Enforcement accounts for the remaining
6.7 points, from C to 25.0% (D). Of the 25.0-point distance between the clean-skill reference and the
protected operating point, therefore, approximately three quarters is incurred before the gateway
makes any decision, and that portion is already reflected in the raw column of Table 5.

We attribute the remaining 6.7 points from C to D to overblocking, and report it as a direct cost of
enforcement rather than a measurement artifact. It is the cost any enforcement boundary incurs when
decisions are made without human review, and in this setting its scale is measurable: FSPR’s clean
false-block rate is 5.7–7.5% across two independent review backends (§7.5). The unattended harness
amplifies this cost by construction, since it resolves every Defer as Block; D is therefore a lower
bound on the attended operating point (Appendix G). Two structural properties of the setting bound
how small the remainder can be. First, the benign task and the attack path arrive in the same artifact,
so a decision about one is necessarily a decision about both. Second, that decision is made inside a
session the package has already steered, so refusing an action truncates the current trajectory rather
than restoring the trajectory the agent would have followed had the package never been offered.

Whether this remainder can be closed is amatter of design choice rather than a gap inmeasurement.
Once a poisoned package has been admitted, the attainable reference is C=31.7% rather than the
clean-skill 50.0%, and the remaining points up to it are recoverable only by granting the package the
latitude that the attack is designed to exploit. A guardrail must therefore choose between pursuing a
ceiling the attacker has already lowered and maintaining the boundary that prevents the attack from
succeeding. ClawSentry maintains the boundary at a moderate cost—6.7 points against that lowered
ceiling—in exchange for 21.1–39.5 points of ASR reduction (Table 5) with clean work preserved at
98.7%; an operator who weights completion differently can shift the operating point on measured
terms (Appendix D). The margin should not, however, be read as protection paid for out of ordinary

15



ClawSentry: A Progressive Multi-Tier Security Monitor for Safeguarding Autonomous LLM Agents

work. The limit is architectural rather than parametric, which is why joint safety and utility must be
secured before the task begins: at the admission gate measured in §7.5, and ultimately at distribution
time (§8).
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Figure 7: Fixed-denominator task-success diagnostic on the 60 sampled Codex/GPT-5.4 SkillsSafety
cases; the dashed line is the no-skill baseline. Conditions A–C contain no ClawSentry component
and isolate the attack-side effect: a clean skill adds 6.7 points over that baseline, whereas poisoning
removes 18.3 points before enforcement is introduced. D is the protected hard-block operating point,
a further 6.7 points below C. Bar interiors give full-task-success counts.

7.5. FSPR Package Discrimination

End-to-end ASR combines package admission with laterWork Agent behavior, so we isolate FSPR on the
101-package mixed corpus (Figure 9). This study deliberately uses two review backends other than the
main-experiment reviewer, so that what it tests is whether package-level discrimination is a property
of the audit rather than of one reviewer model: minimax-m2.7 identifies all 48 toxic packages while
accepting 49 of 53 clean, and kimi-k2.5 identifies 43 of 48 toxic while accepting 50 of 53 clean.
Both combine high toxic recall with clean over-blocking below 8%, which is what makes package-level
audit usable as an admission gate rather than merely a detector, and the agreement of two unrelated
backends is what the comparison is for. Because neither backend is the gemini-3.5-flash reviewer
of the main runs, this 5.7–7.5% residual clean false-block rate estimates the scale of admission-time
overblocking the mechanism produces; it is not a direct measurement of the overblocking under the
main-reviewer configuration of §7.3 and §7.4.

7.6. Controlled Comparisons and System Analysis

Table 6 collects three controlled studies, each holding the Work Agent, the 60-case fixture, and the
reviewer fixed while varying one factor; reviewer choice is treated separately below.

How should FSPR respond to a flagged package? Hard block defines the strongest observed
operating point: it cuts ASR by 16.09 points relative to warning for a 2.41-point TSR difference,
and dominates runtime feedback on both axes. The gap is structural rather than incidental: a soft

16



ClawSentry: A Progressive Multi-Tier Security Monitor for Safeguarding Autonomous LLM Agents

RD1
contextual

trust / prompt
manipulation

RD2
agent

permission /
authorization

RD3
execution /
runtime /
protocol

RD4
data boundary

/ output
exfiltration

RD5
memory /
recovery /

audit

RD6
knowledge

model / supply
chain

0

2

4

6

8

10

Fu
ll-

ta
sk

 p
as

se
s ↑

9

2

4
5

4

2

8

4 4
5 5

4
3

2
3

4 4
3

5

2

0

4

2 2

10 cases per domain

A no skill B clean C poisoned D pois.+CS

Figure 8: The same four conditions broken down across the six risk domains, ten cases each. The
aggregate pattern is not carried by a single domain: a clean skill raises the pass count above the
no-skill baseline in RD2, RD5, and RD6, whereas poisoning lowers it relative to the clean skill in all
six domains. RD1 shows the sharpest contrast, 8/10 with a clean skill versus 3/10 once the same
class of skill is poisoned, with ClawSentry disabled in both. The enforcement margin from C to D is
likewise concentrated rather than uniform. Per-domain counts are tabulated in Appendix C.
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Figure 9: FSPR discrimination on 48 toxic and 53 clean packages. (a) Toxic-package recall for two
diagnostic package-review backends. (b) Clean-package acceptance under the same evaluation. Labels
report exact counts and percentages; orange segments denote missed toxic packages or false-blocked
clean packages.
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Study / condition ASR↓ TSR↑

FSPR response to a flagged package (CC/MiniMax-M3)
Hard block (default) 8.47 18.64
Warning 24.56 21.05
Runtime feedback 10.53 17.54

Defense layer (CC/MiniMax-M3)
ClawSentry 8.62 18.97
claude-guardrails (Dwarves Foundation, 2025) 57.14 28.57
Raw (undefended) 58.33 30.00

Component removal (Codex/GPT-5.4)
Full 12.73 25.45
− FSPR 23.73 30.51
− Anti-bypass 19.30 29.82

Table 6: Controlled comparisons (%). Each block is an independent study on its own 60-case
SkillsSafety subset with Work Agent, reviewer (gemini-3.5-flash), and remaining settings fixed,
so values compare within a block, not across. Bold marks each block’s lowest ASR; Figure 10 plots
each block against its TSR operating point.
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Figure 10: Controlled security comparisons on fixed 60-case SkillsSafety subsets. (a) FSPR response
policy: hard block attains the lowest ASR of the three responses, 2.06 points below runtime feedback
and 16.09 points below a document-level warning. (b) Matched defense baseline: ClawSentry reduces
ASR by 48.52 points relative to Guardrails. (c) Component ablation: removing FSPR or anti-bypass
raises ASR by 11.00 and 6.57 points, respectively. Gray annotations report the corresponding TSR
operating points.
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response amounts to advice injected into a context the attacker has already shaped. The user prompt
may itself have requested the skill, in which case it outranks a later caution, and by the time the
warning is delivered the model may already have read the package. Refusal at admission never grants
the package that channel, so ClawSentry retains a hard boundary (Appendix D).

Matched defense baseline. Against the open-source claude-guardrails PreToolUse
hooks (Dwarves Foundation, 2025) and an undefended configuration, with only the defense
layer changing, ClawSentry removes 48.52 and 49.71 points of ASR respectively. The rule-hook
baseline recovers almost none of that gap, because pattern hooks inspect an individual tool invocation
without a view of the package that produced it or of the effects already denied in the session.

Component contributions. Removing FSPR costs 11.00 points of ASR and removing anti-bypass
6.57, so package-level admission and capability-equivalent follow-up memory contribute indepen-
dently: admission review acts before any tool call exists, while anti-bypass acts after a denial once
the agent seeks an equivalent route.

Reviewer replaceability. With the Work Agent and sample fixed, substituting the provider used
by Gateway L2/L3 and FSPR keeps ASR within 11.11–17.24% across five providers (Figure 11(a));
minimax-m2.7 attains both the lowest ASR (11.11%) and highest TSR (27.78%). All remain far
below the 33.5–49.7% raw range, showing that the gateway-owned enforcement chain, not one
reviewer family, defines the security boundary (§4).
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Figure 11: Reviewer substitution and review volume, with Work Agent, policy, and sample fixed. (a)
Five reviewers share a compact protected ASR–TSR region. (b) The aggregate progressive funnel
across 300 provider–case executions: of 8,310 L1 events, 1,036 reach L2 and 114 reach L3. (c) Total
Gateway review stays at 12.2–15.5% of L1 event volume across reviewers, compared with a 13.8%
aggregate.

7.7. Progressive Request Funnel

The case for progressive escalation concerns review volume rather than the cost of any individual
review. Across 300 provider–case executions (Appendix F), L1 processes 8,310 runtime events, 1,036
receive L2 review, and only 114 issue a Gateway L3 request (Figure 11(b)). Counting L2 and L3
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calls separately, the Gateway makes 1,150 model-backed requests—13.8% of L1 event volume and
86.2% fewer than reviewing every event; the ratio remains stable across providers (12.2–15.5%,
Figure 11(c)), and L3 alone is 1.37% of L1 volume. The funnel therefore confines heavyweight review
to the genuinely ambiguous residue, so the security results of §7.2 come at a review volume that
scales with ambiguity rather than with tool-call traffic (§4).

8. Discussion: Why Admission-Time Review Dominates Runtime Intervention

Two experiments in this paper were designed to answer different questions and converge on one
structural claim: an intervention whose first action comes after a package has entered the agent’s context
operates from a disadvantaged position, and the disadvantage is one no setting of its parameters removes.

The utility diagnostic (§7.4) establishes the first half. Conditions A–C contain no ClawSentry
component, so they measure the attack side alone, and they show that poisoning removes 18.3 points
of task success relative to a clean same-class package—11.7 points below the agent’s own no-skill
baseline—before any enforcement decision exists. Whatever a runtime guard does next, it operates
on a package whose benign value has already been destroyed: it can bound the damage, but it cannot
restore the utility, and the clean-skill reference is not a target a runtime mechanism can be tuned
toward. Enforcement adds a further 6.7 points of overblocking (§7.4), a margin we treat as the chosen
price of the boundary rather than recoverable headroom: recovering it means granting the poisoned
package the latitude the attack needs.

The response-mode study (Appendix D) establishes the second half from the enforcement side.
Neither soft response matches admission refusal: a warning leaves ASR at 24.56% and runtime
feedback at 10.53%, against 8.47% for refusal. The three responses differ in how tightly they couple
to the decision itself, and ASR orders with that coupling, so the tightest test is the one against runtime
feedback—the strongest soft response available, which still does not close on refusal. The residue
is positional rather than parametric: feedback is advice delivered into a context the attacker has
already shaped, the user prompt may itself have requested the skill and outranks a later caution,
and by delivery time the model may already have read the package. Among the responses evaluated,
admission refusal alone never opens that channel.

Read together, the two results place both safety and utility before the task begins, and make
the ordering architectural rather than a matter of tuning: review before release, not attribution
after the fact. This is why FSPR rather than the tiers is ClawSentry’s first line of defense, and it
locates the remaining headroom outside the runtime gateway—in skill distribution channels that
carry admission evidence with the package. Runtime supervision is the necessary residual for what
admission cannot settle: packages that are clean at admission but steered later, and effects that only
a session’s accumulated context reveals.

9. Evaluation Scope and Measured Boundary

Benchmark-relative attacker scope. Both benchmarks were constructed independently of ClawSen-
try, so the reported attacks are non-adaptive: no case was written with knowledge of the L1 short
circuits, the 25 shipped L2 patterns, L3 review manifests, or follow-up-guard fingerprints. A policy-
aware attacker can probe rewrites that clear a deterministic floor or shape the evidence shown to
L2/L3. The architecture bounds the consequence: reviewer toolkits have no write, execution, or
network authority, so a subverted review turn costs evidence quality rather than host state (§6.2). The
reported ASR therefore characterizes the attack distributions encoded by SkillsSafety and SkillInject;
adaptive policy-aware evaluation is a distinct next setting.
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Benchmark coverage. The evaluation spans two skill-facing benchmarks and two suites built
from their material. They cover third-party skill packages on coding-agent harnesses; browser/GUI
agents, long-horizon multi-agent delegation, and non-English tasks define complementary deployment
settings. With 155 and 319 cases, per-domain and per-condition cells support structural comparison
rather than fine-grained effect-size estimation.

Observed post-action consequences. Mainstream harnesses expose no locus-D hook that can
retract or rewrite a returned tool result, so post-action processing reports rather than enforces (§6.5).
Its measurable contribution—whether high-severity output evidence raises scrutiny on a subsequent
action—depends on whether asynchronous analysis completes before that action arrives. Accordingly,
the evaluation treats locus D as an evidence mechanism rather than assigning it an isolated blocking
number.

Provider-independent cost measure. §7.7 reports review volume, the architectural quantity the
gateway controls, rather than wall-clock or monetary cost dominated by third-party queueing and
rate limits. The measured result is that 86.2% of L1 events close without a provider call. Latency and
token accounting under fixed, self-hosted reviewers can specialize that provider-independent bound
for a deployment.

10. Conclusion

Agentic skill risk is progressive across the lifecycle, and a denied effect can re-enter across surface
form, tool, or turn. ClawSentry counters this with a framework-agnostic gateway combining pre-use
package review, effect-normalized L1–L3 mediation, anti-bypass memory, and post-action evidence,
while keeping reviewers read-only and policy authority gateway-owned. Across five Work Agents, it
confines SkillsSafety ASR to 9.09–15.03% (33.5–49.7% raw) at 98.7% clean-skill TSR; only 13.8%
of L1 events require model review. Its 6.7-point TSR cost locates the enforcement boundary, while
further gains lie in evidence-carrying distribution channels and AHP-based multi-agent delegation.
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A. Configuration Examples

This appendix collects the implementation details and configuration examples referenced from §6.
The details are separated from the main text to keep the description of the progressive funnel compact.

A.1. L1 State Windows and Short Circuits

L1 distinguishes read-only, limited-write, system-interaction, and high-danger tools; shell-like tools
are additionally classified from command content and their normalized effects. D4 takes the maximum
of two session-local signals: (i) the number of recent high-risk events and (ii) frequency anomalies. Its
high-risk horizon is configurable (300 seconds in benchmark mode); events outside a finite horizon
are evicted. The default frequency rules assign D4 = 2 for at least 10 calls to one tool within five
seconds, D4 ≥ 1 for at least 20 calls to one tool within 60 seconds, and D4 ≥ 1 for at least 60 total
calls within 60 seconds. All horizons and thresholds are operator-configurable.

Before composite scoring, a high-danger tool acting on a credential or system target (SC-1), or a
recognized high-danger command (SC-2), closes at Critical; a pure read on a normal workspace
target (SC-3) closes at Low unless injection or later evidence invalidates that shortcut. Effect-aware
paths separately recognize a high-confidence equivalent of a disabled capability (SC-4), an exact
repeat of a previously denied effect (SC-5), and a generated future-execution path associated with
low-trust skill evidence (SC-8). The latter cases preserve or deepen review according to the operating
profile. An unresolved script or wrapper is routed to semantic review rather than being hard-blocked
merely because a parser lacks evidence.

Resolved L1 High-Preset Parameters
1 {
2 "preset": "high",
3 "weights": {
4 "max_d123": 0.40,
5 "d4": 0.25,
6 "d5": 0.15,
7 "d6_multiplier": 0.70
8 },
9 "thresholds": {

10 "medium": 0.50,
11 "high": 1.20,
12 "critical": 1.80
13 }
14 }

Figure 12: Resolved L1 score parameters for the high-security benchmark preset.

A.2. L2 Rule Extension Interface

CS_ATTACK_PATTERNS_PATH selects an operator-provided YAML library; without it, L2 loads the
bundled 25-pattern library covering ASI01 goal hijacking, ASI02 tool misuse and data exfiltration,
ASI03 privilege abuse, ASI04 supply-chain attacks, and ASI05 arbitrary code execution. A pattern can
specify trigger logic, weighted regular expressions, false-positive filters, risk escalation, and reference
metadata, as illustrated in Figure 13.

L2 separates rule production from enforcement through this versioned artifact boundary. The
matcher parses and safe-compiles an operator-supplied pattern snapshot and supports snapshot reload.
This decoupling also provides a clean integration point for an external evolution engine: candidate
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rules can be generated and validated outside the decision path, while only operator-approved YAML
snapshots are published to L2. Such an extension changes how rules are produced without transferring
enforcement authority away from the gateway.

YAML Attack Pattern
1 patterns:
2 - id: "ASI02-001"
3 category: "tool_misuse"
4 risk_level: "critical"
5 triggers:
6 tool_names: ["bash", "shell", "exec"]
7 detection:
8 regex_patterns:
9 - pattern: "curl.*--upload-file"

10 weight: 8
11 false_positive_filters:
12 - type: "whitelist_path"
13 paths: ["*/test_*", "*/ci/*"]

Figure 13: An excerpt of a customizable YAML attack pattern used by the L2 RuleBasedAnalyzer.

A.3. L3 Skills and Tool Permissions

L3 loads bundled YAML review manifests and can add operator-defined manifests from AHP_SKILLS_
DIR. A manifest declares deterministic triggers over risk hints, canonical tool names, and payload
substrings; a reviewer prompt and evaluation criteria; evidence, rubric, and tag metadata; a per-skill
allowed_tools list; and an optional max_tool_calls. The registry ranks matching specialized
skills and falls back to general-review when none matches.

The tool boundary remains gateway-owned. Every manifest allowlist is validated against a fixed
global read-only set. At runtime, a requested tool must appear in both the global set and the selected
skill’s allowlist, and the effective call budget is capped by both analyzer and manifest budgets.
Consequently, a skill can specialize evidence collection and review criteria but cannot add execution,
mutation, installation, or network authority.
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Illustrative L3 Review Skill
1 name: shell-risk-review
2 schema_version: clawsentry.l3_skill.v1
3 description: Review risky shell effects
4 enabled: true
5 priority: 10
6 triggers:
7 risk_hints: [shell_execution]
8 tool_names: [bash, shell]
9 payload_patterns: ["curl | sh"]

10 required_evidence: [current_event, trigger]
11 allowed_tools: [read_trajectory, read_session_risk]
12 max_tool_calls: 4
13 severity_rubric:
14 high: [destructive system effect]
15 output_tags: [shell_risk]
16 system_prompt: |
17 Review bounded read-only evidence.
18 Return JSON with risk_level, findings, confidence.
19 evaluation_criteria:
20 - name: dangerous_effect
21 severity: high
22 description: Destructive or privilege-changing action

Figure 14: Schematic operator-defined L3 review skill aligned with the runtime manifest schema.
A skill specializes triggering, evidence inspection, and review criteria while remaining within the
gateway’s global read-only tool boundary.

B. SkillsSafety Supporting Results

SkillsSafety groups its 155 cases into six domains: RD1 contextual trust and prompt manipulation,
RD2 agent permission and authorization, RD3 execution, runtime, and protocol, RD4 data boundaries
and output exfiltration, RD5 memory, recovery, and audit, and RD6 knowledge-model, supply-chain,
and operational risks.

Table 7 reproduces the per-domain raw baselines published with the benchmark (Jin et al., 2026)
for these same five Work Agent configurations. We quote the published values rather than re-running
the undefended conditions, providing a fixed public reference point established before the protected
runs reported here. Table 8 then gives the auditable counts behind the protected operating points in
Table 5: AS denotes unsafe attack success and TS successful completion of the benign user task, two
outcomes a case realizes independently.

C. SkillsSafety Fixed-Denominator TSR Comparison

This appendix supports the analysis of §7.4, which accounts for the protected SkillsSafety task-
success margin by separating the share attributable to the poisoning from the share attributable to
enforcement. Table 9 gives the six-domain counts behind Figure 7.

Pairing rule. The four conditions of §7.4 hold the Codex/GPT-5.4 Work Agent, the 60 sampled
cases, and the scoring criterion fixed. Condition B is constructed per case: each poisoned package is
matched, through its original task, to a clean SkillsBench (Li et al., 2026) package of the same class,
so the clean reference carries comparable task value rather than an arbitrary substitute skill.
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Raw Work Agent RD1 RD2 RD3 RD4 RD5 RD6 Overall ASR TSR

Codex / GPT-5.4 64.0 52.0 30.8 51.9 46.2 23.1 44.5 38.7
Codex / GPT-5.5 64.0 48.0 11.5 48.1 53.8 26.9 41.8 42.6
Claude Code / GLM-5.1 36.0 44.0 19.2 44.4 38.5 19.2 33.5 37.4
Claude Code / MiniMax-2.7 48.0 48.0 15.4 37.0 38.5 19.2 34.2 20.6
Kimi CLI / Kimi-K2.5 76.0 72.0 26.9 55.6 50.0 19.2 49.7 31.0

Table 7: Per-domain SkillsSafety raw baselines (%), as published with the benchmark (Jin et al.,
2026). RD columns and overall are ASR (lower is better); TSR is benign task completion (higher is
better).

Protected Work Agent N AS TS ASR↓ TSR↑

Codex / GPT-5.4 152 19 39 12.50 25.66
Codex / GPT-5.5 153 23 46 15.03 30.07
Claude Code / GLM-5.1 121 15 28 12.40 23.14
Claude Code / MiniMax-2.7 154 14 24 9.09 15.58
Kimi CLI / Kimi-K2.5 147 15 24 10.20 16.33

Table 8: Counts behind the five protected SkillsSafety aggregate results (%). N is the evaluable-
case denominator after applying the common exclusion rule in §7.1. All protected rows use
gemini-3.5-flash for the independent Gateway and FSPR review paths.

Denominator convention. Only the denominator differs from the other TSR experiments (§7.1).
Partial, missing, and exceptional outcomes remain as non-successes rather than being excluded, fixing
every domain denominator at ten. This keeps all four columns on a single comparison base, so a
difference between columns cannot arise from differing technical coverage.

Per-domain reading. The aggregate pattern is not driven by a single domain. Clean skills raise
full-task passes over the no-skill baseline in RD2, RD5, and RD6, and poisoning lowers passes relative
to the clean skill in all six domains. RD1 is the sharpest case: 8/10 with a clean skill against 3/10
once the same class of skill is poisoned, with ClawSentry disabled in both. The enforcement margin
from C to D is likewise concentrated rather than uniform: D matches C in RD2 and RD4 and exceeds
it in RD1, 5/10 against 3/10, where refusing the package also prevented the derailment the package
itself caused, while RD3, RD5, and RD6 account for six differing cases between them, leaving a net
difference of four.

Why A is not the reachable reference for D. Reading D against condition A—the agent working
alone at 43.3%—presumes that refusing a poisoned package restores the pre-session alternative. Two
properties of the setting, both visible in the per-domain counts, place D on a different base. First,
the decision is per-action inside a live session rather than a pre-session choice of skill: by the time
an action is denied the package has been read and has shaped the plan, so refusal truncates the
trajectory in progress instead of substituting condition A’s trajectory for it. RD1 shows the mechanism
operating in the favorable direction—5/10 for D against 3/10 for C—because there the derailment
the package caused is precisely what the block prevented. Second, part of the C-to-D difference is
the overblocking that §7.4 reports directly: the policy behind FSPR’s 5.7–7.5% clean false-block rate,
measured there across two independent review backends (§7.5), also declines some benign actions
here, and the unattended convention of resolving every Defer as Block (Appendix G) places D at
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Risk domain Cases A: no skill B: clean C: poisoned D: +CS

RD1: contextual trust /
prompt manipulation

10 9/10 8/10 3/10 5/10

RD2: agent permission /
authorization

10 2/10 4/10 2/10 2/10

RD3: execution / runtime /
protocol

10 4/10 4/10 3/10 0/10

RD4: data boundary / output
exfiltration

10 5/10 5/10 4/10 4/10

RD5: memory / recovery /
audit

10 4/10 5/10 4/10 2/10

RD6: knowledge model /
supply chain / operations

10 2/10 4/10 3/10 2/10

Total 60 26/60 (43.3%) 30/60 (50.0%) 19/60 (31.7%) 15/60 (25.0%)

Table 9: Per-domain full-task-success counts for the fixed-denominator four-condition comparison.
A–C carry no ClawSentry component; D applies the hard-block policy. The security benefit of D is
evaluated by ASR elsewhere; TSR here characterizes the poisoned-package utility operating point.

the most conservative point of that curve rather than at its attended one. RD3 and RD5, accounting
for three and two of those cases, are where this concentrates.

D. Controlled Security Comparisons

D.1. FSPR Response Modes

Once the package scanner distrusts a skill, the response is itself a design decision. This study compares
three responses on a 60-case SkillsSafety subset sampled at random within risk domains (ten per
domain, fixed seed), with Claude Code (MiniMax-M3) as Work Agent and gemini-3.5-flash as
ClawSentry reviewer. Only the response to the FSPR finding changes. Hard block refuses execution
of the package outright. Warning admits the package but injects a caution into its documentation
naming the suspected risk area. Feedback admits the package and delivers a runtime safety note
through a host hook, as if raised by the user.

Beyond the hard-block versus warning contrast reported in §7.6, this fixture puts hard block
against the strongest soft response available: relative to runtime feedback, hard block is 2.06 points
lower in ASR and 1.10 points higher in TSR (Figure 10(a)). Hard block therefore leads whether it is
compared with the weakest soft response or the strongest.

Why soft responses are structurally weaker. §7.6 locates the gap in where a soft response sits
relative to a context the attacker has already shaped. Two further effects compound that ordering
problem. Precision: a caution able to name the exact defect would already require the deep analysis
the soft mode was meant to avoid, so it stays coarse and the model can reasonably judge the package
benign. Alignment dependence: once a late notice competes with package contents the model has
already read, the outcome is settled by the Work Agent’s own safety alignment, so a soft mode’s
strength varies with the model while admission refusal is a property of the policy.

The shape of the design space governs how the comparison should be read. The three responses
differ in how tightly they couple to the decision itself—warning acts at the document level, feedback
on a runtime channel adjacent to the decision, and hard block at the decision boundary—and ASR
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orders with that coupling. Feedback additionally depends on the host surface: several agent surfaces
are audit-only and deliver no visible runtime response, so a visible-feedback arm is well defined only
where the surface supports it, and a default policy resting on it would not carry across integrations. A
fourth and heavier option—sanitizing the package into a clean version so that its benign functionality
survives—is deliberately placed outside the runtime path: it is costly and can introduce new faults,
so we treat it as the lifecycle direction identified in §7.4 rather than as a runtime response mode.

D.2. Matched Defense Baseline

We compare ClawSentry with the open-source claude-guardrails PreToolUse hooks (Dwarves
Foundation, 2025) and a raw configuration. All three use Claude Code with MiniMax-M3 on the
same fixed 60-case SkillsSafety subset; only the defense changes. The baseline is a set of local rule
hooks with no model-backed review, evaluated at the commit pinned in our artifact.

ClawSentry’s 8.62% ASR is 48.52 percentage points below claude-guardrails and 49.71
points below raw (Figure 10(b)). The additional reading this fixture supplies is the size of the
baseline’s own movement: the rule hooks shift ASR by 1.19 points from the undefended configuration,
which places the limitation in coverage rather than in strictness—an action semantically equivalent to
one the pattern set does block, expressed in a form the shipped patterns do not enumerate, reaches
execution unchanged. TSR is reported on a separate utility axis, and the three arms admit attack
traffic that differs by up to 49.71 points, so the task-success columns describe three different operating
points rather than a single exchange rate between the two axes.

D.3. Component Contributions

This experiment fixes Codex/GPT-5.4, the gemini-3.5-flash reviewer, a fixed 60-case SkillsSafety
subset, and all other policy settings. It disables FSPR and anti-bypass individually.

Figure 10(c) places the two removals reported in §7.6 beside their TSR operating points. The
accompanying TSR movement follows the account in §7.4: relaxing either boundary readmits residual
utility from packages that remain poisoned, which is precisely the exchange the full configuration
declines.

E. Reviewer Model Replaceability

We fix the Codex/GPT-5.4 Work Agent, a 60-case SkillsSafety sample drawn at random under a
fixed seed, ClawSentry policy, and code snapshot, then replace only the safety reviewer model. Each
configuration supplies both Gateway L2/L3 runtime review and FSPR first-use review, but the two
paths retain separate contracts and counting units. The experiment therefore measures a system-level
reviewer substitution, not an isolated L3 or FSPR model ablation. Its purpose is not to rank reviewer
models but to test whether the safety boundary is a property of the harness rather than of one model
family.

Table 10 gives the per-reviewer counts behind the ASR–TSR band of §7.6. Three of the five
reviewers fall within 1.7 points of one another—minimax-m2.7 at 11.11%, minimax-m3 at 12.28%,
and the main-experiment default gemini-3.5-flash at 12.73%—and the two highest values
coincide at 17.24% across different provider families, so the residual spread tracks neither a single
vendor nor the reviewer chosen for the main experiments. This is the decoupling the architecture
intends: safety capability can be supplied to aWork Agent by an independent reviewer, and substituting
that reviewer moves the operating point within an enforcement chain the harness continues to
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Reviewer model N AS TS ASR↓ TSR↑

gemini-3.5-flash 55 7 14 12.73 25.45
minimax-m2.7 54 6 15 11.11 27.78
deepseek-v4-pro 58 10 13 17.24 22.41
minimax-m3 57 7 14 12.28 24.56
glm-5.1 58 10 10 17.24 17.24

Table 10: System-level reviewer substitution on 60 attempted SkillsSafety cases (%). N is the evaluable-
case denominator. The reviewer model supplies safety analysis only; the Work Agent is Codex/GPT-5.4
in every row.

Reviewer model L1 L2 L3 L2+L3 Gateway/L1 FSPR Anti-bypass

gemini-3.5-flash 1,646 233 22 255 15.5% 127 112
minimax-m2.7 1,591 210 16 226 14.2% 134 77
deepseek-v4-pro 1,661 182 28 210 12.6% 165 86
minimax-m3 1,669 220 26 246 14.7% 124 105
glm-5.1 1,743 191 22 213 12.2% 139 103

Total 8,310 1,036 114 1,150 13.8% 689 483

Table 11: Observed request and trigger volume across five reviewer substitutions and 300 provider–
case executions. L3 denotes Gateway L3 only; FSPR remains a separate first-use package review.

maintain.

F. Gateway Funnel and First-Use Review Volume

Table 11 uses the same five reviewer substitutions as Appendix E; main-text Figure 11(b) summarizes
the resulting aggregate funnel and Figure 11(c) the per-reviewer total Gateway share. Counts are
module events rather than unique cases: one case may produce multiple tool actions, reviews, or
follow-up guards. Gateway review is the sum of L2 semantic-review calls and L3 deep-review requests.
FSPR is a separate package-level first-use path, and anti-bypass is session-level follow-up state; neither
is folded into the Gateway ratio.

Decomposing the aggregate ratio of §7.7: L2/L1 is 12.5% and L3/L2 is 11.0%, and per reviewer
L2/L1 stays within 11.0–14.2% and L3/L1 within 1.0–1.7%. FSPR runs 2.30 first-use package reviews
per provider–case, counted outside the Gateway ratio.

The stability of these ratios across reviewers matters for the cost argument of §7.7: the funnel
shape is set by the policy and the traffic, not by which model answers the review, so an operator can
substitute reviewers without re-tuning the escalation budget. The 483 anti-bypass triggers are counted
separately for the same reason—they are session state consulted at the end of the decision chain, not
additional model-backed requests. What these counts establish is the quantity the architecture itself
controls, namely review-request volume; per-request latency, token consumption, and pricing remain
properties of the reviewer backend an operator chooses.
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G. Unattended Defer Convention

Defer represents a boundary or uncertain request that should receive assisted review: in an
interactive deployment, a human inspects the evidence and approves the action when appropriate.
The benchmark runs without an operator and must terminate deterministically, so it enforces every
pre-action Defer as Block (§7.1). This mapping can conservatively refuse legitimate work that an
interactive reviewer would approve, so the reported protected TSR is a lower bound on the attended
operating point. The overblocking measured under benchmark conditions therefore includes the
cost of this convention and characterizes the unattended operating point rather than the false-block
behavior of an attended deployment. Every reported ASR and TSR uses the unattended mapping
throughout; no unobserved human decision is imputed.

H. Task-Artifact Trust in the SkillsSafety Evaluation

SkillsSafety cases run as root inside containers, so their verifier-mandated data and output locations
are absolute paths under roots such as /app and /root—a surface that target-sensitivity rules rightly
treat as sensitive. The benchmark harness therefore acts as a task-runner grantor of the interface
in §6.3, declaring each case’s mandated artifact paths exactly as a user or job scheduler assigns a
job its input and output directories; the gateway applies the same deterministic profile evaluation
as for any other grantor, with no benchmark-specific code path. Two limits keep the declaration
from widening the attack surface. Declarations are accepted only from benchmark-control channels—
runner and verifier metadata, cross-checked between the task instruction and the verifier tests—and
they cover only task-data reads and task-output writes. Verifier and oracle paths are never declared,
and every other effect flows through the unchanged pipeline, so no attack-relevant behavior receives
an allowance.
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