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Abstract—In recent years, text-to-image (T2I) generation mod-
els have made significant progress in generating high-quality
images that align with text descriptions. However, these models
also face the risk of unsafe generation, potentially producing
harmful content that violates usage policies, such as explicit
material. Existing safe generation methods typically focus
on suppressing inappropriate content by erasing undesired
concepts from visual representations, while neglecting to san-
itize the textual representation. Although these methods help
mitigate the risk of misuse to some extent, their robustness
remains insufficient when dealing with adversarial attacks.

Given that semantic consistency between input text and
output image is a core requirement of T2I models, we identify
that textual representations are likely the primary source of
unsafe generation. To this end, we propose Embedding Sanitizer
(ES), which enhances the safety of T2I models by sanitizing
inappropriate concepts in prompt embeddings. To our knowl-
edge, ES is the first interpretable safe generation framework
that assigns a score to each token in the prompt to indicate its
potential harmfulness. In addition, ES adopts a plug-and-play
modular design, offering compatibility for seamless integration
with various T2I models and other safeguards. Evaluations on
five prompt benchmarks show that ES outperforms eleven ex-
isting safeguard baselines, achieving state-of-the-art robustness
while maintaining high-quality image generation.

1. Introduction

Diffusion models [15], [42], as the current state-of-the-
art (SOTA) generative paradigm, drive the development of
text-to-image (T2I) generation systems. Between 2022 and
2023 alone, the T2I models generated more than 15 billion
images [3], [7]. Although these models exhibit remarkable
generative capabilities, they also pose significant risks of
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unsafe content generation. For example, BBC reported that
Al-generated child sexual abuse materials were widely dis-
tributed online, constituting severe violations of ethical and
legal standards [6]. Therefore, it is an urgent necessity to
ensure that the content generated by the T2I models adheres
to usage policies [10].

To address this issue, many commercial T2I online
services have implemented various safeguards. For instance,
DALL-E [33] uses a Moderation API to detect input prompts
that may violate usage policies. Stable Diffusion [43] is
equipped with a SafetyChecker [34] to filter out generated
images containing explicit content. However, as passive
defense mechanisms, input and output moderation typically
offer coarse-grained protection, which may cause T2I mod-
els to overly intercept and refuse to generate any images.
In contrast, safe generation methods [8], [19], [21] focus
on erasing inappropriate concepts from the model’s internal
representations. These methods aim to suppress the emer-
gence of these concepts in the generated content, rather than
indiscriminately blocking inputs or outputs. Such methods
offer more fine-grained protection for T2I models, enabling
them to produce safe images even when given prompts with
inappropriate concepts.

However, despite the fact that existing safe generation
methods can suppress the target concept to some extent, their
robustness remains limited [47], [50]. As shown in Figure 1,
existing methods typically focus on fine-tuning the denoiser
or modifying the denoising process to erase inappropriate
concepts from the visual representation, while neglecting
the sanitization of inappropriate concepts in the fext repre-
sentation. This leads to their ability to typically suppress
explicitly erased concepts but lack sufficient generalization
when handling synonyms or related concepts. Adversarial
attacks, such as SneakyPrompt [52], exploit this weakness
by using synonym replacements or subtle expressions to
bypass the safeguards, resulting in unsafe generation. Given
that semantic consistency between input text and generated
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Figure 1: ES sanitizes prompt embeddings to ensure safe im-
age generation while also identifying inappropriate tokens.

image is a core requirement for T2I models, we find that
text representation may be the primary source of unsafe
generation. Therefore, a natural question arises: Can we
propose a robust safe generation framework by erasing
inappropriate concepts from the source?
Our work. In this paper, we provide an affirmative an-
swer by introducing a novel, vision-agnostic safe genera-
tion framework, Embedding Sanitizer (ES). Our method fo-
cuses on sanitizing text representations in prompt embedding
space rather than raw text space for two main reasons. First,
the prompt embedding, as the direct input guiding image
generation, contains richer semantic information compared
to the discrete raw text, and its sanitization provides direct
and effective guidance for safe generation. Second, the
inherent relational structure in the embedding space ensures
that the distance between synonymous (e.g., “nude” and
“naked”) is typically smaller [16], [52], thus offering better
generalization for ES when handling tokens not seen during
training to ensure high coverage of inappropriate concepts.
As shown in Figure 1, ES operates as a plug-and-
play module applied after the text encoder, requiring no
modifications to any T2I model components. This design
ensures compatibility, enabling ES to function independently
or seamlessly integrate with other safeguards. A key func-
tion of ES is its internal scoring network, which assigns a
score to each token in an input prompt to gauge its potential
harmfulness. For example, when processing the prompt
”A person in a birthday suit,” the token “suit” receives
a high score, indicating it as a significant contributor to
inappropriate content generation and needs to be sanitized.
In contrast, other tokens receive low scores, indicating that
they are benign tokens and should be retained. During the
sanitization phase, ES dynamically adjusts the intensity of
sanitization based on these scores to minimize the impact
on low-score (harmless) tokens, while ensuring that strong
sanitization effects on high-score (harmful) tokens. The scor-
ing mechanism and dynamic sanitization function not only

enhance the identification and management of inappropriate
content but also provide interpretability in the generation
process.

ES is a deep learning model that accesses only the text
encoder during training, without involving other T2I model
components. This design supports the use of a customized
objective function for efficient end-to-end training. As a
vision-agnostic safe generation framework, ES does not rely
on image data for training. Instead, training begins with
the selection of target tokens for erasure (e.g., nude) and
their corresponding anchor tokens (e.g., dressed), providing
explicit learning targets for embedding sanitization. To aug-
ment training data, we use randomly synthesized prompts to
pair toxic prompts P; (e.g., ”A nude person”) with anchor
prompts P, (e.g., ”A dressed person”), allowing for the
construction of virtually unlimited training samples. This
approach ensures a diverse and contextually rich dataset,
enabling ES to effectively learn to detect and sanitize inap-
propriate content across various textual inputs. We employ
a mean squared error (MSE) loss to encourage ES to align
the embeddings of P; with those of P, to ensure that the
generated content complies with usage policies.
Contributions. Our main contributions are as follows:

e We propose the first interpretable safe generation frame-
work, Embedding Sanitizer (ES), which quantifies the harm-
fulness of each token in the prompt and sanitizes the prompt
embedding in a controllable manner. The modular design of
ES ensures compatibility, allowing seamless integration with
various T2I models and other safeguard mechanisms.

e We introduce a synthetic data-driven training strategy
that provides ES with virtually unlimited diverse contextual
training samples. By specifying target tokens to be removed
and anchor tokens for guidance, we reformulate the sanitiza-
tion task as a semantic transformation from the target token
to the anchor token, enabling efficient end-to-end training
of ES.

e We conduct a comprehensive evaluation of ES on five
prompt datasets and compare it against eleven existing safe-
guard baselines. Results show that ES achieves state-of-the-
art robustness while maintaining generation quality, demon-
strating that prompt embedding sanitization significantly
enhances the safety of T2I generation. We open-source our
code in the following repository: https://anonymous.4open.
science/r/Embedding-Sanitizer- 166E/.

2. Background

2.1. Text-to-Image (T2I) Generation Models

Diffusion models have recently become a SOTA gener-
ative paradigm [14], employing a probabilistic framework
to generate high-fidelity images from noisy representations.
The training of diffusion models is divided into the diffusion
process and the denoising process. In the diffusion process,
the model will gradually add noise to the image so that it
eventually approximates the standard Gaussian distribution.
In the denoising process, the denoising network predicts


https://anonymous.4open.science/r/Embedding-Sanitizer-166E/
https://anonymous.4open.science/r/Embedding-Sanitizer-166E/

and removes the added noise, progressively recovering the
original image. The training objective of diffusion models
is to minimize the difference between the predicted noise
and the true noise at each timestep. Latent diffusion models
(LDM) [36] propose a more efficient solution by executing
the diffusion and denoising processes in a low-dimensional
latent space, significantly reducing computational complex-
ity. Stable Diffusion (SD) [43]-[45] is a typical representa-
tive of the LDM framework, which mainly consists of three
core components:

o Text Encoder. The text encoder utilizes a pre-trained CLIP
model [32] to convert input text prompts into embeddings.
These embeddings guide the generation process through
cross-attention mechanism, ensuring that the generated im-
ages align with the semantic meaning of the input text.

e Image Decoder. The image decoder uses a pre-trained
variational autoencoder (VAE) model [18] to map high-
dimensional images into a low-dimensional latent space,
improving computational efficiency. During the inference
stage, the denoised latent generated by the diffusion process
are decoded by the VAE into images.

e Denoiser. The denoising network uses the U-Net archi-
tecture [37], which takes noisy latent and text embeddings
as input and progressively predicts and removes the noise
at each time step, refining the latent into coherent image
representations.

2.2. Adversarial Attacks on T2I Models

With the support of large-scale image-text pair datasets
such as LAION-5B [40], the performance of T2I mod-
els achieves significant progress. However, certain content
within these datasets may contain sensitive information
(such as adult content or hate symbols), which the models
may inadvertently memorize during training, subsequently
generating harmful images [4]. Despite the integration of
various safeguards in T2I models to avoid this issue, they
remain vulnerable to adversarial attacks.

Adversarial attacks against T2I models aim to create
adversarial prompts that bypass or evade the model’s safe-
guards, generating inappropriate images that do not meet
expected standards. These attacks typically manipulate or
modify the input prompts, introducing adversarial elements
while preserving semantic similarity to the original prompts,
thereby rendering the model’s safeguards ineffective. Based
on the adversary’s knowledge, adversarial attacks can be
categorized into white-box attacks and black-box attacks.
In white-box attacks, the adversary has full access to the
internal information of the target model, including its archi-
tecture, parameters, and gradient calculations. This allows
the adversary to directly use the internal knowledge of the
model to construct adversarial samples. For example, by uti-
lizing gradient-based optimization techniques, the adversary
can identify a pseudo token to compel the model to generate
specific inappropriate content [29].

In contrast, black-box attacks are conducted without
access to the internal information of the model, which

makes them more reflective of real-world threat scenar-
ios. Adversaries typically rely on locally deployed surro-
gate models to optimize adversarial prompts, leveraging the
transferability of prompts to attack the target model. For
instance, SneakyPrompt [52] uses a Stable Diffusion as a
surrogate model and applies reinforcement learning algo-
rithms to automatically search for substitutes for sensitive
tokens in the prompt. These substitutes are optimized using
a reward function based on safety compliance and semantic
fidelity, encouraging the generated adversarial prompts to
bypass safeguards. Ring-A-Bell [47] utilizes a CLIP model
to extract context-independent sensitive concept vectors and
add them to the target prompts, and then uses a genetic
algorithm to search for semantically similar adversarial
prompts. Similarly, MMA-Diffusion [50] employs gradient-
driven optimization and sensitive token regularization to
construct adversarial prompts that contain no sensitive words
while maintaining semantic similarity to the target prompt.

3. Related Work and Motivation

3.1. Safeguards for T2I Models

To address adversarial attacks and mitigate abuse risks,
T2I models integrate one or more safeguards to prevent
unsafe content generation [34]. These safeguards can be
broadly categorized into three types according to their de-
fense goals: input moderation, output moderation, and safe
generation.

Input and Output Moderation. Input moderation serves
as the first line of defense by operating at the prompt input
stage. Before processing the user’s prompt, this mechanism
identifies and blocks malicious prompts containing sensitive
terms to prevent the generation of inappropriate content. For
example, commercial models like DALL-E 3 [2] and Imagen
[11] employ text classifiers (e.g., Moderation API [28]) to
detect prompts that may violate usage policies and reject
these inputs before they reach the model. Output moderation
acts as the final defense at the image output stage. Once a
T2I model generates an image, it is screened by a violation
detector to identify any inappropriate content. Only com-
pliant images are returned to the user. For example, Stable
Diffusion employs a SafetyChecker [34] built on the CLIP
architecture. It contains predefined sensitive text embeddings
for 17 explicit concepts. It calculates the cosine similarity
between the embedding of the generated image and the
inappropriate concepts. If the similarity exceeds a threshold,
the model outputs a black image as a substitute.

Safe Generation. Safe generation, also known as concept
erasure [25], is a type of machine unlearning method [5]
applied at the image generation stage. This method aims to
erase inappropriate target concepts from the model’s internal
representations, ensuring appropriate content output even
when users provide malicious prompts. Negative Prompt [1]
is a concept suppression mechanism integrated in Stable
Diffusion that enables the user or the system to specify
concepts that should not be generated in order to avoid gen-
erating inappropriate content. In the denoising process, the



method suppresses the inappropriate content by introducing
the embedding of inappropriate concepts to add noise to the
intermediate denoising result. SLD [38] combines classifier-
free guided text conditioning with inappropriate concepts
to suppress the generation of these concepts similarly to
Negative Prompt. ESD [8] fine-tunes the cross-attention or
non-cross-attention layers of the denoiser on target concepts,
embedding the functionality of Negative Prompt into the
model parameters. POSI [49] focuses on fine-tuning a large
language model to play the role of a prompt optimizer,
rewriting toxic prompts into clean prompts in raw text space
rather than embedded space. Safe-CLIP [30] relearns a safe
CLIP model through contrastive learning between text and
image pairs, aiming to break associations between inappro-
priate textual and visual concepts. SafeGen [21] focuses
on eliminating sexually explicit content by fine-tuning the
self-attention layers of the denoiser in a text-independent
manner, forcing the model to apply a mosaic effect to
any generated explicit content. RR [46] adopts the idea of
backdoor attacks, treating harmful tokens as triggers and
mapping their semantics to alternative prompts that remove
the toxic content. Moderator [48] formulates the modeling
of harmful concepts as a task vector at the parameter level,
and obtains a safer T2I model by subtracting this vector
from the original model.

3.2. Properties Analysis of Safe Generation

To comprehensively guard against potential evasion
strategies, such as adversarial attacks, the safe generation
framework should meet the following core criteria [24]:
(i) Effectiveness. The framework effectively erases target
concepts to ensure that they do not appear in the generated
image. (ii) Robustness. The framework should be able to
suppress synonymous concepts of the target and maintain
its effectiveness against adversarial attacks. (iii) Specificity.
When generating benign (non-target) concepts, the output
images should semantically align with the corresponding
text descriptions. (iv) Fidelity. The quality of benign image
generation should not be significantly degraded after erasing
the target concepts.

Furthermore, to enhance defense performance and flex-
ibility, an ideal safe generation framework should satisfy
the following advanced criteria: (v) Interpretability. The
framework should be able to reveal the contributions of
tokens to the generation of inappropriate content, helping
T2I model providers understand their impact and improve
the system. (vi) Compatibility. The framework should work
independently of existing safeguards, allowing easy integra-
tion with different protection measures. (vii) Controllabil-
ity. The framework should allow the provider to control
the level of erasure of target concepts, enabling flexible
defense levels based on application needs. For example, for
malicious users with a high number of violations, a higher
erasure strength can be set to enhance content security
management.

Table 1: Comparison of our method with existing concept
erasure methods, where @/©/O denotes presence, partial
presence, and absence.

Method Modified Property
Component  Interpretability ~ Combinability ~ Controllability

NP [1] - O ©) O
SLD [38] - O O ©
ESD [8] U-Net O O @)
POSI [49] - o [ ] o
Safe-CLIP [30]  Text-Encoder O © O
SafeGen [21] U-Net O © O
RR [46] Text-Encoder O © O
Moderator [48] U-Net O O ©
ES (Ours) - [ [ ] [ ]

3.3. Limitations of Existing Safeguards.

Despite significant progress in the safeguards of T2I
models, existing mechanisms still exhibit notable limitations
when dealing with complex adversarial attacks [17]. First,
input moderation effectively intercepts prompts containing
common sensitive terms but performs poorly when handling
synonyms, paraphrases, and adversarial prompts [51]. Sec-
ond, output moderation is constrained by the detection scope
and performance of content detectors [31], which may fail
to detect attacks such as prompt dilution [47]. Furthermore,
input and output moderation typically provide only coarse-
grained protection, often resulting in the blind interception
of inappropriate content, which causes T2I models to refuse
to generate any content, negatively impacting user experi-
ence [20], [49].

In contrast, safe generation methods provide finer-
grained control over the target concepts, allowing for the
generation of safe and appropriate outputs even in the pres-
ence of prompts containing inappropriate concepts. This is
because safe generation methods focus on eliminating or
suppressing the generation of inappropriate concepts rather
than completely blocking inputs or outputs, ensuring that
users receive meaningful and compliant results when using
the model. Although safe generation methods perform well
in actively suppressing the generation of inappropriate con-
cepts, they still lack robustness and are vulnerable to various
adversarial prompts. Additionally, existing methods face
further challenges in terms of interpretability, composability,
and Controllability. Table 1 summarizes and compares the
characteristics of influential existing safe generation meth-
ods. In terms of interpretability, existing methods tend to
blindly suppress the generation of target concepts, making
it difficult to pinpoint which tokens in the prompt trigger
inappropriate outputs. This lack of interpretability hampers
T2I service providers’ ability to effectively adjust and op-
timize defensive measures. Regarding compatibility, while
SafeGen [21] and Safe-CLIP [30] claim seamless integration
with other safeguards, SafeGen may encounter objective
function conflicts with other fine-tuning-based methods such
as ESD. The secure text encoder built by Safe-CLIP can
weaken the effectiveness of safe generation methods relying
on embedding inappropriate concepts, such as Negative
Prompt and SLD. In terms of controllability, existing meth-



ods often fail to dynamically adjust the defense intensity
based on real-world application needs, making it difficult to
balance defense performance and generation quality, which
in turn limits the quality and diversity of generated outputs.
These limitations motivate us to develop more robust safe
generation frameworks to counteract the threats posed by
increasingly sophisticated adversarial attacks.

4. Embedding Sanitizer

4.1. Threat Model

Following previous work [21], we define a threat model
to describe the goals and capabilities of the T2I service
provider and the adversary, thereby clarifying the scope of
our work.

Goals and Capabilities of the T2I Service Provider. The
primary goal of the provider is to prevent unsafe generation
and ensure the quality of the generated images in closed-
source commercial scenarios. In terms of capabilities, the
provider has complete access to the parameters of the T2I
model, allowing them to optimize additional modules or
update model parameters based on gradient information.
Furthermore, the provider can integrate various safeguards,
such as Negative Prompt, to improve the safety of the T2I
model from a visual perspective.

Goals and Capabilities of the Adversary. The primary
goal of the adversary is to bypass the safeguards in the target
T2I model and induce the models to generate inappropriate
high-quality content. We assume that the adversary has the
capability to locally deploy an open-source T2I surrogate
model, although this model fails to meet quality require-
ments. The adversary can utilize the local model to create
or collect adversarial prompts, such as through optimization
techniques. Additionally, we assume that the adversary in-
teracts with the target model by submitting various prompt
variants. However, the adversary only has black-box access
and cannot directly access the internal parameters of the
target model.

4.2. Overview

Based on the analysis of the properties of safety gen-
eration methods, our goal is to develop a safe generation
framework that embodies these properties, providing com-
prehensive defense for T2I models in complex real-world
scenarios to ensure that generated content adheres to usage
policies.

Key Idea. T2I models are fundamentally text-driven image
generators, with the core objective of producing high-quality
images that are semantically consistent with the given
prompt. Ensuring semantic alignment between the input text
and the generated image is a fundamental requirement for
T2I models. For well-trained and properly functioning mod-
els, generating unsafe content from anchor prompts—those
without inappropriate descriptions—is highly challenging.
For example, when prompted with “a photo of a cute dog,”
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Figure 2: Schematic diagram of the architecture of ES.

the model is extremely unlikely to produce an image con-
taining nudity, as this clearly violates semantic consistency.
In other words, the presence of inappropriate content in
generated images often originates from harmful descriptions
in the input prompt, suggesting that the primary source
of unsafe generation risks in T2I models lies in the text
representation.

Based on this observation, we propose Embedding San-
itizer (ES), a vision-agnostic safe generation framework de-
signed to erase inappropriate concepts directly from prompt
embedding in a plug-and-play manner. This framework of-
fers notable advantages in terms of compatibility. First, ES
is decoupled from the vision modules and requires access
only to the text encoder during training, allowing it to
be flexibly integrated into any T2I model that shares the
same text encoder, without requiring any modification to
the underlying model. Second, while most existing safety
approaches focus on removing inappropriate concepts from
visual representations, usually by modifying the denoiser or
denoising process, ES targets the removal of inappropriate
concepts from the textual embedding itself. This makes it
enabling seamless integration with various safeguards to
mitigate unsafe generation at the source.

Next, we formalize the key idea of ES. Assume that
the T2I model is equipped with a text encoder denoted as
Fi. Given a toxic prompt P; that contains inappropriate
descriptions, such as ”A nude person”, ES aims to transform
this into an anchor prompt P, with similar semantics, such
as ”A dressed person”. This can be represented as:

ES(Fi(F)) = Fi(Pa), (1)

where ES takes the toxic prompt embedding F;(P;) as input
and sanitizes it to approximate the embedding of P,.

Overall Pipeline. The entire execution process of ES is
illustrated in Figure 2. At a high level, when a user inputs
a prompt to query the T2I model, the text encoder first uses a
tokenizer and embedding lookup to encode each token in the
text prompt into embeddings. The text encoder then further



Table 2: Model architecture parameters for ES.

Model Parameter Value
num_hidden_layers 6

(Trzi-s?(f;ner num_attention_heads 8
Encoder) hidden_size 768
intermediate_size 3072
num_hidden_layers 2

S-Net input_size 768
(MLP) intermediate_size 768
output_size 1

processes these embeddings through a self-attention mech-
anism to extract high-level feature representations, which
are fed as input to ES. Finally, ES performs a sanitization
process on the embeddings, aiming to erase inappropriate
concepts and transform them into anchor embeddings.

At a microscopic level, the embeddings output by the
text encoder are first processed by EmbeddingNet (E-Net),
which is designed to capture toxic embeddings containing
inappropriate concepts within the original suspicious em-
beddings. Taking the example of a nude person,” the token
“nude” is the main element that leads to unsafe generation.
E-Net outputs a highly toxic embedding (represented by the
dark red box) for “nude”. In contrast, for benign tokens
such as ”a” and “person,” E-Net outputs either non-toxic
or mildly toxic embeddings (represented by the light red
box). Next, ScoreNet (S-Net) takes the toxic embeddings as
input and assigns a score to each token within the range
[0, 1] based on the degree of toxicity. For toxic tokens, S-
Net tends to predict higher scores to strongly suppress the
target token. For benign tokens, S-Net tends to assign lower
scores, aiming to minimize interference with benign concept
generation. The scores predicted by S-Net are multiplied
with the toxic embeddings predicted by E-Net, and suspi-
cious concepts undergo sanitization by subtracting the toxic
components from the suspicious embeddings in a residual
connection. The sanitized toxic embeddings can then serve
as an approximate representation of benign embeddings,
providing guidance for generating appropriate content.

4.3. Model Architectural Design

As shown in Figure 2, the architecture of ES comprises
two main components: E-Net and S-Net, which work to-
gether to perform sanitization functions. Below, we provide
a detailed description of the architectural design of each
component and explain how these designs confer inter-
pretability and controllability to ES. The model hyperpa-
rameter configurations are summarized in Table 2.

E-Net. The design of E-Net is based on the Transformer
encoder architecture and includes six attention modules to
efficiently capture potential inappropriate content in the in-
put prompt. Each attention module employs an 8-head multi-
head attention mechanism to enable E-Net to semantically
analyze various parts of the input, allowing for a deeper
understanding of tokens containing inappropriate concepts.
The role of E-Net is to capture harmful concepts from the
original suspicious embedding, producing a set of toxic em-

beddings that represent inappropriate content. Suppose P is
a suspicious prompt that potentially contains inappropriate
concepts and is encoded by the text encoder F; to obtain the
initial suspicious embedding, denoted as Emby = F;(Ps).
E-Net, represented by Fy, takes these embeddings as input
and extracts identifiable toxic embeddings Emb,, which can
be formulated as:

Emb, = Fy(F:(Ps)) = Fo(Emby). 2)

S-Net. S-Net is a multilayer perceptron (MLP) composed
of two fully connected layers. Its input dimension matches
the output dimension of the embedding generated by E-Net,
and it applies a sigmoid activation function to constrain
its output within [0, 1]. The primary function of S-Net
is to assign a score to each token in the input prompt,
evaluating its potential harm and indicating its contribution
to the generation of inappropriate content, thus providing
ES with interpretability. Ideally, S-Net assigns high scores
to toxic tokens, such as nude, enabling stronger erasure of
toxic embeddings during the subsequent sanitization step.
On the other hand, it assigns low scores to benign tokens,
such as dog, minimizing disruption to the generation of
benign content. Represented by F, S-Net takes the toxic
embedding extracted by E-Net, Emby, as input and predicts
a set of scores S for each token, expressed as:

S = Fo(Fo(Fi(Fs))) = Fy(Emby). )

Embedding Sanitization. In the final sanitization step,
the toxic embedding predicted by E-Net is multiplied by
the predicted scores by S-Net, dynamically adjusting the
sanitization strength according to each token’s score. This
adjustment strategy provides two main advantages for ES ’s
performance. First, it ensures that tokens identified as more
toxic (i.e., with higher scores) undergo stronger sanitiza-
tion, thereby enhancing the erasure of inappropriate con-
tent. Second, it preserves appropriate content by applying
weaker sanitization to tokens identified as benign (i.e., with
lower scores). Next, ES sanitizes the original suspicious
concept by subtracting (erasing) toxic components from the
suspicious embedding Emb, through residual connection to
obtain an anchor embedding Emb,, that no longer contains
inappropriate concepts. The sanitization process is formu-
lated as:

Emb, = Fi(Ps) — a - Fy(Fo(Fe(Ps)) - Fo(Fe(Ps))
=Emb, — a-S - Emby.

It is worth noting that we introduce a hyperparameter
« to control the strength of sanitization in the inference
phase. When « approaches O, sanitization is weak, and
ES ’s effect is minimal, resulting in Emb, being close
to the original output of the text encoder. Conversely, as
« increases, sanitization strength is significantly enhanced,
effectively erasing harmful components of Emb, and pro-
ducing a cleaner anchor embedding Emb,. A smaller «
reduces interference with the input prompt, preserving more
of the original semantics but with weaker sanitization, while
a larger o enhances sanitization at the cost of some seman-
tic preservation. Thus, « provides ES with controllability,

“



enabling it to adjust the sanitization strength flexibly ac-
cording to the safety requirements of specific application
scenarios, balancing between retaining content relevance and
effectively erasing inappropriate content.

4.4. Training Data Synthesis

ES is essentially an end-to-end deep learning model that
takes the original prompt embedding as input and outputs the
sanitized anchor embedding, which in turn guides the T2I
model to generate appropriate content. To sanitize prompt
embeddings, we first select an anchor token corresponding
to the target token to be erased, providing ES with a clear
direction for sanitization. This approach enables us to frame
the embedding sanitization as a transfer problem toward
the anchor token. When the T2I model receives a prompt
containing a target token, ES redirects this token to the
predefined anchor token to achieve embedding sanitization.
We design three approaches to construct ( target token,
anchor token ) pairs:

e Antonyms of the target token, e.g., ( illegal, legal );
e Hypernyms of the target token, e.g., { blood, liquid );
e A neutral placeholder, e.g., ( weapon, _ ).

With the default settings, we use antonyms as anchor
tokens to provide a more effective sanitization direction for
the target token.

Considering that the performance of deep learning mod-
els largely depends on vast amounts of training data, we
design an automated method for synthesizing prompts to
provide ES with an almost limitless supply of training
samples. Specifically, we view the synthetic prompt P as
a sequence of n tokens drawn from the vocabulary V),
represented as P = {token;, tokens, ..., token, }. During
the data synthesis process, we first convert the target token

set C; = {ct,c?,...,c"} containing m tokens and the
anchor token set C, = {cl,c2,...,¢™} into their corre-

sponding token IDs using a tokenizer. Next, within the
maximum input length allowed by the text encoder (e.g.,
SD-v1.4 allows a maximum of 77 tokens), we randomly
select a number of tokens to compose P, expressed as
P = {(tokeny,tokeny,...,token,) | token; € V Vi =
1,2,...,n,n > 3}. Here, the requirement that n > 3
ensures that P contains at least three tokens: a starting token,
a random token, and an ending token, which guarantees that
P complies with the input specifications and is not empty.
Finally, we select random positions excluding the first and
last tokens to replace them with random tokens from C;,
thereby forming a toxic prompt containing a random number
of target tokens, denoted as P,. We then replace the target
tokens in P; with their corresponding anchor tokens to create
the anchor prompt P,. This dataset construction strategy
enables ES to learn how to transform toxic prompts F; into
anchor prompts F,, ensuring that the generated images re-
flect appropriate content without losing contextual relevance.
The example in Figure 3 provides an intuitive illustration of
a randomly synthesized P; and its corresponding P,, where
red tokens indicate target tokens and green tokens represent
anchor tokens.

We adopt a bag-of-words prompt synthesis strategy for
two main reasons. First, this approach offers high diversity
and coverage across different combinations of target and
anchor tokens, enabling the model to generalize across var-
ious contexts—including edge cases and adversarial expres-
sions—and thereby enhancing ES’s robustness and adapt-
ability in identifying inappropriate concepts. Second, exist-
ing T2I models are generally insensitive to the word order or
syntactic structure of prompts [53], making the construction
of semantically coherent natural language sentences unnec-
essary for effective embedding sanitization. Moreover, such
coherent sentence generation introduces additional synthesis
costs without providing clear benefits for ES. As validated
in the ablation study in Section 7, the bag-of-words syn-
thesis strategy provides stronger defense performance for
ES compared to semantically coherent alternatives. Over-
all, automated training data synthesis significantly reduces
the cost of manual annotation and mitigates the reliance
on large-scale real-world datasets containing inappropriate
content. This ensures that ES can be trained broadly while
preserving privacy and minimizing ethical concerns.

4.5. Objective Function Formulation

Naive Sanitization Loss. In our initial naive implemen-
tation, we adopt a simple and intuitive objective function
aimed at guiding ES to learn the sanitization functionality by
minimizing the difference between the sanitized toxic em-
bedding and their corresponding anchor embedding. Given
a toxic prompt P; and its corresponding anchor prompt P,,
ES’s naive training objective is to transform the sanitized
embedding of P; into an approximate embedding of P,. We
define the sanitized embedding Emb; of P, and the anchor
embedding Emb,, of P, using the following equations:

Emb; = F3(Py) — Fo(Fo(Fe(Fr))) - Fo(Fe(Fr)), )

Emba = ft(Pa),

where F; denotes the text encoder, and Fy and JF, represent
E-Net and S-Net, respectively. Thus, the naive objective
function of ES is to minimize the following loss:

Lnaive = I}inqbn ||Embt - Emba”%7 (6)
where L;,4ive is the MSE loss, which serves as the objective
function penalizing the distance between Emb,; and Emb,.
This objective function encourages ES to approximate target
tokens in the embedding towards the anchor tokens while
preserving the original predictions of non-target tokens. This
design effectively erases potential inappropriate content in
the embedding while retaining the integrity of non-target
tokens.

However, while the naive objective function Equation 6
provides ES with a learning direction to shift target tokens
toward anchor tokens, equipping it with basic sanitization
capability, challenges remain in generalizing to synonyms
of target tokens. The core issue lies in the difficulty of
exhaustively setting up all the tokens associated with an
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Figure 3: Overview of the training process for ES.

inappropriate category when constructing synthetic data. For
instance, when erasing the pornographic concept, we only
define one relevant token pair, such as { nude, dressed ). In
other words, if a synonym of ”nude” (such as “topless” as
shown in Figure 3) appears in the randomly generated toxic
prompt P;, the data synthesis strategy would retain it in the
anchor prompt P, rather than replace it with dressed, as
it is not listed in the pre-defined target tokens. This means
that £,,4:ve fails to supervise the synonyms of target tokens,
subsequently limiting ES’s generalization capability.
Improved Sanitization Loss. To address this challenge, we
design an improved implementation for ES aimed at en-
hancing the generalization capability to synonyms of target
tokens. Considering that P, may still contain inappropriate
tokens during its construction, our improved implementation
not only sanitizes P; but also sanitizes P, to ensure that
P, serves as a cleaner embedding for more accurately
supervising ES’s learning. Similar to Equation 5, we define
the sanitized embedding of P;, denoted as Embz, and the
cleaner anchor embedding of P,, denoted as Emb,, using
the following equations:

Bmb; = Fi(Pt) — Fo(Fo(Fi(Pr))) - Fo(Fi(Fr)),

Emb, = Fi(Pa) — Fo(Fo(Fi(Fa))) - Fo(Fe(Fa)),

@)
The improvement in ES’s generalization to synonymous
tokens through the sanitization of P, is primarily driven
by the semantic similarity between target tokens and their
synonyms. This result arises from the higher cosine simi-
larity between them in the embedding space, where their
proximity is relatively small, causing synonymous tokens
to typically be located among neighbors around the target
token [16], [52]. By sanitizing P,, this similarity is utilized
to identify potential synonymous token embeddings near the
target token’s embedding. Consequently, potential synonyms
in P, can be effectively recognized and transformed into
anchor tokens, providing ES with cleaner and more accurate
supervision, thereby enhancing its coverage of inappropriate
concepts.

Figure 3 illustrates the training process for the improved
implementation. The text encoder of the T2I model first
encodes the toxic prompt P; and the anchor prompt P, into
embedding representations, which are then fed into ES for
sanitization. During training, ES shares the same weights
for sanitizing both P, and P,. The goal of sanitizing the

embedding of P; is to convert its target tokens into anchor
tokens. In contrast, the goal of sanitizing the embedding of
P, is to convert potential synonyms of target tokens into
anchor tokens, thereby providing a cleaner supervision tar-
get. Based on the embedding representations in Equation 7,
the final objective function is customized as follows:

Esam’tize = %11;1 HErﬁbt - Erﬁba”%? (3)

where ﬁsangtz‘ze is the MSE loss that penalizes the distance
between Emb; and Emb,. This objective function encour-
ages ES to bring potential target tokens and their synonyms
in the embedding closer to anchor tokens, further enhancing
the robustness of ES by improving its generalization.
Benign Loss. In summary, L£,4.ti- primarily guides ES in
learning how to sanitize embeddings, but it does not suffi-
ciently address the handling of benign prompts. To balance
defense effectiveness and generation quality, we introduce a
benign loss term that helps ES preserve the semantic quality
of outputs when processing benign prompts. Specifically, we
use image captions from the COCO-2017 training set [22] as
benign prompts P, and design a corresponding benign loss
function to encourage ES to produce sanitized embeddings
that remain semantically consistent with the original inputs.
This loss is formalized as:

Ebenign = Hﬁnd)n ||Elﬁbb - Embb”g? (9)

where Emb, = F;(P,) denotes the original embedding of
the benign prompt, and Emb, is the sanitized embedding
produced by ES. Accordingly, the final objective function
of ES is defined as:

Efinal = £sanitize +A- Ebenign» (10)

where A is a balancing coefficient between the two loss
terms. Our ablation study demonstrates that setting A = 0.01
achieves an effective trade-off between defense capability
and generation quality.

5. Evaluation Setup

Dataset. We use five datasets to comprehensively evaluate
ES. The I2P dataset [38], a manually curated collection of
prompts covering seven categories of inappropriate content,
serves to assess the effectiveness of the defense. Addition-
ally, we adopt three adversarial prompt datasets generated



by attack methods — SneakyPrompt (SP) [52], Ring-A-Bell
(RAB) [47], and MMA-Diffusion (MMA) [50] — to evalu-
ate the robustness of ES. Finally, we use the benign image-
text pair from the COCO-2017 [22] validation set to assess
the specificity and fidelity of ES. Detailed descriptions of
these datasets are provided in Section A.

Baselines. Considering that ES is a safe generation method,
we prioritize comparisons with similar approaches. Specif-
ically, we evaluate eight safe generation baselines: NP [1],
SLD [38], ESD [8], POSI [49], Safe-CLIP [30], Safe-
Gen [21], Rickrolling (RR) [46], and Moderator [48], along
with three additional safeguard baselines: SD-v2.1 [44],
LG [23], and SC [26]. Unless otherwise specified, we follow
previous research [8], [21], [38] using Stable Diffusion
(version 1.4) as the base model for all experiments. We
provide a description of the configuration of the baseline
methods in Section B.

Training Setup. 12P defines inappropriate content based on
the findings of Gebru et al. [9], categorizing it into seven
types: hate, harassment, violence, self-harm, sexual content,
shocking images, and illegal activities. Following 12P’s def-
initions of these seven types of inappropriate content, we
use ES to erase these concepts and define a set of ( target
token, anchor token ) pairs for each category:

( hateful, loving ), { harassed, respected ),
( violent, peaceful ), ( harmful, helpful ), { nude, dressed ),
( shocking, soothing ), ( illegal, legal ).

In all subsequent experiments, we use a token pair for
each inappropriate category to eliminate all seven types
of inappropriate content simultaneously. The selection of
token pairs can be flexibly adjusted on the basis of practical
requirements, and increasing the number of token pairs holds
the promise of further improving the diversity of synthesized
data. Since we fixed the amount of synthetic data used for
training, adjusting the number of token pairs does not affect
the training overhead.

To train ES, we automatically construct training samples
using a synthesis strategy based on the above seven token
pairs, with a batch size of 32 and an AdamW optimizer
with a learning rate of 5 x 10~% for 10,000 optimiza-
tion steps, resulting in a total of 0.32M training samples.
In our experimental setup, the complete training process
takes approximately 1 hour of GPU time, thanks to the
lightweight architecture design shown in Table 2, where ES
has only 43.12M parameters, allowing efficient training and
inference. Additionally, we set the hyperparameter « to 3.0
by default to balance defense performance and generation
quality.

Performance Metrics. To evaluate ES ’s performance, we
analyze it across four dimensions: effectiveness, robustness,
specificity, and fidelity, with corresponding metrics for each:
e Erasure Rate (ER): We use ER as a metric for effec-
tiveness and robustness. ER is defined as the reduction of
inappropriate concepts in generated images after applying
a safeguard. Let N denote the number of inappropriate
concepts generated by the original T2I model without any
safeguard, and N the number after applying the safeguard;

then ER is given by ER = 1 — &. With a higher
ER indicating a more effective erasure of inappropriate
concepts. Consistent with prior studies [8], [21], [38], we
employ image content detectors to identify inappropriate
content. Specifically, we use NudeNet [27] with the score
threshold set to O to detect explicit content, and Q16 [39]
to identify other types of inappropriate content, such as
violence and hate.

e CLIP Score: We use the CLIP score to evaluate specificity,
which is calculated by the CLIP model [32] based on
the cosine similarity between pairs of benign text and
image embeddings. A higher CLIP score indicates greater
consistency between the generated image and the prompt
description, suggesting that the safeguard has a smaller
impact on the semantic consistency of benign concept
generation. We calculate the CLIP score using benign
prompts from the COCO-2017 validation set paired with
generated images.

o Frechet Inception Distance (FID) Score: We use the FID
score to evaluate fidelity, which is a common metric for
assessing the quality of generated images by measuring
the distance between a set of generated images and a
reference set. A lower FID score indicates higher semantic
similarity between the generated images and the reference
images, thus indicating higher quality. We calculate the
FID score using 5,000 real images from the COCO-2017
validation set and 5,000 generated images based on benign
prompts from this validation set.

Experimental Environment. We implement ES using

Python 3.12.4 and Pytorch 2.3.1. All experiments are con-

ducted on an Ubuntu 24.04 LTS server equipped with a

Nvidia GeForce RTX 4090 GPU and 24 GB of VRAM.

6. Evaluation and Analysis

We design and conduct a series of comprehensive ex-
periments to systematically answer the following research
questions (RQ).

o [RQ1] How effective is ES in mitigating unsafe con-
tent generation caused by manual prompts or adversarial
prompts?

o [RQ2] How well does ES preserve the quality of benign
content generation?

e [RQ3] Why is ES able to identify inappropriate tokens
that are not explicitly annotated during training?

o [RQ4] How does ES perform when combined with other
safeguards or different diffusion models?

6.1. RQ1: Defense Performance Evaluation

We compare ES with eleven baseline safeguards, includ-
ing eight safe generation baselines: NP, SLD, ESD, POSI,
Safe-CLIP, SafeGen, RR, and Moderator, as well as three
additional protection baselines: SD-v2.1, LG, and SC. It is
important to note that SC and SafeGen are only applicable
to explicit content, and we evaluate them solely within
this category. Furthermore, considering that Moderator ex-
periences significant performance degradation when erasing



Table 3: [RQI1] Defensive performance of ES compared to eleven baseline methods in terms of the erasure rate of
inappropriate content generated from handcrafted crafted and adversarial prompts. The red values indicate that more
inappropriate content is generated compared to the original SD-v1.4 model. The bolded values indicate the highest
performance. The underlined italicized values are the second highest performance.

Dataset (Number of ER (%) 1

Inappropriate Contents) SD-v2.1 LG SC NP SLD ESD POSI  Safe-CLIP  SafeGen RR Moderator ~ Ours
Hate (91) -2.20 40.66 - 60.44 5275 5495 41.78 49.45 - -3.29 - 68.13
Harassment (266) -5.26 35.34 - 59.40 4850 42.86 28.46 33.83 - -1.87 - 67.45
2P Violence (319) 11.29 35.42 - 52.66 49.84 28.84 34.79 43.57 - 0.00 - 81.19
(Handcrafted Self-harm (309) 291 33.66 - 5890 59.87 4239 33.87 46.60 - 1.61 - 70.65
Prompt) Sexual (674) 33.98 3427 6528 4896 4525 72770 22.55 33.23 43.76 4.01 50.29 90.21
P Shocking (423) 2.84 39.72 - 51.06 46.10 4090 35.84 43.50 - 2.35 - 79.25
Tllegal activity (255) 7.06 38.82 - 64.31 5255 46.67 41.73 45.88 - -2.36 - 66.54
Overall 7.23 36.84 - 56.53 50.69 47.04 34.15 42.29 - 0.06 - 74.77
SP (581) 25.13 39.07 6437 56.11 49.05 70.57 27.37 38.38 44.23 -5.51 55.93 90.88
Adversarial RAB (3596) 30.34 49.78  96.77 10.17 3.89 31.89 25.12 42.88 81.23 1.83 40.48 99.14
Prompt MMA (1738) 70.25 77.67 65.88 2543 9.78 76.01  66.11 79.86 94.53 -2.18 26.29 85.16
Overall 41.91 55.51  75.67 30.57 2091 59.49 39.53 53.71 73.33 -1.95 40.90 91.73

SD-v1.4 Safe-CLIP SafeGen Moderato[

multiple concepts, we use it exclusively for handling explicit
content and evaluate it accordingly. We assess the effective-
ness of ES and its baselines in suppressing seven types of
inappropriate concepts on the I2P dataset. Additionally, we
evaluate their robustness against adversarial attacks using
three adversarial prompt datasets: SP, RAB, and MMA.
To minimize the impact of randomness, we assign a fixed
random seed to each prompt.

As shown in Table 3, we first report the total number
of inappropriate content generated by the base model (SD-
vl.4 without any safeguards) in each dataset. For exam-
ple, the original SD-v1.4 generates 91 instances of hateful
content using the I2P dataset. We then used the ER to
demonstrate the ability of all methods to erase inappropriate
concepts. The results show that ES achieves SOTA level
of effectiveness, with the best erasure performance for all
categories in the I2P dataset. In terms of the overall effect
of erasure in I2P, ES achieves the highest average ER of
74.77%, followed by NP with an average ER of 56.53%.
This indicates that ES surpasses the current best baselines in
effectiveness by approximately 20%. The visual comparison
between ES and the baseline methods provided in Figure 4
further validates the effectiveness of ES.

Additionally, ES also achieves SOTA robustness, show-
ing the best average defense performance against three
types of adversarial attacks. In terms of overall erasure
performance against adversarial prompts, SC and SafeGen
demonstrate stronger defense capabilities compared to other
baselines. This may be because SC, as an output moderation
mechanism, directly detects and filters the generated content
without relying on control over the generation process. For
SafeGen, its text-agnostic design makes it less affected by
synonym transformations of target tokens. In contrast, ES
achieves the highest average ER of 91.73%, indicating an
excellent synonym generalization ability for target concepts
and effective resistance to inappropriate hand-crafted or
adversarial prompts. Figure 9 in Section C further demon-
strates the defense effectiveness of the baseline method and
ES for different exposed body parts, such as the female

ES (Ours) NP SLD ESD POS|

Figure 4: [RQ1 & RQ?2] Visual comparison of generated
content between ES and eight safe generation baselines.
The first four rows show the generation results for toxic
prompts, while the last two rows display the results for
benign prompts.

breast and male genitalia, and the results verify that ES
effectively suppresses the generation of all six exposed body
parts.

6.2. RQ2: Benign Generation Preservation

We use CLIP and FID scores to evaluate the specificity
and fidelity of ES, comparing it with the SD-v1.4 base
model and eight safe generation baselines. Table 4 reports
the quantitative results of each method in terms of specificity
and fidelity. The results show that NP and SLD introduce
noise indiscriminately to target concepts even with clean
prompts, leading to the worst FID scores and significantly
compromising the fidelity of generated images. Although
ESD achieves the best FID score, it has the lowest CLIP
score, indicating that while ESD can produce high-fidelity
images, it compromises specificity, reducing the semantic
alignment between prompts and generated content. POSI



Table 4: [RQ2] Generation quality of ES on the COCO-2017
dataset compared to the safe generation baselines.

Method CLIP Score 1  FID Score |
COCO0-2017
SD-v1.4 31.31 25.15
NP 30.24 30.63
SLD 30.60 29.67
ESD 29.25 24.38
POSI 30.08 25.71
Safe-CLIP 30.84 26.49
SafeGen 31.26 25.58
RR 31.21 25.54
Moderator 31.57 25.38
Ours 31.00 24.56

and RR perform well in both specificity and fidelity, likely
at the cost of effectiveness and robustness. SafeGen and
Moderator suppresses only concepts related to explicit con-
tent and not all seven inappropriate concepts, thus having a
smaller impact on specificity and fidelity.

In contrast, ES has a negligible impact on specificity
and fidelity, with CLIP and FID scores of 31.00 and 24.56,
respectively, compared to the original SD-v1.4’s CLIP and
FID scores of 31.31 and 25.15. This effect is due to ES’s
default setting of a higher sanitization intensity (o = 3.0)
to enhance defense performance, which slightly sacrifices
the semantic consistency of benign text with images. Fig-
ure 4 provides a visual comparison of the clean generation
content produced by ES and the baselines, showing that ES
effectively preserves the original style and overall layout of
the images.

6.3. RQ3: Interpretability Evaluation

During the inference process of ES, S-Net assigns a
score to each token to measure its toxicity and identify the
triggers for unsafe generations. As shown in Figure 5, we
demonstrate the interpretability of ES through a case study
and explain how ES generalizes to inappropriate tokens that
were not seen during training.

We highlight four key observations: (i) Firstly, ES ef-
fectively erases target tokens. As illustrated in the first row
of Figure 5, ES assigns high scores of 0.99 and 0.62 to the
tokens “nude” and “’person,” respectively. This is because ES
explicitly suppresses “nude” as a target token during training
to prevent explicit content, with a high score of 0.99 indicat-
ing that ES successfully identifies “nude” and applies strong
sanitization measures to erase it. Additionally, the semantic
meaning of “nude” is propagated to related tokens through
the attention mechanism of the text encoder. For instance,
as “nude” functions as an adjective describing “person,’
this may explain why “person” receives a high score of
0.62 in the context of “nude.” (ii) Second, ES identifies
inappropriate tokens that are not explicitly annotated during
training. As shown in the second and third rows of Figure 5,
although “naked” and “topless” are not designated as target
tokens during training, they are synonyms of “nude” and

A nude person
0.01 099  0.62

A naked woman
0.01 0.90 0.56

A topless man
0.01 044 025 |

A person in a birthday suit
0.01 0.01 0.010.01 0.02 0.64

A person in a formal suit
0.01 0.01 0.010.01 0.05 0.05

A person wihtout clothes
0.01 0.01 0.02 0.60

A person wiht clothes
0.01 0.01 0.02 0.01
A picture of Ri*** Re**

0.01 0.04

0.05 0.06 0.30
o

Figure 5: [RQ3] Interpretability examples. Lines 1-3 show
synonym substitutions, lines 4 and 6 demonstrate paraphras-
ing, and the last line presents an implicit expression.

receive high scores of 0.90 and 0.44, respectively. This
demonstrates that ES exhibits strong generalization and high
coverage, effectively handling inappropriate synonyms. This
supports our motivation for embedding-space sanitization:
semantically similar tokens tend to be closer in the em-
bedding space, facilitating ES ’s ability to generalize to
unseen harmful expressions. (iii) Third, ES flexibly identi-
fies inappropriate tokens based on context. As illustrated in
the fourth row of Figure 5, the word “suit” has different
meanings depending on the context: in the phrase “birthday
suit,” it implies nudity and receives a high score of 0.64,
while in the context of “formal suit,” it refers to clothing
and receives a low score of only 0.05. This likely benefits
from the semantic encoding capability of the embedding
representation. In the embedding space, “birthday suit” has
a cosine similarity of 0.61 with “nude,” whereas “formal
suit” has a similarity of only 0.13, indicating that ES can
distinguish semantic differences based on context. (iv) Fi-
nally, ES detects inappropriate content expressed implicitly.
As shown in the last row of Figure 5, terms like “porn star,”
while semantically distinct from explicit terms at the textual
level, may still lead to similar visual outputs and thus exhibit
certain relevance in the embedding space. ES captures this
subtle connection and assigns a relatively high score of 0.30
to the token, demonstrating its ability to recognize implicit
expressions of harmful content.

Overall, ES demonstrates strong generalization to syn-
onyms and their implicit expressions, and does not assign
fixed scores to the same token mechanically. Instead, it
dynamically infers the true semantics based on context.



Table 5: [RQ4] Performance of ES when combined with
different T2I models and baseline methods.

ER (%) 1 CLIP+ FID ]
SP  RAB COC0-2017

Ours + SD-v1.1 90.01 98.83  89.93 30.27 25.35
Ours + SD-v1.2 91.56  99.05 88.83 30.59 26.68
Ours + SD-v1.3 89.50  98.94  84.06 31.02 24.51
Ours + SD-v1.4 90.88 99.14  85.15 31.00 24.56
Ours + SD-v1.5 88.46  99.36  85.78 31.02 24.26

Method

Ours + NP 93.11 9852  93.15 29.84 30.86
Ours + SLD 90.87 9849  90.79 30.27 29.27
Ours + ESD 95.00 9944  98.56 28.85 25.88
Ours + POSI 9225 9872 89.75 30.08 25.33

Ours + Safe-CLIP  85.19 9838  90.27 30.58 25.63
Ours + SafeGen 86.40 98.63  93.84 30.97 25.34
Ours + RR 89.15 98.83  81.87 30.97 24.91
Ours + Moderator  92.59  99.08  89.29 31.33 25.14

Table 6: Ablation study results for ES.

Comparison ER (%) T CLIP T FID |
Group SP RAB MMA COCO-2017
A 7969  99.02 5730 3123 25.06

B (A =0.0) 9346 98.80 96.14 27.07 29.10
B (A =0.001) 8588 9899 90.05 30.67 25.05
B (A =0.01) 90.88 99.14  85.15 31.00 24.56
B (A=0.1) 79.86 9897 4798 31.25 24.42

C 78.66 6421 4836 31.23 25.08

6.4. RQ4: Combinability Evaluation

The compatibility of ES is reflected in two aspects.
On one hand, ES is compatible with different T2I models
because its training process only requires access to the text
encoder and does not depend on other components of the
T2I model. This allows ES to easily transfer to various
T2I models using the same text encoder structure, such as
from SD-v1.1 to SD-v1.5. On the other hand, ES is also
compatible with existing safeguards because it functions
as a plug-and-play model orthogonal to existing methods.
This enables ES to seamlessly integrate with other safe-
guards, providing more comprehensive protection for T2I
models. Table 5 shows the compatibility results of ES. When
integrated with other safeguards, ES achieves significant
performance improvements. For instance, in the Ours+ESD
setting, ES achieves the best defense performance, while in
the Ours+Moderator setting, it achieves the best specificity.
This validates that ES is applicable to different T2I models
and can effectively collaborate with other safeguards, further
enhancing both defense performance and generation quality.

7. Discussion

(a) Ablation Studies. We design a series of ablation stud-
ies to evaluate the effectiveness and contribution of each
component in ES. Detailed results are presented in Table 6.
« Comparison Group A: Naive objective function. We
first examine the performance of the naive objective func-
tion. In this baseline, the optimization process excludes
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Figure 6: Performance of ES across different .

the purification of anchor prompts and uses the objective
defined in Equation 6. Results show that this approach
fails to generalize to a broader range of inappropriate
synonyms. For instance, the interpretability score for the
synonym “topless” is only 0.031, resulting in a significant
drop in erasure rate. This supports our hypothesis in Equa-
tion 7, where simultaneously sanitizing the anchor prompt
during optimization improves the generalization of ES to
harmful tokens not explicitly annotated during training.

o Comparison Group B: Effect of benign loss. Next, we
assess the impact of the benign loss on ES performance.
We vary the weight A = [0,0.001,0.01,0.1] in Equa-
tion 10 to control the strength of the benign constraint.
When A\ = 0, the model achieves the strongest defensive
performance but suffers a significant drop in generation
quality. As X increases, generation quality improves while
defensive effectiveness gradually decreases. These results
guide us to select A = 0.01 as a balanced setting that
maintains high generation quality with strong defense.

o Comparison Group C: Semantically coherent synthetic
data. Finally, we evaluate the contribution of semantic
coherence in synthetic data. We employ the large language
model Llama3-2 [13] to generate 50,000 semantically
coherent toxic prompts. Specifically, for the seven target
tokens defined in the training setup of Section 5, we
prompt the LLM to compose natural sentences contain-
ing each token. We then generate corresponding anchor
prompts by replacing the target tokens. Results indicate
that semantic coherence in synthetic data does not lead to
better performance, suggesting that ES is not sensitive to
the coherence of training data.

(b) Controllability Analysis. In practical applications of
ES, a serves as a tunable parameter after deployment,
enabling dynamic trade-offs between defense performance
and generation quality. For example, users with repeated
violations can be assigned a larger o to further mitigate
unsafe generations. As shown in Figure 6, we evaluate « in
the range [0, 4.5]. The results show that as « increases, ER
tends to rise, while CLIP and FID scores slightly decrease,
indicating that a larger « significantly enhances the purifica-
tion of prompt embeddings. Figure 7 visualizes generation
results under different o to demonstrate the controllability
of ES. Here, a = 0 corresponds to the output of the original
model. The first and second rows display sensitive content,
where increasing o leads to more appropriate clothing,
suggesting stronger defense. The third and fourth rows show
benign content; increasing « causes slight layout changes,
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but the overall generation quality remains acceptable.

(c) Overhead Comparison. To assess computational burden
of ES, we compare the average time required to generate an
image using ES and the baseline methods. Specifically, we
generate 100 images in the same environment and calculate
the average generation time for each method. As shown
in Figure 8, fine-tuning-based approaches such as ESD
do not introduce nearly as much additional computational
overhead. POSI requires an additional language model to
rewrite the prompts, increasing the computational costs by
approximately 10%. SLD, due to its complex noise addition
process, has the slowest generation time, averaging around
4.52 seconds per image. In comparison, although ES is a
plug-and-play module, its lightweight design (only 43.12M
parameters in ES) ensures efficient inference, making the
average generation time per image nearly identical to the
baseline model (SD-v1.4), without introducing extra compu-
tational burden. This shows that ES maintains efficient com-
putational performance while achieving SOTA-level defense
capabilities, making it suitable for application in real-time
scenarios.

(d) Defense Internalization. Although ES, as a plug-and-
play module, demonstrates strong safe generation capabili-
ties in our threat model, its application in open-source sce-
narios may faces certain limitations. In open environments,
adversaries may have the capability to bypass or disable
ES, thereby escaping its defensive effectiveness. To address
this challenge, we explore how to internalize the defense
capabilities of ES into the model parameters. Inspired by
the idea of knowledge distillation [12], we treat ES as a
teacher model and distill its defensive ability into a text
encoder F; ., with parameters w. This process is formalized
as follows:

o2
Lyq = min ‘ Frw(P) — EmbH , (11)
w 2

where P denotes the input prompt, including both toxic and
clean prompts, and Emb represents the sanitized embedding
produced by ES (see Equation 7). Although some defensive
capacity is inevitably lost during the distillation process,
the overall performance still surpasses that of mainstream
safety mechanisms. On three adversarial prompt datasets,
the average erasure rate reaches 81.21%, while the CLIP
and FID scores on the COCO dataset are 30.79 and 25.62,
respectively. These results indicate that the defensive capa-
bilities of ES can be effectively internalized into the model
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Figure 8: Comparison of computational overhead of ES and
baseline methods.

itself, providing security guarantees for safe generation in
open-source settings.

(e) Limitations and Future Works. This study takes an
important step toward achieving an ideal safe generation
framework for T2I models. In practical deployments, flex-
ibly adjusting the defense strength remains a challenging
task. We design a residual skip-connection-based sanitiza-
tion method that allows the defense strength to be freely
adjusted by tuning the sanitization parameter . However,
a uniformly controls the suppression effect across all target
concepts, which may not meet the need for fine-grained con-
trol over different target concepts. Achieving this through
more advanced architectural designs would be valuable for
future work.

Moreover, we observe that ES essentially constructs a
clean text embedding, as it operates as a vision-agnostic
defense framework at the output of the text encoder. This
implies that ES could potentially be applicable beyond T2I
tasks, benefiting any task that relies on textual modalities.
For example, text-to-video generation tasks that use text
embeddings to guide video creation [41], and text-to-image
retrieval tasks that leverage text embeddings for image
search [35], could all gain from ES’s protective capabilities.
Future work could explore validating our defense technique
in more task scenarios that utilize text embeddings.

8. Conclusion

In this paper, we investigate the risks of unsafe gener-
ation in T2I models. To address this issue, we introduce
a novel safe generation framework, Embedding Sanitizer
(ES). ES enhances the safety and reliability of T2I outputs
by sanitizing prompt embeddings, effectively preventing
inappropriate generations at the source. Our framework not
only mitigates the generation of harmful concepts but also
improves interpretability and controllability. Moreover, the
modular design of ES ensures compatibility with existing
safety mechanisms, further enhancing system flexibility. Ex-
tensive comparisons across five datasets and eleven baseline
methods demonstrate that our approach achieves SOTA per-
formance, effectively balancing robustness and fidelity.
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Appendix A.
Dataset Descriptions

o Inappropriate Image Prompt (I2P): 12P is a handcrafted
prompt dataset collected from lexica.art, consisting of
4,703 text prompts with inappropriate descriptions, each
associated with at least one of the following seven cate-
gories: hate, harassment, violence, self-harm, sexual con-
tent, shocking images, and illegal activity. It is also
equipped with a seed and guide scale to ensure the repro-
ducibility of the generated content. We use this dataset
to evaluate ES ’s effectiveness in erasing these seven
inappropriate concepts.

e Adversarial Prompt Datasets: Considering that certain
safeguard baselines (e.g., SafeGen and SC) are only appli-
cable for erasing explicit content, we focus on generating
adversarial prompt datasets related to explicit content. (i)
Ring-A-Bell (RAB). Based on the default settings from
the Ring-A-Bell’s source code, we filter 931 prompts
related to sexual content from the I2P dataset and apply
the Ring-A-Bell attack to generate adversarial prompts,
forming the Ring-A-Bell dataset. (ii) SneakyPrompt
(SP). Similarly, we apply the SneakyPrompt attack on
prompts in I2P related to sexual content, creating a
SneakyPrompt dataset with 931 adversarial prompts.
(iii) MMA-Diffusion (MMA). Additionally, we use a
dataset of 1000 adversarial prompts published by MMA-
Diffusion, focused on inducing T2I models to generate
explicit content. These datasets allow us to evaluate ES ’s
robustness under adversarial attacks.

e COCO-2017: COCO-2017 is a widely used benign image-
text pair dataset that offers a diverse range of scenes. It
contains images with various scenes and objects, along
with their corresponding ground-truth text annotations,
covering 80 object classes and real-world background
contexts. Consistent with prior research [8], [21], [38],
we use the validation set of COCO-2017 to evaluate ES
’s specificity and fidelity.

Appendix B.
Baseline Descriptions

e Safe Latent Diffusion (SLD): We use the official imple-
mentation of SLD, covering four safety levels—weak,
medium, strong, and maximum. Following default set-
tings, we set the safety level to medium and erase the
following built-in target concepts: “an image showing
hate, harassment, violence, suffering, humiliation, harm,
suicide, sexual, nudity, bodily fluids, blood, obscene ges-
tures, illegal activity, drug use, theft, vandalism, weapons,
child abuse, brutality, cruelty.”

o Negative Prompt (NP): NP is a built-in feature of Stable
Diffusion that allows the user to enter or the system to set
a negative prompt to be used to suppress target concept
generation, and we set the seven inappropriate concepts
in I2P as negative system prompts.

o Erased Stable Diffusion (ESD): ESD can be divided into
ESD-x, which fine-tunes only the cross-attention layers,
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Figure 9: Comparison of the erasure rates for different exposed body parts between ES and safeguard baselines. SD-v1.4
generated a total of 3596 exposed body parts on the RAB dataset, while our method reduced this number to 31.

and ESD-u, which fine-tunes only the non-cross-attention
layers. We use the ESD-u setting as it is stated in the
original paper to perform better for erasing global con-
cepts like explicit content. Following the default settings,
we erase concepts like “hate, harassment, violence, suf-
fering, humiliation, harm, suicide, sexual, nudity, bodily
fluids, blood” and train the model for 1000 epochs with
a learning rate of 1 x 107°.

Prompt Optimizer For Safe T2I (POSI): POSI is a novel
black-box approach for optimizing prompts in safe text-to-
image generation. Following the default settings, we repli-
cate the original method using LLaMA-7B with LoRA
fine-tuning and GPT-3.5-generated toxic-clean prompt
pairs. In the SFT phase, we set the learning rate to
5 x 1075 and train for 3 epochs. During PPO, we use
a learning rate of 1.9 x 1075 and train for 1 epoch.
The optimizer is trained to balance toxicity reduction
with semantic preservation. We adopt the same prompt
instruction as in the original work when using the model:
”You are an Al visual assistant, please help me to optimize
the prompt used for text-to-image models to be non-toxic.”
Safe-CLIP: Safe-CLIP removes seven inappropriate con-
cepts in the I12P dataset by fine-tuning the text encoder. We
evaluate its performance by loading the safe text encoder
provided by Safe-CLIP.

SafeGen: SafeGen focuses on erasing explicit concepts.
We use the open-source parameters provided by SafeGen
to assess its performance.

Stable Diffusion v2.1 (SD-v2.1): Compared to SD-v1.4,
SD-v2.1 employs an external filter to clean the training
data and is retrained based on this curated data.

Latent Guard (LG): LG is an input moderation method
that recognizes inappropriate prompts by performing sim-
ilarity comparisons in the embedding space. We evaluate
the performance of LG using open source weights pro-
vided by the authors and using a threshold of 9.0131 set
by default in the source code.

Safety Checker (SC): SC is an output moderation tool
equipped with Stable Diffusion to filter explicit content.

We use the official SD implementation to evaluate its
performance.

e Rickrolling(RR): Rickrolling is a backdoor attack method
targeting text-to-image synthesis models by subtly fine-
tuning pre-trained text encoders. We adapt RR as a con-
cept erasure technique by injecting backdoors into the
CLIP text encoder. Twelve harmful concepts from the I12P
dataset — including hate, harassment, violence, suffering,
humiliation, harm, suicide, sexual, nudity, bodily fluids,
and blood — are directly used as triggers and mapped to
an empty target. The encoder is fine-tuned for 800 steps
using SimilarityLoss, with a batch size of 128, loss weight
of 0.1, and 8 data loader workers.

e Moderator: is a policy-driven model editing framework
for fine-grained content moderation in text-to-image mod-
els like Stable Diffusion. For each harmful concept in I2P,
it defines a removal policy specifying the target object,
editing method (removal), and related sub-concepts. To
suppress a target concept, the model is fine-tuned for 600
steps with a batch size of 1 and a learning rate of le-5
to obtain a task vector capturing the concept direction.
This task vector is then subtracted from the original
model, effectively removing the undesired concept. Due
to performance degradation when handling multiple con-
cepts, Moderator is used exclusively for explicit content
moderation.

Appendix C.
Evaluation of Erasure Effects on Six Exposed
Body Parts

Figure 9 further demonstrates the defense effectiveness
of the baseline methods and ES on the RAB adversarial
prompt dataset. We use NudeNet [27] to detect exposed
content in the generated images, which can identify various
categories of exposure, such as female breasts (F_Breast)
and male genitalia (M_Genitalia). It is noteworthy that the
RAB attack generates more explicit content compared to I2P
by adding extra pornographic semantics to the target prompt



(the number of exposed content increases from 674 to
3596). The significant increase in explicit content enhances
the output filter SC’s detection capability, resulting in SC
achieving the best defense performance among the baselines
under the RAB attack. In contrast, other baseline methods
show weaker erasure effects in specific areas, such as Safe-
CLIP’s limited effectiveness in erasing female breasts, and
SafeGen’s poor erasure performance on the buttocks. How-
ever, ES effectively suppresses the generation of all exposed
body parts, with an ER of 99.14% for total exposed areas,
achieving SOTA performance.
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