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Abstract

Visual world-model agents such as DreamerV3 act through a recurrent latent
state rather than a single observation, which weakens frame-wise observation
attacks and makes their perturbations vary sharply over time under a strict per-
frame perturbation constraint. We study white-box, causal, online attacks on
such agents and propose Critic-Induced Value-Subspace Attacks (CIVA). Our
key observation is that, along a rollout, critic-guided perturbations concentrate
in a low-dimensional subspace induced by the victim’s own critic. Based on
this observation, CIVA first probes the frozen victim offline with critic-guided
PGD and extracts a low-rank value-subspace by SVD. At test time, it optimizes
only the subspace coefficients, smooths them with an exponential moving average
(EMA), and maps them back to pixels. This design attacks value-sensitive recurrent
dynamics while keeping the online optimization cheap and temporally coherent.
Extensive experiments on DMC walker walk, Atari Pong, and Crafter show that
CIVA consistently outperforms five recent methods; on DMC walker walk, it
achieves the largest reward drop of 26.07% while keeping temporal variation low,
with TempAbs of 0.646.

1 Introduction

Visual world models are becoming a mainstream paradigm for visual decision-making. Rather than
reacting to the current frame alone, Dreamer-style agents write each observation into a recurrent latent
state and act through learned dynamics in that internal space [14, 16–18]. Related lines on planning
with learned models [52], transformer- [42, 51, 71] and diffusion-based world models [1], large-scale
generative environments [4], scalable model-based control [19], and robot deployment [65] further
reinforce recurrent latent dynamics as a core primitive in visual RL [6, 13, 66]. As these agents move
closer to safety-critical use, understanding how to attack them becomes increasingly important.

Existing adversarial attacks on RL already show that deep policies are highly sensitive to small
perturbations in visual or state observations [54, 11, 47, 44, 5, 41, 21, 26, 35, 48, 10, 29, 63, 30, 32,
31, 36, 58, 59]. Stronger variants have since been developed from several angles, including robust
state-observation formulations [68, 69], real-time and universal observation attacks [56, 45, 61, 37],
policy-aware attackers [53], detectability-aware stealthy attacks [9], and policy-distribution-based
methods [7, 25, 2]. However, most of these methods still optimize perturbations directly in pixel
space and treat each frame as an essentially independent target. That assumption is mismatched with
visual world-model agents: what matters is not only whether one frame is perturbed, but whether the
perturbation keeps steering the recurrent latent state under a realistic per-frame compute budget.

We study this setting in a white-box, causal, online attack regime against a frozen DreamerV3 victim.
The attacker may modify only the current image observation and must produce the perturbation
before the next environment step. Across DMC walker walk (DeepMind Control Suite [55]), Atari
Pong, and Crafter, we observe two consistent phenomena. First, naive per-frame full-pixel projected
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gradient descent (PGD) [41] is a weak primitive here: recurrent latent dynamics dilute isolated
high-frequency perturbations, so greedy frame-wise attacks struggle to accumulate influence over
long horizons. Second, effective attack directions do not spread uniformly across the full pixel space.
When we stack critic-guided perturbations across time, their energy concentrates in a surprisingly
low-dimensional subspace. This echoes subspace and low-frequency findings from supervised
learning [67, 12, 45, 40, 23], but the structure here is induced by the victim’s own value landscape
rather than by input statistics.

These observations suggest a different attack strategy: identify value-sensitive directions once, then
reuse them causally over time. We instantiate this idea as CIVA. CIVA first collects critic-guided
perturbations offline and applies singular value decomposition (SVD) to extract a low-dimensional,
victim-aware attack subspace. At deployment time, it no longer searches the full pixel space at every
frame; instead, it optimizes only the subspace coefficients and smooths them with an exponential
moving average before lifting them back to pixels. This directly addresses the core difficulty of
attacking world-model agents under a tight ℓ∞ budget: the perturbation must remain strong enough
to influence recurrent latent dynamics while also staying computationally cheap, temporally coherent,
and visually subtle [20, 70, 60, 24, 72]. Across continuous control, discrete control, and open-
ended tasks, CIVA yields stronger and more stable degradation than representative observation-space
baselines [68, 56, 53, 9, 7], while preserving favorable temporal smoothness and perceptual similarity.
Ablations further show that the gains come from the combination of a critic-induced subspace, online
optimization constrained to that subspace, and temporal smoothing on its coefficients.

Our contributions are threefold:

• We identify a key mismatch between conventional frame-wise observation attacks and visual
world-model agents: because decisions depend on recurrent latent state, successful attacks
must shape the victim’s internal representation over time rather than only degrade individual
frames [39, 38].

• We propose CIVA, a critic-induced value-subspace attack that extracts a low-rank victim-
aware perturbation basis offline and performs efficient causal online optimization with
temporal smoothing inside that subspace.

• We evaluate CIVA on DMC walker walk, Atari Pong, and Crafter across attack effectiveness,
action-distribution shift, temporal variation, and perceptual similarity, showing that low-
dimensional critic-aligned perturbations are more effective for world-model agents than
direct full-pixel frame-wise optimization.

2 Related Work

World-model reinforcement learning. World models build policies around a recurrent latent
dynamics model that summarizes past observations and supports multi-step prediction [14]. The
Dreamer line demonstrates that this recipe scales across continuous control, Atari, and open-ended
visual domains under a largely unified configuration [16–18]. Parallel efforts extend the same general
direction to planning with learned models [52], transformer- [42, 51, 71] and diffusion-based world
models [1], large-scale generative environments [4], scalable model-based control [19], and robotic
deployment [65]; recent surveys summarize this broader trend [6, 13, 66]. For our purposes, the
important point is not only that these agents are powerful, but that their decision process is mediated
by a recurrent latent state. That makes their adversarial surface fundamentally temporal rather than
frame-local.

Adversarial attacks on deep policies. Adversarial vulnerability in supervised learning [54, 11,
47, 44, 5, 41] carries over directly to RL, where small perturbations in observations can cause
severe behavioral degradation [21, 26, 35, 48]. Follow-up work has strengthened this line through
robust state-observation formulations [68, 69], real-time and universal perturbations [56, 61, 37],
policy-aware attackers [53], detectability-aware attacks [9, 20, 24], and policy-distribution-based
objectives [7, 70, 60]. Other work studies adversarial agents or robustness notions more broadly in
multi-agent and deep-RL settings [10, 25, 2, 39, 38]. These methods provide strong attack baselines,
but most still optimize directly in pixel space and effectively target each frame separately. Our
setting differs because the victim is a visual world-model agent whose behavior depends on how
perturbations accumulate inside recurrent latent dynamics.
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Robust RL and defenses. From the defense side, robust RL has been studied via adversarial training
with a learned attacker [49, 69], regularization against worst-case observation perturbations [46],
worst-case-aware training without explicit adversarial rollouts [33], and game-theoretic formulations
for temporally coupled disturbances [34]. This literature mainly asks how to train agents that remain
reliable under perturbation. Our question is different: before defending visual world-model agents,
we need to understand what strong causal observation attacks look like against them in the first place,
and whether their recurrent latent structure induces a different geometry of effective perturbations.

Structured, low-dimensional, and temporally coherent attacks. Another relevant thread asks
whether adversarial perturbations really need the full pixel space. In supervised learning, universal
perturbations [45], low-frequency attacks [12], and subspace attacks [67, 40, 23] all show that
effective directions often lie in much lower-dimensional or smoother spaces than raw pixels. In video
and streaming settings, temporally coordinated attacks can be more effective and less perceptible than
independent frame-wise perturbations [64, 28]. RL work such as real-time universal perturbations
and policy-aware attackers similarly introduces cross-frame structure to improve efficiency or attack
strength [56, 53, 7]. CIVA is related in spirit but differs in the origin of the subspace and in how it
is deployed. Our attack basis is not hand-crafted, random, or derived from observation statistics;
it is extracted directly from the victim critic’s attack gradients collected on rollouts of the target
agent. The resulting basis is then reused causally across frames, with temporal coherence enforced by
smoothing the subspace coefficients. This ties low-dimensional attack structure directly to the value
landscape of a recurrent world-model agent.

3 Threat Model

3.1 Victim Model

We attack visual world-model reinforcement learning agents. The victim is a pretrained DreamerV3
policy [18]. At each step the agent receives an RGB image ot ∈ [0, 255]H×W×C with H=W=64
and C=3. The world model updates a recurrent latent state from this image. The actor head then
outputs an action, and the critic head outputs a categorical value distribution. We use the same
victim setup on three tasks that cover different decision regimes: DMC walker walk (continuous
control), Atari Pong (discrete control), and Crafter (open-ended world). The victim weights and the
environment dynamics are frozen during the attack. The attacker does not retrain or fine-tune the
victim.

3.2 Attacker’s Capability

The attacker can only modify the image observation that is fed into the agent. It cannot touch the
actions, rewards, environment state, or the recurrent latent. We use a white-box online setting. The
attacker has full access to the policy and value heads and can backpropagate through them. The
attacker is also causal: at frame t it can only use the current and past observations, and it must
produce δt before the next environment step. To match the comparison protocol in Section 5, this
causal constraint applies at deployment time to all methods, including baselines. Methods that require
one-time preprocessing (e.g., universal perturbation fitting or subspace extraction) are allowed to
use clean rollouts from the same frozen victim before deployment, but the resulting parameters (e.g.,
the value-subspace basis Vr used by CIVA) are then frozen for the entire evaluation; no method
may access future test observations, alter the environment. Each perturbation is bounded by an
ℓ∞ pixel budget, ∥δt∥∞ ≤ ε. We use ε = 24/255 throughout this paper. A larger budget makes
the perturbation visually obvious, while a much smaller budget barely degrades the agent. We find
24/255 to be a good trade-off between attack strength and visual stealth. The attacker also has only a
small per-frame compute budget, i.e. a few gradient steps per observation. A practical attack must
therefore be both parameter-efficient and step-efficient.
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3.3 Attacker’s Goal

Let T be the episode horizon and tstart the attack onset. The attacker minimizes the cumulative
episodic return:

min
{δt}T

t=tstart

T∑
t=tstart

rt s.t. ∥δt∥∞ ≤ ε, ot + δt ∈ [0, 255]H×W×C . (1)

The reward is not differentiable through the environment. We therefore optimize victim-exposed
differentiable surrogates, such as value-based, action-based, or reward-head objectives. Baselines
are evaluated under the same threat model and keep their method-specific optimization forms when
applicable, but all optimization signals are restricted to victim-exposed differentiable quantities and
never use true environment reward gradients. Beyond reducing return, an effective attack should also
be stealthy: temporally coherent, spatially structured, and visually close to the clean observation.

3.4 Challenges

The above setting raises three coupled challenges that motivate our design. (C1) Recurrent dilution.
A world-model agent integrates observations through a recurrent latent state. This latent state
smooths out isolated high-frequency pixel noise. As a result, single-frame greedy attacks struggle to
accumulate effect over a long horizon. (C2) Cost of full-pixel per-frame PGD. Running multi-step
white-box PGD in the full D = H×W×3 pixel space at every frame is expensive. It also produces
unstructured and temporally jittery perturbations. This is incompatible with the small per-frame
compute budget stated in Section 3.2. (C3) Budget–effectiveness–stealth trilemma. Under a tight
ℓ∞ budget, we want strong return suppression, temporal smoothness, and visual naturalness at the
same time. Naive PGD usually sacrifices at least one of the three. These three challenges point to the
same need: a low-dimensional, data-driven perturbation parameterization that is shared across frames
and explicitly enforces temporal coherence. We develop such a design in Section 4.

4 Method

Motivated by the challenges in Section 3.4, we propose CIVA (Critic-Induced Value-Subspace
Attacks). Unlike prior subspace attacks that build the search space from input statistics (e.g., PCA
over observations or hand-crafted DCT bases) [67, 12], CIVA constructs its low-dimensional subspace
directly from the victim critic’s own attack gradients. As shown in Figure 1, CIVA proceeds in two
stages. Stage A (offline) probes the victim with critic-guided per-frame PGD on a clean rollout,
collects the resulting pixel perturbations, and extracts a low-dimensional value-subspace via SVD.
Stage B (online) performs per-frame PGD only inside this subspace, and uses an exponential moving
average (EMA) on the subspace coefficients to enforce temporal coherence. We detail the two stages
in Section 4.1 and Section 4.2.

4.1 Offline Value-Subspace Discovery

Critic-guided per-frame PGD probing. The strong baseline implied by Section 3.2 is per-frame
full-pixel PGD: at every frame the attacker searches the full D = H×W×C pixel space with multiple
gradient steps [41, 56]. The resulting perturbations are independent across frames, temporally jittery,
and sit in a D = 12288 dimensional space. A natural question is whether all D pixel directions are
truly needed, or whether the effective attack directions concentrate in a much lower-dimensional
subspace. To answer this, we first collect a set of critic-guided pixel perturbations on a clean rollout.
We start the collection only after a short 200-step warm-up so that the recurrent latent state has
stabilised.

The DreamerV3 critic outputs a categorical value distribution p(k | ot) over K symlog-spaced
bins [18]. We do not need to decode this distribution back into a calibrated value: any quantity that is
monotone in the agent’s predicted return suffices as an attack signal. We therefore use the expected
bin index

v(ot) =

K∑
k=1

k · softmax(ℓk(ot)), (2)
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Figure 1: CIVA framework. Stage A extracts a critic-induced value-subspace from offline PGD
probes; Stage B performs online subspace-PGD with EMA smoothing.

as a cheap differentiable surrogate (since the bins are sorted by value, lowering v(ot) shifts probability
mass toward lower-value bins), and run L steps of ℓ∞ PGD per frame:

δ(ℓ+1) = ΠBε

(
δ(ℓ) − η · normalize

(
∇δv(ot + δ(ℓ))

))
, (3)

where normalize(g) := g/
√
E[g2] is RMS-normalization of the (sub)gradient [57] and Bε = {δ :

∥δ∥∞ ≤ ε} is composed with the pixel-range projection ot + δ ∈ [0, 255]H×W×C . We denote the
final perturbation as δi := δ(L) and repeat this for M frames. Stacking the flattened perturbations
gives the attack-direction matrix

∆ = [δ1, . . . , δM ]⊤ ∈ RM×D. (4)

Each row of ∆ is, by construction, a pixel direction that empirically drives the victim critic toward
lower predicted value. It is neither an observation, nor a hand-crafted low-frequency prior, but the
victim’s own “where to push pixels” signal.

Constructing the critic-induced value-subspace. Given ∆, we take a truncated SVD [8]

∆ = UΣV ⊤, Vr := V [:, :r] ∈ RD×r. (5)

The columns of Vr are the top-r right singular vectors of ∆ and form an orthonormal basis of an
r-dimensional subspace of RD; we call its column span Sr := col(Vr) the Critic-Induced Value-
Subspace. CIVA confines all online perturbations to Sr. The basis Vr is computed once offline
and remains frozen at evaluation time. With r = 32 ≪ D = 12288, sharing this victim-aware,
spatially structured basis across frames directly addresses challenges: it shrinks the per-frame search
space, avoids the high-frequency artifacts of independent pixel-level PGD, and keeps consecutive
perturbations on a common direction set that the EMA in Section 4.2 can smooth without losing
critic-effectiveness.

Relation to existing subspace attacks. Prior subspace attacks typically derive their search spaces
from input statistics, such as PCA or hand-crafted DCT bases, or from random/query-saving pro-
jections in black-box settings. CIVA instead extracts its subspace directly from the victim critic’s
gradients, making Vr victim-aware by construction. This distinction matters in our online recur-
rent setting, where temporal coherence is central and is evaluated explicitly in Section 5 through
comparison with a random-basis ablation.
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4.2 Online Subspace Attack

Given Vr, we now describe how CIVA produces the per-frame perturbation δt during deployment.

Value-based attack objective. The true reward rt is non-differentiable through the environment
(see Section 3.2), so we minimize the same critic-based surrogate used in Stage A. Given the current
observation ot and a perturbation δt, we define the per-frame loss

Lval(δt; ot) = v(ot + δt), (6)

where v(·) is the same expected value as in Eq. (2). Minimizing Lval makes the agent believe its
future return is lower than it actually is, and indirectly induces suboptimal actions. Using the same
surrogate in Stage A and Stage B keeps the directions in Vr semantically aligned with the online
optimization target.

Subspace reparameterization. We reparameterize the per-frame perturbation as a low-dimensional
coefficient [22] αt ∈ Rr:

δt = Vr αt. (7)

Online PGD then operates in Rr rather than RD. At each step we first take a pixel-space gradient
gδ = ∇δLval, project it into the subspace, and apply a normalized gradient step:

gα = V ⊤
r gδ, α

(ℓ+1)
t = α

(ℓ)
t − η · normalize(gα). (8)

The ℓ∞ budget and the pixel-range constraint are still enforced in pixel space: after each update we
lift αt to δt, project onto Bε and onto [0, 255]H×W×C , and re-project back to αt. This approximately
enforces the subspace constraint, the ℓ∞ budget, and pixel validity at the same time; in practice the
residual reprojection error is below 10−3 in pixel scale and does not affect the reported results.

Temporal coherence via subspace EMA. C3 in Section 3.2 requires the perturbation sequence to
be temporally coherent rather than just frame-wise strong. We enforce this directly on the subspace
coefficients via an exponential moving average [50]:

αt = ρ · αt−1 + (1− ρ) · α⋆t , (9)

where α⋆t is the per-frame PGD optimum from Eq. (8), and ρ ∈ [0, 1] controls the smoothing strength.
With ρ → 1 the perturbation barely changes across frames (very smooth, slightly weaker); with
ρ→ 0 CIVA reduces to independent per-frame attack (strongest, but most jittery). We stress that the
EMA is meaningful precisely because it is applied in the subspace. A pixel-space EMA on δt would
act as a temporal low-pass filter and could smooth the perturbation off the critic-effective direction
set. Inside Sr, every αt is by construction a critic-effective direction, so temporal smoothing does not
trade away attack strength. This is the direct payoff of sharing Vr across frames, as anticipated in
Section 4.1.

Joint online procedure. Putting Eq. (6)–(9) together, CIVA produces δt at frame t as follows. (i)
Warm-start from the previous (post-EMA) coefficient αt−1 and run a small number of subspace-PGD
steps on Lval (Eq. (8)) to obtain α⋆t . (ii) Smooth via Eq. (9) to get αt. (iii) Lift to δt = Vr αt and
project onto the ℓ∞ ball and the pixel range. (iv) Feed ot + δt to the victim and step the environment.
The procedure is causal, online, parameter-efficient (only r scalars per frame), and step-efficient (a
few PGD steps per frame), satisfying every constraint of Section 3.4.

5 Experiment

5.1 Experimental Setup

Environments and victim. We evaluate on three visual control benchmarks covering distinct action
regimes: DMC walker walk [55] (continuous), Atari Pong [3, 43] (discrete), and Crafter [15] (open-
ended survival). All environments deliver 64×64×3 RGB observations (D=12,288) with a 1,000-step
episode horizon. The victim is DreamerV3 [18] trained per task with the official configuration; the
resulting checkpoint is frozen for all attacks.
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Table 1: Attack results on DMC walker walk. “Natural” is the unattacked baseline; arrows show
the favorable direction for the attacker. Bold = best, underline = second best.

Method Venue / Year Episode Reward ↓ Drop% ↑ Action-KL ↑ TempAbs ↓ SSIM ↑

Natural (no attack) — 952.25 — — — 1.000

MAD [68] NeurIPS 2020 934.71 1.84% 0.753 9.126 0.748
UAP-RL [56] ESORICS 2022 730.86 23.25% 1.000 0.00 0.656
PA-AD [53] ICLR 2022 786.75 17.38% 1.35 19.97 0.35
Illusory [9] ICLR 2024 795.13 16.50% 1.018 10.97 0.445
DAPGD [7] ICASSP 2025 773.33 18.79% 0.775 12.31 0.501

CIVA (Ours) 2026 703.97 26.07% 1.130 0.646 0.710

Table 2: Attack results on Atari Pong.

Method Venue / Year Episode Reward ↓ Drop% ↑ Action-KL ↑ TempAbs ↓ SSIM ↑

Natural (no attack) — 21.0 — — — 1.000

MAD [68] NeurIPS 2020 7.0 66.67% 0.155 4.357 0.864
UAP-RL [56] ESORICS 2022 18.0 14.29% 0.098 0.000 0.344
PA-AD [53] ICLR 2022 17.0 19.05% 0.069 4.029 0.697
Illusory [9] ICLR 2024 16.0 23.81% 0.138 9.570 0.599
DAPGD [7] ICASSP 2025 19.0 9.52% 0.080 17.194 0.719

CIVA (Ours) 2026 3.0 85.71% 0.184 0.394 0.566

Baselines and attack budget. We compare CIVA against five representative observation-space
attackers: MAD [68], UAP-RL [56], PA-AD [53], Illusory [9], and DAPGD [7]. All methods share
an ℓ∞ per-frame budget ε=24/255 and identical white-box access to the frozen victim.

CIVA hyperparameters. Stage A (offline) collects M=600 critic-guided per-frame PGD pertur-
bations with L=8 inner steps and step size η=ε/4, after a 200-step warm-up that lets the recurrent
latent state stabilise. SVD on ∆ ∈ R600×12288 yields the top r=32 right singular vectors that form
the columns of Vr ∈ R12288×32. Stage B (online) reuses L=8 and η=ε/4 but optimises only the
coefficient vector αt ∈ Rr, smoothed by an EMA with momentum ρ=0.75 before being lifted back
to pixels. The basis Vr is computed once and frozen at evaluation time.

Evaluation protocol. Each method is evaluated over 5 independent random seeds (one episode per
seed) and we report the across-seed means of episode reward, the reward drop ratio (Drop%) relative
to the natural policy following the convention of [48, 68], the Kullback–Leibler divergence [27]
between clean and attacked action distributions (Action-KL) as used in policy-distribution attacks [53,
7], the mean absolute frame-to-frame change of the perturbation (TempAbs) inspired by temporal-
coherence measures for video adversarial attacks [64, 28], and SSIM [62] between clean and perturbed
observations. All experiments run on a single NVIDIA RTX PRO 6000 Blackwell GPU (96 GB).

5.2 Main Results

Tables 1 and 2 report main attack results on DMC walker walk (continuous control) and Atari Pong
(discrete control). Crafter results are deferred to Appendix A.2.

Attack effectiveness. Under the same ℓ∞=24/255 budget, Tables 1 and 2 show that CIVA achieves
the strongest attack effectiveness on both tasks. On DMC walker walk, it attains the lowest attacked
reward (703.97) and the highest Drop% (26.07%), outperforming the strongest baseline UAP-RL
(23.25%). On Atari Pong, the margin is larger: CIVA reaches 85.71% Drop%, whereas the runner-up
MAD reaches 66.67% and all other baselines remain below 25%. Figure 2 is consistent with the
table results: after the attack starts at t=200, CIVA yields the slowest cumulative reward growth on
both tasks, finishing lowest on DMC and plateauing near reward 3 on Pong. Overall, CIVA not only
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Figure 2: Attack dynamics over time. Cumulative reward (left pair) and Action-KL (right pair) on
DMC walker walk and Atari Pong. The dashed line marks the attack start at t=200.

produces the best final reward suppression, but also degrades performance more persistently over
time.

Behavioural deviation. The Action-KL column and the right half of Figure 2 show that CIVA
produces the strongest behavioural deviation, reaching 1.130 on DMC and 0.184 on Pong. DMC
also shows that KL alone is insufficient: PA-AD attains the largest Action-KL (1.35) but achieves
only a 17.38% reward drop. By constraining perturbations to the critic-relevant subspace, CIVA
induces policy shifts that are better aligned with long-horizon value degradation.

Temporal coherence and visual stealth. Per-frame baselines pay a heavy temporal cost: PA-AD,
Illusory and DAPGD report TempAbs of 10–20 on DMC and 4–17 on Pong, one to two orders of
magnitude above CIVA (0.646 and 0.394). UAP-RL has lower TempAbs only because it injects a
static pattern, which caps its Pong drop at 14.29%. CIVA delivers the strongest reward drop while
maintaining very low temporal variation, improving TempAbs by roughly 10× over per-frame
baselines while keeping SSIM within 0.04–0.30 of the most stealth-oriented baseline (MAD). On the
same GPU, the online subspace optimization further reduces per-frame attack latency by roughly an
order of magnitude relative to full-pixel per-frame PGD (V2 in Section 5.4), since the inner PGD
operates over r=32 scalars instead of D=12,288 pixels.

5.3 Analysis of Policy Decision Shifts

To complement the aggregate reward and Action-KL metrics, Figure 3 compares the victim’s action
logits under the natural policy, Illusory, and CIVA at three representative attack-time steps. Illusory
changes the logit landscape but can leave the selected action unchanged, as at step 300. In contrast,
CIVA consistently makes a different action dominant in these examples, showing that the critic-
induced subspace translates distributional shifts into concrete decision changes. This also explains
why CIVA’s large Action-KL in Tables 1 and 2 is coupled with larger reward degradation: the shifted
distributions cross the policy’s action-selection boundary at decision-critical frames.

Figure 3: Policy-logit shifts across attacks on Atari Pong. Dark bars mark the selected actions.

5.4 Ablation Study

We ablate each component of CIVA on DMC walker walk; Tables 3 and 4 report effectiveness and
stealth. From the full model (V0), each variant changes one component: V1 replaces the critic-
induced subspace with a random orthonormal basis of the same rank; V2 removes the subspace and
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Table 3: Ablation: reward drop on DMC walker walk. The Online and EMA columns indicate
whether subspace-restricted online PGD and temporal EMA are enabled.

ID Variant (A) Signal (B) Subspace Online EMA EpReward ↓ Drop% ↑

V0 CIVA (full) critic critic-SVD ✓ ✓ 703.97 26.07%
V1 w/o critic-induced subspace critic random ✓ ✓ 886.54 6.90%
V2 w/o subspace constraint (full-pixel) critic — ✗ ✗ 832.21 12.61%
V3 w/o temporal EMA critic critic-SVD ✓ ✗ 696.66 26.84%
V4 w/o critic (reward-grad subspace) reward reward-SVD ✓ ✓ 906.13 4.84%

Table 4: Ablation: behavioural deviation and stealth (DMC walker walk). Companion to Table 3.

ID Variant (A) Signal (B) Subspace Online EMA Action-KL ↑ TempAbs ↓ SSIM ↑

V0 CIVA (full) critic critic-SVD ✓ ✓ 1.130 0.646 0.710
V1 w/o critic-induced subspace critic random ✓ ✓ 0.058 0.8439 0.612
V2 w/o subspace constraint (full-pixel) critic — ✗ ✗ 0.730 3.2350 0.908
V3 w/o temporal EMA critic critic-SVD ✓ ✗ 0.798 1.7496 0.675
V4 w/o critic (reward-grad subspace) reward reward-SVD ✓ ✓ 1.054 0.542 0.833

uses full-pixel PGD; V3 removes the EMA (ρ=0); V4 replaces the critic-value surrogate with the
victim’s reward-prediction-head gradient.

Critic-induced subspace. A random basis of the same rank (V1) drops effectiveness from 26.07%
to 6.90% and KL from 1.130 to 0.058. Full-pixel critic-PGD (V2) is also weak (12.61% drop)
and inflates TempAbs to 3.235, the largest in the table. Low rank alone is not enough, and
critic guidance alone is not enough either; the gain comes from aligning a low-rank basis with
critic-sensitive directions.

Temporal EMA. Disabling the EMA (V3) gives a marginal gain in effectiveness (+0.77 pp) but
nearly triples TempAbs (1.7496 vs. 0.646) and lowers SSIM by 3.5 points. Since CIVA targets the
joint optimum of effectiveness and stealth, we keep the EMA in V0: the small reward-drop loss is
outweighed by the much smoother and more imperceptible perturbation sequence.

Critic value vs. reward head. Replacing the critic-value gradient with the reward-head gradient
(V4) drops effectiveness to 4.84%, the weakest variant, and Action-KL also falls below V0 (1.054
vs. 1.130). Although V4’s stealth indicators (TempAbs 0.542, SSIM 0.833) look favourable, this is
precisely because the reward-head signal points along directions that move the world model’s one-step
predicted reward without affecting the long-horizon return that drives the policy: the perturbations are
easy to make smooth and visually subtle, but no longer functionally adversarial. Taking effectiveness,
behavioural deviation, and stealth together, V0 (full CIVA) gives the best overall trade-off among all
variants.

6 Conclusion

This paper proposes CIVA, a critic-induced value-subspace attack for visual world-model agents
under tight online and ℓ∞ constraints. CIVA extracts a low-dimensional attack subspace from the
frozen DreamerV3 critic and optimizes only subspace coefficients online with EMA smoothing.
Across diverse visual control tasks, CIVA consistently yields stronger performance degradation
than prior attacks and highlights the value landscape as a realistic adversarial surface of recurrent
world-model agents.

Limitations. CIVA targets the white-box online setting and needs access to the victim critic
and clean rollouts; our evaluation uses a single backbone (DreamerV3). Full discussion is in
Appendix A.5.
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A Supplementary Material

A.1 Detailed Experimental Setup

This appendix expands the compressed description of the experimental pipeline in Section 5.1 into the
level of detail required for full reproducibility, covering (i) the software and hardware environment,
(ii) how the DreamerV3 victim checkpoint is trained for each task, and (iii) the attack-evaluation
pipeline together with the formal definition of every metric reported in the main paper.
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Software and hardware environment. All DreamerV3 training and CIVA attack experiments
are run on a single NVIDIA RTX PRO 6000 Blackwell GPU with 96 GB of memory. Because the
online attack only optimises a low-dimensional coefficient vector αt ∈ Rr with r=32, its memory
footprint is substantially smaller than that of training and can co-reside with the frozen victim on the
same device. The DreamerV3 training stack is built on JAX, Flax and Optax, while the attack scripts
additionally use NumPy and scikit-image for metric computation.

DreamerV3 victim training. CIVA attacks a DreamerV3 agent whose parameters are fully frozen
at evaluation time, so a victim checkpoint must first be trained independently for each task. We reuse
the official DreamerV3 training implementation without modifying the model architecture, the loss
formulation, or any hyperparameter; different tasks simply use different training configurations:

• DMC walker walk (continuous control): 1.1×106 training steps, train_ratio=256, vision-
only 64×64×3 observations with proprioception disabled.

• Atari Pong (discrete control): 5.1×107 training steps, train_ratio=32, with the default
DreamerV3 image preprocessing (frame skipping, sticky actions, etc.).

• Crafter (open-ended survival): 1.1×106 training steps, train_ratio=512, envs=1, 64×64×3
observations.

The trained weights, configuration, and training curves are saved for each task. The attack scripts
load the checkpoint and keep all victim parameters frozen during evaluation; only critic forward
passes and gradients are used to optimise the perturbation.

Attack evaluation pipeline. Given a frozen victim, CIVA proceeds in two stages, exactly as in
Section 5.1, but the per-stage operations are described in more detail here:

1. Stage A — offline subspace discovery. The frozen victim is rolled out on the target task
with a 200-step warm-up that lets the RSSM latent state stabilise. Critic-induced PGD
then produces M=600 per-frame perturbations; the flattened matrix ∆ ∈ RM×D with
D=12,288 is subjected to a truncated SVD, whose top r=32 right singular vectors form the
basis matrix Vr ∈ RD×r. The basis is saved to disk and kept fixed throughout evaluation.

2. Stage B — online low-dimensional PGD attack. A fresh episode is launched and the attack
starts at t=t0=200. At every attacked step the attacker performs L=8 PGD updates on
αt ∈ Rr with step size η=ε/4, smooths the result with an EMA of momentum ρ=0.75, lifts
it back to pixel space through Vr, and projects onto both ∥δt∥∞≤ε=24/255 and the valid
pixel range [0, 255]. Each task is evaluated on five independent random seeds (one episode
per seed); CIVA and all baselines share the same victim checkpoint, the same ε, and the
same evaluation script to ensure a strict apples-to-apples comparison.

Metric definitions. Let T be the length of an evaluation episode and t0=200 the attack-start
step. Denote the clean and attacked episodic returns by Rnat=

∑T
t=1 rt(ot) and Ratk=

∑T
t=1 rt(õt),

where ot ∈ [0, 255]H×W×3 is the clean observation, δt the per-frame perturbation, and
õt=clip(ot+δt, 0, 255) the corresponding attacked observation. Each metric below is computed
per seed and then averaged over the five seeds:

• Episode Reward. The attacked episodic return, Ratk =
∑T
t=1 rt(õt).

• Drop%. The relative reward drop with respect to the natural policy, following [48, 68]:

Drop% =
Rnat −Ratk

Rnat × 100%. (10)

• Action-KL. The mean Kullback–Leibler divergence [27] between the victim’s clean and
attacked action distributions, averaged over the attacked window:

Action-KL =
1

T − t0

T∑
t=t0+1

KL(π(· | ot) ∥π(· | õt)) . (11)

For DMC’s continuous policy we use the closed-form diagonal-Gaussian KL, and for the
discrete policies on Pong / Crafter we apply the discrete KL on softmax-normalised logits.
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Table 5: Attack results on Crafter.

Method Venue / Year Episode Reward ↓ Drop% ↑ Action-KL ↑ TempAbs ↓ SSIM ↑

Natural (no attack) — 10.10 — — — 1.000

MAD [68] NeurIPS 2020 8.10 19.80% 1.837 6.25 0.874
UAP-RL [56] ESORICS 2022 7.10 29.70% 0.310 0.00 0.527
PA-AD [53] ICLR 2022 8.10 19.80% 0.913 8.12 0.478
Illusory [9] ICLR 2024 8.10 19.80% 1.562 19.99 0.495
DAPGD [7] ICASSP 2025 9.10 9.90% 1.960 33.64 0.529

CIVA (Ours) 2026 7.10 29.70% 0.326 0.27 0.970

• TempAbs. The mean absolute frame-to-frame change of the perturbation, used to quan-
tify temporal coherence (analogous to temporal-coherence measures for video adversarial
attacks [64, 28]):

TempAbs =
1

(T − t0 − 1)HWC

T−1∑
t=t0+1

∥∥δt+1 − δt
∥∥
1
. (12)

Smaller values indicate that consecutive perturbations are closer, making temporal flicker
harder to detect.

• SSIM. The structural similarity index [62] between clean and attacked observations, aver-
aged over the attacked window:

SSIM =
1

T − t0

T∑
t=t0+1

SSIM(ot, õt), SSIM(x, y) =
(2µxµy + c1)(2σxy + c2)

(µ2
x + µ2

y + c1)(σ2
x + σ2

y + c2)
.

(13)
We use the default scikit-image implementation with a data range of 255, computed per
channel and averaged.

A.2 Additional Results on Crafter

Why we defer Crafter to the appendix. Crafter’s reward signal differs structurally from the dense
per-step rewards used in DMC walker walk and Atari Pong. Crafter [15] returns reward only when
the agent unlocks one of a fixed set of achievements, so the episodic return is a sparse, integer-valued
count rather than a smooth per-step quantity. As a result, the same metrics used in the main paper
carry slightly different weight here: Drop% reflects how many achievement events the attacker
prevents rather than a continuous performance gap, and Action-KL measures policy drift relative to
a victim that already exhibits diverse exploratory behaviour on this benchmark. The visual-stealth
metrics (TempAbs, SSIM) are computed exactly as in the main experiments and remain directly
comparable across tasks. The full experimental setup, including the DreamerV3 victim training and
the precise definition of every metric, is described in Appendix A.1.

Attack effectiveness. Under the same budget, CIVA matches the strongest baseline in reward
suppression: the episode reward drops from the natural 10.10 to 7.10, yielding a Drop% of 29.70%
that ties with UAP-RL and is clearly above MAD, PA-AD, and Illusory (19.80%) and far above
DAPGD (9.90%). Given that Crafter rewards are discrete and sparse, suppressing roughly 30% of
the achievement events is already a substantial attack effect.

Behavioural deviation. CIVA reaches an Action-KL of 0.326 on Crafter, which is not the largest
in the table (DAPGD attains 1.960 and MAD 1.837). This does not contradict the trend on DMC and
Pong where larger Action-KL coincides with stronger attacks: DAPGD pushes the action distribution
the furthest yet only achieves a 9.90% reward drop, indicating that its perturbations are injected
into directions that are largely orthogonal to long-horizon value. By construction, CIVA confines its
perturbations to the critic-induced subspace and therefore concentrates the policy shift on directions
that are aligned with long-horizon return. Even though the resulting distributional change appears
milder, it is more effective at suppressing achievement unlocks, reaffirming the observation that
“larger KL does not imply a stronger attack” also holds in the sparse-reward regime.
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Figure 4: Perturbation visualization on Crafter.

Temporal coherence and visual stealth. CIVA dominates both stealth metrics. Its TempAbs of
0.27 is the second lowest among all methods. UAP-RL achieves a TempAbs of 0.00 because it
uses a fixed universal perturbation that never changes across frames. CIVA follows closely while
remaining fully adaptive per frame, and improves over PA-AD (8.12), Illusory (19.99), and DAPGD
(33.64) by one to two orders of magnitude. On SSIM, CIVA reaches 0.970, which is at least 0.09
higher than every baseline and far above UAP-RL (0.527) and MAD (0.874). Combined with the
perturbation visualisation in Appendix A.3 (Figure 4), this confirms that CIVA’s perturbations are
spatially concentrated and visually close to the clean observations.

A.3 Perturbation Visualization

Figure 4 visualizes the perturbation magnitude maps on six representative Crafter frames for CIVA
and three baselines. Each row corresponds to one attack method; brighter colors indicate larger
perturbation intensity. The contrast is consistent with the quantitative results in Table 5: compared
with MAD, PA-AD, and Illusory, CIVA concentrates its perturbation on a smaller set of task-relevant
regions, producing more spatially focused patterns with visibly less scattered high-intensity responses
across the image. This spatial concentration helps explain why CIVA maintains the strongest visual
stealth on Crafter while matching the largest reward drop.

A.4 From Full-Space Attacks to Value-Aligned Subspaces

This appendix collects the theoretical formulation of the five baselines and our method. We first state
a unified threat model. We then derive each baseline’s attack objective and present its algorithm.
Finally, we give the formulation of CIVA.

Unified threat model. Let πθ(· | st) be the victim policy and vψ(st) be its critic. The latent state
st is produced by the recurrent encoder from past observations. At each step t, the attacker observes
the clean frame ot ∈ [0, 255]H×W×C and outputs a perturbation δt under the ℓ∞ budget ∥δt∥∞ ≤ ε.
The victim then receives õt = clip(ot + δt, 0, 255). We write ΠBε

for the projection onto the ℓ∞ ball
of radius ε and clip[0,255] for the pixel-range projection. All baselines and CIVA share this setting.
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A.4.1 MAD: Maximum-Action-Deviation Attack

MAD [68] maximises the divergence between the clean and the attacked action distributions. The
per-frame objective is

LMAD(δ; ot) = KL(πθ(· | ot) ∥πθ(· | ot + δ)) . (14)

For a discrete policy this is the categorical KL on the softmax outputs. For a Gaussian policy it has
the closed-form

KL(N (µ1, σ1) ∥N (µ2, σ2)) = 1
2

[
log

σ2
2

σ2
1
+

σ2
1+(µ1−µ2)

2

σ2
2

− 1
]
. (15)

The attacker applies L steps of ℓ∞ PGD on Eq. (14) per frame.

Algorithm 1 MAD attack
Require: victim policy πθ, frame ot, budget ε, steps L, step size η

1: Initialise δ ← 0
2: for ℓ = 1, . . . , L do
3: g ← ∇δ KL(πθ(· | ot) ∥πθ(· | ot + δ))
4: δ ← ΠBε

(
δ + η · sign(g)

)
5: end for
6: return δt ← clip[0,255](ot + δ)− ot

A.4.2 UAP-RL: Universal Adversarial Perturbation for RL

UAP-RL [56] learns a single perturbation δu ∈ RD that is reused on every frame. The perturbation is
trained offline on a buffer D of clean observations:

δu = argmax
∥δ∥∞≤ε

Eo∼D[L(δ; o)] , (16)

where L is a policy-deviation loss such as the KL in Eq. (14). At test time the same δu is applied to
every frame, so the temporal variation is zero by construction.

Algorithm 2 UAP-RL training
Require: buffer D, budget ε, epochs E, batch size B, step size η

1: Initialise δu ← 0
2: for e = 1, . . . , E do
3: for each minibatch {oi}Bi=1 ⊂ D do
4: g ← 1

B

∑B
i=1∇δ L(δu; oi)

5: δu ← ΠBε

(
δu + η · sign(g)

)
6: end for
7: end for
8: return δu

A.4.3 PA-AD: Policy-Aware Adversarial Attack

PA-AD [53] treats the attacker as a learned policy πadv
ϕ (δ | ot). The attacker is trained by RL to

minimise the victim’s return. Let τ = (o1, δ1, . . . , oT , δT ) be the joint rollout and rt be the victim
reward. The attacker’s objective is

max
ϕ

Eτ∼πadv
ϕ ,πθ

[
−

T∑
t=1

rt

]
s.t. ∥δt∥∞ ≤ ε. (17)

A standard policy-gradient estimator gives

∇ϕJ (ϕ) = E

[
T∑
t=1

∇ϕ log πadv
ϕ (δt | ot) · Ât

]
, (18)
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where Ât is an advantage estimate based on the negated victim reward.

Algorithm 3 PA-AD attacker training
Require: victim πθ, attacker πadv

ϕ , budget ε, iterations I
1: for i = 1, . . . , I do
2: Roll out joint trajectory τ with δt ∼ πadv

ϕ (· | ot), projected to Bε
3: Compute attacker reward radvt = −rt and advantages Ât
4: Update ϕ by Eq. (18) with PPO/A2C
5: end for
6: return πadv

ϕ

A.4.4 Illusory: Detectability-Aware Attack

Illusory [9] adds a stealth term so that the attacked observation stays close to a plausible clean
prediction ôt (e.g. produced by a learned dynamics model). The objective is

LIll(δ; ot) = −Ea∼πθ(·|ot+δ)[Q(ot, a) ] + λ · D(ot + δ, ôt), (19)

where the first term degrades the action value and the second term penalises detectable deviation. D
is a perceptual distance (e.g. ℓ2 or LPIPS) and λ > 0 trades off attack strength against stealth.

Algorithm 4 Illusory attack
Require: victim πθ, Q, frame ot, predictor ôt, budget ε, steps L, step size η, weight λ

1: Initialise δ ← 0
2: for ℓ = 1, . . . , L do
3: g ← ∇δLIll(δ; ot) ▷ Eq. (19)
4: δ ← ΠBε

(
δ − η · sign(g)

)
5: end for
6: return δt ← clip[0,255](ot + δ)− ot

A.4.5 DAPGD: Distribution-Aware Projected Gradient Descent

DAPGD [7] replaces the point-wise KL with a distance between the full action distributions. For a
discrete policy with logits ℓ(o) ∈ R|A|, DAPGD uses the Bhattacharyya distance

LDAPGD(δ; ot) = − log
∑
a∈A

√
pθ(a | ot) · pθ(a | ot + δ), (20)

where pθ(a | o) = softmax(ℓ(o))a. Maximising Eq. (20) pushes the two action distributions apart in
a distributional sense rather than along a single mode.

Algorithm 5 DAPGD attack
Require: victim πθ, frame ot, budget ε, steps L, step size η

1: Initialise δ ← 0
2: for ℓ = 1, . . . , L do
3: g ← ∇δ LDAPGD(δ; ot) ▷ Eq. (20)
4: δ ← ΠBε

(
δ + η · sign(g)

)
5: end for
6: return δt ← clip[0,255](ot + δ)− ot

The five baselines all act in the full pixel space and treat each frame independently (UAP-RL is the
only exception, using one shared perturbation). None of them exploits the victim critic’s gradient
structure across frames. They therefore either lose temporal coherence (MAD, PA-AD, Illusory,
DAPGD) or lose per-frame adaptivity (UAP-RL). CIVA addresses both issues at once by sharing a
critic-induced subspace across frames and smoothing its coefficients in time.
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A.4.6 CIVA: Critic-Induced Value-Subspace Attack

The main paper presents the algorithmic form of CIVA. Here we expand on the parts that the method
section only states briefly. We discuss (i) why the categorical-bin surrogate is a valid attack signal,
(ii) why the critic-gradient matrix ∆ is approximately low-rank, (iii) what we lose by restricting the
attack to Sr, (iv) how the pixel-range and ℓ∞ projections interact with the subspace constraint, (v) a
frequency-domain view of the EMA, and (vi) a recipe for choosing the rank r.

(i) Validity of the categorical-bin surrogate. DreamerV3’s critic returns a categorical distribution
p(k | o) = softmax(ℓk(o)) over K symlog-spaced bins [18]. The attacker does not need a calibrated
value; any monotone surrogate of the predicted return suffices. Let bk be the value of bin k (sorted
so that b1 < · · · < bK). The calibrated value is V (o) =

∑
k bk p(k | o), and our surrogate

v(o) =
∑
k k p(k | o) replaces bk by k. Both are linear in p(· | o) with positive, increasing

coefficients, so they share the same monotonicity in distributional sense: if p′ first-order stochastically
dominates p, then V (p′) ≥ V (p) and v(p′) ≥ v(p). Therefore lowering v shifts probability mass
toward lower-value bins, which is exactly the attacker’s goal. Using v instead of V avoids the symlog
inverse and removes the bin-spacing constants from the gradient, which makes step sizes more stable
across tasks with different return scales.

(ii) Why ∆ is approximately low-rank. A natural concern is whether the SVD of ∆ can really
capture the attack directions when each row is computed independently. Two structural reasons
explain the observed low rank.

First, the rows of ∆ are produced by gradients of the same critic network. Let f = ∇δv(o+ δ)
∣∣
δ=0

be the first-order critic gradient at frame o. By backpropagation, f = Jenc(o)
⊤∇sv(s), where Jenc

is the Jacobian of the visual encoder and ∇sv(s) is the gradient of the critic with respect to the latent
state s ∈ Rds . Since ds ≪ D, the column space of J⊤

enc has rank at most ds. The first-order critic
gradient at any frame therefore lies in a ds-dimensional subspace of RD.

Second, the rollout visits a slow time-varying region of observation space. The Jacobian Jenc(o)
changes smoothly with o, so neighbouring frames produce highly correlated gradients. PGD adds
high-frequency components on top of f , but those components are bounded by the budget and do
not span new directions on average. Empirically, the top r=32 singular values explain over 95% of
the spectral energy of ∆ on every task we tested, which matches the latent dimension ds used by
DreamerV3. Two conclusions follow:

• the rank of ∆ is governed by the latent dimension ds, not the pixel dimension D; and

• the SVD basis Vr is essentially a basis of the encoder’s pull-back of the critic gradient.

This explains why a critic-induced subspace generalises across frames in a way that a PCA basis
built from raw observations cannot: PCA captures appearance variance, while Vr captures value
sensitivity.

(iii) Suboptimality bound of the subspace attack. Let δ⋆ be the optimum of the per-frame full-
pixel attack and δ⋆r = VrV

⊤
r δ⋆ its projection onto Sr. Assume v(o + ·) is Lv-smooth in δ on the

budget ball. By smoothness,

v(o+ δ⋆r )− v(o+ δ⋆) ≤ ⟨∇δv(o+ δ⋆), δ⋆r − δ⋆⟩+ Lv

2 ∥δ
⋆
r − δ⋆∥22. (21)

At a stationary point of the inner ℓ∞ problem the first-order term vanishes on active coordinates,
and the residual is quadratic in the projection error ξ := ∥δ⋆ − VrV

⊤
r δ⋆∥2. By Eckart–Young, ξ is

bounded by the tail singular energy of ∆:

ξ ≤ σr+1(∆) + ∥δ⋆ − δ̄∥2, (22)

where δ̄ is the closest row of ∆ to δ⋆. So when the singular spectrum of ∆ decays fast and the
test frame is not too far from the probed distribution, the suboptimality of the subspace attack is
O(Lv σr+1(∆)2). The fast spectral decay observed empirically is therefore the formal reason that
CIVA does not lose much per-frame attack strength.
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(iv) Pixel-range and ℓ∞ projection inside the subspace. The reparameterisation δ = Vrα does
not automatically respect the ℓ∞ ball or the pixel range. The exact constrained problem

min
α∈Rr

v(o+ Vrα) s.t. ∥Vrα∥∞ ≤ ε, o+ Vrα ∈ [0, 255]D, (23)

has a non-axis-aligned feasible set in Rr, so its projection has no closed form. We use a cheap
two-step alternation: lift α to δ = Vrα, apply the closed-form projections ΠBε

and clip[0,255] in pixel
space, then push back via α← V ⊤

r δ. This is a single iteration of Dykstra’s projection between the
affine set Sr and the box Bε ∩ [0, 255]. The remaining residual δ − VrV

⊤
r δ measures by how much

the pixel-space constraints push the perturbation off Sr. Empirically this residual is below 10−3 in
pixel scale at ε=24/255, because the budget is small and the box almost never binds at training time.

(v) Frequency-domain view of the EMA. The EMA in Eq. (9) is a first-order infinite-impulse
filter on the per-frame solutions {α⋆t }. Its discrete-time transfer function is

H(z) =
1− ρ

1− ρz−1
, (24)

which is low-pass with cutoff ωc ≈ − log ρ (in radians per frame). At ρ=0.75 the cutoff is roughly
0.29 rad/frame, so the EMA strongly suppresses frequency components above ∼ 5 frames. This
is exactly the temporal scale of high-frequency PGD jitter that hurts the TempAbs metric. Two
consequences follow.

• The EMA only attenuates fast variations in the coefficients α⋆t . Slow drifts—which carry
the actual value-degrading signal—are passed through with unit gain in the limit.

• Because Vr is shared across frames, filtering in coefficient space corresponds to filtering
each pixel direction in Sr with the same H(z). The pixel-space perturbation δt = Vrαt
inherits the same low-pass property without leaving Sr.

Combined with the bound ∥δt − δt−1∥2 ≤ (1 − ρ)∥Vrα⋆t − δt−1∥2 already discussed in the main
paper, this gives a clean way to trade TempAbs against per-frame attack strength by tuning a single
scalar ρ.

(vi) Choosing the rank r. A practical recipe is to pick r from the cumulative spectral energy of ∆:

r⋆(τ) = min

{
r :

∑r
i=1 σ

2
i (∆)∑M

i=1 σ
2
i (∆)

≥ τ

}
, (25)

with τ ∈ [0.9, 0.99]. On all three tasks, τ=0.95 gives r⋆ ∈ [28, 40], which justifies the fixed choice
r=32 used in the main experiments. Two practical notes:

• Increasing r beyond the knee of the spectrum brings near-zero improvement in attack
strength but slightly increases the per-frame optimisation cost and the spatial complexity of
the perturbation, which weakens SSIM and TempAbs.

• Decreasing r below ds is cheap but quickly truncates critic-aligned directions, which costs
reward suppression. The spectrum-based rule above sits naturally between these two regimes
and removes the need to tune r per task.

Putting it together. Each design choice in CIVA matches one structural fact above. The categorical-
bin surrogate (i) provides a stable attack signal with the same monotonicity as the calibrated value.
The latent-state geometry (ii) makes ∆ approximately low-rank, so the SVD basis Vr captures most
of the value-degrading directions. The smoothness bound (iii) shows that restricting to Sr costs
only O(Lvσ

2
r+1) in attack strength. The two-step projection (iv) handles the pixel-range and ℓ∞

constraints with negligible residual. The low-pass property of the EMA (v) suppresses temporal jitter
without filtering out the attack signal. The spectrum-based rank rule (vi) removes a hyperparameter
without sacrificing performance.
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A.5 Limitations and Future Directions

Our method assumes a white-box online attacker with access to the victim critic and its gradients,
and therefore does not directly apply to strict black-box settings where only actions or rewards are
observable. The offline subspace discovery stage further requires clean rollouts from the target
agent, and the learned subspace may need to be refreshed if the deployment environment changes
substantially. Our evaluation also covers a single world-model backbone, DreamerV3, and three
representative visual control tasks spanning continuous control, discrete control, and open-ended
world interaction; broader validation on additional world-model architectures, larger observation
resolutions, and more diverse environments is left to future work. Along the same line, future work
may study query-efficient or transfer-based variants of the proposed attack, adaptive subspace updates
under distribution shift, and dedicated defenses against critic-aligned temporal perturbations.

Broader impact. CIVA exposes a previously under-studied attack surface of visual world-model
agents and could in principle be misused against deployed agents (e.g., visual policies for robotics or
simulated control). On balance we believe the positive impact outweighs this risk: CIVA requires
white-box access to the victim critic, which limits realistic misuse, and surfacing such failure modes
is a prerequisite for designing robust world-model agents and certified defenses. We will release our
code so that defense research can be reproduced on the same footing as the attack.
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NeurIPS Paper Checklist

1. Claims
Question: Do the main claims made in the abstract and introduction accurately reflect the
paper’s contributions and scope?
Answer: [Yes]
Justification: The abstract and Section 1 list three contributions—a critic-induced value
subspace, a two-stage offline-probe + online-subspace-PGD attack with temporal EMA, and
a joint effectiveness/behaviour/stealth evaluation.The claims made match the theoretical and
experimental results.
Guidelines:

• The answer [N/A] means that the abstract and introduction do not include the claims
made in the paper.

• The abstract and/or introduction should clearly state the claims made, including the
contributions made in the paper and important assumptions and limitations. A [No] or
[N/A] answer to this question will not be perceived well by the reviewers.

• The claims made should match theoretical and experimental results, and reflect how
much the results can be expected to generalize to other settings.

• It is fine to include aspirational goals as motivation as long as it is clear that these goals
are not attained by the paper.

2. Limitations
Question: Does the paper discuss the limitations of the work performed by the authors?
Answer: [Yes]
Justification: A dedicated Limitations paragraph in Section 6 states that CIVA assumes white-
box access to the victim critic and clean rollouts, is evaluated on three visual benchmarks
(DMC walker_walk, Atari Pong, Crafter) with a single victim backbone (DreamerV3),
and a fuller discussion is given in Appendix A.5.
Guidelines:

• The answer [N/A] means that the paper has no limitation while the answer [No] means
that the paper has limitations, but those are not discussed in the paper.

• The authors are encouraged to create a separate “Limitations” section in their paper.
• The paper should point out any strong assumptions and how robust the results are to

violations of these assumptions (e.g., independence assumptions, noiseless settings,
model well-specification, asymptotic approximations only holding locally). The authors
should reflect on how these assumptions might be violated in practice and what the
implications would be.

• The authors should reflect on the scope of the claims made, e.g., if the approach was
only tested on a few datasets or with a few runs. In general, empirical results often
depend on implicit assumptions, which should be articulated.

• The authors should reflect on the factors that influence the performance of the approach.
For example, a facial recognition algorithm may perform poorly when image resolution
is low or images are taken in low lighting. Or a speech-to-text system might not be
used reliably to provide closed captions for online lectures because it fails to handle
technical jargon.

• The authors should discuss the computational efficiency of the proposed algorithms
and how they scale with dataset size.

• If applicable, the authors should discuss possible limitations of their approach to
address problems of privacy and fairness.

• While the authors might fear that complete honesty about limitations might be used by
reviewers as grounds for rejection, a worse outcome might be that reviewers discover
limitations that aren’t acknowledged in the paper. The authors should use their best
judgment and recognize that individual actions in favor of transparency play an impor-
tant role in developing norms that preserve the integrity of the community. Reviewers
will be specifically instructed to not penalize honesty concerning limitations.
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3. Theory assumptions and proofs
Question: For each theoretical result, does the paper provide the full set of assumptions and
a complete (and correct) proof?
Answer: [Yes]
Justification: The assumptions in the paper are clearly stated .
Guidelines:

• The answer [N/A] means that the paper does not include theoretical results.
• All the theorems, formulas, and proofs in the paper should be numbered and cross-

referenced.
• All assumptions should be clearly stated or referenced in the statement of any theorems.
• The proofs can either appear in the main paper or the supplemental material, but if

they appear in the supplemental material, the authors are encouraged to provide a short
proof sketch to provide intuition.

• Inversely, any informal proof provided in the core of the paper should be complemented
by formal proofs provided in appendix or supplemental material.

• Theorems and Lemmas that the proof relies upon should be properly referenced.
4. Experimental result reproducibility

Question: Does the paper fully disclose all the information needed to reproduce the main ex-
perimental results of the paper to the extent that it affects the main claims and/or conclusions
of the paper (regardless of whether the code and data are provided or not)?
Answer: [Yes]
Justification: Section 5.1 fully specifies the victim (DreamerV3 with official per-task config-
uration) and our framework, and provide parameters.
Guidelines:

• The answer [N/A] means that the paper does not include experiments.
• If the paper includes experiments, a [No] answer to this question will not be perceived

well by the reviewers: Making the paper reproducible is important, regardless of
whether the code and data are provided or not.

• If the contribution is a dataset and/or model, the authors should describe the steps taken
to make their results reproducible or verifiable.

• Depending on the contribution, reproducibility can be accomplished in various ways.
For example, if the contribution is a novel architecture, describing the architecture fully
might suffice, or if the contribution is a specific model and empirical evaluation, it may
be necessary to either make it possible for others to replicate the model with the same
dataset, or provide access to the model. In general. releasing code and data is often
one good way to accomplish this, but reproducibility can also be provided via detailed
instructions for how to replicate the results, access to a hosted model (e.g., in the case
of a large language model), releasing of a model checkpoint, or other means that are
appropriate to the research performed.

• While NeurIPS does not require releasing code, the conference does require all submis-
sions to provide some reasonable avenue for reproducibility, which may depend on the
nature of the contribution. For example
(a) If the contribution is primarily a new algorithm, the paper should make it clear how

to reproduce that algorithm.
(b) If the contribution is primarily a new model architecture, the paper should describe

the architecture clearly and fully.
(c) If the contribution is a new model (e.g., a large language model), then there should

either be a way to access this model for reproducing the results or a way to reproduce
the model (e.g., with an open-source dataset or instructions for how to construct
the dataset).

(d) We recognize that reproducibility may be tricky in some cases, in which case
authors are welcome to describe the particular way they provide for reproducibility.
In the case of closed-source models, it may be that access to the model is limited in
some way (e.g., to registered users), but it should be possible for other researchers
to have some path to reproducing or verifying the results.
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5. Open access to data and code
Question: Does the paper provide open access to the data and code, with sufficient instruc-
tions to faithfully reproduce the main experimental results, as described in supplemental
material?

Answer: [Yes]

Justification: We submit the code and data, and introduce the data processing method. .

Guidelines:

• The answer [N/A] means that paper does not include experiments requiring code.
• Please see the NeurIPS code and data submission guidelines (https://neurips.cc/
public/guides/CodeSubmissionPolicy) for more details.

• While we encourage the release of code and data, we understand that this might not
be possible, so [No] is an acceptable answer. Papers cannot be rejected simply for not
including code, unless this is central to the contribution (e.g., for a new open-source
benchmark).

• The instructions should contain the exact command and environment needed to run to
reproduce the results. See the NeurIPS code and data submission guidelines (https:
//neurips.cc/public/guides/CodeSubmissionPolicy) for more details.

• The authors should provide instructions on data access and preparation, including how
to access the raw data, preprocessed data, intermediate data, and generated data, etc.

• The authors should provide scripts to reproduce all experimental results for the new
proposed method and baselines. If only a subset of experiments are reproducible, they
should state which ones are omitted from the script and why.

• At submission time, to preserve anonymity, the authors should release anonymized
versions (if applicable).

• Providing as much information as possible in supplemental material (appended to the
paper) is recommended, but including URLs to data and code is permitted.

6. Experimental setting/details
Question: Does the paper specify all the training and test details (e.g., data splits, hyperpa-
rameters, how they were chosen, type of optimizer) necessary to understand the results?

Answer: [Yes]

Justification: Section 5.1 reports the victim configuration (DreamerV3 official per-task
setting, frozen), the three benchmarks, all CIVA hyperparameters (ε, η, L, M , r, ρ, warm-
up), the optimizer choice (per-frame projected gradient descent), and the 5-seed evaluation
protocol. The ablations in Section 5.4 document how the key design choices (subspace,
EMA, critic vs. reward head) were selected.

Guidelines:

• The answer [N/A] means that the paper does not include experiments.
• The experimental setting should be presented in the core of the paper to a level of detail

that is necessary to appreciate the results and make sense of them.
• The full details can be provided either with the code, in appendix, or as supplemental

material.

7. Experiment statistical significance
Question: Does the paper report error bars suitably and correctly defined or other appropriate
information about the statistical significance of the experiments?

Answer: [Yes]

Justification: As stated in Section 5.1, every reported number in Table is the mean across 5
independent random evaluation seeds (one rollout per seed); the seed-to-seed variation is
much smaller than the gap between CIVA and the strongest baseline (e.g., 19 percentage
points of Drop% on Pong), so we report means in the main tables for readability.

Guidelines:

• The answer [N/A] means that the paper does not include experiments.
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• The authors should answer [Yes] if the results are accompanied by error bars, confidence
intervals, or statistical significance tests, at least for the experiments that support the
main claims of the paper.

• The factors of variability that the error bars are capturing should be clearly stated (for
example, train/test split, initialization, random drawing of some parameter, or overall
run with given experimental conditions).

• The method for calculating the error bars should be explained (closed form formula,
call to a library function, bootstrap, etc.)

• The assumptions made should be given (e.g., Normally distributed errors).
• It should be clear whether the error bar is the standard deviation or the standard error

of the mean.
• It is OK to report 1-sigma error bars, but one should state it. The authors should

preferably report a 2-sigma error bar than state that they have a 96% CI, if the hypothesis
of Normality of errors is not verified.

• For asymmetric distributions, the authors should be careful not to show in tables or
figures symmetric error bars that would yield results that are out of range (e.g., negative
error rates).

• If error bars are reported in tables or plots, the authors should explain in the text how
they were calculated and reference the corresponding figures or tables in the text.

8. Experiments compute resources
Question: For each experiment, does the paper provide sufficient information on the com-
puter resources (type of compute workers, memory, time of execution) needed to reproduce
the experiments?
Answer: [Yes]
Justification: Section 5.1 states that all attack and evaluation runs use a single NVIDIA RTX
PRO 6000 Blackwell GPU (96 GB); a full evaluation of one method on one task completes
within a few hours, and the offline subspace probing (Stage A) takes under one hour per
task. Pilot tuning of CIVA hyperparameters used the same single GPU and consumed an
additional compute amount comparable to the reported main experiments.
Guidelines:

• The answer [N/A] means that the paper does not include experiments.
• The paper should indicate the type of compute workers CPU or GPU, internal cluster,

or cloud provider, including relevant memory and storage.
• The paper should provide the amount of compute required for each of the individual

experimental runs as well as estimate the total compute.
• The paper should disclose whether the full research project required more compute

than the experiments reported in the paper (e.g., preliminary or failed experiments that
didn’t make it into the paper).

9. Code of ethics
Question: Does the research conducted in the paper conform, in every respect, with the
NeurIPS Code of Ethics https://neurips.cc/public/EthicsGuidelines?
Answer: [Yes]
Justification:We comply with the NeurIPS Code of Ethics.
Guidelines:

• The answer [N/A] means that the authors have not reviewed the NeurIPS Code of
Ethics.

• If the authors answer [No], they should explain the special circumstances that require a
deviation from the Code of Ethics.

• The authors should make sure to preserve anonymity (e.g., if there is a special consid-
eration due to laws or regulations in their jurisdiction).

10. Broader impacts
Question: Does the paper discuss both potential positive societal impacts and negative
societal impacts of the work performed?
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Answer: [Yes]

Justification: A Broader impact paragraph in Appendix A.5 acknowledges that CIVA
exposes a new attack surface of visual world-model agents and could be misused, but its
white-box requirement limits realistic misuse; releasing the attack and the accompanying
code on the same footing is intended to enable robust world-model agents and certified
defenses.

Guidelines:

• The answer [N/A] means that there is no societal impact of the work performed.
• If the authors answer [N/A] or [No], they should explain why their work has no societal

impact or why the paper does not address societal impact.
• Examples of negative societal impacts include potential malicious or unintended uses

(e.g., disinformation, generating fake profiles, surveillance), fairness considerations
(e.g., deployment of technologies that could make decisions that unfairly impact specific
groups), privacy considerations, and security considerations.

• The conference expects that many papers will be foundational research and not tied
to particular applications, let alone deployments. However, if there is a direct path to
any negative applications, the authors should point it out. For example, it is legitimate
to point out that an improvement in the quality of generative models could be used to
generate Deepfakes for disinformation. On the other hand, it is not needed to point out
that a generic algorithm for optimizing neural networks could enable people to train
models that generate Deepfakes faster.

• The authors should consider possible harms that could arise when the technology is
being used as intended and functioning correctly, harms that could arise when the
technology is being used as intended but gives incorrect results, and harms following
from (intentional or unintentional) misuse of the technology.

• If there are negative societal impacts, the authors could also discuss possible mitigation
strategies (e.g., gated release of models, providing defenses in addition to attacks,
mechanisms for monitoring misuse, mechanisms to monitor how a system learns from
feedback over time, improving the efficiency and accessibility of ML).

11. Safeguards
Question: Does the paper describe safeguards that have been put in place for responsible
release of data or models that have a high risk for misuse (e.g., pre-trained language models,
image generators, or scraped datasets)?

Answer: [N/A]

Justification: We did not use data or models that have a high risk of misuse.

Guidelines:

• The answer [N/A] means that the paper poses no such risks.
• Released models that have a high risk for misuse or dual-use should be released with

necessary safeguards to allow for controlled use of the model, for example by requiring
that users adhere to usage guidelines or restrictions to access the model or implementing
safety filters.

• Datasets that have been scraped from the Internet could pose safety risks. The authors
should describe how they avoided releasing unsafe images.

• We recognize that providing effective safeguards is challenging, and many papers do
not require this, but we encourage authors to take this into account and make a best
faith effort.

12. Licenses for existing assets
Question: Are the creators or original owners of assets (e.g., code, data, models), used in
the paper, properly credited and are the license and terms of use explicitly mentioned and
properly respected?

Answer: [Yes]

Justification: All existing assets used in this work are publicly released open-source artefacts
and are cited at first use: DreamerV3 [18] (MIT License), the DeepMind Control Suite [55]
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(Apache 2.0), the Arcade Learning Environment [3] (GPL-2.0), and Crafter [15] (MIT
License); we use them in accordance with their respective licenses.
Guidelines:

• The answer [N/A] means that the paper does not use existing assets.
• The authors should cite the original paper that produced the code package or dataset.
• The authors should state which version of the asset is used and, if possible, include a

URL.
• The name of the license (e.g., CC-BY 4.0) should be included for each asset.
• For scraped data from a particular source (e.g., website), the copyright and terms of

service of that source should be provided.
• If assets are released, the license, copyright information, and terms of use in the

package should be provided. For popular datasets, paperswithcode.com/datasets
has curated licenses for some datasets. Their licensing guide can help determine the
license of a dataset.

• For existing datasets that are re-packaged, both the original license and the license of
the derived asset (if it has changed) should be provided.

• If this information is not available online, the authors are encouraged to reach out to
the asset’s creators.

13. New assets
Question: Are new assets introduced in the paper well documented and is the documentation
provided alongside the assets?
Answer: [N/A]
Justification: The paper does not release new assets.
Guidelines:

• The answer [N/A] means that the paper does not release new assets.
• Researchers should communicate the details of the dataset/code/model as part of their

submissions via structured templates. This includes details about training, license,
limitations, etc.

• The paper should discuss whether and how consent was obtained from people whose
asset is used.

• At submission time, remember to anonymize your assets (if applicable). You can either
create an anonymized URL or include an anonymized zip file.

14. Crowdsourcing and research with human subjects
Question: For crowdsourcing experiments and research with human subjects, does the paper
include the full text of instructions given to participants and screenshots, if applicable, as
well as details about compensation (if any)?
Answer: [N/A]
Justification: The paper does not involve crowdsourcing or research with human subjects.
Guidelines:

• The answer [N/A] means that the paper does not involve crowdsourcing nor research
with human subjects.

• Including this information in the supplemental material is fine, but if the main contribu-
tion of the paper involves human subjects, then as much detail as possible should be
included in the main paper.

• According to the NeurIPS Code of Ethics, workers involved in data collection, curation,
or other labor should be paid at least the minimum wage in the country of the data
collector.

15. Institutional review board (IRB) approvals or equivalent for research with human
subjects
Question: Does the paper describe potential risks incurred by study participants, whether
such risks were disclosed to the subjects, and whether Institutional Review Board (IRB)
approvals (or an equivalent approval/review based on the requirements of your country or
institution) were obtained?
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Answer: [N/A]
Justification: The paper does not involve research with human subjects.
Guidelines:

• The answer [N/A] means that the paper does not involve crowdsourcing nor research
with human subjects.

• Depending on the country in which research is conducted, IRB approval (or equivalent)
may be required for any human subjects research. If you obtained IRB approval, you
should clearly state this in the paper.

• We recognize that the procedures for this may vary significantly between institutions
and locations, and we expect authors to adhere to the NeurIPS Code of Ethics and the
guidelines for their institution.

• For initial submissions, do not include any information that would break anonymity (if
applicable), such as the institution conducting the review.

16. Declaration of LLM usage
Question: Does the paper describe the usage of LLMs if it is an important, original, or
non-standard component of the core methods in this research? Note that if the LLM is used
only for writing, editing, or formatting purposes and does not impact the core methodology,
scientific rigor, or originality of the research, declaration is not required.
Answer: [N/A]
Justification: LLMs are not used as any important, original, or non-standard component of
the core method; their use, if any, is limited to incidental writing and editing assistance.
Guidelines:

• The answer [N/A] means that the core method development in this research does not
involve LLMs as any important, original, or non-standard components.

• Please refer to our LLM policy in the NeurIPS handbook for what should or should not
be described.
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