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Abstract—Large Language Models (LLMs) have demonstrated
potential in code generation, yet they struggle with the multi-step,
stateful reasoning required for offensive cybersecurity operations.
Existing research often relies on static benchmarks that fail to
capture the dynamic nature of real-world vulnerabilities. In this
work, we introduce STRIATUM-CTF (A Search-based Test-time
Reasoning Inference Agent for Tactical Utility Maximization in
Cybersecurity), a modular agentic framework built upon the
Model Context Protocol (MCP). By standardizing tool interfaces
for system introspection, decompilation, and runtime debugging,
STRIATUM-CTF enables the agent to maintain a coherent
context window across extended exploit trajectories.

We validate this approach not merely on synthetic datasets,
but in a live competitive environment. Our system participated
in a university-hosted Capture-the-Flag (CTF) competition in
late 2025, where it operated autonomously to identify and ex-
ploit vulnerabilities in real-time. STRIATUM-CTF secured First
Place, outperforming 21 human teams and demonstrating strong
adaptability in a dynamic problem-solving setting. We analyze
the agent’s decision-making logs to show how MCP-based tool
abstraction significantly reduces hallucination compared to naive
prompting strategies. These results suggest that standardized
context protocols are a critical path toward robust autonomous
cyber-reasoning systems.

Index Terms—Autonomous cyber-reasoning, Model context
protocol, LLM agents, Tool-augmented generation, Offensive
cybersecurity.

I. INTRODUCTION

Offensive security assessments, including penetration test-
ing, red-teaming, and Capture-the-Flag (CTF) competitions,
remain predominantly manual and labor-intensive endeavors.
To successfully compromise a target, analysts must execute
a complex, non-linear workflow: enumerating vast attack sur-
faces, interpreting verbose scanner outputs, selecting appro-
priate exploitation primitives, and iteratively tuning payloads
to bypass defenses. While powerful tools exist for specific
phases (e.g., Nmap, Ghidra, Hashcat), the orchestration of
these tools remains a cognitive bottleneck. Human operators
must act as the “glue,” manually parsing data from one
tool to feed into another, a process that is prone to errors
and cognitive biases such as confirmation bias [1], and is
increasingly difficult to scale with the rapid cadence of modern
software delivery pipelines. As system complexity grows, the
sheer volume of alerts and the requirement for continuous
context switching lead to alert fatigue, degrading the operator’s
ability to maintain high-fidelity mental models of the target
environment [2].

The emergence of Large Language Models (LLMs) [3]
offers a potential paradigm shift. Their ability to process
unstructured text and generate code makes them well-suited
to automate the high-level reasoning required to connect these
disparate tools. However, early attempts to build autonomous
security agents have faced significant architectural hurdles [4].
Existing methods largely fall into two categories: “copilots”
that require constant human prompting, or “naive autonomous
agents” that simply pipe model output into a shell [5].

Recent evaluations of these naive approaches reveal criti-
cal vulnerabilities beyond simple hallucination. For instance,
Inter-Agent Trust Exploitation [6] has shown that LLMs often
blindly execute malicious payloads if they originate from peer
agents, lacking the introspection to verify the origin of a
command. Furthermore, while models like GPT-4o [7] excel
at high-level planning, they suffer from a Reasoning-Action
Gap [8], where the model correctly identifies a vulnerability
(e.g., SQL injection) but fails to generate the syntactically
correct payload to exploit it due to a lack of grounded
environment feedback, frequently hallucinating non-existent
command-line flags or software packages, a failure mode that
introduces downstream supply-chain risks such as slopsquat-
ting [9]. This disconnect is deepened in long-horizon tasks,
where “context drift” causes the agent to lose track of early
reconnaissance data [10], further observed in recent surveys
on LLM hallucinations in cybersecurity [11], leading to loops
of redundant, failed attempts.

To address these limitations, we introduce STRIATUM-
CTF (A Search-based Test-time Reasoning Inference Agent
for Tactical Utility Maximization in Cybersecurity), a neuro-
symbolic agentic framework that decouples neural reason-
ing from tool execution using the Model Context Protocol
(MCP) [12] for solving CTF problems. By formalizing the
interface between the LLM and the execution environment,
we transform the model from a passive text generator into an
active system operator. Internally, the agent is equipped with
a curated arsenal of offensive capabilities, including symbolic
execution via Angr [13], static analysis with Ghidra [14],
and runtime debugging through GDB. Externally, a container-
ized environment exposes industry-standard reconnaissance
and exploitation utilities such as Nmap, Nuclei, FFUF, and
TLSX, allowing the agent to interact with the target system
safely and reproducibly. Upon receiving a high-level objective,
STRIATUM-CTF autonomously formulates a multi-step plan,
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invokes tools via structured MCP calls, parses standard error
streams to self-correct failed attempts, and iterates until the
objective is achieved or the search space is exhausted.

This paper makes the following contributions to the field of
autonomous cyber-operations: 1) A Protocol-Driven Agentic
Architecture: We propose a novel framework that utilizes the
Model Context Protocol to standardize LLM interactions with
offensive security tools, reducing hallucinations by collapsing
the output manifold via strict schema compliance for tool
invocation, and enabling robust error recovery through struc-
tured feedback loops; 2) Integration of Specialized Analysis
Primitives: We integrate complex, domain-specific tooling,
including symbolic execution (Angr) and dynamic debugging
(GDB), within an LLM’s context window, allowing deep
binary analysis and exploit generation beyond simple scripting;
and 3) Validation via Live Competition: We empirically
demonstrate the system’s efficacy with a first-place victory in
a live, multi-team Capture-the-Flag competition, providing a
rigorous case study of autonomous agent performance under
time constraints and dynamic uncertainty compared to human
baselines. The code and data will be made available upon
acceptance.

II. RELATED WORK

The evolution of LLMs from static knowledge bases to
active agents relies on scaling test-time compute, allocating
computational resources to iterative reasoning during infer-
ence rather than relying solely on pre-trained weights [15].
While early approaches like Toolformer [16] and Gorilla [17]
attempted to bake tool usage into the model via fine-tuning,
this strategy remains rigid and prone to becoming obsolete as
APIs change. Modern research increasingly favors dynamic,
inference-time planning; however, purely neural reasoning
strategies like Chain-of-Thought [18] still suffer from func-
tional hallucination, where the model confidently generates
syntactically invalid commands. Our work bridges this gap
by extending test-time compute into the symbolic domain.
By utilizing the MCP as a hard constraint layer, similar to
grammar-constrained decoding [2], [19], we transform the
inference process from a probabilistic random walk into
a structured, deterministic search, effectively grounding the
model’s “thinking” time in verified system feedback.

While techniques such as ReAct (Reasoning and Act-
ing) [20] successfully integrate trace generation with action
execution, they fundamentally rely on the Large Language
Model’s context window to maintain the entire history of the
conversation. In long-horizon scenarios such as CTF compe-
titions, which often require hundreds of interaction turns, this
dependency becomes a critical vulnerability. Empirical analy-
ses on long-context attention [10] demonstrate that transformer
architectures suffer from “context drift,” where the model’s
ability to retrieve and attend to early-state constraints degrades
as the context window fills.

In the domain of offensive security, this manifests as error
propagation [21]. A single hallucinated file path or misinter-
pretation of a port scan in step t becomes the ground truth

for step t + 1, leading to a cascading deviation from the
initial objective. Unlike “stateless” agents that attempt to re-
summarize the entire history at every step, STRIATUM-CTF
offloads the knowledge-state management to the MCP layer.
By treating the environment, rather than the token window, as
the primary source of truth, our system mitigates the “Lost
in the Middle” phenomenon, allowing the model to focus its
attention solely on the immediate tactical decision.

The deployment of LLMs in offensive security has typi-
cally followed a “copilot” paradigm, prioritizing safety and
interpretability over autonomy. Frameworks such as Pentest-
GPT [22] adopt this approach, utilizing a “Pentesting Task
Tree” (PTT) architecture to decompose high-level objectives
into sub-tasks, while still requiring a human operator to
manually execute generated commands and paste outputs back
into the model’s context. Similarly, concurrent research such
as PentestMCP [23] has introduced toolkits for agent-based
penetration testing. However, while these frameworks primar-
ily validate performance on historical examples and known
vulnerability classes, STRIATUM-CTF is explicitly designed
and tested on novel, dynamic challenges. This distinction
is crucial, as it ensures the system’s success is driven by
generalized reasoning rather than the retrieval of memorized
exploit paths from the training distribution.

While these human-in-the-loop designs, as seen in Pentest-
GPT, mitigate the risk of accidental damage, they also create a
latency bottleneck that throttles the reasoning loop. In dynamic
environments, such as CTF competitions, where state changes
occur rapidly, the delay introduced by human intervention
prevents the model from maintaining synchronization with the
target system. STRIATUM-CTF addresses this by replacing
the human verifier with deterministic schema validation at
the MCP layer. This closes the feedback loop, enabling the
agent to execute “machine-speed” iterations, rapidly testing
hypotheses, analyzing error streams, and refining strategies
without the cognitive overhead of manual orchestration.

III. METHODOLOGY

A. Formal Problem Formulation

We model the CTF challenge as a Partially Observable
Markov Decision Process (POMDP) [24] defined by the
tuple M = ⟨S,A,O, T ,R⟩. The environment state st ∈ S
represents the hidden configuration of the target server (e.g.,
memory layout, open ports). The agent cannot observe st
directly but receives a structured observation ot ∈ O via the
MCP interface after executing action at ∈ A. We define the
history ht = (o0, a0, . . . , ot−1) as the accumulated context.
The reward function R is sparse, returning 1 only upon flag
capture.

The core contribution of STRIATUM-CTF is the intro-
duction of a symbolic constraint function C : A → {0, 1}
enforced by the Protocol Layer. In a standard LLM agent, the
policy πθ(at|ht) generates a probability distribution over an
unconstrained token space, leading to hallucinations (actions
where C(at) = 0). Our architecture modifies the effective
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Fig. 1. High-Level Neuro-Symbolic Architecture. The system decouples probabilistic reasoning from deterministic execution. The Reasoning Layer (Left)
acts as the strategic planner, emitting JSON payloads that must pass through the Protocol Layer (Center). This symbolic interface enforces strict schema
validation, effectively filtering out hallucinated commands, before invoking tools in the Execution Layer (Right). The resulting system feedback (stdout/stderr)
is structurally parsed and re-injected into the context window, grounding the agent’s latent state in verifiable reality.

policy π∗ to project the output manifold onto the valid schema
space V = {a ∈ A | C(a) = 1}:

π∗(at|ht) =
πθ(at|ht) · I[at ∈ V]

Z
(1)

where I[·] is the indicator function, and Z is the partition
function. By rejecting all at /∈ V before execution, we ensure
that the transition function T (st+1|st, at) is only defined for
valid semantic primitives, preventing undefined behavior in the
target environment.

B. High-Level Neuro-Symbolic Architecture

Our framework strictly decouples neural reasoning from
system execution. As illustrated in Figure 1, the system ar-
chitecture comprises three distinct layers that function as a
closed-loop neuro-symbolic controller:

• The Reasoning Layer (Probabilistic): We utilize Claude
Sonnet 4.5 as the central planner. Unlike standard chat-
bots, this model is instantiated with a system prompt
that enforces an agentic persona. It generates high-level
strategies but is physically isolated from the operating
system, preventing direct execution of hallucinated com-
mands.

• The Protocol Layer (Symbolic): To bridge the gap be-
tween the probabilistic LLM and the deterministic oper-
ating system, we implement the Model Context Protocol.
It functions as a schema validator, enforcing strict typing
on all function calls (e.g., ensuring a port number is an
integer between 1-65535). If the Reasoning Layer emits
a syntactically invalid request, the Protocol Layer rejects
it before it reaches the sandbox, effectively collapsing the
model’s output manifold onto valid execution paths.

• The Execution Layer (Deterministic): This layer con-
sists of containerized security tools (Angr, Ghidra, GDB)
wrapped in MCP servers. These tools execute in a secure,
ephemeral sandbox, returning structured JSON observa-
tions rather than raw text streams.

C. The MCP Toolbox

To bridge the abstraction gap between high-level intent and
low-level execution, we expose a curated arsenal of semantic
primitives, strictly typed JSON-schema functions, rather than
raw command-line shells. This design enforces type safety and
reduces the token overhead of parsing verbose tool outputs. For
Symbolic and Static Analysis, we integrate Angr and Ghidra,
exposing atomic functions such as solve_path(addr,
cond) and get_xrefs(func_name). The Protocol Layer
enforces strict input constraints (e.g., requiring valid hexadec-
imal strings for addresses) and returns simplified UNSAT
or Stdin strings, abstracting away the complexity of simu-
lation state management. For Dynamic Analysis, our GDB
wrapper provides an inspect_heap(count) function that
transforms raw memory dumps into structured JSON objects,
allowing the agent to traverse the heap without parsing visual
ASCII layouts. Finally, Reconnaissance and System opera-
tions (via Nmap and Bash) are gated by allow-lists that restrict
execution to valid IPv4 ranges and pre-approved binaries,
preventing the agent from executing destructive commands
outside the engagement scope.

D. Algorithmic Lifecycle

The system follows a recursive four-step control loop de-
signed to maintain state coherence across complex attack
chains:

• Plan (Strategic Decomposition): The agent analyzes the
high-level objective (e.g., “Find the flag”) and decom-
poses it into a queue of atomic tasks, maintained in the
context window and dynamically re-ordered based on
observations.

• Execute (Protocol-Mediated Invocation): The agent
selects the appropriate tool and sends a JSON payload.
The Protocol Layer acts as a “circuit breaker”, rejecting
hallucinated parameters and preventing state corruption,
as seen in Figure 2 (Phase 2).

• Parse (Structured Ingestion): The MCP layer executes
valid commands and returns a structured JSON object,
which the agent parses to extract salient fields(open ports,



gadget offsets, memory leaks) while filtering irrelevant
data to conserve context tokens.

• Iterate (Contextual Refinement): Based on the newly
acquired grounded state, the agent evaluates the suc-
cess of the prior action, refining subsequent steps (Self-
Correction) or terminating the loop to generate a final
report if the objective is met.

Fig. 2 shows this lifecycle in a real-world scenario, demon-
strating the system’s ability to transition from Reconnaissance
(Phase 1) to Autonomous Self-Correction (Phase 2), where
a schema violation triggers immediate plan refinement, ulti-
mately leading to Exploitation and Victory (Phase 3).

IV. EXPERIMENTAL SETTING AND RESULTS

A. Dataset, LLM Models, and Implementation Details

We assembled a benchmark of 15 CTF challenges drawn
from multiple sources: picoCTF1 (5 challenges), the official
angr.io tutorials2 (3 challenges), an archived university CTF
(1 challenge), and legacy challenges drawn from internal
repositories (6 challenges), for which complete provenance
metadata is unavailable. Table I summarizes the distribution
across vulnerability categories. Difficulty ratings were as-
signed by the LLM itself after initial exposure, based on the
number of prerequisite techniques required. We acknowledge
this introduces potential bias; future work will incorporate
independent difficulty ratings. While the dataset size (N = 15)
is constrained by the manual effort required for ground-
truth analysis, the selected challenges represent a high-entropy
distribution of difficulty, requiring distinct reasoning chains
(e.g., heap traversal vs. side-channel timing) that effectively
stress-test the agent’s generalization capabilities.

TABLE I
BENCHMARK DATASET COMPOSITION BY VULNERABILITY CATEGORY.

Category Challenges

Memory Corruption 4
Reverse Engineering 4
Web Exploitation 4
Cryptography 3

Total 15

1) Model Configuration: All experiments used Claude Son-
net 4.5 via Claude Desktop for Linux with extended thinking
enabled. Model parameters (temperature, max tokens) were
left at default settings. Each challenge was attempted three
times per condition, yielding 15 × 4 × 3 = 180 total experi-
mental runs.

2) Ablation Conditions: To isolate the contribution of
structured documentation, we evaluated four conditions with
varying levels of contextual guidance provided via Claude’s
project file system:

• Baseline (4,147 lines): Complete documentation includ-
ing attack templates, lessons learned from prior failures,

1https://picoctf.org
2https://github.com/angr/angr-doc

and the triage.py classification tool. This configura-
tion represents the full STRIATUM-CTF system.

• Templates (1,976 lines): The structured solving proto-
col (AUTONOMOUS_SOLVER_README.md) with phase-
based attack templates, plus triage.py. No lessons or
supplementary guides.

• Lessons (1,478 lines): Lessons extracted from debugging
sessions (e.g., heap exploitation pitfalls, web framework
patterns) plus triage.py, but without the structured
templates.

• Minimal (55 lines): Only MCP server definitions and
tool schemas. No triage.py, no documentation. This
serves as the control condition.

The triage.py tool performs automated challenge clas-
sification via static and dynamic analysis, predicting vul-
nerability type before exploitation begins. Its presence in
all conditions except Minimal tests whether structured pre-
analysis contributes to success.

3) Implementation Environment: Experiments were con-
ducted on an Ubuntu 22.04 LTS virtual machine allocated 16
GB RAM, 8 CPU cores, and 100 GB storage, hosted on a
Windows 11 system with an Intel i9-14900HX processor. The
MCP server ecosystem comprised both community tools and
custom implementations:

• GDB Server: mcp-gdb v0.1.1 [25]
• Ghidra Server: GhidraMCP v1.4 [26] with Ghidra 11.4.2
• Angr Server: Custom implementation wrapping angr

9.2.176
• SecOps Server: secops-mcp [27]
• Commands Server: Custom implementation for shell

execution
4) Evaluation Protocol: Each run was subject to a 60-

minute timeout. To manage context window limitations, execu-
tion was manually checkpointed every 10 minutes, the session
was terminated, and resumed with a “Continue” prompt. A
challenge was marked as successful if the correct flag was
extracted within the time limit, regardless of the number of
intermediate failures or approach pivots. Runs were invalidated
and restarted if the agent attempted to access pre-written
solutions or otherwise compromised experimental integrity.

We used the community-developed Claude Desktop for
Linux3 as the host. We conducted informal preliminary testing
across Claude Opus 4.1, Claude Sonnet 4.5, and Claude Opus
4.5, selecting Sonnet 4.5 based on cost-performance tradeoffs.

B. Benchmark Evaluation Results and Analysis

We executed 180 experimental runs (15 challenges × 4
conditions × 3 trials) to evaluate the impact of structured
documentation on autonomous CTF solving. Figure 3 presents
the success rates with 95% Wilson score confidence intervals.

1) Overall Performance: Table II summarizes performance
across conditions. The Baseline configuration achieved the
highest success rate at 86.7%, with progressively lower rates
as documentation was reduced. However, statistical analysis

3https://github.com/aaddrick/claude-desktop-linux

https://picoctf.org
https://github.com/angr/angr-doc
https://github.com/aaddrick/claude-desktop-linux
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revealed no significant differences between conditions (Chi-
square test: p = 0.71; Kruskal-Wallis test for durations:
p = 0.77). Effect sizes were negligible (Cohen’s d < 0.2)
for all pairwise comparisons.

This result is noteworthy: even the Minimal condition,
with only 55 lines of MCP tool definitions and no guidance
documentation, achieved a 77.8% success rate. This result

TABLE II
PERFORMANCE SUMMARY ACROSS ABLATION CONDITIONS.

Condition Success Rate Mean Duration

Baseline 86.7% (39/45) 17.1 min
Templates 84.4% (38/45) 18.5 min
Lessons 82.2% (37/45) 19.1 min
Minimal 77.8% (35/45) 20.1 min

is consistent with our hypothesis that performance gains are
primarily driven by the Protocol Layer’s schematic grounding
rather than lengthy prompt engineering, though the small
sample size limits the strength of this conclusion. By enforcing
type safety at the tool interface, the ‘Minimal’ agent achieves
robust performance without requiring the token-heavy context
of ‘Baseline’ templates. This suggests that neuro-symbolic
grounding via MCP is a more token-efficient scaling law than
context-based prompting.

2) Duration Analysis: Figure 4 shows the distribution of
solve times for successful runs. Mean duration increased as
documentation decreased, from 17.1 minutes (Baseline) to
20.1 minutes (Minimal), suggesting that structured guidance
may improve efficiency even when overall success rates are
comparable. Figure 5 visualizes individual run outcomes,
highlighting the variance within conditions.

While differences between conditions did not reach statisti-
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cal significance, likely due to sample size constraints inherent
in the labor-intensive nature of CTF challenge curation, a con-
sistent trend emerged across all metrics. The Baseline condi-
tion, representing the full STRIATUM-CTF system, achieved
the highest success rate and lowest mean solve time. This
suggests that comprehensive documentation provides marginal
but consistent benefits, particularly for complex challenges
requiring multi-step reasoning.

3) Case Studies: To illustrate the system’s behavior, we
highlight two representative scenarios:

a) Timing Side-Channel (sample2): This challenge re-
quired detecting and exploiting execution time variance to
extract a PIN code. The Minimal condition failed all three
attempts (0%), while Baseline succeeded once (33%) and Tem-
plates twice (67%). Analysis of execution logs revealed that

without explicit guidance on timing attack methodology, the
agent attempted symbolic execution, an ineffective approach
for side-channel vulnerabilities. This demonstrates that certain
vulnerability classes benefit significantly from domain-specific
documentation.

b) Symbolic Execution (angrs 00): In contrast, this basic
reverse engineering challenge was solved consistently across
all conditions in under 2 minutes (100% success rate). The
challenge required only invoking the Angr MCP server’s
solve_by_output function, a capability directly exposed
by the Minimal configuration’s tool schema. This suggests that
challenges aligning closely with MCP tool primitives require
minimal additional guidance.

In addition, we also used another implementation of
STRIATUM-CTF to solve the problems worth less than 100
points at https://ctf.hackucf.org/challenges. In this version, we
used the Claude Code. STRIATUM-CTF was able to establish
a connection to hackUCF and pull 30 problems from different
categories. With a single request, it was able to solve and
collect the flags for 13 problems and provide the remote
exploits for 6 problems. An additional request resulted in
solving the four scripting problems. Two additional solutions
were slightly incorrect. One flag was wrapped in the wrong
prefix but was otherwise correct, and the offset of the other
exploit was off by 8 bytes. In total, with only two requests and
minor corrections to two solutions, STRIATUM-CTF was able
to solve 25 problems and score 483 points. If it were a graduate
student for the “Offensive Computer Security” course, it would
earn an ‘A’ on the offline CTF assignment.

These cases illustrate a key finding: the value of structured
documentation is challenge-dependent, with the greatest ben-
efits observed for vulnerability classes requiring multi-step
reasoning or unconventional approaches.

C. Results on the Live CTF Competition

To further validate the effectiveness of our STRIATUM-
CTF, a team (named “Graveyard”) using the system competed
in a live and multi-team CTF competition. The competition
took place on November 15, 2025, at a university campus 4

and was open to all undergraduate and graduate students. More
than 30 teams registered, of which 22 (including ours) solved
at least one challenge. Most participants were students who
had taken the “Offensive Computer Security” course. The
challenges were mainly in the binary exploitation and web
security categories to match the content of the course. The
problems were designed to be challenging for the students. For
example, we expect an ‘A’ student but with no prior extensive
CTF experience to be able to score 60 points. Figure 6 shows
the progression (the number of solved problems) plot of the
top 10 teams.

For comparison, Fig. 7 shows the score distribution5 across
all teams that solved at least one problem. STRIATUM-

4To comply with the anonymous submission policy, university name and
other revealing details are removed in this version; We will provide specific
details in the final version.

5Generated using MATLAB’s ksdensity function.
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CTF achieved 215 points, followed by human teams at 205
(2nd place) and 200 (3rd place), a margin of only 15 points
separating first from third. However, the remaining teams
scored below 135 points, indicating a substantial gap between
the top three and the field.

Based on five years of experience teaching this course, a
score of 60 corresponds to an expected ‘A’ for a graduate stu-
dent. STRIATUM-CTF exceeded this benchmark by a factor
of 3.6×. Notably, solving all but two challenges and stopping
only due to API cost constraints after securing first place,
rather than technical limitations. We attribute STRIATUM-
CTF’s performance advantage to three factors:

• Efficiency: The agent invokes tools and processes output
at machine speed, eliminating the latency of manual
command entry and output parsing. Tasks that take a
human 30–60 seconds in GDB are completed in under
one second.

• Systematic Debugging: When exploits fail, the agent
methodically varies parameters (offsets, payload encod-
ings, timing delays) without the cognitive fatigue that
degrades human performance over multi-hour competi-
tions. Failed attempts are logged and avoided, preventing
redundant exploration.

• Resilience Under Time Pressure: CTF challenges de-
mand precision; a single incorrect byte in a payload
causes failure. Under time pressure, humans often guess,
while the agent maintains systematic hypothesis testing
throughout.

These results show the system now achieves the competency
of top students with extensive CTF experience. With further
improvements in problem decomposition, tighter integration,
and knowledge-guided search, we expect the system to surpass
the best students within two years.

V. DISCUSSION AND FUTURE WORK

While the adoption of the Model Context Protocol (MCP)
ensures modularity and interoperability, it introduces in-
evitable computational overheads compared to highly op-
timized, bespoke logic such as that employed in Pentest-
GPT [22]. A critical bottleneck we are currently addressing
is the redundancy in token consumption: the MCP framework
typically necessitates re-injecting full tool definitions and
schema contexts into the prompt for every interaction. To
mitigate this context saturation, we are developing a hierar-
chical context management strategy. This involves deploying a
lightweight, local LLM to act as a semantic filter, dynamically
compressing tool descriptions, and maintaining session state
locally. This decoupling ensures that the primary reasoning
model receives only the most salient information, significantly
reducing token costs without sacrificing protocol adherence.

Current architectures predominantly rely on general-purpose
reasoning models compatible with the MCP protocol. Un-
like static benchmarks such as Cybench [28] or InterCode-
CTF [29], which face increasing risks of dataset contamination
(where solutions leak into the model’s training set), our evalu-
ation in a live, ephemeral competition ensures that the agent’s
performance stems from generalized reasoning rather than
memorization. While such models demonstrate adequacy in
standard CTF challenges and penetration tasks where training
distributions are dense, our extensive empirical analysis reveals
their inability to generalize to high-complexity scenarios.

We identify two primary bottlenecks: first, the action space
exploration within these models is overly constrained; sec-
ond, reasoning efficiency degrades significantly during long-
horizon tasks, leading to error propagation and planning
failures. To overcome these limitations, our future work will
focus on two key architectural enhancements. First, to address
the constrained action space, we propose the development
of a domain-specific primitive layer that maps high-level
reasoning to granular, security-oriented operations, effectively
expanding the model’s exploratory capabilities. Second, to
improve inference efficiency in long-horizon tasks, we intend
to implement a hierarchical planning framework. By decom-
posing complex penetration objectives into manageable sub-
goals, this approach will reduce the computational search
depth and mitigate the risk of error propagation observed in
current general-purpose models [30], [31].

We also seek to enhance the system’s exploratory ca-
pabilities through parametrized generalization via concept
hierarchies. Abstracting learned sequences into higher-level
semantic structures enables more effective transfer of knowl-
edge to novel scenarios. We further propose a formal tri-
phasic lifecycle: a Training Phase for fundamental parameter
optimization; an Expansion Phase for accumulating and refin-
ing domain knowledge; and a Deployment Phase, where the
system is frozen and optimized for time-constrained inference
in competition environments. Together, these architectural
improvements pave the way for an agentic system capable of
rivaling and outperforming human experts in both efficiency



and effectiveness, even in highly complex domains.

VI. CONCLUSION
In this paper, we introduced STRIATUM-CTF, a novel

framework designed to automate penetration testing via the
Model Context Protocol. By leveraging general-purpose rea-
soning models within a strict symbolic constraint layer,
STRIATUM-CTF effectively bridges the gap between static
vulnerability scanning and autonomous exploitation. Our em-
pirical results from a live CTF competition demonstrate that
this neuro-symbolic approach significantly outperforms human
baselines in speed and precision, particularly for tasks aligning
with semantic tool primitives. While current architectures
still face hurdles regarding long-horizon planning and token
efficiency, our findings confirm that protocol-mediated ground-
ing is a viable solution to the model hallucination problem.
Ultimately, STRIATUM-CTF establishes a new baseline for
agentic security systems, marking a critical step toward the
next generation of robust, autonomous cyber-operations.
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