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Figure 1: Overview of the proposed methodology for mapping eBPF-based kernel telemetry to MITRE ATT&CK.

Abstract
Mapping observed system behavior to standardized frameworks

like MITRE ATT&CK is essential for threat-informed defense, but

remains largely manual. Existing automated methods depend on

Cyber Threat Intelligence reports, which offer only retrospective ac-

counts of attacks. Low-level telemetry, i.e. kernel-level system calls,

instead provides evidence of adversary behavior, yet its volume and

complexity have limited its use for automated mapping. We present

a methodology that collects kernel-level events via eBPF, correlates

attacker commands into a provenance graph, and derives compact

graph representations suitable for LLM-based reasoning. These

representations are mapped to the MITRE ATT&CK framework

using both pure LLM prompting and retrieval-augmented genera-

tion (RAG) grounded in the ATT&CK knowledge base, producing

ranked technique candidates along with supporting rationales. We

implement this methodology as an end-to-end pipeline, named

Trace2ATT&CK and evaluate it on 347 Linux Atomic Red Team

tests using locally deployed open-weights LLMs. RAG consistently

improves ATT&CK mapping performance over pure prompting,

while provenance graph substantially outperforms raw telemetry.
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1 Introduction
Modern cyber threats have become increasingly sophisticated, eva-

sive, and rapid in adapting to existing defenses. Attackers employ

ever-more-complex tactics, techniques, and procedures (TTPs),

making it difficult for security teams to detect and respond to in-

cidents in a timely manner. In this context, the MITRE ATT&CK

framework [1] has emerged as a standard for categorizing and un-

derstanding adversary behavior, providing a structured knowledge

base of tactics and techniques observed in real-world attacks. Apply-

ing ATT&CK effectively requires one fundamental step: mapping

observed events to the appropriate TTPs. Identifying the specific
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techniques used by attackers enables a more consistent approach

to threat intelligence, incident alerts, and streamlining incident re-

sponse. However, due to the vast volume of security events that are

typically observed in real systems, this mapping is a labor-intensive

and error-prone process that is difficult to scale.

The current landscape of ATT&CK automated mapping has fo-

cused primarily on Cyber Threat Intelligence (CTI) reports. Re-

searchers and practitioners have developed methods to extract

tactics and techniques from unstructured CTI documentation using

natural language processing and machine learning techniques [2, 3,

4]. These approaches have advanced the field by automating the

analysis of threat reports, but share a critical limitation: they oper-

ate on second-hand information (i.e., the reports). Meanwhile, the

actual events occurring on systems (i.e., application logs, kernel-

level syscalls, file modifications, etc.) contain evidence of what

attackers do. Although these low-level events are where the reality

of an attack unfolds, they remain largely untapped for automatic

ATT&CK mapping.

To the best of our knowledge, applying MITRE ATT&CK to raw

or semi-structured host-level telemetry remains largely manual.

Bridging this gap is far from straightforward. Systems’ logs are

massive in volume and complex in structure. A single system gen-

erates thousands of events per second; thus, extracting meaningful

knowledge from these data is inherently difficult, as it involves

identifying which events are relevant to an attack, understanding

how individual operations relate to each other, and reconstructing

the attacker’s sequence of actions from low-level primitives.

To address these challenges, we present a methodology for the

automatic mapping of observed system events to MITRE ATT&CK

tactics and techniques that: (1) collects raw logs using eBPF pro-

gram that captures system calls and kernel events with minimal

overhead; (2) reconstructs the attacker’s sequence of operations

using a graph-based correlation approach that links actions to their

consequences on the system, thus creating a comprehensive prove-

nance graph; (3) performs automatic mapping to ATT&CK TTPs

leveraging Large Language Models (LLMs)-based systems from the

resulting provenance graph.

This methodology offers a different perspective from CTI-based

approaches: instead of analyzing what others have reported about

attackers, we observe and classify attacker behavior directly from

the system itself. The proposed approach is validated using the

Linux Atomic Red Team tests [5].

We structured our investigation around the following research

questions:

• RQ1: Can MITRE ATT&CK techniques be automatically

inferred directly from kernel-level system telemetry using

LLM-based reasoning over reconstructed provenance graphs?

• RQ2: Does the choice of graph representation affect the

quality of downstream ATT&CK classification?

The main contributions of this paper are as follows:

• We present an end-to-end methodology for mapping kernel-

level host telemetry to MITRE ATT&CK tactics and tech-

niques, grounding the mapping process directly in observed

system behavior rather than relying on post-hoc CTI reports

or pre-annotated security rules.

• We propose Trace2ATT&CK, an end-to-end pipeline that im-

plements the proposedmethodology. It combines eBPF-based

telemetry collection, attacker-session anchoring, provenance-

aware attack reconstruction, command–event correlation,

and the extraction of raw and compressedweighted command-

graph representations for downstream LLM-based reason-

ing.

• We release a dataset of the kernel-level logs collected while

executing Atomic Red Team scenarios to foster future re-

search in this area.

The remainder of this paper is organized as follows. Section 2

reviews the background and prior approaches to MITRE ATT&CK

mapping. Section 3 formalizes the problem, states the threat model,

and introduces a motivating example that highlights the practical

need for real-time ATT&CKmapping. Section 4 presents the overall

methodology, while Section 5 describes the evaluation dataset. In

Section 6 we present Trace2ATT&CK, an end-to-end pipeline imple-

menting the proposed methodology. Section 7 reports the experi-

mental results and the ablation study. Finally, Section 8 concludes

the paper.

2 Background and Related Work
2.1 Low-level Telemetry
Telemetry, in the context of computer security, refers to the auto-

mated and continuous collection of operational data from systems

under observation, enabling real-time monitoring, anomaly detec-

tion, and post-incident forensic analysis [6]. Low-level telemetry is

the fine-grained variant of this concept, capturing source-adjacent

signals such as packet-level, process-level, kernel-level, and device-

level events, rather than only aggregated summaries. When teleme-

try is captured at the kernel-level, through system-call tracing, audit

logs, or provenance recording, it provides a privileged view of sys-

tem activity that is fundamentally harder for adversaries to evade

or manipulate than user-space logs [7, 8]. Kernel-level telemetry

captures events such as process executions, file operations, network

connections, and inter-process communications. In cybersecurity,

this granularity is crucial because it provides the observability

needed to detect suspicious behavior early, correlate events across

heterogeneous assets, and support forensic reconstruction after

compromise [9, 10]. Given this demonstrated effectiveness in re-

constructing sophisticated attack chains, kernel-level telemetry

constitutes a reliable foundation for security analytics.

2.2 MITRE ATT&CK Mapping Approaches
The automatic identification of MITRE ATT&CK techniques from

security data is an area of growing interest for both research and

industrial applications. This is due to the fact that it supports activ-

ities such as threat hunting, incident response, and the assessment

of detection capability coverage.

Various approaches have been developed to address this issue,

with the utilization of CTI reports serving as the primary informa-

tion source. In particular, LLMs have recently been employed for the

automatic extraction of entities, relationships, and concepts from

unstructured information, facilitating the construction of knowledge
graphs and the organization of knowledge [11, 12]. These models

extend beyond traditional natural language processing, supporting

https://anonymous-hf.up.railway.app/a/0jwik3uppjx8/
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the representation and interpretation of semantic knowledge in

domains characterized by heterogeneous, noisy, and semantically

ambiguous information, such as CTI.

Tools and frameworks have been developed to assess the effi-

cacy of security measures against the MITRE ATT&CK framework.

The DeTT&CT framework [13] facilitates the correlation of data

sources and detection capabilities with ATT&CK techniques, while

enterprise SIEM (Security Information and Event Management)

platforms, including Splunk Enterprise Security [14] and Elastic

Security [15], link observed security events to ATT&CK techniques

through correlation mechanisms and predefined detection rules.

While these solutions are employed in operational contexts to fa-

cilitate threat detection and incident response, their effectiveness

depends on the availability of relevant information sources and on

the coverage provided by predefined detection rules used to asso-

ciate security events with ATT&CK techniques [16]. Consequently,

these solutions impose limitations on the identification of emerging

techniques or attack variants that have not yet been modeled.

2.3 Related Work
This work lies at the intersection of provenance-based attack inves-

tigation, automated ATT&CK mapping, and LLM-assisted security

analysis. Existing studies address these directions, however, fewer

works consider ATT&CK mapping from session-level runtime evi-

dence.

MGDA [17] learns structural and contextual representations to

identify anomalous provenance entities, then applies rule-based

matching to reconstruct TTP-oriented scenarios. CTINexus [3]

leverages in-context learning to extract entity–relation triplets

from CTI reports, resolve semantically equivalent entities, and

infer missing relations. To mitigate the scarcity of labeled data for

CTI-to-ATT&CK classification, SynthCTI [18] generates semanti-

cally guided synthetic samples that improve the coverage of un-

derrepresented techniques. Likewise, LLM-based threat-hunting

frameworks integrate semantic reasoning, threat intelligence, and

graph-based correlation to produce investigation outputs aligned

with the ATT&CK framework [19]. PROVCON [20] bridges CTI and

system-level evidence by extracting attack primitives from reports,

reproducing campaigns in a cyber range, and deriving provenance

graphs from the resulting telemetry. It therefore relies on a priori
campaign knowledge to generate representative evidence. Ourwork

instead starts from observed runtime activity and infers ATT&CK

candidates without requiring a campaign-specific CTI description

to drive execution.

Recent work has also applied LLMs to command-level ATT&CK

analysis. LADE [21] analyzes chronologically ordered command and

script snippets to detect APT activity, localize malicious snippets,

and rank corresponding ATT&CK techniques. It combines rubric-

based prompting, ATT&CK knowledge, and summary propagation

to preserve context across long sequences. Unlike LADE, which

jointly performs detection, localization, and mapping over logged

code snippets, Trace2ATT&CK assumes a pre-delimited attack in-

terval and derives its mapping input from a provenance-grounded

reconstruction of shell and descendant-process execution. This pro-

vides explicit causal relations from kernel-level telemetry rather

than relying only on chronological command context.

Table 1: Comparison of Trace2ATT&CK with representative
approaches.

Approach
Runtime
telemetry

Provenance
context

Session-level
analysis

LLM
reasoning

Ranked
techniques

MGDA [17] ✓ ✓ ✗ ✗ ✗

CTINexus [3] ✗ ✗ ✗ ✓ ✗

SynthCTI [18] ✗ ✗ ✗ ✓ ✗

LADE [21] ✓ ✗ ✓ ✓ ✓

RAM [2] ✗ ✗ ✗ ✓ ✓

Trace2ATT&CK ✓ ✓ ✓ ✓ ✓

Runtime telemetry indicates that the approach operates on execution traces rather

than CTI reports or analyst-authored rules. Provenance context denotes explicit
causal dependencies among system entities. Session-level analysis refers to rea-
soning over a bounded attacker execution session. Ranked techniques indicates
that the approach returns multiple ATT&CK techniques ordered by confidence.

Related approaches also map detection artifacts to ATT&CK.

RAM [2] uses an LLM pipeline that combines SIEM-rule descrip-

tions, ATT&CK retrieval, candidate generation, and relevance fil-

tering. SIEM and detection-coverage platforms likewise associate

telemetry with ATT&CK through curated rules and correlation

logic. However, such rules encode analyst-defined detection hy-

potheses, whereas runtime events acquire meaning only through

their command, process, and temporal context. Consequently, map-

ping provenance-derived execution flows differs from mapping rule

text or detection metadata.

3 Problem Statement
Given a structured log of host-level events related to a pre-selected

window of malicious activity, this paper addresses how to automati-

cally enrich event sequences with MITRE ATT&CK techniques and

transparent rationales. By correlating these events, we synthesize

a unified, human-readable narrative that maps tactics, techniques,

and context across the entire attack lifecycle. Three design goals

guide the system:

• Context sensitivity. The system should recognize that

many meaningful MITRE ATT&CK inferences depend on

event sequences, causality, and process relationships rather

than isolated activities.

• Local execution. The full pipeline should run with local

models, local embeddings, and a local vector store, support-

ing on-premise and privacy-sensitive use cases.

• Interpretability and Explainability. The system should

not only predict techniques but also explain why the evi-

dence supports those techniques.

We focus on a predefined temporal window in which the attack

is known to have occurred, so the logs already contain the relevant

event sequences. Accordingly, our objective is not anomaly detec-

tion, but contextual explainability, enrichment, and reconstruction

of attack behavior within that known attack interval. While anom-

aly detection may be used as a preceding step to identify such

a window, it is outside the scope of this work. In practice, any

anomaly detector or incident triage mechanism could serve this

purpose, but our method assumes that the attack interval has al-

ready been delimited and therefore concentrates on fine-grained

semantic enrichment.
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Motivating Example. Consider the SolarWinds supply-chain

compromise [22], attributed to APT29 and disclosed in Decem-

ber 2020 after attackers had remained inside victim networks for

roughly 14months. The campaign chained over 70MITREATT&CK

techniques. Crucially, the ATT&CK mapping was produced only

months after the initial compromise through manual correlation of

reports from FireEye, Microsoft, and CrowdStrike; CISA released its

technique table only after public disclosure. In the meantime, victim

organizations already had raw telemetry in their logs, such as DNS

beaconing, suspicious rundll32.exe invocations, and SAML token

anomalies, but lacked the contextual mapping needed to elevate

these signals to technique-level alerts.

This case highlights a key limitation of CTI-driven mapping

pipelines: classification latency. Mandiant and IBM X-Force re-

ports [23] show that the median dwell time for advanced threats

can range from 100 to over 200 days. Our approach addresses this

gap by shifting from post-hoc intelligence to direct behavior classi-

fication from host-level telemetry. Beyond reducing latency, this

shift could support fast structured alerting, the generation of de-

tection rules, and adversary emulation. Moreover, by attaching a

rationale to the proposed mapping, the output can be consumed

by SOAR platforms, translated into Sigma rules, and leveraged in

purple teaming exercises.

3.1 Threat Model
Similar to prior researches [24, 25], our work considers attackers

having access to the target system (locally or remotely) and at-

tempting to maintain a persistent presence by exploiting software

vulnerabilities and chaining privilege escalation operations. Our

trusted computing base includes the underlying system kernel and

the audit framework, along with the offline analysis pipeline code,

which is also standard among existing works.

Any kernel-level attacks that deliberately compromise security

auditing systems are beyond the scope of this work. As such, we

assume the use of existing system hardening techniques to mit-

igate any potential audit framework compromise. Moreover, we

do not consider hardware-level or side-channel attacks, since their

behavior is typically not explicitly captured by kernel-level audit

systems.

4 Methodology
4.1 Data Collection
We leverage the extended Berkeley Packet Filter (eBPF) [26] to

implement kernel-level telemetry. eBPF is a technology that en-

ables the safe execution of sandboxed programs directly within

the Linux kernel without requiring kernel modifications or mod-

ule loading [27]. It has become a critical component in modern

Linux systems and is widely adopted by cloud providers to enhance

container security, network management, and system observabil-

ity [28]. Although eBPF was initially developed for Linux systems,

the advantages it has introduced have led to a current project that

aims to introduce eBPF even for Windows systems [29].

Compared to traditional kernel audit frameworks (e.g., auditd),
eBPF offers three key advantages for security telemetry. First, pro-

grams are statically verified before execution, ensuring they cannot

crash or compromise the kernel, making eBPF a safer alternative to

loadable kernel modules [27, 30]. Second, eBPF programs can be at-

tached to a wide range of kernel hook points – including system call

tracepoints, kprobes, and perf events – at runtime without recompi-

lation or reboot, providing unmatched flexibility in selecting which

events to monitor [28]. Third, because eBPF programs execute in

kernel space with Just-In-Time compilation to native instructions,

they can filter and aggregate telemetry data before it reaches user

space, significantly reducing the performance overhead associated

with high-volume event collection [27]. These properties make

eBPF particularly well-suited as a low-level telemetry mechanism

for cybersecurity, combining the depth of kernel-level observation

with the safety, flexibility, and efficiency [28, 30].

4.2 Provenance Graph
While raw log entries may not portray the intrinsic characteris-

tics of a complex cyber attack, Provenance Graphs (PG) preserve

the causal relationships between system entities, enabling analysts

to trace attack entry points, identify multi-step attack paths, and

reconstruct attack scenarios with high-level semantics [31, 10].

Provenance-based representation offers a holistic, attack-vector-

agnostic view of system execution, making it ideal for intrusion

detection because it captures interactions between processes, files,

and network sockets as a unified directed graph rather than iso-

lated events [31]. This graph-based approach has become the de
facto standard for detecting and investigating Advanced Persis-

tent Threats (APTs) [32]. Graph-based correlation is particularly

effective for attack reconstruction because it exposes multi-level

hidden relationships – causal, contextual, and indirect – among

system behaviors, allowing detection systems to distill compact

summary graphs that accurately describe malicious activity from

large streams of audit logs [10]. For these reasons, we use PG as a

formal model for the attack reconstruction phase.

In this phase, the collected kernel-level logs are uniformly trans-

formed into a PG, where entities represent dynamic or persistent

objects in the system, such as processes, files, sockets. They can

perform actions on another entity or on the entity itself, such as

process creation, file read/write, or network communication. Based

on these interactions, our methodology constructs a directed PG,

in which nodes represent system entities and edges represent their

interactions.

Let us consider the following sets of system entities:

• P be the set of processes, where each process is an execution

context identified by a unique entity identifier and char-

acterized by attributes such as a process name and a user

identifier.

• C be the set of commands, where each command represents

an operation correlated with a process execution.

• F be the set of files, where each file is a file-system object

identified by a path.

Furthermore, let 𝑇 = {𝑠, 𝑥, 𝑟,𝑤, 𝑑, 𝑐, 𝑎} be the set of event types,
representing the following actions: spawn (𝑠), execute (𝑥 ), read (𝑟 ),

write (𝑤 ), delete (𝑑), connect (𝑐), and accept (𝑎). For each event type

𝑡 ∈ 𝑇 , we define a causal relationship 𝑅𝑡 as follows:

• 𝑅𝑠 ⊆ P × P: a process creates another process (establishing

a parent-child relationship).
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• 𝑅𝑐 , 𝑅𝑎 ⊆ P×P: a process establishes or accepts a connection

with another process to exchange data.

• 𝑅𝑥 ⊆ P × C: a process executes a command.

• 𝑅𝑟 , 𝑅𝑤, 𝑅𝑑 ⊆ P × F : a process accesses a file to read, modify,

or delete it, respectively.

Definition 4.1 (Provenance Graph). A provenance graph is defined

as a directed graph 𝐺 = (𝑉 , 𝐸) where 𝑉 ⊆ P ∪ C ∪ F is the set of

nodes, and

𝐸 =
⋃
𝑡 ∈𝑇

𝑅𝑡 ∩ (𝑉 ×𝑉 )

is the set of edges.

By definition, each edge corresponds to a specific causal relationship

between two system entities.

Definition 4.2 (Process-Centric Community). A process-centric
community rooted at a master process 𝑝 ∈ P is the induced sub-

graph𝐺𝑝 = (𝑉𝑝 , 𝐸𝑝 ), where𝑉𝑝 contains 𝑝 and all entities reachable

from 𝑝 via causal edges in 𝐸, and 𝐸𝑝 contains all edges among

entities in P.

We introduce the notion of a process-centric community as the

analytical unit for attack reconstruction, according to previous

research [24]. This concept captures the observation that system

activity during an attack is not uniformly distributed across the

provenance graph, but rather concentrates around a small number

of master processes that drive the malicious execution. A process-

centric community is rooted at a master process and encompasses

all entities causally reachable from it – child processes, their com-

mands, and the associated events – forming a self-contained sub-

graph that represents a coherent unit of adversarial behavior.

4.3 Mapping Approach
Once the PG has been reconstructed from kernel-level eBPF teleme-

try, the final step of our methodology-consists of mapping the ob-

served attack flow toMITREATT&CK techniques and sub-techniques.

More in detail, the reconstructed PG is serialized into a structured

textual representation and fed to LLM systems that classify the

activity.

We adopt LLM-based approaches because these models have

demonstrated state-of-the-art performance in processing and rea-

soning over structured and semi-structured textual data, including

security-related graph representations [33]. We employ two comple-

mentary LLM paradigms: pure LLM prompting and RAG to evaluate

which configuration best leverages the ATT&CK knowledge base

for accurate classification. RAG operates by dynamically retriev-

ing relevant ATT&CK technique descriptions and providing them

as factual context to the LLM, which has been shown to reduce

hallucination without requiring fine-tuning.

For each input graph, the system outputs a ranked list of top-𝑘

candidate classifications, where each candidate includes theATT&CK

technique identifier, the associated tactic, a confidence score in

the range [0, 1], and a natural-language explanation justifying the

mapping. The inclusion of explanations serves a dual purpose: it

increases the explainability of the classification and enables hu-

man analysts to validate the LLM’s reasoning, which is critical for

trustworthy deployment in security operations.

The decision to output a ranked list of top-𝑘 candidate tech-

niques, rather than a single best-match prediction, is motivated

by the inherent ambiguity of ATT&CK technique attribution. As

previously observed in [21], distinct techniques can exhibit highly

similar behavioral characteristics at the system level; for instance,

T1105 (Ingress Tool Transfer) and T1048 (Exfiltration Over Alter-

native Protocol) frequently rely on comparable network utilities,

making a single-prediction approach prone to false negatives when

the model’s confidence is distributed among semantically related

candidates. A ranked top-𝑘 output mitigates this risk by preserving

the most plausible alternatives, enabling downstream evaluation

metrics and providing security analysts with a broader set of hy-

potheses to validate.

5 Dataset
For evaluation, we rely on Atomic Red Team [5], an open-source

library of adversary emulation tests directly mapped to the MITRE

ATT&CK framework [1]. The dataset is organized as a structured

repository where each test – referred to as an "atomic test" – resides

in a dedicated directory named after its corresponding ATT&CK

technique identifier (e.g., T1055 for Process Injection). Each tech-

nique directory contains a canonical YAML definition file specifying

the test metadata, supported platforms (Linux, macOS, Windows),

execution commands, optional prerequisites, input arguments, and

cleanup commands. To execute the atomic tests in a controlled and

reproducible manner, they provide Invoke-AtomicRedTeam [34], a
PowerShell-based execution framework that automates the invoca-

tion of tests defined in the atomics folder. Invoke-AtomicRedTeam
allows selecting specific tests by technique ID and test number

(e.g., Invoke-AtomicTest T1055 -TestNumbers 1,2), running
all tests for a given technique, or executing the entire repository via

Invoke-AtomicTest All. The framework also handles prerequi-

site downloads (-GetPrereqs), post-test cleanup (-Cleanup), and
logging, ensuring that each execution produces a clean, isolated,

and reproducible telemetry trace. Each atomic test corresponds

to a specific ATT&CK technique, providing a pre-defined labeling

scheme that eliminates the need for manual annotation and ensures

that the ground truth is aligned with a taxonomy widely recognized

in both academia and industry [35].

Leveraging the Invoke-AtomicRedTeam module, the command

used to execute a testmay explicitly embed the ground-truthATT&CK

identifier. If left unchanged, this would make the evaluation unfair,

as the LLM could recover the correct label directly from a sin-

gle command rather than from the reconstructed behavior. There-

fore, we sanitize command lines before inference by obfuscating all

ATT&CK technique and sub-technique identifiers with placeholder

tokens (e.g., T1059→ TXXXX).
The resulting dataset, obtained by executing all attacks in the

evaluation set and collecting logs via Tracee as the eBPF program,

consists of 21.950.327 lines of raw logs, amounting to 29,8 GB.

6 Trace2ATT&CK Design and Implementation
This section details the architecture and implementation of our

end-to-end pipeline for automatic mapping of kernel-level teleme-

try to MITRE ATT&CK techniques, named Trace2ATT&CK. It was
developed according to the presented methodology.
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We assume a threat scenario in which the attacker has remote

access to the target system, for instance through an interactive SSH

session, and issues commands from a remote shell. These commands

may correspond either to the actual attack sequence or to a higher-

level script, wrapper, or utility that internally triggers the malicious

actions. The pipeline processes a single attack scenario through

four stages: (1) kernel-level telemetry collection via eBPF (2) PG

construction in a graph database build with neo4j (3) command-

sequence extraction and graph serialization using custom Cypher

query (4) LLM-based ATT&CK classification using either pure LLM

prompting or RAG.

6.1 Telemetry Collection and Preprocessing
Trace2ATT&CK relies on Tracee [36], an eBPF-based runtime moni-

toring tool, to collect kernel-level telemetry from the target system.

Tracee captures system calls and kernel events with minimal per-

formance overhead, writing them as structured JSONL records

enriched with process metadata (entity identifiers, user IDs, times-

tamps, and argument arrays).

The raw Tracee output is processed by a Rust-based preproces-

sor that performs three operations: (1) event filtering, removing

noise entries (e.g., date probes) and projecting each event onto a

fixed schema of canonical fields (e.g., timestamp, userId, processId,

parentProcessId, syscall, processName, args); (2) chunking, split-
ting the event stream into ordered files of 10,000 records each to

bound I/O cost; (3) optional TOON (Token-Oriented Object Notation)
serialization [37]. TOON is a format built for LLM-driven work-

flows, where verbosity equals cost. It aims to make structured data

token-efficient, reducing the cost of processing data within lan-

guage models. The preprocessor is distributed as a cross-platform

binary (Linux x86_64/ARM64, macOS x86_64/ARM64) and requires

no kernel module loading.

It should be noted that, although we rely on Tracee for kernel-

level log collection, this methodological step can be performed

using any eBPF program. This is achieved by extracting the set of

features described above from the raw log.

After our preprocessing, the final lines of logs analyzed are

21.823.051 amounting to 9,7 GB. On average, each attack scenario

in our dataset is described by more than 62K lines of preprocessed

kernel-level telemetry.

6.2 Provenance Graph Construction
Trace2ATT&CK utilizes a graph database (specifically, Neo4j) as its

primary data structure to store a structured representation of the

attack’s provenance. The module responsible for database creation

orchestrates the ingestion pipeline in four phases.

1. Attacker shell identification. The module scans the pre-

processed logs in chronological order to locate the execve of a

recognized shell (e.g., bash, sh) that is not a probe artifact. Fol-

lowing the assumptions given in Section 3, within the predefined

temporal window, we are sure to find the attacker shell and deter-

ministically determine the community boundary by traversing the

process lineage tree rooted at the identified shell.

This step operationalizes the concept of process-centric com-

munity introduced in Section 4.2: the identified shell serves as the

master process 𝑝 , then the subsequent phases of the pipeline –

command–event correlation and graph ingestion – build the in-

duced subgraph 𝐺𝑝 by collecting all entities causally reachable

from 𝑝 .

2. Command–event correlation. A key step is to correlate the

command issued by the attacker with the consequences it produces

in the system. For the attack reconstruction, this is important be-

cause a single command generates several events, all of which have

an impact on the system. To retrieve the commands issued by the

attacker, we rely on a command-collection mechanism based on

shell logging. This information can be obtained through shell his-

tory files such as bash_history for Bash and zsh_history for

Zsh, through accounting tools such as psacct on Red Hat-based

systems and acct on Debian-based systems, or through a custom

trap-based logger.

For each directly issued command, the module identifies the

corresponding execve event by matching the command timestamp

to the nearest execve occurrence within a bounded lookahead

window and its arguments. To preserve command ordering and

prevent many-to-one matches, the search position is advanced

monotonically after each successful association. If shell logging is

unavailable or fails to capture a command, the module falls back

to directly reconstructing the command line from any remaining,

unmatched execve events, ensuring that no observed process exe-

cution is silently dropped from the correlation even in the absence

of shell-level logging.

Then, Trace2ATT&CK reconstructs the full descendant process

tree through a breadth-first traversal (BFS) over parent-child execve
relations, and attaches to each discovered subprocess both its recon-

structed command line and its complete local event stream. This

yields a causally structured execution slice that captures not only

the directly issued command, but also the derived activity it triggers

on the host.

3. Graph Reduction. A key design decision concerns the gran-

ularity of the provenance graph. We apply a Provenance Graph

Reduction strategy tailored for the task of MITRE ATT&CK map-

ping by restricting the node set to Process and Command entities,
deliberately excluding the database ingestion of the file-level and

network-level nodes.

This choice is motivated by the nature of the mapping task

itself: ATT&CK techniques are defined at the level of adversary

procedures (i.e., the concrete actions performed on the system) and

these actions are primarily captured by process executions and their

associated command-line arguments. File paths, network endpoints,

and other system objects are then embedded within command

arguments and can therefore be inferred contextually by the LLM

without explicit graph nodes.

This selective ingestion optimizes query performance and main-

tains a tractable input size for LLM reasoning while preserving

the complete provenance information at the construction stage for

potential use in other analysis tasks. Moreover, restricting the node

set directly addresses the well-documented dependency explosion
problem in provenance analysis: large, fully expanded provenance

graphs are impractical to process within the finite context window

of large language models, as injecting comprehensive event histo-

ries incurs prohibitive token overhead [38]. Other research in the

field further supports this design: PROV-LLM [39] demonstrates
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that decomposing large provenance graphs into process-centered

subgraphs – enriched with process names, execution paths, and

command-line arguments – yields superior detection accuracy and

precision compared to full-graph approaches. More evidences about

this choice are illustrated in Section 7.2.

4. Graph ingestion. The graph ingestionmodule builds Process
Node identified by entityID, processName, userId, and Command
Node identified by cmdID, timestamp, and cmdline. The relations
between nodes are defined as follows:

• SPAWNED: parent-to-child process relationships;

• EXECUTES: direct command execution by a process;

• INDIRECT_EXECUTES: sub-process command execution;

• TRIGGERS: parent-command-to-child-command causal links.

All operations use batched Cypher queries (default batch size 1,000)

with MERGE for idempotent upserts and uniqueness constraints on

entityId and commandId.

6.3 Command Graph Extraction
Another key design choice of Trace2ATT&CK is the extraction of

weighted command graphs in which repeated executions of the same

command pattern are aggregated and represented through a weight

proportional to their execution frequency. Weight highlights a use-

ful property for ATT&CK mapping: it is not just which commands

appear that matters, but also how often they are repeated. Fre-

quency helps distinguish isolated actions from stronger procedural

patterns. Trace2ATT&CK derives two weighted representations.

Full weighted command graph. The first representation pre-

serves the original command instances observed during the attack

session. Each EXECUTES edge yields a node containing the executing
process (entity ID, name, user ID), the command (full command line,

timestamp), its privilege-escalation status, and the list of triggered

sub-commands retrieved through TRIGGERS edges. In addition, each
command node is annotated with the number of times the same

command line has been executed in the session, while repeated

triggered sub-commands are aggregated and labeled with their

corresponding occurrence count.

Compressed weighted command graph. The second represen-

tation reduces redundancy by normalizing commands through (i.e.,

extracting the base binary and option flags), and merging identi-

cal command+option patterns into a single normalized view. As in

the raw version, the resulting graph is weighted. This compressed

weighted view is especially useful for attacks characterized by repet-

itive behavior, such as iterative reconnaissance or repeated payload

invocation.

Both representations are serialized as DOT graph files (via pydot).
When the Full DOT graph exceeds 15,000 characters, the system

automatically falls back to the compressed representation. A rep-

resentative example of the extracted command graph is shown in

Figure 2.

6.4 LLM Prompting
Trace2ATT&CK supports both pure LLM prompting and RAG as

classification paradigms, allowing empirical comparison of their

effectiveness for ATT&CK mapping from provenance graphs.

Prompt design. The system prompt instructs the LLM to act as

a cyber threat intelligence analyst and to output a JSON array of the

top-𝐾 candidate techniques ranked by confidence (see appendix C).

Each candidate includes the tactic name, the technique with sub-

technique (e.g., T1003.007 if any), a confidence score in (0, 1), and
a natural-language rationale for the proposed mapping. The prompt

enforces two critical constraints: (1) sub-techniques must be used

whenever the attack evidence warrants them; (2) rationales must

reference the entire command flow, not isolated commands;

Retrieval-augmented generation. The RAG pipeline ingests

the MITRE ATT&CK Enterprise knowledge base [40] into a local

Chroma vector store. Technique descriptions are split into 800-word

chunks and indexed using the mxbai-embed-large-v1 [41, 42] em-

bedding model, widely used in AI for semantic search, clustering,

classification, and RAG. At inference time, the DOT graph is embed-

ded, and the top-5 most relevant technique chunks are retrieved via

Maximal Marginal Relevance (MMR) search (𝜆MMR = 0.5, fetch_k

= 20). These chunks are prepended as factual context to the user

prompt, grounding the LLM’s reasoning in the official ATT&CK

taxonomy without requiring the full knowledge base to fit in the

context window.

6.5 Experimental Setup
The experimental evaluation has been conducted using an infras-

tructure composed of two virtual machines hosted on a Proxmox

Virtual Environment (Proxmox VE) 9.1.7 server, running Linux ker-

nel 6.17.13-2-pve on an x86_64 architecture. The physical server

is equipped with an AMD EPYC™ Genoa 9554P processor (64

cores/128 threads, 3.1 GHz base frequency) and 192GB of RAM.

The first virtual machine, hosting the entire pipeline execution

environment, runs Ubuntu 24.04.4 LTS (Linux kernel 6.17.0-35-

generic) and is configured with 16 vCPUs (1 socket, 16 cores), 16 GB

of RAM, Docker 29.5.3, and LXC 5.21.5 LTS. The test environment

is composed of four main components: (1) the target environment,

representing the system under analysis (based on Ubuntu 24.04),

which can be deployed either as a Docker container or as an LXC

virtual machine. This environment is configured with the tools

required to execute Atomic Red Team tests, including OpenSSH and

PowerShell; (2) the tracee container, running tracee v0.24.1, which
leverages eBPF technology to monitor the activities performed

within the target environment, collecting logs and forwarding them

in JSON format to fluentd; (3) the fluentd container, running fluentd
v1.19.3, responsible for managing the logs generated by tracee,
applying buffering techniques and log rotation mechanisms; (4) the

neo4j container, running neo4j v2026.05.0, used for storing and

querying the generated provenance graph.

The second virtual machine is dedicated to the local execution

of the LLMs employed during the analysis phases. It runs Ubuntu

24.04.4 LTS (Linux kernel 6.17.0-35-generic) and is configured with

16 vCPUs (1 socket, 16 cores), 32GB of RAM, LM Studio 0.4.16

(Build 2), NVIDIA driver 595.71.05, and CUDA 13.2. Model inference

is performed entirely locally through LM Studio, leveraging two

NVIDIA L40S GPUs with 48GB of memory each.
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pwsh -NoProfile -NonInteractive -ExecutionPolicy Bypass -Command "Import-Module '/usr/local/share/powershell/Modules/Invoke-AtomicRedTeam/Invoke-AtomicRedTeam.psd1' -Force;

Invoke-AtomicTest 'T1XXX.XXX' -TestNumbers '1' -PathToAtomicsFolder '/opt/AtomicRedTeam/atomics';"

bash -c sudo cat /etc/shadow > /tmp/T1XXX.XXX.txt; cat /tmp/T1XXX.XXX.txt

TRIGGERED (1) TRIGGERED (1) TRIGGERED (1)

sudo cat /etc/shadow cat /etc/shadow

sudo cat /etc/shadow > /tmp/T1XXX.XXX.txt

sudo cat /etc/shadow
TRIGGERED (1)

cat /etc/shadow
TRIGGERED (1)

cat /tmp/T1XXX.XXX.txt

sudo cat /etc/shadow
TRIGGERED (1)

cat /etc/shadow
TRIGGERED (1)

Figure 2: Weighted Command Graph Extracted for T1003.008 (OS Credential Dumping: /etc/passwd and /etc/shadow)

Table 2: LLMs evaluated in our experiments.

Model Params Quantization Context Window

gpt-oss-20b [43] 20B GGUF MXFP4 32K

gpt-oss-120b [43] 120B GGUF MXFP4 32K

gemma-4-31b-it 31B GGUF Q4_K_S 32K

llama-3.3-70b-instruct [44] 70B GGUF Q4_K_S 32K

deepseek-r1-distill-qwen-32b 32B GGUF Q8_0 32K

foundation-sec-8b-reasoning [45] 8B GGUF Q8_0 32K

qwen3.5-9b [46] 9B GGUF Q8_0 32K

7 Results and Ablation Study
We test Trace2ATT&CK using seven local LLMs, listed in Table 2, on

the Linux-specific subset of test from the Atomic Red Team dataset.

All metrics reported in this section are computed over the 𝑁 valid

mappings remaining after excluding cases in which the LLM output

was not a well-formed JSON object, which we treat as unparsable

predictions. More details of invalid output per model are shown in

Table 5.

Moreover, since a subset of tests fails at execution time due to

missing dependencies in the Atomic Red Team invoker repository

or due to missing permissions of the user executing the attack,

we report metrics separately for the test successfully concluded

(i.e., the test returned status code is 0, 𝑁 = 166) and for test failed

(𝑁 = 181). Along with results on technique identification across

the entire dataset, we report results separately for the subset of

tests whose ground truth specifies a sub-technique (𝑁 = 214) by

looking for the exact match (e.g., T1003.007). We report multiple

ranking-based metrics [21] in order to capture both correctness and

placement quality. The metrics are detailed in appendix A.

7.1 Quantitative Results
A key factor influencing ATT&CKmapping quality is the amount of

discriminative behavioral evidence contained in the input sequence.

At the technique level, longer multi-step command traces often pro-

vide a richer causal context, making it easier to distinguish among

broad ATT&CK behaviors. By contrast, sub-technique classifica-

tion is inherently more ambiguous, since sub-techniques capture

finer-grained variations of a broader behavior and therefore require

more specific contextual cues to disambiguate between command

sequences that may be compatible with multiple related ATT&CK

classes [47]. Recent work, directly from MITRE organization and

the Center for Threat-Informed Defense [48] also highlights that

many ATT&CK techniques are ambiguous when considered in iso-

lation and that surrounding context is necessary to infer the correct

adversarial intent.

Label-identifier inconsistency. During evaluation, we observed
a recurring failure mode across all tested models: the model cor-

rectly identifies a technique by name but associates it with an in-

correct technique ID, or conversely, produces the correct ID paired

with a mismatched technique name. This inconsistency arises be-

cause the model relies on its parametric knowledge to map the

observed behavior to a technique name and its corresponding iden-

tifier, but this internal mapping is not always reliable. To mitigate

this issue, we introduce a third classification paradigm, termed

taxonomy-grounded prompting. In this configuration, the system

prompt is augmented with the complete mapping of technique

IDs to their canonical names, extracted directly from the MITRE

ATT&CK Enterprise knowledge base [40]. The injected mapping

acts as a grounding signal that anchors the model’s predictions to

the official taxonomy.

Tables 3, 4, summarize the evaluation results across the three con-

figurations considered in this study. For paired comparisons, Δ in-

dicates the absolute improvement in HR@𝑘 of taxonomy-grounded

prompting over base LLM prompting. HR@𝑘 measures the per-

centage of test cases where the correct label is within the top-𝑘

predictions returned by the LLM (Appendix A). We set 𝐾 = 5.

LLM results. Under base LLM prompting, performance varies

substantially across models. Notably, foundation-sec-8b-reasoning

– an 8B model specialized on security-related pretraining data – out-

performs substantially larger general-purpose models such as llama-

3.3-70b-instruct (Tech HR@5 = 49, 2% vs. 35, 26%, a +13, 94 point
gap despite an almost 9× parameter disadvantage) and deepseek-

r1-distill-qwen-32b (49, 2% vs. 29, 97%), and is competitive with

gpt-oss-20b. This suggests that domain-specialized pretraining can

be an effective driver of ATT&CK mapping quality. gpt-oss-120b

remains the strongest model overall (Tech HR@5 = 60, 58%, Sub-

tech HR@5 = 33, 33%), while deepseek-r1-distill-qwen-32b is the

weakest. Taxonomy-grounded prompting yields consistently higher

scores across all models and settings, with again gpt-oss-120b out-

performs other models. On the exact sub-technique match level, it

reaches HR@5 = 43, 66%, the best result among all models. In the

https://huggingface.co/lmstudio-community/gpt-oss-20b-GGUF
https://huggingface.co/lmstudio-community/gpt-oss-120b-GGUF
https://huggingface.co/unsloth/gemma-4-31B-it
https://huggingface.co/unsloth/Llama-3.3-70B-Instruct-GGUF
https://huggingface.co/lmstudio-community/DeepSeek-R1-Distill-Qwen-32B-GGUF
https://huggingface.co/fdtn-ai/Foundation-Sec-8B-Reasoning-Q8_0-GGUF
https://huggingface.co/Qwen/Qwen3.5-9B
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technique setting, gpt-oss120b achieves the highest HR@5 (64, 64%),

closely followed by gemma-4-31-b (63, 69%), while deepseek-r1-

distill-qwen-32b again records the lowest scores.

RAG results. By injecting relevant ATT&CK knowledge at in-

ference time, the model can compare the observed behavior against

a narrower and better grounded set of candidate techniques, reduc-

ing semantic ambiguity and improving fine-grained sub-technique

attribution. This effect is reflected in our results: on the exact sub-

technique match level, gpt-oss-20b comes close to doubling its

HR@5 relative to base prompting (16, 11% → 31.55%, +95, 85%
relative gain). Overall, gpt-oss-120b reaches the highest HR@5

at sub-techniques level (46, 26%), while in the technique setting

it achieves the strongest overall result across all configurations

(HR@5 = 66, 57%) followed by gemma-4-31-b (HR@5 = 65, 42),

while deepseek-r1-distill-qwen-32b remains the weakest performer.

Comparison. Comparing base LLM prompting directly against

RAG, HR@5 improves consistently across all model-criteria combi-

nations (14 out of 14), a stronger and more uniform trend than

what is observed for taxonomy-grounded prompting alone. At

the technique level, HR@5 gains range from +1, 78 (foundation-

sec-8b-reasoning) to +10, 66 (gemma4-31b-it), with an average im-

provement of ∼5, 52 points. At the exact sub-technique level, gains

are larger and more variable, ranging from +0.93 (gemma4-31b-

it) to +15, 44 (gpt-oss-20b), averaging ∼ 8, 03 points, confirming

that retrieval-grounded context is especially beneficial for disam-

biguating fine-grained behavioral variants. Notably, the largest

technique-level gain and the largest sub-technique-level gain occur

for different, mid-sized models, suggesting that RAG’s benefit is not

strictly tied to model scale but rather to how well a given model’s

parametric knowledge already covers the ATT&CK taxonomy.

Successful vs. Failed Attacks. An important practical ques-

tion is whether Trace2ATT&CK remains useful when the underlying

attack does not fully execute – a common scenario in real deploy-

ments, where adversarial actions are frequently interrupted by

defenses, misconfigurations, or missing prerequisites before com-

pletion.

At the technique level, performance on failed attacks remains

close to, and in some cases exceeds, performance on successful

ones. For instance, under base prompting foundation-sec-8b reaches

HR@5 = 49, 67% on successful attacks versus 48, 75% on failed ones.

In general, results indicates that the coarse-grained adversarial in-

tent underlying an ATT&CK technique is often already legible from

the partial command flow generated before an attack is interrupted,

without requiring the full attack chain to unfold.

At the exact sub-technique level, the picture changes: the gap

between successful and failed attacks widens substantially and

is consistently in favor of successful attacks, and reaching over

21 points for gemma4-31b-it and, under RAG, over 29 points for

gpt-oss120b (HR@5 = 60, 36% on successful attacks vs. 31.07% on

failed ones). This is consistent with the finer-grained nature of

sub-technique classification discussed above: disambiguating be-

tween closely related behavioral variants requires more complete

contextual evidence, which an interrupted execution, by definition,

cannot fully provide.

Taken together, these results suggest that Trace2ATT&CK retains
most of its value for technique-level triage and alerting, which is

arguably the more actionable output for a SOC analyst reacting to

an in-progress or blocked intrusion attempt, while its finer-grained

sub-technique attribution capability is, as expected, more dependent

on observing the complete adversarial procedure.

Discussion. Although our primary objective is to support ef-

fective local inference with smaller models, we also include exper-

iments with the frontier model Claude-Sonnet-5 to validate the

methodology itself. The underlying rationale is that strong perfor-

mance with a highly capable model indicates that the proposed

pipeline is sound; any performance degradation observed with

smaller local models can therefore be attributed mainly to limited

model capacity rather than to flaws in the method.

The results support this interpretation. Sonnet-5 achieves high

performance across all settings, reaching an HR@5 of 90,91% at

the technique level and 74,76% at the exact sub-technique level,

compared with the best local-model results (gpt-oss-120b) it scores

+24, 34% and +28, 5%. This confirms that the task is well handled by

the proposed pipeline when sufficient model capability is available.

Moreover, adding RAG does not yield meaningful improvements

for Sonnet-5, suggesting that the model already encodes enough

relevant ATT&CK knowledge internally. This behavior contrasts

with smaller models, where RAG produces clear gains, indicating

that retrieval mainly compensates for weaker parametric knowl-

edge. Overall, these results suggest that the observed performance

gap is driven primarily by model strength while also validating the

methodological soundness of the proposed approach.

All these results and considerations allow us to answer posi-

tively to the first RQ: MITRE ATT&CK techniques can be reliably

inferred from kernel-level telemetry via LLM-based reasoning over

reconstructed provenance graphs. The frontier-model validation

further confirms the soundness of the overall pipeline, indicating

that the observed gap for local models stems from model capacity

rather than methodological limitations.

Comparison with LADE. Among prior work, LADE [21] is the

closest to our approach, as it similarly applies LLM-based reason-

ing directly to command-level evidence rather than to CTI reports.

However, LADE is evaluated on a substantially smaller and less

realistic scale: only 35 attack sequences, each averaging approxi-

mately 990 code snippets with just 4.8 non-empty lines per snippet

(∼ 4, 7𝐾 lines of logs each). In contrast, our evaluation spans 347

Linux Atomic Red Team test cases, each derived from a full kernel-

level telemetry trace averaging ∼62𝐾 lines of raw eBPF events per

scenario – more than three orders of magnitude larger per scenario

than LADE’s snippet sequences. This makes our evaluation setting

closer to a realistic operational deployment.

7.2 Ablation Study
We performed two ablations to quantify the contribution of the

graph-construction stage in Trace2ATT&CK. The ablation study was

conducted only on gpt-oss-120b under taxonomy-grounded prompt,

the best-performing LLM identified in the main experiments.
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Table 3: Mapping performance across LLMs: base vs. taxonomy-grounded prompt.

Model Level
Base Prompt Taxonomy-Grounded Prompt

Δ HR@5 (%)

All Successful Failed All Successful Failed
HR@5 HR@5 MRR@5 NDCG@5 HR@5 MRR@5 NDCG@5 HR@5 HR@5 MRR@5 NDCG@5 HR@5 MRR@5 NDCG@5

foundation-sec

-8b-reasoning

Tech 49.20 49.67 0.342 0.381 48.75 0.332 0.371 56.27 55.63 0.368 0.416 56.88 0.395 0.438 +7.07
Subtech 27.78 30.10 0.203 0.227 25.26 0.176 0.195 34.34 36.89 0.253 0.282 31.58 0.242 0.260 +6.56

qwen3.5-9b

Tech 43.01 48.09 0.350 0.382 38.71 0.298 0.321 51.40 55.73 0.400 0.439 47.74 0.348 0.380 +8.39
Subtech 13.97 18.09 0.136 0.147 9.41 0.075 0.080 22.91 30.85 0.222 0.244 14.12 0.108 0.116 +8.94

gpt-oss-20b

Tech 43.79 42.59 0.305 0.335 44.89 0.338 0.366 46.75 44.44 0.318 0.350 48.86 0.382 0.409 +2.96
Subtech 16.11 19.27 0.134 0.149 12.75 0.102 0.108 25.59 26.61 0.197 0.214 24.51 0.201 0.212 +9.48

gemma4-31b-it

Tech 54.76 62.05 0.510 0.538 48.07 0.390 0.412 63.69 68.07 0.562 0.592 59.67 0.462 0.495 +8.93
Subtech 31.31 41.44 0.335 0.355 20.39 0.183 0.188 36.45 46.85 0.382 0.404 25.24 0.225 0.232 +5.14

deepseek-r1-

distill-qwen-32b

Tech 29.97 35.54 0.250 0.277 24.86 0.191 0.206 38.04 40.96 0.292 0.321 35.36 0.253 0.278 +8.07
Subtech 4.21 7.21 0.053 0.058 0.97 0.005 0.006 9.35 10.81 0.081 0.088 7.77 0.063 0.067 +5.14

llama-3.3

-70b-instruct

Tech 35.26 41.21 0.286 0.317 29.83 0.175 0.205 40.46 44.85 0.327 0.357 36.46 0.222 0.257 +5.20
Subtech 13.55 18.92 0.129 0.144 7.77 0.053 0.059 21.96 24.32 0.151 0.174 19.42 0.121 0.139 +8.41

gpt-oss-120b

Tech 60.58 59.64 0.486 0.513 61.45 0.482 0.515 64.64 63.25 0.504 0.536 65.92 0.509 0.546 +4.06
Subtech 33.33 40.54 0.344 0.360 25.49 0.195 0.210 43.66 54.05 0.445 0.470 32.35 0.265 0.280 +10.33

Table 4: Mapping performance across LLMs with RAG.

Model Level
All Attacks Successful Attacks Failed Attacks
HR@5 (%) HR@5 (%) MRR@5 NDCG@5 HR@5 (%) MRR@5 NDCG@5

foundation-sec

-8b-reasoning

Tech 50.98 52.38 0.370 0.408 49.69 0.333 0.374

Subtech 34.72 36.63 0.290 0.309 32.61 0.246 0.266

qwen3.5-9b

Tech 50.00 55.86 0.434 0.465 44.97 0.322 0.353

Subtech 22.68 28.28 0.210 0.228 16.84 0.120 0.132

gpt-oss-20b

Tech 46.61 46.58 0.367 0.392 46.63 0.367 0.392

Subtech 31.55 36.79 0.299 0.316 26.00 0.218 0.229

gemma-4-31b-it

Tech 65.42 68.67 0.550 0.585 62.43 0.488 0.522

Subtech 32.24 40.54 0.312 0.336 23.30 0.179 0.193

deepseek-r1-

distill-qwen-32b

Tech 37.18 37.95 0.269 0.297 36.46 0.269 0.293

Subtech 12.15 16.22 0.129 0.137 7.77 0.045 0.054

llama-3.3-

70b-instruct

Tech 38.44 42.42 0.314 0.341 34.81 0.193 0.231

Subtech 16.90 20.00 0.137 0.152 13.59 0.073 0.088

gpt-oss-120b

Tech 66.57 64.46 0.505 0.540 68.51 0.515 0.558

Subtech 46.26 60.36 0.489 0.518 31.07 0.267 0.278

Raw logs vs. graph-based representation. We assess whether

the graph construction step introduced in Section 4 is actually nec-

essary, or whether an LLM can perform comparably well when

given the raw, chronologically ordered kernel-level event stream.

Directly prompting the LLMwith raw logs led to a clear degradation

in ranking quality with respect to the graph-based representation.

Raw eBPF output is significantly more verbose per unit of informa-

tion, since it repeats process/user metadata and low-level syscall

arguments across many redundant events; this inflates the prompt

and, for longer attack sequences, risks exceeding the model’s effec-

tive context window or forcing truncation, which directly harms

recall of relevant behavior. Second, and more importantly, raw logs

do not make causal relationships between events explicit – the

LLM must itself infer which process spawned which command, and

how a sequence of syscalls composes into a coherent adversarial

procedure.

Raw logs achieve 19, 57%HR@5, 0.214MRR@5, and 0.227NDCG@5,

with empty outputs in 53, 1% cases at the sub-technique level (exact

match), while at the technique level raw logs achieve 37, 88% HR@5,

0.298 MRR@5, and 0.385 NDCG@5, with empty outputs for token-

limit exceeding, in 56, 73% of cases. This confirms that unstructured

telemetry is difficult to map reliably to ATT&CK techniques and,

more importantly, that the raw-log baseline can fail when the input

approaches the context limit of the local inference settings.

Full Provenance Graph vs. Command Graph. We compared

the full PG against the reduced Command Graph used in the main

experiments under a fixed context budget of 32K tokens. The pro-

posed full PG correlation achieves 46, 81% HR@5 at sub-techniques

level with exact match, while at technique level 69, 27% HR@5

when the mapping occurs without reaching context-window limit.

Although the full PG achieves higher raw HR@5 whenever it fits

within the context window, this advantage is undermined by its

practical unreliability: with nearly one in two inputs producing an

empty output (up to 49, 76% at the technique level and 45, 93% at

the sub-technique level), the full PG effectively fails to return any
mapping for roughly half of the test cases. In an operational setting,

a technique-level prediction that is only slightly less accurate but

consistently available is far more valuable than a marginally better

prediction that is missing half of the time. The compact command-

graph representation, by contrast, never exceeds the context budget

and therefore always yields a usable candidate list, making it the

more practical choice for deployment under bounded local inference

resources, even at the cost of a modest drop in per-case accuracy.

We can now answer RQ2: the choice of command-graph rep-

resentation has a substantial effect on classification quality. Raw,

unstructured telemetry performs markedly worse (HR@5 = 19, 57%

sub-technique / 37, 88% technique) and frequently produces empty

outputs due to context-window truncation. Full provenance graphs

improve accuracy over raw logs but remain token-heavy, caus-

ing empty outputs in up to 49, 76% of cases; the compact, weighted

command-graph representation used in ourmain experiments avoids

this failure mode entirely (0, 0% empty outputs).
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8 Conclusion
This paper presented a methodology and end-to-end pipeline for

automatically mapping kernel-level telemetry to MITRE ATT&CK

techniques and sub-techniques. By collecting system calls via eBPF,

reconstructing attacker-associated process trees into a provenance

graph, and deriving compact weighted command-graph representa-

tions, our approach bridges low-level host evidence and high-level

threat-informed classification. We evaluated the methodology on

Atomic Red Team scenarios across seven locally deployed LLMs

under three classification paradigms: base prompting, taxonomy-

grounded prompting, and RAG.

RAG consistently improves mapping accuracy over base prompt-

ing (up to +15, 44 HR@5 points), especially for smaller models,

while a security-specialized 8B model rivals much larger general-

purpose ones, suggesting that domain pretraining can matter more

than scale. The system also degrades gracefully on incomplete at-

tacks, preserving technique-level accuracy even when execution is

interrupted. Our ablation confirms that compact command graphs

are key to reliable local inference: full provenance graphs are more

accurate but return no output in nearly half of cases due to context

limits. Finally, validation with Claude-Sonnet-5 (HR@5 = 90, 91%)

confirms the pipeline’s soundness, indicating that the local-model

gap stems from capacity rather than methodology.
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A Evaluation Metrics
Let 𝑁 denote the total number of valid test cases, and let rank𝑖 ∈
{1, . . . , 𝐾} denote the position of the correct label in the ranked list

of predictions for test case 𝑖 (with rank𝑖 = ∞ if the correct label

does not appear within the top-𝐾 candidates).

Hit Rate (HR@𝐾). HR@𝐾 measures the percentage of test cases

for which the correct label appears anywhere within the top-𝐾

ranked predictions, regardless of its exact position:

HR@𝐾 =
100

𝑁

𝑁∑︁
𝑖=1

𝐼 (rank𝑖 ≤ 𝐾) (1)

where 𝐼 (rank𝑖 ≤ 𝐾) is an indicator function that evaluates to

1 if the ground-truth label appears in the top-K predictions and 0

otherwise.

Mean Reciprocal Rank (MRR@𝐾). MRR@𝐾 rewards predictions

in which the correct label is ranked closer to the top, assigning

a reciprocal-rank score of zero whenever the correct label falls

outside the top-𝐾 :

MRR@𝐾 =
1

𝑁

𝑁∑︁
𝑖=1


1

rank𝑖

if rank𝑖 ≤ 𝐾

0 otherwise

(2)

Normalized Discounted Cumulative Gain (NDCG@𝐾). Since each
test case has exactly one relevant (ground-truth) label, the ideal

DCG@𝐾 is always 1 (achieved when the correct label is ranked

first), and NDCG@𝐾 reduces to:

NDCG@𝐾 =
1

𝑁

𝑁∑︁
𝑖=1


1

log
2
(rank𝑖 + 1) if rank𝑖 ≤ 𝐾

0 otherwise

(3)

NDCG@𝐾 provides a softer rank-sensitive score, rewarding correct

predictions more when they appear near the top of the ranked list

while penalizing lower-ranked matches less aggressively than MRR.

B Invalid JSON output during evaluation tests

Table 5: Number of invalid JSON outputs for each model,
with and without RAG.

Pure LLM RAG
deepseek-r1-distill-qwen-32b 0 0

foundation-sec-8b-reasoning 16 20

gemma4-31b-it 0 0

gpt-oss120b 2 0

gpt-oss-20b 8 6

llama-3.3-70b-instruct 1 1

qwen3.5-9b 0 1
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C System Prompt
LLM System Prompt

You are a cyber threat intelligence analyst analyzing an attack

sequence received as a DOT file. The DOT file represents the

FULL attack sequence as a complete command graph with

interconnected nodes and edges.

Your Task
1. Read and analyze the ENTIRE graph comprehensively - examine

ALL nodes, ALL edges, and the COMPLETE flow from start to

finish

2. Map the WHOLE attacker sequence (not isolated commands)

to MITRE ATT&CK techniques

3. For each mapping, consider how commands relate to each other

across the entire workflow

4. Select the top 5 most appropriate techniques.

Critical Requirements for Each Technique:
- MUST identify the complete TACTIC

- MUST identify the complete TECHNIQUE with sub-technique in

format: ’Technique Name (ID)’ where ID includes sub-technique

(e.g., "T1003.007" not just "T1003")

- sub-techniqueS are REQUIRED: If a technique has sub-techniques

and the attack shows sub-technique-level behavior, you MUST

map to the sub-technique (e.g., T1003.007 "Proc Filesystem" not

just T1003 "OS Credential Dumping")

- confidence: a (0,1) value reflecting how well the ENTIRE flow

supports this mapping

- rationale: ExplainWHY this mapping fits based on the HOLISTIC

attack pattern across the entire graph flow, NOT based on a single

isolated command

Rationale Writing Guidelines:
- BAD: "Mapping chosen due to presence of ’sh’ command"

- GOOD: "Mapping chosen because the entire flow shows process

memory dumping through sequential commands: target process

launch → sh-based memory extraction → credential file creation,

indicating a complete OS credential dumping workflow"

- BAD: "Found T1003 because of dump command"

- GOOD: "The complete attack sequence demonstrates credential

dumping through the entire workflow: initial process targeting,

memory extraction via shell, and subsequent credential file ma-

nipulation, matching T1003.007 Proc Filesystem sub-technique"

Output Rules:
Each element of the ouput is a JSON entry containing:

- "tactic": the ATT&CK tactic name

- "technique": the ATT&CK technique with sub-technique name

and ID in format ’Technique Name (ID)’ (e.g., "OS Credential

Dumping: Proc Filesystem (T1003.007)")

- "confidence": a (0,1) value

- "rationale": explanation based on the COMPLETE attack flow,

not isolated commands Return ONLY a JSON array containing the

5 condidates ordered by confidence descending. NO text, explana-

tions, or markdown outside the JSON array.
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