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Abstract—This paper presents DF-CAPTCHA, an active de-
fense against real-time deepfake impersonation in voice and video
calls. Instead of passively searching for artifacts, DF-CAPTCHA
prompts the caller to perform simple challenge-response tasks
that are easy for humans but difficult for current real-time deep-
fake systems to generate convincingly. The framework verifies
the response using four criteria: realism, identity consistency,
task completion, and response time. We evaluate the approach
across both audio and video modalities using user studies and
experiments with real-time deepfake models. Results show that
people often struggle to distinguish real-time deepfakes from
authentic media, while DF-CAPTCHA substantially improves
detection performance over passive methods, reaching high
accuracy in both modalities. These findings suggest that active
challenge-based verification is a practical and robust defense
against next-generation social engineering attacks based on real-
time deepfakes.

Index Terms—Deepfakes, real-time deepfakes, active defense,
challenge-response authentication, voice spoofing detection, face
forgery detection

I. INTRODUCTION

Deepfakes, defined as media generated by deep neural
networks that appear authentic to human perception [1], have
rapidly evolved since their emergence in 2017. This technol-
ogy has found applications across various domains, enhancing
productivity, revolutionizing education, and providing novel
forms of entertainment [2]—[4]. However, the same techno-
logical advancements that enable these positive applications
also harbor a dark side, opening avenues for unethical and
malicious exploitation.

The ability to convincingly impersonate a target’s face
and voice has empowered bad actors to conduct a range
of nefarious activities. These include defamation campaigns
[5], propaganda [6], blackmail attempts [7], the spread of
misinformation [8], and sophisticated social engineering at-
tacks targeting both individuals and organizations globally [9].
The misuse of deepfake technology has manifested in various
forms, from the creation of non-consensual explicit content
[10] to more insidious political manipulations.

As deepfake technology continues to advance in quality and
accessibility, the line between authentic and fabricated media
becomes increasingly blurred. This technological progression
presents a growing challenge to digital trust and information
integrity, necessitating robust detection methods and ethical
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frameworks to mitigate the risks associated with deepfake
misuse.

A. Real-time Deepfakes (RT-DF)

Recent advancements in deepfake technology have sig-
nificantly improved its efficiency, giving rise to real-time
deepfakes (RT-DFs)!. This evolution enables malicious actors
to impersonate individuals during live voice and video calls,
presenting an unprecedented threat to digital security and trust.
The danger of RT-DFs is amplified by three key factors: (1)
the unexpected nature of the attack vector, (2) the tendency
to mistake familiarity for authenticity, and (3) the rapidly
improving quality of RT-DF technologies.

To conceptualize this threat, let’s perform the following
thought experiment. Imagine someone receives a call from
their mother who is in trouble and urgently needs a money
transfer. The caller sounds exactly like her, but the situation
seems a bit out of place. Under stress and frustration, she hands
the phone over to someone who sounds like the victim’s father,
who confirms the situation. Without hesitation, many would
transfer the money even though they’re technically talking to
a stranger.

Now consider state-actors with considerable amounts of
time and resources. They could target workers at power plants
and other critical infrastructure by posing as their adminis-
trators. Over a phone call, they could convince the worker
to change a configuration or reveal confidential information
which would lead to a cyber breach or a catastrophic failure.
Attackers could even pose as military officials or politicians
leading to a breach of national security.

These scenarios are plausible because some existing real-
time frameworks can impersonate an individual’s face or voice
using very little information. For example, some real-time
methods can reenact a face with one sample image [11] and
some can clone a voice with just a few seconds of audio [12].
Using these technologies, an attacker would only need to call
the source voice for a few seconds or scrape the source’s
image from the internet to perform the attack. Here is a more
concise version in paragraph form, preserving the citations and
covering both voice and video modalities:

Real-time deepfakes (RT-DFs) have rapidly evolved from a
theoretical risk into a practical threat, with documented harms
across financial fraud, political deception, corporate espionage,

!Examples of RT-DF tools: https://github.com/iperov/DeepFaceLive
https://github.com/hacksider/Deep-Live-Cam
https://apps.apple.com/us/app/real-deep-real-time-deep- fake/id1639829534
https://www.respeecher.com/
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and extortion. In finance, attackers have used real-time voice
cloning to impersonate executives and induce unauthorized
transfers, including an early case in which scammers mimicked
a CEO’s voice to steal $243,000 [13], as well as a 2024
incident in which a Hong Kong employee was deceived during
a deepfake video call featuring fabricated likenesses of the
company’s CFO and other staff, leading to a loss of roughly
$25.6 million [14]. RT-DFs have also been used in large-scale
theft, such as a $35 million bank heist carried out through
fraudulent audio calls impersonating a company director [15].

Beyond direct financial theft, RT-DFs enable manipulation,
infiltration, and intelligence gathering. Politically, they can
be used to impersonate influential figures and interfere with
diplomatic or public processes [16]; this vulnerability was
exposed when senior European MPs joined Zoom meetings
with individuals posing as Russian opposition figures [17]. In
corporate settings, the FBI has warned that cybercriminals are
using deepfakes in job interviews to obtain remote positions
and gain access to sensitive systems and information [18]. RT-
DFs have also been deployed for executive targeting: in May
2024, attackers reportedly used a deepfake of WPP CEO Mark
Read’s voice and likeness in a Microsoft Teams meeting to
solicit money and personal information from other executives
[19].

RT-DFs are also expanding into coercive scams designed
to provoke panic and extract payment. One notable example
involved an Arizona mother who received a call in which
scammers used Al-cloned audio of her daughter’s voice to
simulate a kidnapping and demand a $1 million ransom
[20]. Taken together, these cases show that RT-DF threats
now span both voice and video modalities and are becoming
more diverse, scalable, and operationally sophisticated. Their
progression from isolated fraud attempts to coordinated, high-
impact attacks highlights the urgent need for stronger detec-
tion, authentication, and prevention mechanisms.

B. The Gap in Current Defenses

While numerous methods have been proposed for detect-
ing deepfakes [1], [21], the rapidly evolving nature of this
technology presents significant challenges to existing defense
mechanisms. Current approaches typically rely on deep learn-
ing models to either (1) identify artifacts or inconsistencies in
generated media, or (2) detect forensic evidence such as latent
noise patterns. However, these methods face two fundamental
problems that limit their long-term effectiveness:

Longevity. Methods that identify semantic errors or arti-
facts operate under the assumption that deepfake quality
will remain relatively stable. However, evidence clearly
demonstrates that deepfake quality is rapidly improving
[22]. Consequently, artifact-based methods face a high risk
of obsolescence within a short timeframe, as deepfake
technology outpaces their detection capabilities.

Evasion. Methods relying on latent noise patterns are vulner-
able to evasion through simple post-processing techniques.
For instance, a deepfake can be passed through a low-pass
filter, undergo compression, or be subjected to additive
noise. Critically, these processes are common in audio
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Fig. 1: Overview of the proposed defense against fake calls:
the victim requests the caller to perform a task that is difficult
for deepfake models to execute accurately. If the response is
distorted or fails to address the task, the caller is likely a
deepfake.

and video calls, potentially eliminating forensic evidence
without additional effort from the attacker.

These weaknesses are amplified in the real-time setting. The
signal degradation that pervades a live call already mimics
the post-processing an evader would otherwise have to apply,
while the strict latency budget of an interactive conversation
rules out the heavyweight forensic analysis that some defenses
depend on. Detecting RT-DFs therefore demands a fundamen-
tally different posture, one that does not wait for the attacker’s
content to betray itself.

II. REAL-TIME DF-CAPTCHA

Rather than wait for an artifact to appear, we flip the dy-
namic and force the adversary into the spotlight. We introduce
Deepfake-CAPTCHA (DF-CAPTCHA): a system that auto-
matically detects deepfake calls through challenge-response
analysis (illustrated in Fig. 1). DF-CAPTCHA actively en-
gages the caller by issuing a specific task (the challenge),
deliberately chosen to be effortless for a human yet outside
the operating envelope of a real-time deepfake pipeline. Our
key insight is that, unlike general-purpose generative models,
RT-DF pipelines are tightly constrained: every frame must
preserve the target’s identity, geometry, and temporal coher-
ence under a strict latency budget. This rigidity makes the
pipeline brittle along many axes and exposes a rich attack
surface for the defender to exploit. When a deepfake attempts
the challenge, the resulting content (the response) collapses
in ways that are conspicuous to an anomaly detector, a
downstream classifier, or even the intended victim.

In our previous work [23], we focused exclusively on RT-
DF attacks involving audio-based voice cloning. In this paper,
we extend that framework to video-based attacks, enabling a
comprehensive analysis of RT-DF threats across both audio
and video modalities. Concretely, our extension contributes
(1) a threat analysis of current RT-DF face-impersonation
technologies supported by a user study, (2) the proposal and



JOURNAL OF KX CLASS FILES, VOL. 14, NO. 8, AUGUST 2021

in-depth evaluation of novel defensive challenges for real-
time face impersonation, and (3) insights into the structural
limitations of existing RT-DF face-impersonation pipelines.
Together, these allow us to assess DF-CAPTCHA across a
substantially broader range of real-time deepfake scenarios.

Our results show that DF-CAPTCHA substantially improves
the performance of state-of-the-art deepfake detectors in both
modalities, offering a robust and adaptive defense against
increasingly sophisticated RT-DF attacks. Beyond improving
detection accuracy, it provides a scalable framework that can
evolve alongside the underlying deepfake technology.

A. Contributions

In summary, this work makes the following contributions:

o The first active defense against RT-DFs. Our approach
(1) provides stronger detection guarantees than passive,
artifact-based methods, and (ii) offers improved longevity
through an extensible challenge set that can adapt as
deepfake technology evolves.

o A formal definition and analysis of DF-CAPTCHA.
We define what constitutes a strong deepfake CAPTCHA,
formalize the four constraints a challenge must impose
on the adversary, and present an initial catalogue of
CAPTCHASs together with a security and usability anal-
ysis.

o The first comprehensive threat evaluation of RT-
DF technology with real users. We evaluate four RT-
DF face-replacement models with 38 volunteers and
five voice-cloning models with 41 volunteers, providing
the first user-study-grounded view of the current RT-DF
threat landscape.

o An end-to-end performance and robustness evalu-
ation. We provide an in-depth analysis of how DF-
CAPTCHA performs in both the video and audio do-
mains, and of its resilience against an evasive adversary.

These contributions collectively advance deepfake detection by
offering a novel, adaptable, and thoroughly evaluated approach
to the evolving threat of real-time deepfakes.

III. LITERATURE REVIEW
A. Audio Deepfake Detection

Audio deepfake detection (ADD) systems typically follow
a three-step pipeline:

1) Convert audio clip a into frames a®, . .a™

2) Extract feature representations Wz (e.g., STFT,
MFCC, CQCC [24], [25], or raw waveform)

3) Pass frames through a detector to predict authenticity

ADD systems use either classifiers [26]-[28] or anomaly
detectors [29]. Classifiers are trained on labeled real and fake
audio data, automatically identifying distinguishing features
[30]. However, they assume all deepfake types are in the
training set, requiring retraining for new technologies. Models
range from classical machine learning [31] to deep learn-
ing architectures [32]-[35]. Anomaly detectors, trained only
on real voice data, flag abnormal patterns. They use voice

recognition embeddings [36] or one-class models like OC-
SVMs and GMMs [29], [32], [37]. Despite efforts to improve
generalization [38], ADD systems still struggle with new
audio distributions and novel deepfake technologies [39]. A
comprehensive review of modern ADD systems can be found
in [21].

Fraudulent Call Prevention Services. Existing fraudulent
call prevention services use blacklists and statistical
information surrounding a caller’s phone number to identify
and block suspicious calls (e.g., Truecaller, Robo Killer and
Nomorobo). These approaches are only effective against
general phishing attacks where many fraudulent calls are
made from the same numbers or same telephony region.
However, in our threat model, we focus on spear phishing
attacks where specific victims are targeted and the attacks are
crafted for those victims. In a spear phishing attack the caller
only needs to make one call from a ’clean’ phone number
once to achieve his or her goal, making existing prevention
methods less effective. In contrast, our DF-CAPTCHA
method (1) examines the content of the call (i.e., analyzes the
caller’s voice) and (2) does not require any prior knowledge
of potential callers (voice identities, phone numbers, etc.)
making it a suitable defense against spear phishing attacks
which use RT-DFs.

B. Video Deepfake Detection

Video deepfake detection (VDD) systems typically follow
a four-step pipeline:

1) Convert video clip @ into frames V), ...a("™

2) Detect and locate human faces in each frame

3) Extract features manually or automatically

4) Pass frames through a detector to predict authenticity

Features extracted include facial landmarks [40], [41],
movement patterns using optical flow [42], or deep learning
embeddings [43], [44].

VDD approaches are broadly categorized into handcrafted
features and deep learning techniques. Handcrafted methods
include 3D head position estimation [41], multimedia stream
descriptors [45], biological signals like heart rate [46], and
eye-blinking analysis [47]. Deep learning approaches encom-
pass CNN models for facial landmark analysis [48], CNN-
RNN architectures for frame-level detection [49], [50], multi-
task CNNs with RNNs [51], and temporal information learning
[52]. Advanced techniques combine facial and behavioral
biometrics [30], employ heart rate measurement with Neural-
ODEs [53], and utilize multi-scale self-texture attention [54].

These methods aim to distinguish between real and fake
videos by analyzing various aspects of video content. How-
ever, challenges persist in generalizing to new types of deep-
fakes and handling different video qualities. For a compre-
hensive review of modern VDD systems, readers can refer to
[22].

C. Limitations of Current Defenses

Current deepfake detection methods in both video and audio
domains primarily employ passive analysis, examining content
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without engaging the caller. In contrast, our proposed DF-
CAPTCHA method introduces an active defense paradigm. By
compelling the deepfake function to generate content beyond
its capabilities, DF-CAPTCHA induces more pronounced ar-
tifacts, enhancing detection efficacy. DF-CAPTCHA’s active
approach offers significant advantages over existing methods.
It improves detection rates and ensures longevity against
evolving attacks by targeting specific limitations of deepfake
technologies. Moreover, the challenge-response nature of DF-
CAPTCHA enables precise localization of artifacts within
media streams. This targeted analysis increases efficiency by
focusing on specific segments rather than entire streams, over-
coming limitations associated with fixed-size segment analysis
methods [27], [32], [39], [49]. By actively probing deepfake
limitations and leveraging precise artifact localization, DF-
CAPTCHA presents a more robust, efficient, and adaptable
solution to the challenges posed by real-time deepfakes in both
audio and video domains.

IV. METHODOLOGY

This section examines the limitations of RT-DFs and uses
them to define how D-CAPTCHAs work.

A. RT-DF Limitations

Current RT-DF models generate only content within the
scope of the task on which they were trained. For example, a
model trained to reenact t’s face in a roughly frontal pose or
generate ¢’s voice in a calm speaking style will generally fail
on other content. This is evident in facial reenactment systems
such as [11] and [55]: they perform well on frontal faces but
cannot generate the back of the target’s head. Likewise, audio
RT-DFs struggle to identify and reproduce sounds outside the
regime emphasized by the training data, loss functions, and
overall pipeline, such as when the system is optimized for
normal speech.

An ideal RT-DF would generate realistic, identity-faithful
content of ¢ performing an arbitrary task. Existing RT-DFs
are not ideal because they are trained for narrower tasks,
which allows f; to better preserve identity and realism in z,
when driven by x,. Thus, even if out-of-domain tasks can
be anticipated, f; cannot realistically be trained to reproduce
them all. This limitation arises from both technology and
practicality.

1) Technology: These limitations stem from the fact that
current technology cannot yet realize the ideal RT-DF.

Inference Speed. The rate of audio-frame generation depends
on the efficiency of the deepfake pipeline and the model
architecture. Supporting a broad range of tasks would
require many more parameters’ and likely more complex
feature extractors. For example, current RT-DFs would
need higher-resolution STFTs and MFCCs to cover a wider
frequency range.

2For reference, the voice deepfake model StarGAN [56], a audio-based
RT-DF, has about 53 million parameters. In contrast, models that generate
arbitrary content, such as DALL-E 2 and Imagen, use 3.5-4.6 billion param-
eters. Moreover, methods such as stable diffusion require multiple passes.

Feature Representation. To learn and reproduce patterns in
s, the model must extract meaningful representations
from the media. In voice, salient patterns often lie in lower
frequencies and have a relatively stable spectral envelope
compared with sounds such as singing or clapping. Cur-
rent pipelines often rely on compressed features such as
MFCCs or STFTs sampled at relatively low rates (e.g., 16—
24 kHz [21]). Capturing a wider frequency range would
require higher-resolution input, but this greatly increases
model complexity and training difficulty. In face genera-
tion, preprocessing is also critical before the model sees the
input. This often includes detecting, cropping, and aligning
the driver’s face. Some pipelines reduce preprocessing to
facial landmarks only, which may omit subtle cues such as
muscle contractions and thereby limit nuanced generation.

Training. Training requires a loss function to guide optimiza-
tion. Modern RT-DF systems typically use at least two: one
for realism (e.g., adversarial loss) and one for preserving
the identity of ¢ in z, (e.g., perceptual loss) [1]. Supporting
additional tasks would likely require additional losses, but
these objectives compete during optimization, so some
aspects degrade. More losses can also make convergence
harder. In addition, x5 may contain multiple identities or
irrelevant content, such as multiple faces and physical
interactions in video, or multiple voices and background
sounds such as music in audio. To use such a source signal,
the model would need to isolate the relevant components
and then recombine them correctly in z4; otherwise, the
output will be corrupted or the missing context will be
noticeable to the victim. To the best of our knowledge,
this remains an open problem.

2) Resources: These limitations arise when the desired out-
put may be achievable with current technology, but obtaining
it is prohibitively expensive or impractical.

Data Collection. Producing a high-quality RT-DF of ¢ re-
quires substantial audio data from ¢ (e.g., [56] requires
20-30 minutes). However, it is impractical for an attacker
to collect audio of ¢ performing many specific tasks beyond
ordinary speech. Lower quality may be possible with zero-
shot learning, but this still requires (1) a broad dataset cov-
ering many possible tasks and (2) a model that generalizes
those samples to new identities.

Knowledge. Building a system that can handle even a subset
of arbitrary tasks requires significant expertise in generative
deep learning. This raises the barrier for casual attackers,
though not necessarily for advanced adversaries.

Labeling. Annotating and labeling large datasets is expensive
and time-consuming, and the burden increases with the
number of classes (tasks).

Assets. An ideal RT-DF capable of arbitrary tasks would
likely be highly complex. Running such a model in real
time would require a powerful GPU, which may be pro-
hibitively expensive or may not yet exist.

3) Outlook on RT-DF Limitations: The limitations de-
scribed here apply to current RT-DF systems. Although they
are difficult to overcome, future RT-DF technologies may not
share all of them. Still, we expect that some constraints,



JOURNAL OF KX CLASS FILES, VOL. 14, NO. 8, AUGUST 2021

especially data collection and training, will remain relevant
for novel systems in the near future.

Therefore, to gain an advantage over the adversary, defenses
should exploit RT-DF limitations whenever possible.

B. Defining DF-CAPTCHA

The concept of CAPTCHA, as defined by Ahn et al. [57], is
“a cryptographic protocol whose underlying hardness assump-
tion is based on an Al problem.” This protocol traditionally
follows a challenge-response procedure between a server A
(the verifier) and a client B (the prover), structured as follows:

1) A — B : c (Server sends challenge c to client)

2) B — A :r. (Client sends response r. to challenge c)

3) A:V(r.) € {pass, fail} (Server verifies if r. resolves
challenge c)

Conventional CAPTCHAs, such as reCAPTCHA, aim to
differentiate humans from bots by presenting tasks that are
simple for humans but challenging for automated systems
(e.g., decoding distorted text).

In contrast, our proposed Deepfake-CAPTCHA (DF-
CAPTCHA) introduces a paradigm shift by challenging the
client to create content under specific constraints:

1) Realism: The generated content must appear authentic to
both human perception and machine learning models.

2) Identity: The content must accurately reflect a given
identity ¢.

3) Task Complexity: The content must depict identity ¢
performing an arbitrary task that is difficult for current
deepfake technologies to generate convincingly.

4) Real-Time Generation: The content must be produced
in real-time, without significant delay.

This novel approach leverages the current limitations of
Real-Time Deepfake (RT-DF) technologies. While existing
RT-DF systems struggle to satisfy these constraints simul-
taneously, humans can easily meet these requirements. The
“hardness’ of a DF-CAPTCHA is thus directly correlated with
the current limitations of RT-DF technology.

Importantly, like modern CAPTCHA systems, DF-
CAPTCHA is designed with extensibility in mind. As RT-DF
technologies evolve, new challenges can be seamlessly
integrated into the system, ensuring its effectiveness against
future threats. This adaptability provides our system with a
crucial advantage in the ongoing arms race between deepfake
creation and detection technologies.

By framing deepfake detection as a challenge-response
protocol, DF-CAPTCHA not only offers a robust method for
identifying synthetic content but also establishes a flexible
framework that can evolve alongside advancements in deep-
fake technology. This approach represents a significant step
forward in active defense strategies against real-time deepfakes
in both audio and video domains.

1) Creating a Challenge: A challenge in the DF-
CAPTCHA system is designed to assess a caller’s ability
to create content that simultaneously satisfies four key con-
straints: realism, identity, task complexity, and time. Each of
these constraints serves a specific purpose in differentiating
between genuine human responses and deepfake attempts:

Realism constraints are crucial for ensuring the absence of
latent or semantic anomalies in the response. This helps in
identifying synthetic content that may appear superficially
convincing but contains subtle inconsistencies.

Identity constraints are designed to push deepfake models
beyond their current capabilities, exploiting known limi-
tations in their ability to generate certain types of content.

Task constraints are designed to push deepfake models be-
yond their current capabilities, exploiting known limita-
tions in their ability to generate certain types of content.

Time constraint ensure the use of real-time deepfake (RT-
DF) models, preventing attackers from switching to more
sophisticated offline models.

The core of each challenge is a specific task that the caller
must perform. We denote a specific task as 7', where, for
example, 7' = hum might represent the task “hum a specific
song.” The set of all possible challenges for a given task 7'
is denoted as C7. For instance, Chy,,, would encompass all
possible requests for different songs to be hummed.

The challenge selection process follows a two-step random-
ization procedure: Two random seeds, zo and 27, are generated.
zg 1s used to select a random task 7" from the set of available
tasks. 2z is then used to select a random challenge ¢ from the
set Cp.

This randomized selection process ensures unpredictability
in the challenges, making it difficult for attackers to anticipate
and prepare for specific tasks. By combining these carefully
designed constraints with a randomized selection mechanism,
the DF-CAPTCHA system creates challenges that are easily
surmountable by genuine human callers but present significant
obstacles for current RT-DF technologies.

Table I presents a selection of tasks that can be employed
in DF-CAPTCHA challenges. Our evaluation assumes that the
Real-Time Deepfake (RT-DF) under test has been optimized
for maximum performance on a single task: regular talking in
audio and face video. This assumption allows us to assess the
effectiveness of diverse challenges against a highly specialized
RT-DF system.

We conducted an assessment of these tasks based on obser-
vations from various RT-DF models. Our evaluation considers
key factors:

Effectiveness: This metric quantifies the difficulty for a mod-
ern RT-DF to successfully create a convincing deepfake of
target identity ¢ given the specific task constraints. Higher
hardness indicates a more challenging task for the RT-DF
system.

Robustness: This factor identifies potential evasion strategies
that an adversary might employ for each task. We con-
sider two primary evasion tactics: Bypass: The attacker
disables the RT-DF and directly interacts with our system.
Mix: The attacker combines the RT-DF output (a,) with
additional audio sources. For example, to evade a ’talk &
clap’ challenge, an attacker might create a’g = a4+ dclap.
where ac,p is captured from a separate microphone to
avoid disrupting the RT-DF process (i.e., f¢(as + am)).

Sophistication: We evaluate the efficacy of each challenge
against two levels of attackers: Naive Attacker: Uses
existing datasets and limited samples of ¢ to train f;, and
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routes all audio through f; (e.g., using an unmodified
library from GitHub). Advanced Attacker: Collects a
practical amount of samples on ¢ (e.g., 20 minutes) and
can mix additional sources into a,.

Our analysis reveals that a robust challenge is character-
ized by a random task 7" and a random challenge c¢ drawn
from Cp, which collectively present significant difficulties for
the adversary across all four constraints (realism, identity,
task complexity, and time). This comprehensive evaluation
framework enables us to systematically assess and refine the
challenges used in the DF-CAPTCHA system, ensuring their
effectiveness against a range of potential attack strategies. By
considering both the limitations of current RT-DF technologies
and the capabilities of different attacker profiles, we can
design challenges that maintain a high level of security while
remaining feasible for genuine human responses.

2) Verifying a Challenge: To determine whether V(r.) =
pass or fail, we must verify if r. adheres to the realism,
identity, task, and time constraints. While all four constraints
can be verified by a human (either a moderator or the victim),
human verification may be unreliable due to lack of confidence
or susceptibility to social engineering. Therefore, we propose
an automated verification method for each constraint that
doesn’t require prior knowledge of the target identity ¢.

The verification process for r. involves validating each
constraint separately:

Realism Verification (R). This check identifies distortions
and artifacts in r, that may occur when an RT-DF operates
outside its capabilities or when a low-quality RT-DF is
used. We employ existing anomaly detectors and deepfake
classifiers to assess the content’s realism. R outputs a
score in the range [0,00) or [0,1], indicating the degree
of unrealism in 7.

Identity Verification (Z). To verify that r. maintains the
claimed identity ¢, we:

1) Collect a short sample a; of the caller before the
challenge, with the victim confirming the identity.

2) Use a zero-shot recognition model to compare the iden-
tities in a; and 7.

This two-step process prevents identity switching after the

challenge. 7 outputs a similarity score between a; and

r.. An alternative approach using continuous verification

could be employed, although it would be more resource-

intensive.

Task Verification (C). This check ensures that r. contains the
requested task, addressing scenarios where:

1) The model fails to generate the required content.
2) The attacker attempts to evade detection by performing
a different task or no task at all.

We employ a machine learning classifier for this verifica-
tion. C outputs the probability that r. does not contain the
specified task.

Time Verification (7). We verify the time constraint by en-
suring that the first frame of r is received within approxi-
mately 1 second after the challenge instructions are given.
T outputs the measured time delay, denoted as d.

The overall validation of r. is determined by comparing
the outputs of all four algorithms (7, R,Z,C) against their re-
spective thresholds (¢1, ¢2, @3, ¢4), each tuned appropriately.
We consider 7. valid if none of the algorithm outputs exceed
their thresholds, and invalid if any threshold is exceeded. In
summary, validation is performed as follows:

pass, T(d) < ¢1,R(r.) < o,
V(rc) = I(Tcaat) < ¢37C(Tc7c> < ¢4 (1)
fail, else

While the false reject rate can be adjusted by weighting
the contribution of each constraint, it’s important to note
that such adjustments may compromise the system’s security.
Therefore, careful consideration must be given to balancing
user experience with robust security measures.

This comprehensive verification process ensures that the
DF-CAPTCHA system can effectively distinguish between
genuine human responses and sophisticated deepfake attempts
across multiple dimensions of authenticity.

C. Detection Framework

DF-CAPTCHA protects users from fake callers through
three stages: call forwarding, challenge creation, and response
verification.

1: Call Forwarding. Calls can be routed to DF-CAPTCHA in
several ways. In high-risk settings, all calls may be screened.
Alternatively, screening can be triggered by blacklists, policies
for callers outside the user’s address book, unexpected or un-
known calls, suspicious conversations, unusual call behavior,
or before sensitive discussions.

2: Challenge Creation. A random challenge ¢ is sampled
from the available challenge set, and instructions are gener-
ated describing the required action and its start cue. These
instructions are delivered to the caller, e.g., via Text-to-Speech
(TTS).

At the start of the challenge, the caller states their name.

This sample, denoted a;, is shared with the victim for acknowl-
edgment and used for identity verification.’> The instructions
are then given, followed by a tone. The delay between the
tone and the first response is measured and included in . for
time verification (7). After a fixed interval, the response is
recorded as r. and passed to the verification stage.
3: Response Verification. The response 7. and its timing
data are evaluated by 7,R,C, and Z. If all outputs are below
their respective thresholds, a; is played to the user. If the user
accepts the claimed identity, the DF-CAPTCHA passes and
the call is connected or resumed.

If any component exceeds its threshold, the call is dropped
and evidence is presented to the user. This may include which
constraint(s) failed, by how much, and playback of a;, ¢, and
r. when appropriate.

Although the execution order is not semantically important,
we suggest 7 — R — C — 7 to reduce unnecessary com-
putation. In higher-security settings, multiple DF-CAPTCHAs
can be issued and verified to reduce the false negative rate.

3This prevents an attacker from simply disabling the RT-DF during the
challenge and responding with their real voice or face.
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Fig. 2: An overview of the proposed DF-CAPTCHA system: (1) Calls are forwarded to the system using a blacklist, whitelist,
policy or the victim’s intuition, (2) a random DF-CAPTCHA ¢ with accompanying instructions is generated and send to the
caller as a challenge, (3) the response r. is verified against the four constraints (time, realism, identity, task) and if all four
pass then the call is connected/resumed. Otherwise, the call is dropped and evidence is provided to the victim.

D. Deployment

The framework can be deployed either on-device, such

as as a phone app, or in the cloud. This supports personal
call screening as well as organizational settings, including
call centers and online meeting rooms, where callers can be
screened before being admitted to sensitive conversations such
as confidential Zoom meetings [17], [58].
Usability & Limitations. DF-CAPTCHA provides a practical
active defense against real-time impersonation, but it also
has important limitations. It is designed specifically for Real-
Time Deepfakes (RT-DFs), making it effective against live
impersonation attempts but not against pre-recorded deepfake
content. As an active defense, it must also balance security
with convenience: poorly calibrated challenges may become
intrusive or time-consuming for legitimate callers. Neverthe-
less, this trade-off is often acceptable in high-security settings
where call authenticity is critical, such as confidential business
or sensitive personal communications.

The system can operate either autonomously or manually,
depending on the user’s needs and security requirements,
which improves usability across a range of scenarios. A
video demonstration of the system is available online.* DF-
CAPTCHA also relies on deep learning models for realism
(R), identity (Z), and task (C) verification. Although such
models are, in principle, vulnerable to adversarial attacks
[59], several factors improve robustness. Calls typically pass
through noisy and compressed channels, which can weaken
adversarial perturbations; generating adversarial examples in
real time substantially increases attack complexity and com-
putational cost; and the verification models are likely black
boxes from the attacker’s perspective, making them difficult
to query or manipulate.

Overall, while DF-CAPTCHA is limited in scope and may
introduce some user friction, it remains a strong mechanism
for protecting live call authenticity against increasingly so-
phisticated digital impersonation. Its flexibility and robustness

“https://youtu.be/izSeINj53hg

make it especially suitable for high-security environments
where the cost of a false acceptance outweighs the inconve-
nience of additional verification.

V. THREAT ANALYSIS

In this chapter, we evaluate the threat posed by Real-Time
Deepfakes (RT-DFs) by assessing the quality and capabilities
of various RT-DF models through user studies. Our exper-
imental study was designed to gauge both the performance
of current RT-DF algorithms and the ability of humans to
identify manipulated content in realistic settings. Participants
were exposed to authentic and manipulated media in audio
and video scenarios and were asked to judge realism, identity,
trust, and authenticity. This allows us to characterize the
present threat level of RT-DFs while also measuring how well
human observers can detect them. All of our experiments were
approved by our university’s ethics committee.

Because this paper is an extension of our original audio-
focused work, the audio results reported here summarize
and build on our original findings, while the video results
constitute the new experimental component introduced in this
journal version. To present a unified view of the RT-DF threat
landscape, we describe the audio and video evaluations in
parallel.

A. Audio and Video RT-DF's

We evaluate RT-DFs in both the audio and video domains
using separate user studies. In the audio domain, we assess
the quality of five RT-DF voice cloning models from the
perspective of 41 volunteers. In the video domain, we assess
the quality of four different RT-DF face-manipulation models
based on feedback from 38 volunteers. In both studies, the
participants were university students with an average age of
25, and most were not studying computer science or related
disciplines. In the audio study, 18 participants were women
and 23 were men. In the video study, the group comprised 15
women and 23 men. To avoid bias in the video experiments,
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TABLE I: Examples of video-based (top) and audio-based (bottom) tasks which can be used as challenges in a D-CAPTCHA.
Strong challenges are hard for the adversary on all four constraints: realism, identity, complexity and time.

Hardness Weakness Effectiveness
Task (7)) Acronym Usability | Realism Identity Task Time | Evasions | Naive Attacker Advanced Attacker

Video-based Tasks

Drop Object DO ° ° ° o ° ° °
Bounce Object BO . . . o . . .
Fold Shirt FS . . . . . . o
Stroke hair SH . . . o . ° °
Interact with Background 1B o ° o o ° o o
Spill Water SW o . ° — ° o °
Pick Up Object PO . . . o . . o
Hand Expressions HE ° . . o . . .
Tongue Motion ™ o . . — . ° .
Fold Ear FE . . . o . . .
Face Occlusions FO o . o . . ° .
Remove Glasses RG o o . . . ° o
Walking Out of Frame WOF . o — ° . bypass o —
Moving Close and Far MCF . . . . . ° °
Turn Head TH . . o . . . .
Press Nose PN ° . . o . ° .
Pressing Cheek PC . . . o . . .
Show Teeth ST . o . o ° . o
Toss Coin TC o o o — . ° .
Shine Light on Face SF o o ° ° . bypass . o
Drum on Table DT . o . . . ° o
Display Items in Hand DI . o . o . . o
Turn Around TA . . — ° ° bypass ° °
Roll Head RH . . . o . . .
Puff Cheeks PC ° . . o ° ° °
Mouth Shapes MS o o . o . . .
Eye Gestures \N o o ° — . mix . o
Display Multiple Faces MF — o — ° . mix ° —
Audio-based Tasks

Clear Throat CT . ° o ° ° ° o
Hold Musical Note HN . o o . . ° .
Hum Tune HT . . . . . ° .
Laugh L o . . . . ° .
Mimic Speaking Style MS o ° ° o . o o
Repeat Accent R o . . o . o o
Sing S ° . . ° ° . .
Speak with Emotion SE ° . ° o ° ° .
Yawn Y o . o . . ° .
Blow Noises BN . . — ° . bypass ° —
Blow on Mic BM o . - . . bypass ° -
Clap Cl . o — . . bypass . —
Click Tongue Clk . . — ° . bypass . —
Cough Co ° ° — ° ° bypass ° —
Horse Lips HL o . — . . bypass . —
Knock K o o — . . bypass . —
Playback Audio PA — . — . . bypass ° —
Raspberry R . . — . . bypass ° —
Sound Effect SFX . . — ° . bypass . —
Touch Mic ™ o . — . . bypass . —
Type T o . — . . bypass . —
Whistle \ — . — ° . bypass ° —
Talk & Clap T&C o . ° ° . mix ° —
Talk & Knock T&K o . . . . mix . —
Talk & Playback P — . . . . mix . —
Talk with Tones TT . . ° . . mix . .
Vary Speed VS . . . o . mix . °
Vary Volume \Y . . . o . mix . °
e: high, o: medium, —: Tow

the volunteers were not informed that the study concerned
deepfakes or cybersecurity until the end of the experiment.

B. Experiment Setup

1) RT-DF Models: For the audio evaluation, we surveyed
25 voice cloning papers published over the last four years that
can process audio in real time as a sequence of frames. Of
these, we selected the four recent works that published source
code: AdaIN-VC [60], MediumVC [61], FragmentVC [62],
and StarGANv2-VC [56]. We also included ASSEM-VC [63]
as an additional comparison. All audio clips in this experiment
were generated using the pre-trained models provided by the

original authors. To simulate a realistic telephony setting, the
clips were passed through a phone filter, i.e., a band-pass filter
in the 0.3-3 KHz voice range [64].

For the video evaluation, we reviewed academic papers
and popular GitHub community projects to identify the latest
technologies that (1) operate in real time and (2) provide
source code to ensure reproducibility. We selected four mod-
els: DeepFacelLab [55], FaceFusion [65], SimSwap
[66], and Roop [67]. For our experiments, all video clips
were generated using the pre-trained models provided by the
original authors.

2) Experiments: To quantify the threat of RT-DFs, we
conducted two experiments in audio and three in video.
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a) Audio experiments.: Following our original audio
evaluation, we performed two experiments on a group of 41
volunteers:

EXPla - Quality. The goal of the first experiment was to
determine how easy it is to identify an RT-DF in the best-
case scenario, namely when the victim is already expecting
a deepfake.

EXP1b - Identity. The goal of the second experiment was to
determine how well RT-DF models can clone identities.

In EXPla, volunteers were asked to rate the quality of the
voices on a scale of 1-5 (1: fake, 5: real). There were 90
audio clips presented in random order: 30 real and 60 fake,
with 12 clips from each of the five RT-DF models. The clips
were approximately 4-7 seconds long each.

In EXP1b, we selected the top two models from EXPla.
For each model, we repeated the following trial eight times.
First, the volunteer listened to two real samples of the target
identity as a baseline. Then we played two real and two fake
samples in random order and asked the volunteer to rate how
similar the speakers sounded compared to the speaker in the
baseline.

If a model has a positive mean opinion score (MOS) in
both EXPla and EXPI1b, then it poses a considerable threat,
since it can (1) synthesize high-quality speech, (2) that sounds
like the target, and (3) do so in real time. The distribution of
ratings across the five audio RT-DF models and real recordings
is shown in Fig. 3.

b) Video experiments.: To quantify the threat of RT-DFs
in video, we performed three experiments on a group of 38
volunteers:

EXP2a - Authenticity. The goal of the first experiment was
to assess whether a victim would perceive a deepfake video
as authentic without anticipating a deepfake. In other words,
how likely would someone fall for this attack?

EXP2b - Detection. This experiment aimed to assess partic-
ipants’ ability to discriminate between deepfake-generated
videos and authentic footage while anticipating that some of
the videos would be fake. In other words, does an informed
decision affect one’s susceptibility?

EXP2c - Quality. This phase of the experiment aimed to
evaluate the perceptual quality and believability of syntheti-
cally generated videos. In other words, which technology is
the best?

In EXP2a, participants were shown a video of a student
introducing themselves using the standard script: “Hello, my
name is [Name], and I study at [University Name].” The
participants, who were unfamiliar with the identities in the
videos, were asked to rate their trust in the person on a scale
of 1-5. The participant pool was divided into two groups. For
each identity, one group viewed the authentic recording and
the other viewed a deepfake version of the same identity. At
this stage, participants were unaware that some videos had
been generated by deepfake algorithms or that the study was
evaluating deepfake perception. The goal was to determine
whether there is a significant difference in how people perceive
and trust authentic versus deepfake videos.

In EXP2b, participants were informed that the videos
they were about to view contained both authentic and syn-

thetic content. The synthetic videos were generated using
DeepFaceLab, the algorithm that produced the most con-
vincing results in our earlier evaluation. Participants were
then shown a mix of authentic and deepfake videos and
were asked to rate authenticity on a 5-point Likert scale:
(1) Certain the video is authentic, (2) Believe the video is
authentic, (3) Uncertain about the video’s authenticity, (4)
Believe the video is synthetic, and (5) Certain the video is
synthetic. The objective was to test whether people could
accurately distinguish between authentic and deepfake videos
when explicitly primed to do so.

In EXP2¢, we compared the previously selected deep-
fake algorithms directly. Participants were shown five videos
generated by each deepfake algorithm and five authentic
recordings. For each video, they rated two attributes. The
first was perceived authenticity on a 1-5 scale, where 1
indicated “easily identifiable as Al-generated” and 5 indicated
“indistinguishable from a genuine recording.” The second was
overall video quality, focusing on visual clarity and fidelity,
again on a 1-5 scale, where 1 represented “low quality with
noticeable distortions” and 5 represented “high quality with no
apparent flaws.” This design allowed us to distinguish between
an algorithm’s ability to generate convincing fakes and its
ability to produce high-quality visual output. The distributions
of ratings across the evaluated video RT-DF models and real
videos are shown in Fig. 4.

C. Experiment Results

a) Audio results.: The audio results reported here sum-
marize our original findings and serve as the historical baseline
for the multimodal threat analysis in this extension paper.

EXP1a. To analyze the quality (realism) of the models, we
compared the MOS scores of the deepfake audio to the MOS
of the real audio, where both were scored blindly. In Fig. 3,
we plot the distribution of each model’s MOS compared to
real audio. Roughly 20-50% of the volunteers gave the RT-
DF audio a positive score, with StarGANv2-VC achieving
the highest quality.

Because opinion scores are subjective, we further normal-
ized the MOS to estimate how often volunteers were actually
fooled by an RT-DF. In principle, the range of scores given by
volunteer k to real audio captures that volunteer’s trust range.
Let p*_, and 0%, denote the mean and standard deviation of
volunteer k’s scores on real clips. We estimate that a volunteer
would likely be fooled by a clip if they assigned it a score
greater than p* , — o

Using this measure, Fig. 5 presents the attack success
rate for each RT-DF model. We found that StarGANv2-VC
had the highest success rate, fooling 46% of the volunteers.
This indicates that although current RT-DF models are not
perfect, they can still fool people even under conservative
conditions. We note that these results should not be interpreted
as the likelihood of a real-world attack succeeding, since our
volunteers were actively expecting deepfakes and therefore
listened carefully for artifacts. A true victim under pressure
would likely overlook at least some of these anomalies.

real*
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EXP1b. To analyze the ability of the models to copy
identities, we normalized volunteer k’s scores on fake audio
by computing

score — pk_

k

Oreal

Figure 6 plots the distribution of the normalized scores on fake
audio. We observe that the volunteers were mostly indecisive,
rating some fake clips as more authentic and some as less. For
the majority of cases (score > —1), volunteers felt that the
identity had been captured well by the top two models.

b) Video results.: EXP2a. To assess blind authenticity,
we compared the MOS assigned to each identity in both its
genuine and deepfake forms. Specifically, for each identity we
computed the difference between the mean score given to the
fake version and the mean score given to the real version, i.e.,
15 ke = Hieq- A positive value indicates that the deepfake
identity was perceived as more trustworthy than the genuine
one, while a negative value indicates the opposite.

Figure 8 presents the distribution of these values. The
distribution is approximately centered around zero and is close
to normal, with nearly 50% of the sample showing a positive
difference. In other words, for about half of the identities, the
fake video was perceived as more trustworthy than the real
one. This suggests that the artifacts or distortions present in
current RT-DF videos do not significantly reduce perceived
trust and supports our hypothesis that real-time deepfake
videos can effectively mislead victims.

EXP2b. To analyze the detection ability of the volunteers,
we calculated the MOS for each user across all videos.
Figure 7 compares the resulting distributions for fake and
real videos. Two main conclusions emerge. First, participants
struggled to accurately identify fake videos, achieving only
about 67% recall. Second, when explicitly asked to look for
deepfakes, they became overly suspicious and misidentified
genuine videos as fake in approximately 41% of cases. This
high false positive rate indicates a tendency toward over-
detection once participants are primed to suspect manipulation.

These findings show that even after being informed that
some videos are fake, people still cannot reliably distinguish
authentic videos from real-time deepfake videos. More impor-
tantly, the combination of relatively low fake-video detection
and high false-positive rates on real videos shows that human
judgment alone is not sufficient to defend against this threat.

EXP2c. To analyze the quality (realism) of the video
models, we compared the MOS scores of the deepfake models
to the MOS of the real videos, again under blind scoring.
Figure 4 shows the distribution of ratings for each model
relative to real video. Based on these results, we selected the
best-performing model for the later DF-CAPTCHA evaluation.

D. Takeaways for DF-CAPTCHA

Taken together, the audio and video experiments paint a
consistent picture. In audio, our original findings showed that
even when users are expecting manipulation, modern RT-DF
systems can still produce speech that is perceived as realistic
and identity-consistent, with StarGANv2-VC fooling 46%
of listeners under these conservative conditions (Figs. 3-6). In
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Fig. 3: RT-DF Quality - The distribution of ratings which the
volunteers gave to each of the RT-DF models and real voice
recordings (1: fake, 5: real).
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Fig. 4: RT-DF Quality - The distribution of ratings which the
volunteers gave to each of the DF models and real videos
recordings (1: fake, 5: real).

S

video, the new experiments in this extension show that people
often trust deepfake videos as much as real ones, and in many
cases even more, while also performing poorly when explicitly
asked to detect fakes (Figs. 8—4).

This threat analysis motivates the need for an active defense.
Passive perception is unreliable in both modalities, and RT-
DF quality is continuing to improve. Therefore, rather than
waiting for artifacts to appear naturally, DF-CAPTCHA aims
to induce them deliberately by forcing the model outside its
stable operating regime.

VI. DF-CAPTCHA EVALUATION

We evaluate DF-CAPTCHA across both audio and video
modalities, presenting them in parallel to highlight the gen-
erality of the active defense principle and to enable direct
comparison. The audio pipeline extends our prior conference
work [23], where the core challenge-response framework was
first introduced and validated for voice-based RT-DFs. The
video pipeline is the primary new contribution of this paper,
extending the framework to face-based RT-DFs in video calls.
By evaluating both modalities together, we aim to demonstrate
that DF-CAPTCHA’s advantages are not modality-specific,
while also surfacing meaningful differences in how the system
behaves across the two domains.
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Fig. 6: RT-DF Identity - A histogram of the normalized MOS
scores for how similar RT-DF audio sounds like the target
identity t. Positive scores are cases where volunteers thought
a fake audio sounded more like ¢ than an authentic recording
of ¢.

Across both modalities, we report the area under the ROC
curve (AUC) and equal error rate (EER). A higher AUC and
lower EER both indicate better performance. An AUC of 1.0
indicates a perfect classifier; an AUC of 0.5 indicates random
guessing.

A. Experiment Setup

1) Datasets: Audio. To evaluate the audio pipeline, we
recorded 20 English-speaking volunteers to create both speech
and challenge-response datasets. It took each volunteer over an
hour to record their data, and all volunteers were compensated
for their time. This produced four datasets:

(Dreat) 2,498 samples of real speech (100-250 random sen-
tences per volunteer).

(Dfake) 1,821 samples of RT-DF voice conversion using
StarGANv2-VC, the top-performing model from EXPla.
The model was trained to impersonate 6 of the 20 volunteers,
augmented with 14 additional voice actors from the VCTK
dataset to improve generalization.

(Dreat,r) 3,317 samples of real challenge responses across
nine tasks. Tasks performed approximately 30 times per
volunteer: sing (S), hum tune (HT), coughing (Co), vary
volume (V), and talk & playback (P). Tasks performed
approximately 5 times per volunteer: repeat accent (R), clap
(Cl), speak with emotion (SE), and vary speed (VS).

(Dyake,r) 16,123 deepfake samples produced by applying
StarGANv2-VC to Di,.eqq,r, excluding same-identity con-
versions (i.e., where s = t).

For all train-test splits, identities were kept disjoint between
train and test sets. In addition, the public ASVspoof-DF
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Fig. 7: Histogram of real and fake video scores. Positive scores
indicate the volunteer believed the video was fake. The graph
shows a high false positive rate when participants were asked
to detect fakes. There is no significant difference between fake
and real scores, suggesting that current deepfake algorithms
are challenging for humans to detect accurately.
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Fig. 8: Histogram of the difference between real and fake
identity scores in video. A score above O indicates the fake
identity was perceived as more trustworthy than the real
identity. Remarkably, 50% of fake identities were deemed
more trustworthy than their real counterparts. These results
demonstrate the significant challenge humans face in detecting
deepfakes in videos.

dataset [68] (22,617 real and 15,000 fake samples) and the
RITW dataset [39] (19,963 real and 11,816 fake samples) were
used to train the realism models. 80% of the union of these
datasets was used for training and 10% for validation (early
stopping).

Video. To evaluate the video pipeline, we recorded 20 vol-
unteers to create both regular video samples and challenge-
response videos. Volunteers were compensated for their time.
The total corpus spans 310 minutes of footage, averaging
15.5 minutes per volunteer, totaling 20.92 GB of data. This
produced four datasets:

(Dyear) 20 samples of regular video per volunteer (105 min-
utes total; 5.25 minutes per sample).

(Dyake) 20 samples of RT-DF face replacement using
DeepFacelab, the top-performing model from EXP2c,
fine-tuned on pairs from the collected dataset.

(Dreal,r) 1,000 samples of real challenge responses across ten
tasks, each performed approximately 6 times per volunteer:
far/close (FC), eyes move (EM), hand occlusion (HO), kiss
shape (KS), open mouth (OM), press cheek (PC), puff
cheeks (PCs), smile (SM), sunglasses (SG), and turn head
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(TH).
(Dyake,r) 1,000 deepfake samples produced by applying
DeepFaceLab t0 Dyeqi -

2) Models: Realism (R). For the audio pipeline, we eval-
uated five deepfake detection models. SpecRNet [26] is a
lightweight neural architecture inspired by RawNet2 [27] that
achieves competitive detection performance with significantly
reduced computational cost. One-Class [32] is based on a
ResNet-18 backbone adapted with One-Class Softmax activa-
tions for improved generalization. GMM-ASVspoof [68] is a
Gaussian mixture model operating on LFCC features, used as
the ASVspoof 2021 competition baseline. PC-DARTS [69] is
a CNN that automatically learns its own architecture and has
shown strong generalization to unseen attacks. Local Outlier
Factor (LOF) is a density-based anomaly detector.

For the video pipeline, we evaluated nine deepfake
detectors drawn from DeepfakeBench [70], using their
best-performing pretrained weights. RECCE [71] uses
reconstruction-classification learning to build compact repre-
sentations of genuine faces. FFD [72] applies attention mech-
anisms to enhance and localize manipulated facial regions.
SRM [73] exploits high-frequency image noise through multi-
scale feature extraction, residual-guided spatial attention, and
cross-modality attention. SPSL [74] combines spatial image
information with phase spectrum features to capture artifacts
from cumulative up-sampling. Xception [75] is a CNN based
on depthwise separable convolutions with residual connec-
tions. Capsule-Forensics [76] applies capsule networks to
detect a wide range of media forgeries. UCF [77] disentangles
forgery-related features to address overfitting. F3Net [78§]
leverages frequency-aware clues via DCT decomposition to
handle highly compressed manipulated video. CORE [79]
regularizes the consistency of representations across augmen-
tations to address overfitting in face forgery detection.

Task Verification (C). For audio, a separate GMM classifier
was trained per task on MFCC features, using the ASVspoof
2021 baseline model [68]. Each model classifies between
genuine responses to that specific task and all other audio
(other tasks or regular speech). A 70-30 train-test split was
used. For video, a pretrained ResNet-3D model [80] was fine-
tuned to predict which of the ten evaluated tasks is present in
a given video clip. A 75-25 train-test split was used.

Identity Verification (Z). Both pipelines convert a pretrained
recognition model into a zero-shot anomaly detector, using
a reference sample a; captured from the caller before the
challenge is issued. This reference is used to verify that the
RT-DF is not simply disabled during the challenge.

For audio, we used the ECAPA-TDNN speaker recognition
model from the SpeechBrain toolkit [81]. Identity consistency
is measured as the squared L2 distance between speaker
encodings:

I(ar,re) = |1/ (ae) = £ (rs)|? 2

where f* is the speaker encoding from an inner layer of the
model. Smaller scores indicate greater similarity between the
pre-challenge voice and the challenge response.

For video, we used a pretrained ResNet-18 model [82].
Identity consistency is measured as the cosine similarity
between frame encodings:

Sar.ry) = L L) 3)

1 (@) [[I1f*(rs)
where f* is the frame encoding from an inner layer of ResNet-
18. Higher scores indicate greater similarity. The use of cosine
similarity for video (rather than L2 distance for audio) reflects
the different embedding geometries of the two pretrained
models.

In both cases, we evaluate Z using negative pairings from
the same identity (a;, r ;) and positive pairings from different
identities (a;,7¢,;), where a;, a; € Dreals Te,isTe,j € Dreal,rs
and i # j.

3) Experimental Protocol: For each modality, we conduct
four parallel experiments:

EXP-R (R) Comparison of passive deepfake detection (base-
line) against active challenge-boosted detection across all
realism models.

EXP-C (C) Evaluation of the task verification model’s ability
to confirm that the requested challenge was actually per-
formed.

EXP-1 (Z) Evaluation of the identity verification model’s
ability to detect when a caller disables the RT-DF during
the challenge.

EXP-E (R,C,7) End-to-end evaluation of the full DF-
CAPTCHA pipeline with all three components operating
together.

We do not separately evaluate the timing constraint 7 in
either modality. It is implemented as a simple binary check
(whether the first frame of the response r. is received within
approximately one second of the challenge start) and does not
require a learned model.

B. EXP-R: Realism Detection. Active vs. Passive

The first experiment asks whether issuing a challenge
improves the detectability of deepfake artifacts compared to
passive detection of ordinary deepfake speech or video.
Audio results. Table II reports the AUC and EER for each
of the five audio detectors across the baseline scenario and
each challenge type. With the exception of SpecRNet, all
detectors benefit substantially from the challenge conditions.
The best-performing combination overall is GMM-ASVspoof
with challenges, reaching an AUC of 0.978 on the talk & clap
(T&C) task compared to its baseline AUC of 0.949. The LOF
detector shows the most dramatic single-task improvement,
reaching an AUC of 0.982 on the cough (Co) task from a
baseline of 0.678. SpecRNet is the notable exception: its AUC
degrades under several challenge conditions (e.g., from 0.952
at baseline to 0.538 on T&C), suggesting it is not well-suited
to the challenge-response setting. In terms of EER, GMM-
ASVspoof again performs best with challenges, achieving an
EER as low as 0.071 on T&C compared to its baseline EER
of 0.122.

Video results. Table III reports the AUC and EER for each
of the nine video detectors. Every model shows improved
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TABLE II: The AUC and EER of voice anomaly detectors/classifiers when used to detect deepfake voices (baseline) and when
boosted using our challenges as R. Bold values indicate a case where the challenge improves the detectors ability to spot a

deepfake.
Model | Baseline | R T&C  SE P Vs v S HT  Co |
SpecRNet 0.952 0914 0538 0.796 0.825 0.922 0.92 0.834 0.701 0.789
One-Class 0.939 0952 0967 0941 0954 0958 0957 0948 0.896 0.832
GMM-AsvSpoof 0.949 0951 0978 0.953 097 0957 0949 0928 0949 0.833
PC-DARTS 0.551 0.568 0.557 0.611 0507 0.586 0.579 0.655 0.675 0.635
LOF 0.678 0.614 0.93 0.635 0.756 0.771 0.824 0.593 0.681 0.982
Model [ Baseline R T&C SE P VS \'% S HT Co
SpecRNet 0.116 0.163 0475 0.285 0.261 0.155 0.154 0.245 0.354 0.281
One-Class 0.128 0.123  0.099 0.133 0.118 0.112 0.104 0.128 0.187 0.259
GMM-AsvSpoof 0.122 0.1 0.071  0.099 0.09 0.092 0.115 0.143 0.131 0.255
PC-DARTS 0.449 0.418 0.494 0.386 0494 043 0437 0366 0334 0415
LOF 0.326 0419 0.122 0412 0262 0.301 0.26 0.38 0.382  0.051
Real identity Fake identity Fake with challenge 10
U1 ﬁ—_:J— ¥ -
v 0.8 R auc: 0.864
® —— T&C auc: 0.985
f) 0.6 —— Coauc: 1.0
2 —— SE auc: 0.938
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o —— Pauc: 0.998
I S auc: 0.993
' —— VS auc: 0.963
0.0 4 | V auc: 0.974
0.0 02 0.4 0.6 0.8 1.0

Fig. 9: A sample of video challenges showing their effect on
stressing the limitations of modern deepfake pipelines.

performance when challenges are introduced without excep-
tion because the challenges push the pipelines our of their
capabilities causing large artifacts, as shown in Fig. 9. CORE
demonstrates the most dramatic enhancement, improving from
a baseline AUC of 0.777 to a peak of 0.987 on the eye
movement (EM) task, and achieving an EER as low as 0.04
on the same task from a baseline EER of 0.40. SRM is the
strongest model on the hand occlusion (HO) task (AUC 0.974,
EER 0.09) and performs consistently well across tasks. UCF is
the weakest overall, with several challenge conditions failing
to improve substantially over its baseline (e.g., AUC of 0.610
on HO vs. a baseline of 0.694), though it does benefit on
some tasks such as EM (AUC 0.880). Xception achieves a
near-perfect AUC of 0.993 on the EM task.

Shared insight. The pattern is consistent across both modal-
ities: challenges force RT-DF models to operate outside their
training distribution, amplifying artifacts that are otherwise
subtle or absent in ordinary deepfake content. The improve-
ment is broad, affecting most models in both domains, and the
best passive baseline in each modality is substantially weaker

False Positive Rate

Fig. 10: The performance of the audio task detection model
C.

than the best challenge-boosted result. This validates the core
premise of DF-CAPTCHA: active elicitation is more reliable
than passive observation.

C. EXP-C: Task Verification

The second experiment evaluates whether the system can
confirm that the caller actually performed the requested chal-
lenge, as opposed to staying silent, performing a different
action, or producing a deepfake response that fails to replicate
the requested task.

Audio results. Figure 10 shows the AUC of the audio task
detection model C across all nine tasks. The model performs
well across most tasks, with several reaching near-perfect
AUC: cough (Co) achieves an AUC of 1.0, hum tune (HT)
achieves 0.999, playback (P) achieves 0.998, and sing (S)
achieves 0.993. The weakest performer is the repeat accent
(R) task, which achieves an AUC of only 0.864. This can
be attributed to two compounding factors: the subtle acoustic
differences between genuine and imitated accent modifications
are inherently difficult to distinguish, and many volunteers
struggled to produce convincing accent variation, resulting
in responses that closely resembled normal speech and were
therefore hard to classify.

Video results. Figure 11 shows the AUC of the video task
detection model C across all ten tasks. Performance is near-
perfect across the board. Far/close (FC) and sunglasses (SG)
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TABLE III: AUC and EER of the video anomaly classifiers/detectors when used as deepfake detectors (baseline) and when

boosted using our proposed challenges as R. For

values indicate reduction relative to the baseline.

AUC, bold values indicate improvement over the baseline; for EER, bold

Model AUC EER
Baseline PC FC EM HO KS EM PCs SG TH SM |Baseline PC FC EM HO KS EM PCs SG TH SM
Capsule-net | 0.555 0.677 0.714 0.682 0.771 0.799 0.830 0.846 0.763 0.758 0.683| 0.35 0.37 0.36 045 038 0.33 0.27 0.25 0.29 0.30 0.41
CORE| 0.777 0.861 0.863 0.850 0.904 0.962 0987 0903 0928 0911 0951 | 040 026 0.23 0.24 0.19 0.11 0.04 0.12 0.18 0.15 0.11
F3NET | 0.750 0.803 0.843 0.874 0.902 0.908 0.945 0.805 0.830 0.862 0.923| 035 040 0.22 0.19 0.21 0.20 0.13 0.21 0.26 0.19 0.23
FFD| 0.688 0.872 0.816 0.851 0.931 0.936 0.936 0.854 0.915 0.886 0.927 | 0.35 0.18 0.32 0.25 0.15 0.15 0.19 0.26 0.00 0.12 0.18
RECCE | 0.761 0.828 0.809 0.866 0.891 0.953 0.979 0.843 0.756 0.870 0.913| 0.35 0.22 0.18 0.27 21 0.07 0.07 0.34 033 0.18 0.17
SPSL| 0.644 0.830 0.884 0.808 0.919 0.918 0.952 0.925 0.929 0.921 0.905| 0.45 0.27 0.24 0.27 0.18 0.22 0.10 0.19 0.13 0.18 0.14
SRM | 0.794 0.926 0.862 0.858 0.974 0.952 0.980 0.944 0.903 0.875 0.920| 0.25 0.11 0.26 0.33 0.09 0.11 0.07 0.07 0.16 0.25 0.15
UCF | 0.694 0.677 0.628 0.804 0.610 0.649 0.880 0.664 0.632 0.443 0.794| 0.35 031 041 0.28 045 0.35 0.16 0.32 0.45 0.58 0.23
Xception | 0.733  0.804 0.850 0.864 0.904 0.948 0.993 0.880 0.907 0.941 0.873| 0.35 0.29 0.22 0.19 0.19 0.10 0.03 0.17 0.25 0.13 0.19
1.0 — . 1.0 4 /
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Fig. 11: The performance of the video task detection model
C.

both achieve an AUC of 1.000. Kiss shape (KS) achieves
0.982, open mouth (OM) achieves 0.996, press cheek (PC)
achieves 0.995, eyes move (EM) achieves 0.989, puff cheeks
(PCs) achieves 0.962, smile (SM) achieves 0.998, hand oc-
clusion (HO) achieves 0.964, and turn head (TH) achieves
0.959. Even when adversaries attempt to evade by remaining
motionless, or when the deepfake model fails to synthesize
the required movement, C maintains strong detection efficacy.
Tasks requiring coordinated and complex facial deformation,
particularly puff cheeks and open mouth, are especially ef-
fective, likely because these movements impose particularly
demanding constraints on real-time face manipulation models.
Shared insight. Task verification is highly reliable in both
modalities, and in both cases the weaker tasks are those that
are either acoustically or visually ambiguous, or that humans
themselves find difficult to perform consistently. This points
to a key design principle: when selecting challenges for DF-
CAPTCHA, it is important to favor tasks that are both easy
for genuine callers to perform and sufficiently distinct from
baseline behavior to be robustly classifiable. In the video
domain, complex facial deformations appear to satisfy both
criteria particularly well.

D. EXP-I: Identity Verification

The third experiment evaluates whether the system can
detect a simple but important evasion strategy: the attacker
disables the RT-DF during the challenge and responds as their
real self, then re-enables the deepfake afterward.

False Positive Rate

Fig. 12: The performance of the unsupervised audio identity
detection model Z for different tasks.

Audio results. Figure 12 shows the AUC of the audio identity
model Z across all nine tasks. Performance varies considerably
by task. The strongest results are achieved on tasks that
preserve a clear speaker signature: vary volume (V) achieves
an AUC of 0.942, vary speed (VS) achieves 0.926, talk &
clap (T&C) achieves 0.904, and repeat accent (R) achieves
0.890. The weakest tasks are cough (Co) with an AUC of
0.574 and hum tune (HT) with an AUC of 0.688. This
is expected: humming and coughing suppress or distort the
spectral characteristics that distinguish speakers, providing
insufficient identity signal for the model to work with.
Video results. Figure 13 shows the AUC of the video identity
model 7 across all ten tasks. Overall performance is strong and
substantially more uniform than in the audio domain. The best
results are achieved on smile (SM) at AUC 0.991, open mouth
(OM) at 0.986, puff cheeks (PCs) at 0.982, sunglasses (SG)
at 0.982, and eyes move (EM) at 0.978. The most challenging
task is turn head (TH), which achieves an AUC of 0.930,
which is still strong but the lowest across the ten tasks. This is
because turning the head temporarily occludes discriminative
facial features for several frames, reducing the reliability of
frame-level identity encoding. Hand occlusion (HO) achieves
0.937 for similar reasons, with the hand partially covering the
face during execution.

Shared insight. The identity verifier performs well in both
modalities when the challenge preserves sufficient identity
signal, but reveals modality-specific weaknesses. In audio,
tasks that suppress speaker-specific spectral content (hum-
ming, coughing) degrade performance significantly. In video,
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Fig. 13: The performance of the unsupervised video identity
detection model Z for different tasks.

tasks that occlude the face (turning the head, hand occlusion)
pose the most difficulty, though the degradation is milder than
in the audio case. In both domains, the practical implication
is the same: DF-CAPTCHA should either avoid tasks that are
known to obscure identity, or compensate by requiring the
caller to complete additional tasks in sequence that collectively
preserve enough identity signal for reliable verification.

E. EXP-E: End-to-End System Performance

The final experiment evaluates the complete DF-CAPTCHA
pipeline, with all three components (R, C, and Z) operating
in tandem. For each model, thresholds are set such that the
false positive rate is FPR = 0.01. This conservative setting
prioritizes minimizing disruption to legitimate callers. The
compounding effects of each model’s individual successes and
failures are reflected in the end-to-end metrics.

Audio results. We passed 3,317 real responses and 8,758
deepfake responses through the full pipeline. As shown in
Figure 14, the system achieves a TPR of 0.89-1.00 depending
on the selected task, with FPR ranging from 0.0 to 2.3%
and overall accuracy of 91-100%. The best-performing tasks
include cough (Co) and sing (S), both reaching accuracy of
99-100% with TPR at or near 1.00. The weakest task is
repeat accent (R), reflecting the lower performance of the
task detector C on this challenge identified in EXP-C. By
comparison, the best passive baseline (SpecRNet) achieves
a TPR of only 0.66 and an accuracy of 71% at the same
FPR constraint of 0.01. DF-CAPTCHA therefore represents a
substantial improvement of approximately 20-29 percentage
points in accuracy over the best passive method.

Video results. We passed 3,317 genuine responses and 8,758
deepfake responses through the full video pipeline. As shown
in Figure 15, the system achieves a TPR of 0.73-1.00 depend-
ing on the selected challenge, with FPR ranging from 0.0 to
6% and overall accuracy of 87-100%. The best-performing
tasks are open mouth (OM) and smile (SM), both reaching
accuracy of 98-100% with TPR at or near 1.00. The weakest
task is puff cheeks (PCs), which achieves a TPR of 0.733
and accuracy of 87.7% which is still well above the passive
baseline, but reflects that some challenge types place more
simultaneous pressure on Z and R together. The best passive
baseline (CORE) achieves a TPR of only 0.55 and an accuracy

15

Accuracy

99.4% 99.6% 99.3% X 100% 100% 99.6% 100%

93.9% e g
91.9% I I 91.7%

Precision
100% 100% 99.2% 100% 99.4% 99% 99.3% 100% 98.9%

P&ce“ C/\z& o\‘z 0“00 \’\\"(\ 0"’& ‘5\(& Qee \0‘(\

92.4%
91.3%
il I I i

FPR

Value

% 2% 0% 13% 22% 17% 0% 2.3%
\~ 6 e
0‘30 0\?& o“(\;\\@o‘\o \'\&Q 0@5’ 6\‘& QQ’?/ N
<
Task

Fig. 14: The end-to-end performance of the DF-CAPTCHA
system on audio (voice).
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Fig. 15: The performance of the ensure DF-CAPTCHA system
in video domain (end-to-end).

of 75% under the same FPR constraint. DF-CAPTCHA there-
fore achieves an improvement of 12-25 percentage points in
accuracy over the best passive method, depending on the task.

Cross-modal comparison. The audio pipeline achieves a
higher floor on TPR (0.89 vs. 0.73), while the video pipeline
exhibits a slightly wider FPR range under the same threshold
setting, reflecting greater variance across video challenge types
in the identity and realism components. In both cases, however,
the improvement over passive baselines is large and consistent:
DF-CAPTCHA outperforms the best passive detector by 20—
29 percentage points in audio and 12-25 percentage points
in video. The best-performing tasks in each modality reach
near-perfect accuracy, and the combination of R, C, and 7
is more powerful than any single component or any passive
detector operating alone. These results confirm that the active
challenge-response principle generalizes robustly across both
modalities.
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VII. DISCUSSION
A. Discussion of the Results

The results confirm that active deepfake detection substan-
tially outperforms passive detection alone. By requiring callers
to perform unpredictable challenges, DF-CAPTCHA forces
real-time deepfake pipelines outside their stable operating
regime, amplifying artifacts that realism, task, and identity
verifiers can exploit. Crucially, this benefit is not architecture-
specific: multiple realism detectors improved under challenge
conditions, indicating that the framework exposes general
failure modes rather than detector-specific weaknesses. This
robustness makes DF-CAPTCHA well-suited to practical de-
ployments such as remote interviews, call centers, and online
meetings, where conditions and attack pipelines vary.

Several limitations remain. The framework targets real-time
attacks and does not address pre-recorded deepfake media. As
generative models improve, some challenges may lose effec-
tiveness and require replacement. The protocol can introduce
user friction if deployed too aggressively in low-risk settings,
and false positives remain a concern when legitimate users
perform challenges under poor recording conditions.

Future work should expand the challenge library to stay
ahead of generative advances, evaluate real-world usability
(latency, accessibility, challenge selection policy), and improve
robustness against adaptive adversaries by developing more
challenges according to the present day’s deepfake pipeline
limitations.

B. XAl in Video CAPTCHAs

To better understand why challenge-based detection im-
proves performance, we used explainable Al (XAI) techniques
to analyze the behavior of a deepfake detection network
when processing fake videos with and without the proposed
CAPTCHA challenges (illustrated in Fig. 16). Using the
FaceForensics++-based model in [75], we observed substan-
tially stronger activation patterns in frames that contained
an active challenge than in comparable frames without a
challenge. This confirms that the challenges expose visual
irregularities that the detector identifies as salient evidence of
manipulation.

More specifically, frames containing an executed challenge
were assigned a substantially higher probability of being fake.
This trend was consistent across multiple challenge types,
indicating that the effect is not limited to a single gesture or
motion pattern. The results therefore provide interpretability-
based support for our main hypothesis: dynamic, challenge-
induced behaviors make real-time deepfakes more detectable
by revealing anomalies that may remain weak or ambiguous
during ordinary conversation.

The XAI analysis also helps clarify what the detector is
attending to. The most salient regions were typically located
around the challenged facial or motion-related areas, sug-
gesting that these induced behaviors create localized incon-
sistencies in geometry, appearance, or temporal coherence.
This finding is important for two reasons. First, it provides
a qualitative explanation for the quantitative gains observed in
the evaluation. Second, it offers a practical guide for refining

future challenges, since highly salient behaviors are likely to
be particularly useful for active detection. Overall, the XAI
results strengthen the argument that DF-CAPTCHA improves
detection not merely by adding interaction, but by deliberately
eliciting behaviors that expose structural weaknesses in current
real-time deepfake pipelines.

No challenge Sunglasses

Open mouth Face down

()

Fig. 16: XAI in Video CAPTCHA Analysis. Attention of
a face neural network for three CAPTCHA types vs. no
CAPTCHA. Higher activation observed in frames with active
challenges.

-

VIII. CONCLUSION

In this paper, we presented DF-CAPTCHA, an active
defense against real-time deepfake impersonation attacks in
live communications. Rather than relying on passive artifact
detection alone, our method challenges callers with simple
tasks that are easy for humans but difficult for current real-time
deepfake systems to perform convincingly. Our results show
that this challenge-response approach substantially improves
detection in both audio and video settings, while also address-
ing the growing limitations of human judgment in identifying
deepfakes.

A central contribution is our expansion of DF-CAPTCHA
from audio to video, enabling a broader defense against multi-
modal real-time impersonation. Through new threat analysis,
user studies, and experiments on face-based real-time deep-
fakes, we show that the same active-defense principle gener-
alizes effectively beyond voice cloning to video manipulation.
Overall, DF-CAPTCHA offers a practical, extensible, and
forward-looking framework for securing digital interactions
against next-generation social engineering attacks.
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