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Abstract

The move of LLM inference to edge Al accelerators intro-
duces new physical vulnerabilities. During execution, model
parameters and intermediate inference states are repeatedly
loaded into and processed on the chip, making them suscep-
tible to physical side-channel attacks. In this work, by de-
ploying laser voltage imaging, we show that one can extract
LLM assets during inference, namely embeddings, attention,
and quantized MLP weights, activations, and other inference
states, from localized memories and compute subcircuits. To
validate our claims, we perform an attack on an FPGA-based
LLM accelerator. Since such accelerators reuse the same
buffers and compute subcircuits across addresses, tiles, mod-
ules, and layers, reading asset values comes down to probing
different memories during inference. We demonstrate full
recovery of the targeted values; however, we also establish a
methodology to recover asset values even if some weights or
bits remain unread. We further derive lower bounds that relate
imaging effort to asset dimensions and show that even direct
recovery scales linearly with the size of the targeted asset.

1 Introduction

Large language model (LLM) inference is moving beyond
centralized cloud infrastructure toward hardware deployed
close to users. Saad-Falcon et al. evaluate more than 20 local
language models, eight hardware accelerators, and one mil-
lion real-world single-turn chat and reasoning queries, finding
that 88.7% of the studied queries can be handled by at least
one local model and that the coverage of state-of-the-art local
models increased from 23.2% in 2023 to 71.3% in 2025 [35].
This shift is accelerated by rapid reductions in the hardware
footprint of capable LLM inference. Recent measurements
show that a workstation costing approximately CHF 8,500
and operating from a standard power outlet can run open
models at roughly GPT-5.1-level performance for common
workloads, while even a 284B-parameter MoE model can
be executed locally for latency-tolerant tasks [9]. LLM as-
sets that were once largely confined to physically controlled

data-center infrastructure can therefore increasingly reside on
compact, locally deployed hardware within direct physical
reach of an adversary. Protecting the assets processed on such
devices is therefore necessary to preserve the confidentiality
objective that motivates self-hosted inference. This transition
changes the hardware-security boundary because model pa-
rameters and user-dependent inference state are increasingly
processed on devices that may be physically accessible to an
adversary. Prior work has already identified on-device model
extraction as a practical threat and shown that protecting LLM
weights during execution remains difficult even with trusted-
execution mechanisms [32,41]. Physical side-channel attacks
against neural-network accelerators further demonstrate that
implementation leakage can threaten both model intellectual
property and user data [21].

Field-programmable gate arrays (FPGAs) are important in
this setting because their reconfigurability supports model-
specific dataflows, low-precision arithmetic, customized mem-
ory hierarchies, and deeply pipelined execution. These proper-
ties are particularly relevant to decoder-only inference, where
autoregressive decode repeatedly accesses model weights and
key-value (KV) cache entries and is often constrained by
memory movement. FPGA-based systems have consequently
been studied for low-batch, energy-constrained, and memory-
bound LLM inference, including heterogeneous systems in
which graphics processing units (GPUs) execute compute-
intensive prefill while FPGAs accelerate decode [1,6, 13,16,
24,44]. Recent FPGA LLM accelerators differ in scale and
organization but share the execution pattern that matters for
security: large parameters reside in external memory and are
repeatedly transferred into block RAM (BRAM), UltraRAM
(URAM), buffers, registers, and compute inputs as inference
proceeds [13, 18-20, 22,23, 25, 26,43, 44]. Representative
designs stream quantized weights, stage embeddings and KV-
cache values, and reuse localized matrix or lookup engines
across layers [19,20,25,26,43,44]. The confidentiality bound-
ary therefore extends beyond external model storage to the
model and inference-state assets that repeatedly occupy on-
chip memories, registers, and datapaths during execution.
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Model assets in risk include persistent quantities that de-
fine the deployed model, e.g., embeddings, attention and
multilayer-perceptron projections, normalization parameters,
the vocabulary projection, and the metadata required to in-
terpret quantized, sparse, or lookup-based representations.
On the other hand inference-state assets relate to execution-
dependent values such as attention state, intermediate hidden
vectors, partial sums, KV-cache entries, and logits. Once these
values enter the FPGA fabric, protecting external model stor-
age no longer protects them. Model-asset exposure threatens
model intellectual property, while inference-state exposure
can reveal user-dependent computation and provide exact
inputs or outputs for recovering downstream model param-
eters. These threats are difficult to assess with conventional
power or electromagnetic side channels because LLLM infer-
ence superimposes activity from many simultaneously active
memory and compute structures, obscuring the contribution
of individual assets. Physical side-channel research has also
investigated neural-network extraction through power, electro-
magnetic, timing, cache, and other implementation-dependent
leakage channels [21]. However, these works do not establish
direct bit-level optical recovery of the model and inference-
state assets repeatedly staged by FPGA-based LLM inference.
Our approach. We investigate this gap by considering an
adversary with physical access to the FPGA, the ability to
execute or replay inference. Concretely, optical probing is
the focus of our study, where the attack requires neither elec-
trical contact with internal signals, modification of the de-
ployed model, nor plaintext access to external model storage.
We apply electro-optical frequency mapping (EOFM), an ac-
tive optical contactless-probing technique in which a near-
infrared (NIR) laser scans the backside of an operating chip,
and local electrical activity modulates the reflected optical
signal. Frequency-selective processing reconstructs a spatial
map of circuit regions containing activity at the selected fre-
quency [28,31,38]. This spatial selectivity allows EOFM to
isolate localized storage and datapath structures that repeat-
edly carry model-related values during FPGA LLM inference.

Prior optical contactless-probing work has demonstrated
that backside optical access can expose secret-bearing state
and internal functionality on FPGAs, including values in-
volved in protecting encrypted FPGA bitstreams [28,31,38].
Our experiments demonstrate that EOFM provides direct
digital-value recovery rather than only activity localization.
After localizing a storage or datapath structure, we identify the
physical bit positions carrying a targeted value and recover
its complete binary representation under controlled execu-
tion. This establishes a bit-level readout for both model and
inference-state assets. Repeated inference then exposes differ-
ent addresses, streamed words, tiles, modules, and layers as
they traverse the same localized resources.

Direct readout can also be extended when complete op-
tical coverage is unavailable. For a linear module, directly
recovered entries of assets can be removed from the observed
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Figure 1: Model and inference-state assets are repeatedly
staged in the same classes of memory and compute structures.
Direct bit-level reads provide exact anchors, while missing nu-
merical entries or individual bits can be completed using linear
input-output relations or recovered downstream states. Here,
L denotes the number of transformer layers, dyoqel the hidden
dimension, and |V| the vocabulary size; @(-) denotes asymp-
totic bound. X is the module input, W the model weights, Y
the module output, f(-) the known downstream computation,
and Z a later state derived from Y.

relation and the remaining complete entries are recovered
by Gaussian elimination from sufficiently independent input-
output pairs. When only a small number of individual bits
remain unresolved, exact downstream states reject candidate
completions that are inconsistent with the known computa-
tion. These exact EOFM observations therefore act as an-
chors across the deterministic inference graph, while hard-
ware reuse amortizes localization across the assets that succes-
sively occupy the same physical structures. We further derive
implementation-aware bounds that relate imaging effort to
asset size, the amount of information recovered together per
replay state, and the additional observations required for hy-
brid and downstream-constrained recovery.

Contributions in short. We make the following contribu-

tions:

* Asset-level security model for FPGA LLM inference.
We characterize representative FPGA LLM accelerators as
asset-flow systems and identify the on-chip storage, staging,
and compute boundaries through which model assets and
inference-state assets repeatedly pass.



* Complete bit-level asset readout with EOFM. We exper-
imentally demonstrate that EOFM localizes FPGA struc-
tures carrying LLM-related values and recovers the com-
plete binary representation of targeted assets, advancing
optical analysis from activity localization to direct digital-
value extraction; see Figure 1.

* Recovery beyond complete direct optical coverage. We
show how partially recovered linear model assets are com-
pleted from EOFM-recovered input-output pairs through
Gaussian elimination and how unresolved individual bits
are recovered using exact downstream states.

* Implementation-aware scalability analysis. We derive
imaging-cost bounds that account for asset dimensions,
simultaneous bit coverage, replay, and physical resource
reuse, and relate these bounds to BRAM, register, stream-
width, and buffering characteristics reported by real FPGA
LLM implementations.

2 Foundations and Asset-Level Security Model

We model field-programmable gate array (FPGA) large lan-
guage model (LLM) inference as an asset-flow problem rather
than as a monolithic model implementation. This abstrac-
tion follows the structure of recent FPGA LLM accelera-
tors, in which model parameters and inference state are re-
peatedly moved from external memory to localized on-chip
storage and compute structures before the next token is pro-
duced [13,18-20,22,23,25,26,43,44]. The security question
is not only where the model is stored, but which sensitive
values become physically observable during inference.

2.1 Transformer Modules and Sensitive Assets

We consider a decoder-only transformer and introduce only
the modules needed by the security analysis. Let dpoder de-
note the hidden dimension, dg the feed-forward dimension,
ng the number of query heads, ng, the number of key/value
heads, and dpeyg the head dimension [39, 40,43]. An input
token indexes the embedding table E, producing a hidden vec-
tor that is processed by a sequence of transformer layers. At

layer /, the attention projections are Q = X WQ([) ,K=X ng),
andV =X W‘g), where X is the layer input and W([), Ig),

and Wy) are learned model parameters. The attention block
forms token-dependent scores and a context vector, which is
mapped back to the hidden dimension through the learned

output projection W((f). During autoregressive decoding, pre-
viously generated key and value vectors are retained in the
key-value (KV) cache and reused for subsequent tokens. The

multilayer perceptron (MLP) contains the learned matrices
Wl(e) and Wz(&, and gated architectures additionally contain
Wg(,ft)e. Residual and normalization paths operate on the result-
ing hidden vectors, and the final vocabulary projection Wyocap
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Figure 2: Asset flow and on-chip storage during FPGA LLM
inference. Model parameters and inference-state assets are
repeatedly read from and written to reused memory and com-
pute structures as inference proceeds across layers.

maps the last hidden representation to logits [39,43].

Throughout this paper, an asset is any confidentiality-
sensitive digital value that exists during inference. We distin-
guish two classes because their security consequences differ.
Model assets are persistent quantities that define the deployed
model, including E, Wy /Wx /Wy, Wo, Wi /W> /Weae, normal-
ization parameters, Wyocab, and the quantization, packing, spar-
sity, or lookup metadata required to interpret them [20,43,44].
Inference-state assets are values generated for the current
execution, including Q, K, V, attention scores and probabili-
ties, context vectors, partial sums, intermediate hidden vec-
tors, KV-cache entries, and logits. Recovering model assets
threatens model confidentiality and can enable reconstruction
of the deployed model, consistent with prior analyses of on-
device model extraction and physical side channels against
neural-network accelerators [21,32]. Recovering inference-
state assets is independently security-relevant because these
values depend on the current prompt, generated context, and
execution state; recent attacks have shown that local-LLM
side channels and direct KV-cache exposure can reveal or
reconstruct user inputs and outputs [17,29]. Inference-state
assets can also expose the exact inputs or outputs of subse-
quent linear modules and therefore become useful in hybrid
parameter recovery.

2.2 Asset Flow in FPGA LLM Inference

Figure 2 summarizes the common asset flow in FPGA LLM
accelerators. Large model parameters are commonly stored
in double-data-rate (DDR) memory, high-bandwidth mem-



ory (HBM), graphics double-data-rate (GDDR) memory,
or host-accessible memory and are transferred into block
random-access memory (BRAM), UltraRAM (URAM), static
random-access memory (SRAM), first-in first-out (FIFO)
buffers, register files, and processing-element registers as
needed [1, 25, 26, 43, 44]. Although the precise hierarchy
changes across platforms, the security-relevant sequence is
consistent: an asset is stored, transferred, staged near the com-
putation, consumed by arithmetic or lookup logic, and written
to another register or buffer.

Representative implementations instantiate this flow in dif-
ferent ways. LlamaF transfers quantized layer parameters
and scale factors from off-chip storage, FlightLLM stages
weights, activations, and KV-cache data across HBM, BRAM,
and URAM, Hummingbird moves weights, KV-cache values,
scales, and intermediate activations through localized memory
and compute engines, and Pushing up to the Limit repeatedly
streams quantized weights while retaining intermediate hid-
den state on chip [25,26,43,44]. Spatial, high-level-synthesis,
heterogeneous, and lookup-based accelerators change the or-
ganization but retain the same security-relevant property that
model-derived and input-dependent values occupy localized
hardware resources during inference [13, 19, 20,22].

The relevant protection boundary is therefore the on-chip
lifetime of an asset. Protecting model parameters only while
they are stored in external memory does not protect the same
values after they have been converted to the representation
required by the accelerator and placed in an on-chip buffer,
register, lookup structure, or datapath. The same issue applies
to transient inference state, including KV-cache windows and
intermediate hidden vectors, even when those values exist on
chip only for a short interval. This execution-time exposure is
the basis of the asset-level security assessment that follows.

2.3 EOFM Observation and Adversary Model

Electro-optical frequency mapping (EOFM) is an active, back-
side, contactless optical technique developed for integrated-
circuit failure analysis [10, 27]. A near-infrared laser is
scanned across an operating device, local electrical activ-
ity modulates the reflected optical signal, and frequency-
domain processing produces a spatial map of regions whose
activity contains a selected frequency component [10, 27].
Prior security work has shown that electro-optical probing
and EOFM can be repurposed to infer security-sensitive
internal state, including key-dependent behavior in logic-
locked circuits [42,47]. Backside optical probing has also
been used to expose secret-bearing state on FPGAs and has
motivated FPGA-compatible detection and mitigation tech-
niques [28,31,38].

Our experiments establish a stronger primitive than activity
localization. After localizing the relevant FPGA structure,
EOFM can identify the physical bit positions carrying a tar-
geted value and recover the complete binary representation

of that value under controlled execution. We therefore call
an asset EOFM-readable when the bits needed to reconstruct
its deployed representation can be recovered while that asset
is present in an observable on-chip structure. The definition
applies equally to a model asset such as a quantized weight
word and to an inference-state asset such as an activation
or KV-cache entry. We consider an adversary with physical
backside access to the FPGA, the ability to execute or replay
inference, and access to the optical equipment required for
EOFM. The adversary does not require electrical contact with
internal signals, modification of the deployed model, or plain-
text access to the external model store, and the device remains
operational while measurements are collected. Controlled re-
play fixes the bitstream, placement and routing, clock and
reset schedule, token sequence, quantization configuration,
relevant pipeline state, and relevant KV-cache state; stochastic
sampling is disabled, fixed, or placed outside the measure-
ment window when it would otherwise change the targeted
state. The attacker can therefore reuse a localized hardware
boundary while targeting different spatial regions, pipeline
stages, memory banks, addresses, streamed tiles, modules, or
layers. This enables block-by-block recovery even when the
full model never resides on chip at once, as in FPGA LLM de-
signs that sequentially load or stream layer parameters through
reused matrix engines and buffers [6, 13,24,26,43,44].

2.4 Direct vs. Indirect Asset Recovery

Direct bit-level readout is the primary recovery mechanism in
this work. If all bits of a targeted model or inference-state asset
are observed as that value passes through an EOFM-readable
structure, the deployed representation can be reconstructed
without inferring it from aggregate leakage. For large model
matrices, however, full spatial and temporal coverage can
require many measurements because FPGA LLM accelerators
commonly stream or sequentially load weight blocks rather
than keeping the complete model on chip [25, 26, 43, 44].
In that case, direct readout can be combined with the linear
relations already implemented by transformer modules.
Consider a linear operation ¥ = XW, where W & R¢in*dou
is a model asset, di, and d,, are its input and output di-
mensions, X contains observed module inputs, and Y con-
tains the corresponding outputs. This relation applies di-
rectly to the query, key, and value projections, the attention
output projection, the linear MLP projections, and the vo-
cabulary projection before any subsequent nonlinear oper-
ation [40, 43, 44]. Suppose EOFM directly recovers com-
plete numerical values for some entries of a column w; of
W, while the remaining entries are unknown. Partition the
corresponding columns of X into Xypown and Xynknown SO that
¥ = Xinown Wk +Xunknownw‘J‘-“k“°W“. The contribution of

J
the directly recovered entries can be removed,

i known unknown
Yi=Yj _anownwj = AunknownW; . (nH



If u; entries remain unknown in column j, then m > u; exact
input-output observations are sufficient in the noiseless case
when Xynknown has full column rank. The remaining entries
can then be obtained by Gaussian elimination or an equiv-
alent linear solve. Thus, direct EOFM recovery reduces the
algebraic problem from dj, unknowns per output column to
only the entries that were not read directly.

Hybrid recovery applies to missing complete numerical
entries, rows, columns, or tiles. If only selected bits of numer-
ical weight elements are missing, ordinary Gaussian elimi-
nation does not directly solve the remaining bit constraints.
Quantized implementations must also account for scales, zero
points, group boundaries, packing rules, and rounding when-
ever these affect the relation between the stored bits and
XW [26,43,44].

To compare the optical costs of direct and hybrid recovery,
let N(Z) denote the number of EOFM images required to
recover quantity Z under the chosen measurement procedure.
If Wiknown 18 the portion of W recovered directly and one ex-
act (X,Y) observation costs N(X,Y) images, then the hybrid
route is advantageous whenever

N (Winown) +mN(X,Y) < N(W), m>maxu;. (2)
J

The right-hand side is the cost of directly covering the com-
plete weight matrix, while the left-hand side combines direct
recovery of the readable portion with enough exact module
input-output pairs to solve the remainder. Hybrid recovery
is advantageous when this combined cost is lower than com-
pleting direct weight coverage, which is particularly relevant
when a streamed weight matrix spans many temporal states
while its input and output vectors appear in smaller, repeatedly
reused buffers [26,43,44]. Its cost depends on the recovered
fraction of W, the imaging cost of the X /Y boundaries, the
rank of the observed inputs, and the arithmetic representation
implemented by the accelerator.

Downstream consistency recovery. The sequential structure
of LLM inference provides an additional recovery mecha-
nism when the missing information consists of individual
bits rather than complete weight entries. If a small number
of bits in an upstream asset cannot be read directly, but the
intervening computation and an exact later state are known,
candidate completions can be propagated through the known
computation and checked against the EOFM-recovered down-
stream state [43,44]. If k bits are missing, at most 2k candidate
completions remain; candidates inconsistent with the recov-
ered downstream state are eliminated across one or more
controlled inputs until a single completion remains. This
downstream consistency recovery does not require analytical
inversion, only that the unresolved bits influence a recovered
downstream state strongly enough to distinguish the candi-
dates. Recovered weights or bit completions are validated
on held-out controlled inputs by checking consistency with
independently EOFM-read module outputs or downstream

states. Linear and residual boundaries admit direct algebraic
constraints, while RoPE is reversible with known parameters.
Normalization removes offset, scale, or both, while softmax
is invariant to a common additive shift; these properties pre-
vent unique inversion from the corresponding output alone.
Nonlinear boundaries can nevertheless participate in candi-
date checking when the required parameters and intermediate
states are known [8,36,37,39,43,45].

If a fraction p of the complete entries in each column of a
linear model asset is recovered directly, the ideal noiseless full-
rank condition becomes m > [(1 — p)dj, |. For instance, for a
4096-input projection representative of several 7B-scale trans-
former projections [26,39,44], 90% direct recovery leaves at
most 410 unknown entries per column, while 99% leaves 41.

3 Asset-Level Security Assessment

We now apply the model above to the principal model and
inference-state assets of decoder-only LLLM inference. For
each module, the relevant question is which value becomes
materialized at an on-chip boundary, whether EOFM can read
it directly, and whether a partially recovered linear model
asset can be completed using Eq. 1.
Embedding Table. The embedding table E is a model asset
that maps token identifiers to vectors entering the transformer
stack. A particular execution fetches only the rows selected by
the input token sequence, so one inference exposes only a sub-
set of the table. Hummingbird offloads its large embedding
table and transfers selected embedding vectors into the accel-
erator, while Pushing up to the Limit stores the embedding ta-
ble together with the model weights and KV-cache state under
a tightly constrained external-memory budget [25,26]. The
relevant EOFM targets are therefore the buffer, interface, or
register boundary at which the selected row becomes available
to the transformer. The security relevance of this boundary
is supported by recent local-LLM cache side-channel work
showing that token values can be inferred from embedding-
access behavior and used to reconstruct victim text [17].
Embedding recovery is naturally a direct-readout problem
rather than a Gaussian-elimination problem. If the staged em-
bedding vector is EOFM-readable, the attacker can recover
its bits directly and repeat the experiment with different token
identifiers to cover additional rows. If the deployed embed-
ding is quantized or packed, the corresponding representation
metadata must also be recovered before the extracted bits can
be interpreted as numerical embedding values. Lookup-based
implementations reinforce this point because their codebooks
and indices are themselves model assets rather than dense
matrices [20].
Attention Projection Weights. The query, key, and value
projection matrices are high-value model assets because
they are instantiated in every transformer layer and repeat-
edly consumed during inference [39, 43]. FPGA imple-
mentations realize these operations using pipelined matrix-



vector units, sparse digital signal processing (DSP) chains,
or related matrix-processing structures and repeatedly move
quantized weight blocks through on-chip buffers or regis-
ters [19,23,43,44]. LlamaF concatenates projection weights
for transfer and applies its group-wise quantized matrix-vector
kernel to them, while FlightLLM explicitly loads compressed
weights into its on-chip memory hierarchy before matrix pro-
cessing [43,44].

These transfer and staging boundaries support both recov-
ery modes. If the physical lanes carrying a weight word or tile
are EOFM-readable, successive tiles of Wy, Wk, and Wy can
be recovered directly as they reuse the same hardware. If some
entries or tiles remain unread, the exact hidden vector X and
corresponding Q, K, or V output can provide the input-output
pairs needed to solve the missing entries with Eq. 1. Grouped-
query attention changes the dimensions of Wx and Wy but not
the exposure mechanism because the corresponding model
assets must still be transferred and consumed [25,43].
Attention State and KV Cache. The query, key, and value
activations, attention scores, normalized attention weights,
context vectors, and K'V-cache entries are inference-state as-
sets. Their recovery does not by itself reconstruct model pa-
rameters, but it reveals execution state that depends on the
current input and generated context. The KV cache is par-
ticularly important because it persists across autoregressive
decoding steps and is repeatedly read as each new token is
generated [25,39,44].

Existing FPGA LLM designs explicitly expose this state
through their memory hierarchy. Hummingbird buffers quan-
tized K'V-cache values as part of its grouped-query-attention
dataflow, FlightLLM stores large KV-cache state in HBM
while staging the portions required by decode, and Push-
ing up to the Limit stores a partial KV cache alongside
model weights in its constrained DDR memory [25,26,44].
FlightLLM also keeps decode activations on chip to reduce
external-memory traffic [44]. These optimizations increase
reuse and performance, but they also create repeated physical
exposure of user-dependent inference state; direct access to
KV-cache contents has been shown to permit reconstruction
of sensitive user inputs [29].

Inference-state recovery has two consequences. First, exact
KV-cache entries, hidden vectors, partial sums, or logits are
confidentiality-sensitive even when no model parameter is
recovered [17,21,29]. Second, a recovered inference-state
vector can be the exact X or Y required for hybrid recovery of
a downstream linear model asset. We therefore treat inference-
state extraction as an independent attack objective and as a
possible enabler of incomplete model-asset recovery.
Attention Output Projection. The attention output projec-
tion Wy is a model asset applied to the context vector pro-
duced by attention. The context vector is internally gener-
ated rather than directly selected by the adversary, but the
FPGA implementation must still materialize it before or dur-
ing the output projection. The corresponding weight tiles,

context vectors, and projected outputs can therefore appear
in FIFO buffers, BRAM/URAM, registers, or processing-
element boundaries.

If Wy is completely EOFM-readable at the weight-transfer
or staging boundary, it can be reconstructed directly. If only
part of Wy is directly recovered, the EOFM-recovered con-
text vectors and projected outputs provide the X and Y val-
ues required by Eq. 1. This module therefore illustrates why
inference-state leakage and model-asset recovery should not
be treated as unrelated problems. The same observable bound-
ary can reveal confidential runtime state and reduce the re-
maining cost of recovering a persistent model parameter.
MLP Weights. The MLP is a primary model-extraction target
because its expansion and contraction matrices constitute a
substantial portion of the per-layer parameter set in Llama-
family models [39,43]. For each layer, the model assets in-
clude Wy, W2, and, for gated architectures, Wgae. FPGA LLM
accelerators implement these operations using matrix-vector
or matrix-matrix engines, DSP arrays, sparse DSP chains,
pipelined multiplier structures, or mixed-precision compute
blocks [13, 19,22, 44]. LlamaF, for example, transfers and
processes the MLP projections using the same quantized
matrix-vector infrastructure used for other linear layers [43].

Direct EOFM readout of the weight representation is un-
affected by the nonlinear activation that follows the first pro-
jection. Hybrid recovery requires more care. For W or Wy,
the observed Y must be the linear pre-activation output, be-
cause a value observed only after SiLU or another nonlinearity
no longer satisfies the simple relation Y = XW. For W5, the
activated intermediate vector is the linear input and the down-
projection output is the corresponding Y value. The MLP
therefore provides a particularly important use case for the
hybrid strategy because its matrices are large, while the input
and output vectors can be much smaller than the complete
streamed weight representation.

Residual, Normalization, and Elementwise State. Resid-
ual paths and elementwise units manipulate inference-state
vectors and smaller model parameters. FPGA LLM acceler-
ators may implement root-mean-square normalization (RM-
SNorm), LayerNorm, rotary positional embedding (RoPE),
sigmoid linear unit (SiLU), softmax, and related operations
in vector or special-function units [19, 23, 24]. FlightLLM
uses a dedicated special-function unit for normalization, acti-
vation, softmax, and elementwise operations while moving
activations through its memory-management structures [44].

These modules contain fewer persistent parameters than
attention and MLP projections, but they remain relevant. Nor-
malization scales and related small parameter vectors are
required for exact reproduction of model behavior. The hid-
den vectors passing through these units are inference-state
assets and can also become inputs to later linear modules.
We therefore treat residual and normalization structures as
secondary model-asset targets but important inference-state
targets.



Vocabulary Projection and Logits. The final vocabulary pro-
jection Wyocap maps the last hidden vector to logits. The pro-
jection matrix is a model asset, while the logits are inference-
state assets that determine the distribution used for next-token
selection. LlamaF accelerates the final classifier using the
same quantized matrix-vector infrastructure used for other
large model matrices [43].

The large vocabulary dimension makes complete direct

coverage expensive but does not change the recovery princi-
ple. If Wyocap is streamed through an EOFM-readable weight
buffer or register boundary, it can be recovered tile by tile. If
only part of the matrix is directly recovered, exact final hidden
vectors and the corresponding logit coordinates provide the
input-output pairs needed to solve the missing entries. Some
language models tie the input embedding and output projec-
tion weights, so the amount of distinct model state that must
be recovered is implementation-dependent [34]. We therefore
treat them as separate asset classes unless the evaluated model
explicitly shares them.
Quantization, Sparsity, and Lookup Metadata. Recover-
ing the stored bits of a model parameter is useful only when
the deployed representation can be interpreted. This point
is important for FPGA LLM accelerators because low-bit
quantization, group-wise scaling, mixed precision, sparsity,
and lookup representations are used to reduce memory traffic
and fit larger models into constrained devices [20,26,43,44].
LlamaF stores quantized weights together with scale factors,
while FlightLLM uses compressed and mixed-precision repre-
sentations together with the metadata required by its mapping
flow [43,44]. LUT-LLM replaces much of conventional dense
multiplication with learned codebooks and quantization in-
dices, making them first-class model assets [20].

Accordingly, the extraction target includes both data bits
and the metadata required to decode them. For a quantized ma-
trix, this can include scales, zero points when present, group
boundaries, bit widths, and packing order. For a sparse rep-
resentation, the nonzero values must be accompanied by the
corresponding indices or masks. For a lookup representa-
tion, codebooks, indices, and table organization define the
effective model. This broader asset definition is necessary to
distinguish raw bit readout from a usable reconstruction of
the deployed model representation.

3.1 Asset Dimensions and Recovery Scaling

The imaging cost of an LLM asset is determined jointly by
its deployed size and by how much of that asset is exposed
in parallel at the physical boundary being read. Let S be the
number of bits in the deployed representation of the target
asset and retain N(Z) as the number of EOFM images re-
quired to recover quantity Z. One EOFM image denotes one
raster frequency map acquired for one controlled replay con-
dition and one selected frequency. Let R be the number of
images required per logical replay state after accounting for

repeated acquisitions or differential conditions, and let g be
the number of replay states required to cover the target across
addresses, streamed words, time-multiplexed tiles, or physical
fields of view. After one-time localization and calibration,
the dominant image count is N(Z) ~ Rq. For a register or
streamed boundary, let w be the number of new target bits
recovered together in one replay state. Complete direct cover-
age then requires ¢ > [S/w], and therefore N(Z) > R[S/w].
This relation is the primary direct-recovery bound: larger as-
sets require more coverage, but the cost decreases with the
number of asset bits recovered together in each measurement.
Storage organization. AMD UltraScale and UltraScale+
devices provide 36-Kb BRAM blocks and 288-Kb URAM
blocks, with BRAM supporting widths up to 72 bits in simple-
dual-port mode and URAM organized as 4096 x 72 [3]. Let np
and ny denote the numbers of BRAM and URAM blocks oc-
cupied by an asset, respectively. If Cg and Cyy denote the raw
capacities of one BRAM and one URAM block, respectively,
then capacity alone gives ng > [S/Cg| and ny > [S/Cy];
storing the same S bits entirely in flip-flops requires at
least S data flip-flops [2, 3]. Practical designs can use ad-
ditional blocks for width, banking, ports, replication, or ping-
pong buffering. Table | shows the scale of the register and
embedded-memory resources already used by representative
FPGA LLM accelerators.

Asset dimensions. The transformer architecture determines S
for each model or inference-state asset. We retain the previ-
ously defined dmodet, dif, 7y Mky, and dpead, and let v denote
the vocabulary, L the number of transformer layers, B the
batch size, and T the number of tokens represented by the
state under consideration. Using the row-vector convention,
the model assets occupy

E c R‘ rV‘ X dmodel , WQ(O c Rdmodel ><nqdhead ,

W[E[) , W‘ﬁé) c Rdmodel X Ny dhead , Wéz) c R”qdhead Xdmodel ,

W]([) , Wéjt)e c Rdmodeleff7 WZ(O c Rdﬂ'deodel,

WVOCab c Rdmodelxlq/‘ . (3)

The orientation of Wyocqp follows the same Y = XW conven-
tion; storing its transpose does not change the number of
model entries. For standard multi-head attention, n, = nyy,
whereas grouped-query attention uses ngy < 1y [5]. In Llama-
family configurations, nydhead = dmodel, making Wy and W
square while reducing the width of Wx and Wy, under grouped-
query attention [39,43].

A hidden representation occupies RE*7*dmosel; O occupies
RBExT>ngdhead; K and V each occupy RE*T *Mkvdhead; the atten-
tion context occupies RE*T*"gdhead; the first and gate MLP
projections occupy RE*T >t and the second MLP projec-
tion returns to RE*T <dmodel The logits occupy REXT =1V g
per-layer KV cache storing both keys and values contains
2BT nkydneaq scalar entries, and full-sequence attention scores
contain Ban2 entries [5,40]. The dominant learned matri-



Table 1: Published FPGA LLM resource scales relevant to EOFM image planning.

Design Flip-flops BRAM URAM Security-relevant implementation characteristic

LlamaF [25,43] ~ 171K 223 - TinyLlama-scale embedded inference with quantized layer weights, scale
factors, BRAM-cached activations, and pipelined matrix-vector computation.

Pushing up to the Limit [25, ~ 105K ~37 10 LLaMA2-7B W4 inference on KV260 with a 4 GB external-memory budget,

260] streamed weights, on-chip hidden state, and partial KV-cache storage.

Hummingbird [25] 25,422 59 18 LLaMA3-8B embedded inference with a 512-bit weight bus, 4-bit model
weights, 8-bit KV cache, and time-multiplexed on-chip KV-cache buffering.

FlightLLM [44] 943K 1,252 792 U280 implementation with a large HBM-backed model, on-chip decode

activations, and a buffer subsystem using 816 BRAMs and all 792 URAMs.

ces in one gated transformer layer contain deodeldhead(nq +
Niy) + 3dmoderdsr scalar entries. Under ngydhead = O(dmodel)
and dgf = O(dmodel ), the dominant model assets of one layer
scale as ®(d2 ;). while one hidden state per token scales
as O(dmoder). Across L layers, the dominant matrix assets
scale as ®(Ld? ), while the embedding and vocabulary
projections each contain |V|dnoqe entries; tied input/output
embeddings reduce these two parameter sets to one [34].
Memory-backed assets. For a memory-backed asset, g de-
pends on the number of relevant addresses and the number of
physical memory banks observed together. Let D denote the
configured depth of each occupied memory bank. A BRAM36
can be configured as 512 x 72 in simple-dual-port mode or
1024 x 36 in true-dual-port mode, while a URAM has depth
4096 at 72 bits [3]. If the asset occupies ng BRAM banks and
one EOFM field can resolve the output regions of v banks at
once, then a one-address-per-replay strategy requires at least
q > D [ng/v].If only a subset of addresses contains the target,
D is replaced by the number of relevant addresses.
Hummingbird provides a concrete KV-cache example. For
LLaMA3-8B, one 4096-token, 8-bit K or V cache with head
dimension 128 contains 4,194,304 bits, and Hummingbird
reports that this state occupies 16 URAMs [25]. If all 16
relevant URAM output regions are resolved in one field of
view, complete address coverage requires g = 4096 replay
states and approximately 4096R EOFM images after localiza-
tion. If only four of the 16 regions are resolved together, the
same strategy requires ¢ = 16,384 states and approximately
16,384R images. Hummingbird time-multiplexes the K and
V storage, so the same localized memory resource can ex-
pose the two assets at different points in the implementation
schedule [25].
Register and intermediate-state assets. A 4096-element
FP16 hidden vector contains 65,536 bits. If represented en-
tirely in flip-flops it requires at least 65,536 data flip-flops,
while raw BRAM capacity would require only two BRAM36
blocks; practical banking can use more blocks to provide the
required datapath width [3]. [26,30] uses a 4096-dimensional
LLaMAZ2-7B hidden state and a 128-value FP16 vector-
processing width. At this boundary, w = 2048 bits are ex-
posed per aligned replay state, so complete vector coverage
requires only g > 32 states. To make this concrete, as approx-
imately 80 distinct target bits are recovered per EOFM image
in our setup, each 2,048-bit replay state requires at least 26

images, and the 32-state traversal therefore requires at least
832 images. At five minutes per image, this minimum image
count corresponds to about 69 hours of acquisition; our actual
acquisition time is less than five minutes per image.

Streamed-weight assets. A 4096 x 4096 projection quan-
tized to 4 bits contains 67,108,864 bits, or 8 MiB. This pro-
jection scale is representative of LLaMA2-7B, and embedded
FPGA LLM designs in this regime use 4-bit weights and
wide memory interfaces [25,26,30]. If a fully packed EOFM-
readable 512-bit weight path exposes one new word per replay
state, complete direct traversal requires at least g = 131,072
states before repetition, additional fields of view, or sepa-
rate metadata measurements are counted. This is the direct-
coverage lower bound for such a fully packed path; interleaved
scales, control information, or distribution across multiple
physical regions increase the required coverage [26,43,44].
The contrast between 131,072 streamed-weight states and
32 states for the 4096-element activation shows why hybrid
recovery can be attractive when remaining weight tiles are
costly to image but exact X /Y boundaries are compact and
repeatedly available.

Recovery bounds. The direct bound N(Z) > R[S/w]| con-
nects the transformer dimensions above to the physical par-
allelism of the observed boundary. For fixed deployed pre-
cision, a linear asset with dindoyc entries has S = @(dipdout)
bits, so direct recovery requires Q(Rdindoue/w) images. When
these matrices traverse a common reusable boundary expos-
ing w new target bits per replay state, one gated transformer
layer requires (% [drnodeldhead (nq + nkv) + drnodeldff]) im-
ages, which becomes Q(Rd2_,.;/w) under the usual di-
mension relations. Across L layers using the same
class of boundary, the corresponding model-asset term is
Q(B[Ld% 4o+ |V |dmodel] ), With a second vocabulary-sized
term when E and Wy, are not tied. These bounds retain
w explicitly because EOFM recovers multiple target bits to-
gether, as demonstrated by the FF and BRAM experiments.

For hybrid recovery, if a fraction p of the complete entries
in each output column is recovered directly, at most (1 — p)dj,
entries remain unknown per column and the full-rank con-
dition requires m = Q((1 — p)diy) independent input-output
observations. The imaging cost of those observations is deter-
mined by N(X,Y) at their own physical boundaries, so hybrid
recovery directly reduces weight coverage and substitutes



exact state measurements when N(Winown) +mN(X,Y) <
N(W), as established in Section 2.4. For a square projection
and fixed observation width, collecting complete state vectors
can retain quadratic worst-case scaling in the matrix dimen-
sion, but the practical gain is that compact and reusable X /Y
boundaries can replace unread or expensive weight locations.
For downstream consistency recovery, k unresolved bits
leave at most 2% candidate completions and therefore require
at least k bits of independent downstream discrimination in the
ideal case. The corresponding image cost is set by the amount
of useful downstream state recovered together per measure-
ment rather than by k alone. Because a hidden state scales
as O(dmodel) While a square projection scales as O(d2, ,.,),
a recovered downstream state can provide a substantially
smaller consistency anchor when it uniquely distinguishes the
remaining candidates. The offline search can involve up to 2*
candidates, trading optical coverage for computation.
Reuse and system-level recovery cost. FPGA LLM acceler-
ators repeatedly reuse matrix and buffering resources while
different layers and modules traverse them [43,44]. Once a
buffer or datapath is localized and calibrated, the same physi-
cal sites can therefore be reused to read values belonging to
different model assets, so increasing model depth increases
replayed asset states without requiring proportional growth in
independently localized sites. Let Ny be the one-time image
cost of localization and calibration and let i index the linear
model assets selected for recovery. The system-level image
count is therefore estimated by

NﬁZmin{N(W,-),N(W)‘“OW“)+miN(X,»,1/i) L@

For each linear asset, the minimum selects complete direct
recovery or partial direct recovery followed by algebraic com-
pletion, while Ny is amortized across reused hardware. Down-
stream consistency provides an additional route when the
unresolved information consists of individual bits rather than
complete numerical entries.

4 Experiments and Results

FPGA Board. All experiments were conducted on a Digilent
Genesys 2 development board equipped with an AMD/Xilinx
Kintex-7 (XC7K325T-2FFG900C) FPGA fabricated on a
28 nm process node [15]. The device features a flip-chip
package, requiring only the removal of the heat spreader and
cooling fan to expose the silicon die for backside optical ac-
cess; no additional mechanical preparation, such as silicon
thinning or polishing, was required. The FPGA was operated
at a core supply voltage of 1.0 V and a clock frequency of
200 MHz. All hardware designs were synthesized, placed,
and routed using the Xilinx Vivado Design Suite [4].

Optical Setup. We used a Hamamatsu PHEMOS-X FA mi-
croscope [33] for electro-optical frequency mapping (EOFM).

The system provides backside infrared imaging for navigation
and alignment and supports objective lenses with magnifica-
tions of 5x/0.14 NA, 20x/0.4 NA, and 50 x/0.76 NA, together
with additional 2 x, 4 x, and 8 x optical zoom. For EOFM, the
selected region was raster scanned and the reflected optical
signal was measured by the photodetector and processed by
the spectrum analyzer to form a frequency-selective spatial
map. The scans were acquired at 0.33 ms/pixel. Our EOFM
measurements used the 50 x objective with 2x or 4x zoom
depending on the target structure.

DUT. The matrix multiplier was adapted from the open-
source Buck008 project [11], which implements a systolic-
array matrix multiplication accelerator. Systolic architectures
are widely used in Al hardware accelerators [12, 14,46]. Be-
cause our goal is to evaluate the storage and staging struc-
tures that carry LLM assets, we removed the original con-
trol and communication modules and retained the matrix-
multiplication datapath together with BRAM and register
boundaries. The testbed consists of a systolic array operat-
ing on signed 8-bit input values and producing signed 17-bit
outputs. BRAMs provide the memory-backed boundary rep-
resentative of assets such as embeddings, KV-cache entries,
activations, and buffered model data, while the input and out-
put registers represent the FF-based staging boundaries used
around compute units. The design operates at 200 MHz and
each matrix computation requires 16 clock cycles.

EOFM excitation. For both the FF and BRAM experiments,
we alternated a target data value with 0x00 once every 16
clock cycles. At the 200 MHz system clock, this produces
a 12.5 MHz modulation component that allows the physical
locations carrying the target bits to be isolated in the EOFM
map. Once the physical bit positions are identified, activity at
a position is decoded as logic ‘1’ and the absence of activity
as logic ‘0’.

4.1 Direct Asset Recovery from FFs

We evaluate FFs as these registers can carry embeddings,
attention and MLP inputs, activations, partial sums, interme-
diate states, matrix outputs, and streamed or locally buffered
weights. Reading their values therefore evaluates a storage
boundary through which both model assets and inference-state
assets repeatedly pass during inference.

The FFs in the target Kintex-7 are implemented using
FDCE primitives. We used a tightly placed configuration
to represent a dense compute boundary and acquired EOFM
maps with the 50 objective and 2x zoom at 12.5 MHz. Fig-
ure 3 shows the input and output register locations for four
representative input conditions. Green circles mark the input
bits and orange circles mark the corresponding output bits.
The bit locations are sufficiently resolved to reconstruct the
complete input and output representations directly from the
EOFM maps.

For example, the 0x11 panel decodes to two signed 8-bit
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Figure 3: EOFM results for FFs representing the input and
output registers of the matrix multiplier. Green circles indicate
input bits, while orange circles highlight the corresponding
output bits for each evaluated input byte.

input values of 17 and two signed 17-bit output values of 17.
The other panels are decoded in the same way. Across the
four measurements, the recovered inputs and outputs match
the values produced by the programmed identity matrix, val-
idating the physical bit mapping and numerical decoding.
More importantly, these measurements provide exact input-
output states recovered from the FPGA. We use these EOFM-
decoded states in the recovery experiments below.

4.2 Direct Asset Recovery from BRAMs

BRAMs are a primary on-chip storage resource for LLM data
in FPGA accelerators. They can hold embeddings, KV-cache
entries, activations, intermediate states, buffered weights, and
representation metadata depending on the accelerator. Demon-
strating bit-level recovery from BRAM therefore evaluates
the memory-backed counterpart of the FF staging boundary
and shows that LLM assets can be read while they reside in
the on-chip memory hierarchy.

We first evaluated an 8-bit BRAM configuration with
the optional output register disabled and applied the same
12.5 MHz alternating-data pattern. Figure 4 shows the result-
ing EOFM maps acquired with the 50x objective and 4 x
zoom. The data bits form a compact physical pattern that dif-
fers from the FF layout. The 0xFF map identifies all active bit
positions, while 0xAA and 0x22 reveal the logical-to-physical
bit ordering. In particular, the measurements show that bits 1
and 2 within each 4-bit group are physically exchanged rela-
tive to a naive spatial ordering. Accounting for this mapping
allows the complete BRAM output byte to be reconstructed
from the EOFM image.

We then enabled the BRAM output pipeline registers and in-
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Figure 4: EOFM results for BRAM outputs. The left panel
provides an overview of the selected BRAM region and the
blue box denotes the field of view used for high-magnification
EOFM. The remaining panels show the EOFM maps for
representative data patterns.

creased the data width to 16 bits. Figure 5 shows that the wider
output remains directly decodable. The output is arranged
across two 8-bit rows, with the physical register boundaries
visible in the EOFM maps. The repeated patterns for 0x1111,
0x2222, 0x4444, and 0x8888 identify the bit ordering, while
O0xFFFF confirms all 16 active positions. Thus, multiple asset
bits are recovered together from the same EOFM map rather
than requiring a separate image for every bit.

Together, the FF and BRAM experiments establish direct
recovery at the two principal storage boundaries evaluated in
our testbed. The recovery procedure depends on the physical
structure carrying a value, not on the semantic role of that
value in the LLM. Once a register or BRAM bit mapping is
localized, the same readout procedure can recover any LLM
asset that is staged in that structure as inference progresses.
The next experiments evaluate how recovery proceeds when
complete optical coverage of a larger asset is not available.

4.3 Recovery Beyond Complete Readout

The direct experiments above recover complete numerical val-
ues from the EOFM images. As assets scale, however, some
weight entries or individual bits may remain unread because
the complete asset is not simultaneously visible or because
a subset of positions cannot be resolved. We therefore eval-
uate three forms of incomplete recovery using only the four
FF EOFM captures in Figure 3, corresponding to the 0xFF,
0xAA, 0x11, and 0x66 input conditions. No additional optical
measurements are collected. Instead, information that was
available in the original experiment is deliberately withheld
in post-processing so that the recovery mechanisms can be



Figure 5: EOFM results for a 16-bit BRAM configured with
internal output registers. Orange circles denote active bit loca-
tions, while bounding boxes mark the physical output register
logic. Purple boxes enclose 2-bit register pairs, and green
boxes delineate single-bit edge registers. The 16-bit output is
arranged across two 8-bit rows.

evaluated against known ground truth.

EOFM decoding and recovery procedure. The input to the
recovery analysis is obtained from the EOFM images rather
than from the panel labels. We automatically crop the four
panels and locate the annotated green input circles and orange
output circles from their colors. The colored outline pixels are
excluded, the mean image intensity is measured inside each
circle, and active and inactive locations are separated using
the midpoint of the largest gap in the sorted intensity scores.
Reading bit 0 from the left, the decoded bits are assembled
LSB-first and interpreted as two signed 8-bit input values and
two signed 17-bit output values per panel. The panel labels
are used only as a post-decoding cross-check.

Missing information is then introduced only after this
EOFM decoding step. For the linear-recovery experiment,
we construct the exact system ¥ = XW from the decoded
input-output pairs and use reduced-row-echelon-form Gaus-
sian elimination with rational arithmetic; the matrix rank
determines whether W is unique and the nullspace identifies
entries that remain unconstrained. For the bit-level weight
experiment, candidate completions of the artificially hidden
weight bits are enumerated and propagated through each de-
coded X;, and a candidate is retained only if its predicted
output agrees with every readable bit of the corresponding
decoded Y;. For the missing-input experiment, candidate com-
pletions of the hidden input bits are propagated through the
known programmed matrix and compared exactly with the
decoded downstream output. Searches are exhaustive where
practical; the larger weight/output mask spaces use deter-
ministic seeded sampling with edge cases that include sign,
least-significant, and most-significant bit positions. A recov-
ery is accepted only when a single candidate survives and the
recovered value agrees with the unmasked ground truth.

Observation diversity and the rank condition. We first ask
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Figure 6: Representative 50% observation availability. The
complete orange output arrays for 0xAA and 0x66 are artifi-
cially withheld in post-processing. All four panels originate
from the EOFM captures in Figure 3.

how many input-output observations is by itself sufficient to
determine an otherwise unknown matrix. The EOFM maps
decode to the four input states, with corresponding 17-bit
outputs. We evaluate all 15 nonempty subsets of these ob-
servations. Four subsets with one observation, six with two,
four with three, and the complete four-observation set. Ev-
ery stacked input matrix has rank one. The resulting linear
system for the four entries of W has rank two regardless of
whether 25%, 50%, 75%, or 100% of the observations are
retained. The measurements constrain only woy + wip = 1
and wg; +wjp = 1, so none of the four matrix entries is in-
dividually unique. The programmed identity matrix satisfies
these constraints although being one of the consistent solu-
tions. This result directly validates the rank requirement in the
hybrid-recovery analysis. The condition m > u; is sufficient
only when the corresponding input submatrix has full column
rank. Additional executions do not improve recoverability
when they remain in the same input subspace. Thus, scaling
hybrid recovery requires both a sufficient number of observa-
tions and sufficient diversity among those observations.
Joint recovery with incomplete weights and outputs. We
next evaluate the bit-level case in which both the model asset
and its downstream state are incomplete. The decoded X
states remain fully available, while kw € {1,2,4,8} bits of
the 32-bit representation of the 2 x 2 weight matrix and ky €
{0,1,2,4,8} bits of each 34-bit downstream output state are
artificially hidden. Each assignment to the missing weight
bits defines a candidate matrix. For every recovered input,
the candidate is evaluated and rejected whenever a predicted
output bit disagrees with a readable output bit.

We evaluate all 24 orders of the four EOFM observations



Figure 7: Joint recovery when both W and Y are incomplete.
Eight bits of W and eight bits of each downstream state are
treated as unreadable. Applying the EOFM observations in
the order 0xFF, 0x11, 0x66, and 0xAA reduces the candidate
set from 256 to 4, 4, 2, and finally one candidate.

for every selected weight/output mask pair. Weight masks
are exhaustive for kw = 1 and ky = 2 and deterministi-
cally sampled for kyy = 4 and ky = 8, while output masks
are exhaustive for ky < 2 and deterministically sampled for
ky =4 and ky = 8. Overall, the experiment evaluates 12,898
weight/output mask pairs and 309,552 observation-order tra-
jectories. The reported recovery fractions for the larger mask
spaces therefore describe the tested deterministic mask sets
rather than a probability over all possible masks.

Recovery remains possible even when both quantities are
incomplete. With one missing weight bit, every tested mask is
uniquely recovered for all output-readability levels, including
the case in which eight output bits per state are hidden. With
two missing weight bits and eight hidden output bits, 743 of
747 tested mask pairs (99.46%) uniquely recover the exact
programmed matrix. The corresponding counts are 725 of
764 (94.90%) for four missing weight bits and 421 of 508
(82.87%) for eight missing weight bits. The latter begins with
256 possible weight completions while retaining only 26 of
the 34 output bits, or 76.47% of each downstream state.

Figure 7 illustrates one of the more demanding successful
cases. Eight unresolved weight bits initially produce 28 = 256
candidate matrices. The 0xFF observation reduces this set to
four. The 0x11 observation contributes no additional discrim-
ination, the 0x66 observation reduces the set to two, and the
0xAA observation leaves only the programmed identity matrix.
Ambiguous cases can also occur. For example, when the same
bit position is missing from both entries contributing to one
output coordinate, two candidates can remain even when Y is
completely known. Recovery therefore depends on whether
the readable constraints distinguish the candidate comple-
tions, not simply on the number of observations collected.
The experiment also shows that the downstream state need
not always be bit-complete: a partially recovered downstream
state can suffice when its readable bits uniquely discriminate
the candidate weights.
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Figure 8: Four missing input bits from the representation of
0x11 are introduced in post-processing. The complete orange
downstream output remains available and uniquely selects the
original input completion.

Recovering missing upstream bits from downstream state.
Finally, we evaluate downstream-constrained recovery di-
rectly. Here, the matrix is known and individual bits of the
EOFM-decoded upstream state X are artificially treated as
unreadable. We test ky € {1,2,4,8} missing bits, leaving at
most 2K candidate completions. Each candidate is propa-
gated through the known matrix operation and compared with
the independently EOFM-decoded downstream state Y.

We evaluate both 8-bit input rows in all four EOFM panels
and exhaustively test every bit-position mask for the selected
values of ky. This gives 64 one-bit masks, 224 two-bit masks,
560 four-bit masks, and eight complete-byte masks, for a total
of 856 masking configurations and 12,032 explicitly evaluated
candidate completions. In every case, the downstream state
eliminates all incorrect candidates and leaves exactly the orig-
inal input. A single downstream observation is sufficient for
all 856 masks. In the strongest case, all eight bits of an input
byte are treated as unreadable, producing 256 possible values
before the downstream constraint is applied; comparison with
the recovered Y shows exact recovery.

5 Discussion

Portability across FPGA families and embedded plat-
forms. Our experiments use a Kintex-7 device, but the re-
covery procedure targets the storage structures that carry the
asset rather than a device-specific LLM module. FFs and
registers stage values around compute units, while BRAM-
like embedded memories buffer model and inference-state
data across FPGA accelerator families. When another FPGA
implementation places embeddings, weights, activations, KV-
cache entries, or intermediate results in the same class of
memory or register structure, the attack follows the same pro-
cedure: localize the physical bit positions, replay the target
state, and decode the resulting values. The physical locations
and EOFM parameters must be characterized for each FPGA
family, but the recovery procedure depends on the storage



primitive rather than on the semantic role of the asset. The
same principle extends to embedded accelerators that stage
sensitive values in optically accessible register files or SRAM-
like memories.

URAM is also relevant in newer FPGA families, it can be
a particularly favorable target for EOFM. A single URAM
primitive stores 288 Kb, eight times the capacity of a 36 Kb
BRAM, and URAM resources are organized in dedicated
columns on UltraScale+ devices [3]. Since EOFM provides
spatially resolved activity maps that allow active circuit re-
gions to be localized on the die [38], the larger and readily
identifiable URAM structures can simplify localization and
optical targeting compared with smaller BRAM resources.

The same storage-centric view also explains why AXI does
not require separate treatment. AXI transports data into the
programmable logic, but the received value must ultimately
be written into registers, FFs, BRAM, URAM, or another lo-
cal memory before it is consumed by the computation. An
AXI-loaded model asset therefore reaches the same storage
boundaries evaluated in our experiments. The attack targets
the physical structure in which the digital value is staged or
stored, not the protocol that delivered it. Our testbed conse-
quently captures the memory and register boundaries through
which model and inference-state assets repeatedly pass in
FPGA LLM accelerators.
EOFM vs. its alternative, photon emission. Photon emis-
sion (PE) can reveal digital values in sparse FPGA layouts, but
its effectiveness degrades in the dense and time-multiplexed
structures relevant to LLM inference. In our sparse-FF exper-
iment, photon emission with a 20x objective resolved indi-
vidual FDCE locations and their corresponding logic states,
as illustrated in Figure 9. With tightly placed FFs, however,
emissions from neighboring FFs and routing activity over-
lapped and individual bit locations could no longer be cleanly
separated. Temporal reuse creates a second limitation because
time-integrated photon emission superimposes activity from
the different values processed by a reused compute structure
during the acquisition window. These spatial and temporal
limitations arise from passive, time-integrated collection and
make complete asset extraction increasingly difficult as place-
ment density and hardware reuse increase. EOFM addresses
this regime by actively selecting the imposed modulation
frequency and spatially resolving the corresponding bit loca-
tions, enabling direct multi-bit recovery from the dense FF
and BRAM structures evaluated in our experiments. Electro-
optical probing (EOP) offers a complementary time-domain
alternative for observing the switching waveform of one lo-
calized primitive, but trades spatial parallelism for single-site
temporal resolution [7].
Controlled replay. Our experiments use an alternating 0x00
reference to create a strong periodic contrast, but the zero-
valued reference is not fundamental to the attack. Any re-
peatable transition, including a controlled reset or pipeline
initialization, can provide the periodic contrast required for
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Figure 9: Photon-emission results for sparsely placed FFs
forming the matrix-multiplier input registers. The top-left
panel shows the Vivado floorplan, while the remaining panels
show representative data values. Blue boxes mark FF loca-
tions and orange circles mark active logic ‘1’ states.

localization and bit decoding as long as the target asset state
is reproduced under stable execution conditions.
Implication for larger LLM accelerators. The experiments
and bounds together show that scaling the attack does not
require independently localizing every model bit: a character-
ized memory or register boundary can be reused as different
assets traverse it, while algebraic and downstream constraints
recover information that direct EOFM leaves incomplete.

6 Conclusion

We showed that FPGA-based LLM inference creates a direct
optical path to both model assets and inference-state assets
while these values are staged and processed on chip. Using
EOFM, we demonstrated complete bit-level recovery from
the FF and BRAM structures that carry weights, embeddings,
activations, K'V-cache entries, and intermediate results dur-
ing inference. Because FPGA accelerators repeatedly reuse
the same localized memories and compute boundaries across
addresses, tiles, modules, and layers, the attack can reuse a
characterized physical structure as different assets traverse
it. We further showed that incomplete optical coverage does
not necessarily prevent recovery. Missing numerical weight
entries can be completed from independently recovered input-
output states when the corresponding linear system has suf-
ficient rank, while a small number of unresolved bits can
be recovered by propagating candidate completions to exact
downstream states. Our scalability analysis connects these
mechanisms to the physical organization of real FPGA LLM
accelerators and shows that imaging cost depends on both
asset size and the amount of information recovered together
at each observable boundary.
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