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Abstract—Autonomous multi-agent systems nowadays act in
finance, software supply chains, and security operations. Already,
the first largely AI-orchestrated intrusion campaigns have been
reported. Yet, when such a system causes harm, no method can
robustly establish what happened, what caused it, or who is
accountable. This is because provenance forensics works at the
wrong abstraction, formal causality assumes the causal model,
and agent auditing trusts self-recording. The target failure mode
is, thus, attribution laundering, i.e., spreading an act across
redundant agents until none is a but-for cause. Worse, the record
is produced by the suspects, which comprises the assumption
adopted throughout this work. Agents may therefore anticipate
the investigation and the part of logging infrastructure may
itself collude. In this paper, HANSARD is proposed, a reference
architecture treating accountability as a life-cycle property. First,
a readiness profile sealed before operation bounds what later
findings may claim. Second, capturing at five choke points beyond
the agents’ reach makes omissions detectable, not only tampering.
Third, a typed PROV-DM-aligned causal graph accrues as the
system runs, and three indicators read it live to gate oversight
without adjudicating. Fourth, post-incident replay yields contin-
gent effects under the modified Halpern-Pearl definition, together
with a compensation-set size. Finally, a synergy residual measures
harm due to the combination rather than to individuals, making
laundering visible. Cause, responsibility and accountability are
then reported separately, each capped by an evidentiary tier,
while a future research agenda is also provided.

Index Terms—Agentic AI, multi-agent systems, digital foren-
sics, forensic readiness, runtime monitoring, causality, account-
ability.

I. INTRODUCTION

Language models with tools, memory and delegation au-
thority are increasingly deployed as interacting agent pop-
ulations acting for a principal, while a growing literature
documents the cost. In particular, agents remain measurably
influenced by content labeled untrusted [1], coordinate through
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channels leaving no observable trace [2], and emit rationales
that do not track the determinants of their behavior [3], de-
grading further under optimization pressure against a monitor
[4]. Consequently, work on agent auditability has formed
in response [5]–[8], prompted by deployment outpacing ac-
countability and the absence of an identity standard tracing
authorization to a human principal [9]. Ultimately, both lines
converge, where the evidence explaining a harmful outcome is
generated inside the system under question, while provenance-
based forensics [10], [11] operates where that influence is
invisible.

Agentic crime denotes unlawful or actionable harm brought
about through autonomous agents rather than a human hand,
criminal intent aside. Its setting is one in which autonomy is
distributed by construction, as in open multi-agent architec-
tures that share learning and control across many participants
[12]. Where such harm arises within an agent population
delegating and writing to shared memory across organiza-
tional boundaries, three main questions current practice con-
flates must be resolved: what occurred (reconstruction), what
brought it about (causal attribution), and who is answerable
(accountability). Explainability addresses the first two only in
part, since post-hoc multi-modal accounts explain a model’s
output rather than an event [13], while counterfactual ex-
planation, closest among them to a causal claim, is defined
over an input rather than over a distributed execution [14].
Moreover, formal responsibility attribution addresses the third
[15], without tracking the judgments a tribunal would make
[16]. Overall, each question carries a distinct evidentiary
standard, and only the third is what regulators and courts
require.

The deficiency described above is not merely technical,
since regulation of high-risk AI already presupposes an eviden-
tiary capability that has not been built, requiring operational
records to be retained and serious incidents reported within
short deadlines, with the causal link characterized where one
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is established or reasonably likely [17]. Such duties assume an
operator controlling its own logs, not a composition of agents
from several organizations, where no party holds the whole
record and the causal chain crosses trust boundaries. On the
liability side, the instrument that would have eased a claimant’s
burden through a rebuttable presumption of causation was
withdrawn [18]. Two obstacles compound this. Evidence from
proprietary systems is routinely withheld from the parties
it is used against [19] and forensic readiness, established
for conventional IT [20], has not reached agentic systems,
where the monitored can model the monitor. The challenge
is therefore not further obligation, but a technical account of
what such a system must record and what a reconstruction
may legitimately claim.

The current work focuses on and advances a central po-
sition that post-hoc accountability for multi-agent AI fails
at a juncture no current design accounts for, namely that
the record is produced by the suspects. Specifically, current
designs assume an honest recorder, whereas an adversary
anticipating reconstruction acts on the record itself; account-
ability must therefore be designed against that adversary and
cannot initiate with incident response. To this end, this paper
introduces the following contributions towards this direction:
a) The first characterizes the multi-agent forensic problem
and identifies attribution laundering (i.e., dispersing a harmful
act over interchangeable agents, until no individual counter-
factual effect remains) as its signature failure mode. b) The
second is HANSARD, a life-cycle architecture comprising a
sealed readiness profile, an out-of-band witness boundary, a
typed causal graph accrued at runtime, and a post-incident
counterfactual pipeline. c) The third applies the gap function
of cooperative game theory to counterfactual harm effects,
yielding an instrument for laundering and a structural proxy
computable without replay. d) The fourth is a proportionality
discipline between claims and evidence, as evidentiary tiers
whose attainability is fixed before deployment.

The remainder of the paper is organized as follows. Sec-
tion II reviews provenance forensics, actual causality, and
agent auditability. Section III discusses the threat model and
requirements. Section IV outlines the architecture. Section V
provides the evidentiary tiers and readiness levels. Section VI
summarizes the limitations and a future research agenda.
Finally, Section VII concludes the manuscript.

II. BACKGROUND AND RELATED WORK

Provenance-based forensics. Causal reconstruction from
audit data began with BackTracker [10] and execution par-
titioning for dependency explosion [11], while it is evadable
by substituting rare system actions with common ones [21].
It materializes at the operating-system layer, whereas agentic
influence propagates through natural-language content with
no kernel-observable edge; a mismatch of abstraction, not of
coverage.

Actual causality and responsibility. In the structural-
model account [22], X is a cause if, holding a witness
set W fixed, varying X alters the outcome; the degree of

responsibility 1/(1 + k) grades this by the minimal num-
ber k of other variables that must be altered to render X
critical [23], and extends to probabilistic multi-agent games
[15]. Deciding causality is ΣP

2 -complete under the original
definition [24], DP

1 -complete (NP-complete for one variable)
under the modified one [22]. Two limitations are material,
namely the causal model is presupposed (never recovered from
contaminated evidence), and a human-subject study found no
formal measure aligning consistently with human judgments
[16].

Agent auditability and attribution. Recent literature ad-
dresses agent observability, including Auditable Agents [5],
CapChain [6], Agent-BOM [7] and Causal Agent Replay [8];
no production identity standard though traces authorization to
an originating human principal [9]. The present work departs
from that literature in two respects: a) That work is non-
adversarial, trusting capture, whereas the setting here is a
system built, or induced, to defeat investigation, and b) It is
retrospective, whereas forensic readiness provisions evidence
beforehand [20] and runtime verification checks executions as
they run [25], neither having reached agentic systems, where
the monitored can model the monitor.

Evidence and admissibility. Error rate is one non-exclusive
Daubert factor [26], considered in this work as a design
target rather than a legal test, the EU regimes at issue leaving
admissibility to national procedural law. Defendants routinely
cannot inspect the proprietary systems generating evidence
against them [19] and tamper-evident logging [27] proves
integrity, never completeness, a limit inherited from secure
logging on untrusted machines [28]. Moreover, a self-reported
rationale is not evidence of a cause [3], monitorability being
fragile under optimization pressure against the monitor [4];
self-reports are therefore artifacts requiring explanation, not
testimony.

III. THREAT MODEL AND REQUIREMENTS

Agents from possibly distinct providers exchange messages,
invoke tools, and share memory on behalf of a human princi-
pal, who supplied only a high-level objective. Harm φ has oc-
curred and an external investigator must produce findings that
withstand scrutiny. Three adversary classes are distinguished,
as follows: A1) The external attacker, who compromises
agents through untrusted content (indirect prompt injection,
tool-metadata poisoning, memory poisoning) without touching
the infrastructure, as demonstrated in deployed applications
[29]. A2) The anticipating agent, who acts in the knowl-
edge that it is monitored currently and will be reconstructed
subsequently, by emitting exculpatory rationales, routing in-
fluence through benign-appearing intermediaries, employing
covert channels [2]. Its most effective strategy, designated in
this work ‘attribution laundering’, distributes the constituent
acts across redundant agents so that under a naı̈ve but-for
counterfactual no agent is critical. A3) The colluding recorder,
who controls part of the logging infrastructure and can omit,
reorder, or fabricate entries.



TABLE I
ADVERSARY CAPABILITIES, THE REQUIREMENTS THEY INDUCE, AND

ARCHITECTURAL COUNTERMEASURES

Capability Req. Countermeasure (component)

Injects instructions
via untrusted content
(A1)

R1
Provenance-labeled context segmentation, la-
bels assigned at the witness boundary, not by
the agent (Section IV-C)

Emits misleading
rationale or uses a
covert channel (A2)

R1, R3
Self-reports excluded from the causal model;
content-blind mandatory capture at W3, so
unexplained influence raises ρ (Section IV-C)

Attribution laundering
(A2) R4, R5

Contingent effects with minimal witness-set
search; synergy residual ρ and its runtime
shadow (Section IV-E, Section IV-D)

Omits or reorders en-
tries; controls a trust
domain or waits out
retention (A3)

R2, R6, R7

Per-channel sequence numbers and hash chain-
ing yield completeness proofs, not merely
integrity proofs, and gaps raise live alarms
(Section IV-B, Section IV-D); cross-principal
corroboration, with tier E3 required to name
a principal (Section V); commitment reten-
tion decoupled from content retention (Sec-
tion IV-G)

Table I maps the above capabilities onto the requirements
they induce and the respective countermeasures. (A3) cannot
be defeated within one trust domain, only converted into a
detectable inconsistency across domains, whence federation
is an architectural requirement, not an optional mode.

Following the above discussion, a list of requirements is
formed, where each the obligation that one element of the fore-
going analysis imposes: R1) Capture occurs outside the agents’
sphere of influence. R2) The record supports channel-relative
completeness, not only integrity, proofs. R3) Dependency
structure is recovered from evidence rather than presupposed,
and interventions evaluated by replay rather than against a
hand-specified structural model. R4) Attribution is graded
and remains informative under over-determination. R5) Every
claim carries a stated evidentiary basis and error charac-
terization. R6) Reconstruction spans trust domains without
disclosing proprietary internals. R7) The same sealed record
serves in-flight oversight and post-incident examination, where
runtime consumers are read-only with respect to evidence and
every intervention they trigger is itself witnessed.

IV. THE HANSARD ARCHITECTURE

The introduced HANSARD architecture is graphically il-
lustrated in Fig. 1, comprising a strict separation between an
execution plane, untrusted in its entirety, and an evidentiary
plane, which never accepts instructions from captured content;
the two communicating solely through a mediation and wit-
ness boundary. Additionally, the evidentiary plane has three
temporal faces of one record, namely the readiness profile,
the runtime face, and the examination pipeline of stages 1-4.

A. The readiness profile

Before the system acts at all, the deployer seals a readiness
profile, including the enumeration of mediated and known
unmediated channels; the determinism-capsule provisions of
Section IV-E; the indicator thresholds and escalation hooks of
Section IV-D; and the retention and federation commitments of

Section IV-G. The profile is itself witnessed and published, so
a later investigation begins from a signed statement of what the
deployment promised to be able to answer, and a tribunal can
distinguish evidence never provisioned from evidence gone
missing.

B. Sealed capture

Observation occurs at five choke points an agent cannot
bypass without failing to act at all, namely model invocation
(W1), tool call (W2), inter-agent message (W3), memory write
(W4) and delegation (W5). Witnesses are not agents, hold
signing keys in a trusted execution environment, and are
not steerable by the content they record. Each maintains a
monotonic per-channel sequence number and hash-chains its
entries; roots are published continuously to an append-only
transparency log [27].

Integrity proofs establish that what is present was not
altered; under capability (A3) the pertinent question is what is
absent. Per-channel sequence numbering converts an omission
on a mediated channel into a gap that consistency proofs
expose, rendering absence evidentially informative. The guar-
antee is channel-relative (unmediated channels remain a stated
residual assumption (Section VI)), but it is the concrete sense
in which securing storage, while trusting capture, is the wrong
threat model.

C. The agentic causal graph

The evidentiary plane compiles observations into an agentic
causal graph (ACG), which comprises a typed attributed di-
graph whose nodes are principals, agent instances, model invo-
cations, context segments, tool calls, memory cells, messages
and artifacts, and whose edges are typed by influence mode
(namely, ‘delegated’, ‘contextualized’, ‘emitted’, ‘invoked’,
‘wrote’ and ‘read’). Additionally, the vocabulary aligns with
the responsibility relations of PROV-DM [30], so ‘actedOnBe-
halfOf’ chains are first-class and the graph serializes into
an existing standard. The graph is built incrementally as
witnessed entries arrive; the post-incident graph is the runtime
graph, frozen when an examination opens.

Two architectural decisions need to be highlighted. First,
provenance labels on context segments are assigned by the
witness boundary at ingestion and immutable thereafter, since
in-context labeling is not self-enforcing, i.e., agents remain
measurably influenced by content marked untrusted [1]. Sec-
ond, an agent’s account of its own reasoning enters the graph
as an artifact with no causal edges, where admitting self-
reports as causal edges would import the very unreliability
[3] the architecture exists to control.

Semantic dependency reduction. The unpruned ACG is
intractable, since every token in a shared context is potentially
a cause of every subsequent action; a dependency explosion
more severe than the one that motivated execution partitioning
[11]. Context is therefore segmented by provenance (each span
injected from a distinct source at a given time is one unit,
delimited by the mediation layer) and candidate edges pruned
by a three-tier estimator: lexical and embedding overlap, then



EXECUTION PLANE untrusted — adversary-influenced, agents may anticipate the reconstructor

Human
principal
goal only

Agent α
intake

Agent β
verify

Agent γ
act

Tools / MCP
no audit primitive

Shared memory
provenance-erasing

Model providers
distinct trust domain

Untrusted content
email · web · documents · tool

metadata · peer-agent messages

MEDIATION & WITNESS BOUNDARY
out-of-band · not steerable by content · keys in TEE W1 model call W2 tool call W3 agent message W4 memory write W5 delegation

EVIDENTIARY PLANE isolated from execution; never accepts instructions from captured content

1 SEALED CAPTURE
• per-channel sequence numbers
• hash chain + witness signature
• roots to transparency log

completeness proof
an omitted event leaves a hole

integrity alone is insufficient:
the record is produced by the
suspects.

2 AGENTIC CAUSAL GRAPH
typed nodes: principal · agent ·
invocation · context segment ·
tool call · memory cell · artifact
edges: delegated · contextualised ·
emitted · invoked · wrote · read

semantic reduction
context segmentation +
3-tier influence estimation

3 COUNTERFACTUAL ENGINE
• determinism capsule: seed, model

hash, recorded tool responses
• systemic v(X): all agents re-execute
• contingent vW(X): set W pinned

synergy residual ρ
= the emergent component

N-resample CIs → stated error rate
(Daubert prong 3)

4 GRADED ATTRIBUTION
causes — modified HP definition,

bounded search, coverage reported
responsibility — Shapley share of v(A),

reported together with ρ and |W*|
accountability — lift to principals

along the delegation chain,
weighted by control and oversight

findings, never verdicts

RUNTIME FACE
reads the sealed stream as it accrues gap alarms provenance-drop events dispersion indicator (ρ-shadow) Art. 14 hold / co-sign,

itself witnessed

Fig. 1. The HANSARD reference architecture. The witness boundary is the only sanctioned path between the untrusted execution plane and the evidentiary
plane; stages 1-4 constitute the post-incident examination and the runtime face reads the same sealed stream as it accrues. The readiness profile (Section IV-A)
and federation (Section IV-G) are omitted from the figure.

attention or attribution scoring where white-box access exists,
are triage deciding where counterfactual budget is spent; only
the third tier, counterfactual ablation, yields an evidentially
usable claim.

D. The runtime face

The quantities of Section IV-E require replay; three indicator
families need only the accruing record. a) Gap alarms: A per-
channel sequence discontinuity (Section IV-B) is detectable
the moment the succeeding entry arrives, converting an (A3)
omission into a live signal. b) Provenance-degradation events:
A memory write depending on an untrusted-labeled segment
while citing no witnessed verification act is the moment con-
tent crosses from untrusted to internally trusted state, and W4

observes it as it happens. c) Structural dispersion: A shadow
of the synergy residual; when the causal frontier of a pending
consequential action spans interchangeable instances such that
no single upstream node is a cut vertex of the streaming
ACG, every singleton but-for effect is predictably near zero,
so laundering-shaped structure is flagged from topology alone,
before the harm completes.

Indicators do not adjudicate; they gate. Crossing a threshold
declared in the readiness profile triggers oversight hooks at
the mediation boundary; holding an action pending human co-
signature, the operative mechanism of the Article 14 oversight
duty [17], or quarantining a memory cell. The runtime face is
read-only with respect to evidence (R7) and every intervention
it triggers is itself witnessed. The caveat is structural, where
optimization pressure against a monitor degrades the behavior
monitored [4], so thresholds are fixed in the sealed profile, not

adapted silently; the runtime face is a sensor, not a guard, and
its calibration remains open (Section VI).

E. Counterfactual engine

Let T denote the recorded trace, φ the harm predicate,
and A the agent set. A determinism capsule records seed
and sampling parameters, model version hashes and all tool
responses, so replay runs against a recorded environment with
side effects stubbed from the trace; where exact reproduction
is unattainable, estimation proceeds over N resampled replays
with reported intervals. Write PT for the replay distribution
seeded from the capsule and do(X←⊥) for suppression of
an event or agent X (the invocation is elided; downstream
consumers observe absence, not an error); for S ⊆ A, v(S)
suppresses every member jointly, extending v to a set function
on A.

The systemic effect of X is v(X) = PT (φ) − PT (φ |
do(X←⊥)), every agent outside X being free to re-execute
and compensate. Since PT (φ) ≈ 1 under faithful replay,
v is effectively the probability that suppressing X averts
the harm; the but-for quantity proper, near zero for every
singleton under redundancy, which is precisely the laundering
problem. With PW for PT under a set W of events pinned
at their recorded values, the contingent effect is vW (X) =
PW (φ) − PW (φ | do(X←⊥)). The modified HP definition
[22] is adopted, under which a contingency may only be set
to its actual value (precisely the pinning above) so that X is an
actual cause of φ if X occurred and some W renders vW (X)
significant, meaning the lower bound of its 95% interval over
N replays exceeds a threshold τ declared with every finding.



The modified definition yields the favorable complexity noted
above, so the binding cost is replay batches, not combinatorics.
It also renders the Chockler-Halpern degree of responsibility
1/(1 + k) inapplicable, since k counts variables set to values
other than actual [23] and in the current conceptualization
there are none. The compensation-set size |W ∗| (i.e., the
number of agents whose non-action had to be pinned) is
therefore reported as a distinct structural measure, not a degree
of responsibility. Search runs to a declared bound kmax with
coverage reported, so a null result reads “no cause found
within |W | ≤ kmax”, never exoneration; reported causes
carry the sampling error of the N -replay estimate and are not
certificates.

Synergy residual. Normalizing the gap function of the
effect game yields:

ρ =
v(A)−

∑
a∈A v({a})

v(A)
, v(A) > 0, (1)

where ρ is a signed index in (−∞, 1], reported as not-
applicable when v(A) ≤ 0. It is a comparison, not a decom-
position (harm removable by dismantling the entire agent set
against harm removable one agent at a time) and 1−ρ must not
be construed as harm attributable to individuals. Values near
1 indicate that no member is individually decisive and the
composition produced the harm; values at or below 0 indicate
the converse, as in a serial pipeline where each member
could individually have averted it. This renders laundering
legible, i.e., an adversary distributing an act across redundant
agents drives each v({a}) toward zero, which raises ρ rather
than dissolving responsibility. A high ρ is a positive finding;
what a regulator concerned with system-level obligations, or
a claimant confronting a many-hands defense, requires on
the record. The many-hands problem is long established; the
residual makes its multi-agent form measurable. The statistic
is the standard gap function of a cooperative game; the
contribution lies in its forensic interpretation.

F. Graded attribution

The final stage produces three separated outputs: a) Causes
are events for which a witness set was found within kmax, each
reported with its compensation-set size |W ∗|. b) Responsibility
apportions v(A) by Shapley value [15], reported alongside ρ.
The two are complementary, not competing; Shapley efficiency
assigns all of v(A) to members and ρ v(A) =

∑
i(ϕi−v({i}))

is the portion each agent owes to interaction rather than stan-
dalone effect. c) Accountability lifts from agents to principals
along ‘actedOnBehalfOf’ chains, weighted by foreseeability
and by control; who could have intervened, the operative
question under the Article 14 human-oversight duty [17]. The
separation is itself a claim, where the literature routinely
conflates the three, though the evidentiary requirements differ
at each step; since no formal responsibility measure tracks
human judgment reliably [16], HANSARD emits the evidence
and the measure, never a verdict.

TABLE II
EVIDENTIARY TIERS AND WHAT EACH MAY LICENSE

Tier Basis May license

E0 Correlational narrative over the
trace

Hypothesis generation only; not evi-
dence

E1 Sealed trace, integrity and com-
pleteness proofs, one witness

Description of what was recorded; reme-
diation advice

E2
(E1) plus counterfactual sup-
port, with stated interval and
kmax coverage

A claim of causation

E3
(E2) corroborated by indepen-
dent witnesses in distinct trust
domains

A claim naming a principal

G. Cross-principal federation

In a realistic incident the evidence is split across a model
provider, an orchestration framework, a tool provider, and the
deployer, with MCP offering no audit primitive and A2A only
a correlation identifier [9]. HANSARD requires each trust
domain to publish Merkle roots of its witness log continuously
and to disclose content only under legal process, with inclusion
proofs. In this respect, a log can then be authenticated without
publishing the model that produced it, partly answering the
trade-secret objection [19], and commitment retention, low-
cost and durable for years, is decoupled from content retention,
whose Article 26(6) floor of six months is short relative to
intrusion dwell times and litigation [17].

V. EVIDENTIARY TIERS AND READINESS LEVELS

Every finding carries a tier (as explained in Table II)
under certain promotion rules, namely causation requires at
least (E2), naming a principal at least (E3). (E1) evidence is
low-cost and will predominate in any realistic investigation;
letting it support attribution to a named party is how forensic
architectures produce high-confidence misattributions.

The tiers are gated by what was provisioned before the inci-
dent, graded as readiness levels: L0) No sealed capture, caps
every finding at (E0). L1) Witnessed channels enumerated,
capsules provisioned, thresholds declared; makes (E1) and
(E2) attainable. L2) Adds standing cross-domain federation
commitments (Section IV-G), the precondition for (E3). No
post-incident diligence can retrofit a tier the profile did not
provision; the precise sense in which accountability is a life-
cycle rather than an investigative property. A reconstruction
attaining only (E1) has, thus, not failed silently; it has reported
that the evidence cannot support a causal claim.

VI. LIMITATIONS AND FUTURE RESEARCH AGENDA

What is proposed in this study is an architecture, not
a system; several components remain open. Counterfactual
validity. Determinism capsules are effective where the model
is self-hosted or exposes seeds; for closed APIs subject to
silent version drift the intervention distribution may not be
estimable at all, and the sound response is to withhold the
(E2) tier rather than report a meaningless interval. HANSARD
also substitutes a replay oracle for the structural equations HP



causality presupposes; sufficient to evaluate an intervention,
not the model-theoretic conditions. Establishing when replay
is valid is the largest single gap. Validating ρ and calibrating
its shadow. The residual is uncalibrated and its behavior on
mixed structures (partly redundant, partly serial) is unstudied.
The dispersion indicator inherits both problems and adds a
false-positive burden, where redundancy engineered for avail-
ability is laundering-shaped by construction, so an uncalibrated
threshold either saturates operators with escalations or never
fires. Both need evaluation against known ground truth, mind-
ful that formal measures diverge from human judgment [16].
Capture integrity. A witness observes only what traverses
it, where an effect achieved through an unwitnessed channel
(an unmediated side effect, a covert encoding [2]) leaves
no discontinuity to expose, so enumerating a deployment’s
unwitnessed channels is a prerequisite to any completeness
claim. Cost. Mediating five choke points, evaluating indicators
in stream and executing N -replay ablations costs latency on
the execution plane and compute on the evidentiary plane [5];
whether sealed capture is affordable at production throughput,
and how to allocate a fixed replay budget, is unaddressed.
Standardization. None of this composes across organizations
without an interchange format; the PROV-DM-aligned ACG
serialization [30] is the natural candidate, and the missing audit
primitive in current agent protocols the natural starting point.

VII. CONCLUSION

This paper has addressed the forensic vacuum that opens
when harm is brought about by autonomous multi-agent
systems whose record is produced by the parties under in-
vestigation, and whose audit, in current practice, begins only
once the harm is done. Four contributions/outcomes have been
presented. First, attribution laundering was identified as the
signature failure mode of such systems, dispersing a harmful
act over interchangeable agents, until no individual counter-
factual effect remains. Second, HANSARD was specified as
a life-cycle reference architecture joining a sealed readiness
profile, an out-of-band witness boundary over five choke
points, a typed causal graph accrued at runtime with three live
indicators, and a post-incident counterfactual pipeline. Third,
the gap function of cooperative game theory was adapted to
counterfactual harm effects as a synergy residual that renders
laundering visible, together with a structural proxy computable
without replay. Fourth, evidentiary tiers gated by readiness
levels were defined, bounding what any reconstruction may
license and making evidence never provisioned a matter of
record rather than a silent omission. A future research agenda
identified replay validity, calibration of the residual, unwit-
nessed channels, and cost as the principal open problems.
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