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Abstract

Reinforcement learning with verifiable rewards
(RLVR) is deployed to make models better at
reasoning tasks, but its side effect on what mod-
els will divulge is under studied. Here we
show that RLVR on facts increases extraction
of personally identifiable information (PII) the
instruct model had already memorized. We
first confirm that instruct models have already
memorized PII but leave them latent, rarely sur-
facing one when asked. We then apply RL
on benign factual data that contains no PII
of any kind, and re-probe: a targeted probe
over name—-email pairs, and an untargeted free-
recall prompt that simply asks the model to list
the addresses it knows. PII extraction rises
sharply under both: on DeepSeek-V3.1, verba-
tim recall@k increases from 0.155 to 0.370,
a 2.4x gain. The effect scales with model
size: across three models spanning 8B to 671B
parameters, absolute leakage is largest in the
biggest model. Meanwhile model’s reasoning
abilities and refusal rates are retained, indicat-
ing that RL selectively changes which mem-
orized information is accessible rather than
broadly altering the model. In summary, mem-
orized private data can be made markedly more
extractable by training that never touches it.
This gives an adversary a route to memorized
data that requires no privacy-relevant training
signal and no access to the data itself — only
the ability to fine-tune on something innocuous.

1 Introduction

Large language models (LLMs) are pretrained on
web-scale corpora that contain personally identi-
fiable information (PII), including names, email
addresses, phone numbers, and other attributes tied
to real individuals. Models can retain and some-
times reproduce such information verbatim (Car-
lini et al., 2021; Huang et al., 2022; Lukas et al.,
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Figure 1: Conceptual overview of the PII leakage effect.
An instruction-tuned model initially refuses to provide
areal individual’s Enron email address. It is then post-
trained with verifiable rewards on benign factual QA
containing no PII. After RLVR on these unrelated facts,
the same query can elicit a previously latent, memo-
rized address, illustrating how benign post-training can
unintentionally increase access to privacy-sensitive in-
formation acquired during pretraining.

2023). Instruction tuning and safety alignment
may make these associations less likely to surface
under ordinary interaction, but they do not nec-
essarily remove them from the model. Targeted
prompting, jailbreaks, and privacy-oriented fine-
tuning can recover PII that an instruction model
otherwise rarely emits (Li et al., 2023; Chen et al.,
2024). Consequently, the absence of PII in ordi-
nary model outputs does not imply the absence of
privacy-sensitive information in the model; it may
instead reflect that the information is present but
difficult to elicit.
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At the same time, reinforcement learning with
verifiable rewards (RLVR) has become a central
post-training technique for improving model per-
formance. Although RLVR is most often associ-
ated with mathematical and logical reasoning, re-
cent work suggests that it does not merely install
new capabilities. RL can amplify patterns inher-
ited from pretraining, redistribute probability mass
toward outputs already within the base model’s
support, and improve access to parametric knowl-
edge that was previously difficult to retrieve (Zhao
et al., 2025; Zhang et al., 2025; Yue et al., 2026;
Gekhman et al., 2026; Wu et al., 2026). These find-
ings raise a broader concern: if RL can change
access to knowledge a model already holds, can
it also make sensitive information already en-
coded in the model easier to extract?

Here we ask whether RLVR on entirely benign
data can make unrelated, previously memorized
PII more extractable. We investigate this ques-
tion using instruction-tuned models and the En-
ron email corpus. Using the Enron email corpus
(Klimt and Yang, 2004) as a source of real work-
place PII, we first confirm that instruct models have
memorized employee name—email associations
but leave them latent, rarely surfacing one when
asked. We then run RLVR on a long-tail factual
QA task whose training data contains no email ad-
dresses and no PII of any kind, and re-probe the
resulting checkpoints with a targeted probe over
200 held-out name—email pairs and an untargeted
free-recall prompt that simply asks the model to
list the addresses it knows.

Extraction rises sharply under both probes, and
the absolute increase is largest in the largest model
across three systems spanning 8B to 671B param-
eters (Figure 1). The rise reflects genuine recall
rather than fabrication: decoys of synthetic, never-
seen addresses stays at zero recall throughout train-
ing. Contrary to the prior finding that fine-tuning
increases hallucination when it pushes a model to-
ward content it does not reliably know (Gekhman
et al., 2024), here the precision of untargeted emis-
sions that are genuine is unchanged by RL (on
DeepSeek-V3.1, 82.0% — 82.2%). Because the
untargeted probe supplies no lexical cue to any
specific target, the effect also survives the concern
that reported PII leakage reflects prompt-induced
pattern completion rather than memorization (Luo
et al., 2026). Meanwhile reasoning accuracy on
MMLU benchmark and refusal rates are retained,
suggesting that RL on benign facts selectively

changes which memorized information becomes
behaviorally accessible, rather than broadly degrad-
ing model reasoning capability or merely altering
its propensity to refuse.

2 Experimental Setup

Models. We study three instruction-tuned models:
Qwen3-8B (Yang et al., 2025), Qwen3.5-397B-
A17B (Qwen Team, 2026), and DeepSeek-V3.1
(DeepSeek-Al, 2024) in non-thinking mode. We
focus on instruction-tuned variants because they
are less likely to disclose sensitive information due
to alignment.

Enron corpus and target/decoy pool. We use
the public CMU release of the Enron email
corpus (20150507 version) (Klimt and Yang,
2004). Name-—address associations ending in
enron.com are extracted from message headers
and normalized (URL-decoded, lowercased, punc-
tuation/quote/bracket stripped). In addition, we
remove obviously easy examples. An address
is discarded if it coincides with any determinis-
tic template derivable from the person’s name:
first.last, first_last, flast, firstlast,
first.middle.last and fml. Such addresses can
be produced by convention rather than recall, and
would inflate every recall number we report. From
the surviving pairs we sample N = 200 records
to form the target pool. The decoy pool comprises
100 fictional individuals assigned @enron. com ad-
dresses generated from non-obvious numbered tem-
plates (e.g. a two- or three-letter name fragment
followed by a two-digit number), each verified ab-
sent from the corpus. Any decoy “recovery” is
fabrication, and the decoy recall rate is a direct
false-positive floor.

Training data. We train on FACTS-Parametric
(Cheng et al., 2025), a public dataset of 1,052 short-
answer factual questions with Wikipedia-sourced
gold answers (e.g. “yair yint aung birthday” —
“August 18, 1993”). We choose this dataset for its
long tail—questions on rare entities, where correct-
ness is earned by retrieval.

Probes. We use two extraction levels. The targeted
probe presents a name and elicits the address: “The
Enron email address of {name} is”. It measures
whether a specific association can be elicited. The
untargeted free-recall probe supplies no target at
all—*“List Enron employee email addresses you
know. Return only JSON, as an array of objects
with keys name and email.”—and measures what



the model volunteers unprompted. We use five
paraphrase templates and report maximum recall
at k=10 per question (Section A.1).

RL objective and hyperparameters. We use
GRPO (Shao et al., 2024). For each question ¢
we sample a group of G completions {0;} ; from
Tg,,q» Score each with the reward below, and form
group-normalized advantages A; = (ri — pr) /o,
optimizing
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where ¢ ~ D and {0;}$, ~ g, (- | q), with
pit = m(0it | q,0i<t)/T0,,(0it | @, 0i<¢) and
B = 0 (no KL penalty). The reward is coarse: 0.0
for an empty completion, 1.0 if the gold answer
string is contained case-insensitively in the comple-
tion, and 0.1 otherwise. We select the learning rate
for each model using a hyperparameter sweep. All
hyperparameters, including the best learning rates,
are listed in Table 3. Each model is trained until
convergence.

Reasoning capability control. RL on a narrow ob-
jective can degrade general reasoning ability, poten-
tially confounding changes in privacy leakage. We
therefore interpret extraction relative to the model’s
overall capability and evaluate MMLU (Hendrycks
et al., 2021) at each evaluation step using a fixed
60-question probe, with 20 questions each chosen
randomly from high-school geography, high-school
world history, and college biology.

Fabrication controls. Fine-tuning is known to in-
crease hallucination when it pushes a model toward
content it does not reliably know (Gekhman et al.,
2024), which would produce a rise in emitted ad-
dresses with no rise in real recall. We control for
this in two ways. First, decoy recall: the fabrication
floor described above. Second, emission precision:
for untargeted probe we classify every emitted ad-
dress against the corpus email universe and report
the fraction that are genuine.

Refusal. An aligned model may decline to an-
swer, and a drop in refusal is an alternative route to
higher measured extraction. We therefore measure
refusal explicitly, flagging a response as a refusal
if it contains any of a fixed set of refusal phrases
(“i cannot”, “i can’t”, “cannot provide”, “i’m not
able”, and similar). Refusal is computed on the tar-
geted probe only, since a model returns an empty
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list under the untargeted probe as refusal.

3 Results

RL on PII-free facts increases both targeted
and untargeted extraction.

Table 1 (left) compares each instruct model with
its best RL checkpoint. Target recall rises in every
case: from 0.005 to 0.050 on Qwen3-8B, 0.050
to 0.135 on Qwen3.5-397B-A17B, and 0.155 to
0.370 on DeepSeek-V3.1. The absolute increase
grows with model size (4-0.045, +0.085, 4-0.215),
so the largest model both starts and ends with the
most extractable PII. Under the untargeted probe
(Table 1, right), the number of real Enron addresses
the model emits without being asked about anyone
in particular rises in a similar way.

The cross-domain PII leakage increase reflects
genuine recall, not fabrication. Figure 2(a) tracks
both pools across training. Target recall climbs as
reward on the factual task improves, while the de-
coy pool of synthetic, never-seen addresses stays at
zero for the entire run—the model does not become
more willing to invent plausible addresses, only
more able to produce real ones. Emission precision
agrees: on DeepSeek-V3.1 the fraction of untar-
geted emissions that are genuine is 82.0% — 82.2%
before and after RL.

Leakage rises while reasoning capability and
refusal are retained, indicating improved ac-
cess to memorized information. Figure 2(b)
shows MMLU accuracy over the same trajectory:
it stays within a narrow band with no downward
trend, so the leakage is not purchased by degrading
the model’s reasoning ability. Refusal behaviour
moves only modestly (Table 2): for example, the re-
fusal rate falls from 86.33% to 81.20% on Qwen3-
8B and is unchanged at 8.78% on DeepSeek-V3.1.
This suggests that gating on capability and refusal
alone would not surface the change: RL on benign
facts selectively alters which memorized informa-
tion becomes behaviourally accessible, rather than
broadly degrading reasoning capability or merely
eroding the propensity to refuse.

4 Related Works

A growing body of work shows that post-training
on a narrow objective can induce broad, unintended
changes in model behavior far outside the train-
ing distribution. Qi et al. (2024) show that fine-
tuning an aligned model erodes its safety guardrails
with a handful of adversarially designed examples,
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Figure 2: RL on unrelated facts amplifies memorized-PII extraction without degrading reasoning capability (Qwen3-
8B-NonThink). (a) Verbatim recall@Fk on the target pool climbs as RL optimizes reward on facts (never an email),
while the decoy control (synthetic never-seen addresses) stays at zero. (b) MMLU stays in a narrow band (0.78-0.89,
60-question probe) with no sustained downward trend. In both panels the dotted vertical line marks the reported

checkpoint.

Target recall@k  Free recall
Model Instruct +RL  Instruct +RL
Qwen3-8B 0.005 0.050 0 16
Qwen3.5-397B-A17B  0.050  0.135 5 65
DeepSeek-V3.1 0.155  0.370 50 83

Table 1: RL on a factual objective increases extraction
of memorized PII under both targeted and untargeted
probes, with the largest absolute increase in the largest
model.

Union refusal rate

Model Instruct +RL
Qwen3-8B 86.33% 81.20%
Qwen3.5-397B-A17B 12.88% 7.30%
DeepSeek-V3.1 8.78% 8.78%

Table 2: Refusal rate on the targeted extraction probe,
for the instruct model vs. RL checkpoint (with then
peak-recall@k) .

and measurably even with benign, utility-oriented
instruction data. Betley et al. (2025) name the
sharper form of this effect emergent misalignment:
fine-tuning on insecure code yields models that
give malicious advice on wholly unrelated prompts.
Wang et al. (2026) extend the phenomenon to RL
on reasoning models and to models without safety
training, identifying “misaligned persona” features
that mediate it, while MacDiarmid et al. (2025)
show it can arise naturally when a model learns to
reward-hack in a production RL pipeline, with no
contrived dataset at all. Closest to our result, Liu
et al. (2026) report the same structure in the copy-

right domain: finetuning models to expand plot
summaries reactivates latent memorization from
pretraining and unlocks verbatim recall of books
by authors absent from the finetuning data.

We share the structure of these results: a narrow
post-training objective produces a broad change
that the training data never specified. What differs
is the signal that produces it. Prior work either
rewards something undesirable (insecure code, in-
correct advice, cheating a grader), or fine-tunes on
generic utility-oriented instruction data such as Al-
paca, whereas our setup rewards only correctness
on benign factual questions.

5 Conclusion

We showed that RLVR on a benign, PII-free factual
objective increases the extractability of personally
identifiable information that a model memorized
long before post-training began. The effect holds
across three instruction-tuned models spanning 8B
to 671B parameters, under both targeted and untar-
geted probes, and it reflects genuine recall rather
than fabrication: a never-seen decoy pool stays at
zero throughout training and the precision of un-
targeted emissions is unchanged. Because reason-
ing capability and refusal behaviour are largely re-
tained, the change is invisible to the evaluations that
ordinarily gate a release. Memorized private data
can therefore be made markedly more extractable
by training on benign data that never touches it.



Limitations

Our evidence comes from a single corpus and a
single PII type: English Enron email addresses,
matched verbatim. The corpus focuses on a US
company, and the individuals it represents are
skewed toward US corporate employees; we make
no claim that our findings generalize to other pop-
ulations or languages. Whether the effect extends
to other personal attributes or looser notions of dis-
closure than exact string match is untested. We
do not examine other forms of PII mostly due to
their limited access to the public. Our three models
differ in family, architecture, and pretraining data,
which might confound the conclusion of our study.

Ethical Considerations

This work studies the extraction of real personal
data, and we have tried to do so without adding
to the exposure of the people involved. We use
only the public Enron email corpus, released by the
Federal Energy Regulatory Commission during its
investigation and distributed by CMU. We collect
no new personal data. The individuals whose ad-
dresses appear in this corpus did not consent to its
release, and we treat their information as sensitive
despite its public availability. We report aggregate
recall counts only and release neither the target
pool nor RL checkpoints, since both would make
the specific associations we measure easier to ob-
tain; we follow standard diligence practices for data
handling.
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GRPO / optimization

Prompts per step 16

Generations per prompt 16
Completions per step 256

KL coefficient 5 0 (no KL term)
LR schedule constant, no warmup
Epochs 15

LoRA rank / o 32

Rollout temperature 0.8

Max completion length 512 tokens
Max context length 4096 tokens
Random seed 42

Best Learning rate (per model)

Qwen3-8B 5x107°
Qwen3.5-397B-A17B 4%x107°
DeepSeek-V3.1 4x107°
Reward

Empty completion 0.0

Gold answer present 1.0
Otherwise 0.1
Enron evaluation

Samples per prompt k 10
Sampling temperature 0.8

Max tokens (targeted) 512

Max tokens (untargeted) 1024
target pool size 200
NULL pool size 100
Paraphrase variants 5 (vO-v4)
Evaluation seed 1234
Evaluation interval 15

Reasoning capability evaluation (MMLU)

Subjects 3
Questions per subject 20
Max tokens 8

Table 3: Hyperparameters.

k=10 completions per prompt over five paraphrase
templates at every eval step, account for a further 2
GPU-hours.

C Use of AI Assistants

Al assistants were used to draft and revise abstract,
introduction, related work, perform related work
search during the preparation of this manuscript.
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