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Abstract

While machine learning models have demonstrated strong performance in
many domains, these models have shown profound vulnerabilities when they
are exposed to adversarial threats. While adversarial attacks fall into various
categories, the most prominent category in research studies is evasion. In
evasion attacks, the adversary generates perturbed versions of samples, which
might not be observable by human eyes. These samples generally fool the
machine learning models with high confidence. This phenomenon poses a
significant security violation against machine learning models. In this paper,
we investigate the certified and empirical robustness of various Kolmogorov-
Arnold network architectures against strong evasion attacks. At first, we
provide the mathematical foundations for randomized smoothing and interval
bound propagation, and report the f¢y-certified robustness of the models
under randomized smoothing. After that, we systematically evaluate the
robustness of various defended and undefended KAN models under FGSM,
PGD, and C&W attacks in order to find out the optimal defense strategies
and architectures.
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1. Introduction

Machine learning (ML) has extended artificial intelligence (AI) by mov-
ing systems from hard-coded rules to data-driven learning. ML has facili-
tated numerous tasks in a huge number of fields including retail, finance,
natural language processing (NLP), autonomous driving, computer vision
(CV), healthcare, cybersecurity, and many other domains [Shinde and Shall
(2018)); [Sarker| (2021). ML models have evolved during decades from classical
networks and multi-layer perceptron (MLP) to deep neural networks. Each
learning paradigm aims to solve the problems that are infeasible, hard, or
inefficient for the previous ones Boutaba et al. (2018). Kolmogorov-Arnold
networks (KANs) have been introduced to substitute MLP models in numerous
areas Liu et al. (2025)); Ji et al.| (2024); Somvanshi et al.| (2025).

Kolmogorov-Arnold representation theorem (KAT) states that any contin-
uous multivariate function f can be written as a composition of finite number
of continuous univariate functions. This can be formalized as follows:

f(xb L2y ooy xn) = ij<z ¢lj(xl))> (1>

where n is the number of inputs, m is the number of compositions, z; is the
i" input, ¢;; is the univariate function for x; in jy, composition, and 1; is the
4" composition. KANs make use of KAT to provide powerful alternatives to
MLP models |Ji et al.| (2024); Somvanshi et al.| (2025)); Lou et al.| (2026)).
KANs and MLPs differ in multiple aspects. First, KANs can outperform
MLPs on specific tasks, including time-series analysis, with fewer trainable
parameters. Second, in general, the training time for a KAN is significantly
slower than that of an MLP on the same task Ji et al.| (2024); Somvanshi et al.
(2025). Third, KANs exhibit greater robustness to catastrophic forgetting
in specific low-dimensional tasks than MLPs, making them suitable options
for continual learning (Cacciatore et al.| (2024); Rahman et al.| (2026]). Figure
illustrates a simple architecture for a KAN, where traditional activation
functions in MLPs are replaced by learnable ones. After each hidden layer,
every connected Spline is summed together and sent to the next layer.
Adversarial machine learning (AML) is an interdisciplinary field, studying
the vulnerabilities of ML models. Adversarial attacks exploit these vulnera-
bilities to harm utility, privacy, or explainability of ML models. Adversarial
defenses, on the other hand, aim to secure ML models during different stages
of ML lifecycle. This field faces an evolving arm-race, where new attacks
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Figure 1: A simple KAN architecture consisting of four Splines at the first hidden
layer and two Splines at the second hidden layer.

and defenses are introduced periodically. This necessitates the researchers
to consider designing built-in defense systems when developing ML models
Vashagh et al.| (2026); Kurakin et al. (2017); Meymani and Razavi-Far (2026).

Adversarial attacks are divided into three major categories: evasion,
poisoning, and exploratory attacks. In evasion attacks, the attacker generates
adversarial samples by adding subtle and carefully crafted noise to the original
data. These adversarial samples are imperceptible to human observers, but
can fool the ML model with high confidence. Poisoning attacks aim to corrupt
the training data by tampering with features and/or labels to harm the
training process. Finally, exploratory attacks aim to violate the privacy of
ML models by inferring their parameters and/or training data |Vashagh et al.
(2026); Meymani et al.| (2026)).

Moreover, an adversary can possess different amounts of knowledge about
the target model’s sensitive information including gradients, training data,
and parameters. If an adversary has perfect knowledge about the model, it
is considered as a white-box adversary. On the other hand, an adversary
with zero information is considered as a black-box one. Finally, a gray-box
adversary sits between white-box and black-box, where partial knowledge
about the target model is available Vashagh et al.| (2026)); [Meymani et al.
(2026)).

Certified robustness in AML refers to a formal and mathematically prov-



able guarantees that a model’s prediction will remain unchanged within a
specified perturbation bound and norm. There are various techniques that
provide certified robustness by analyzing the robustness from a different
perspective. These techniques include randomized smoothing (RS), interval
bound propagation (IBP), convex relaxation, verification, and semidefinite
programming (SDP) relaxation [Cohen et al.| (2019)); Gowal et al| (2018); Meng
et al (2022)); [Zhang| (2020); Salman et al| (2019); Raghunathan et al.| (2018).

In this paper, we focus on white-box evasion attacks since they provide a
direct means of robustness evaluation of the trained models during inference.
This allows us to study the vulnerability of the learnt models when they
are exposed to perturbed inputs. Moreover, evasion attacks are among the
most widely studied adversarial threats, making them a suitable basis for
systematically comparing the robustness of different KAN architectures and
defense strategies. Our contributions are as follows:

e We evaluate the empirical robustness of state-of-the-art KAN-based
computer vision architectures against strong white-box evasion attacks.

e We systematically evaluate the impact of adversarial training, random-
ized smoothing, and interval bound propagation on the robustness of
KAN architectures across CIFAR-10 and SVHN.

e We analyze the certified robustness under randomized smoothing, and
report certified accuracy and certified radius across different KAN
architectures and perturbation bounds.

The remainder of the paper is as follows. In Section [2| we introduce
the related research studies. In Section [3| we discuss the problem settings.
In Section [4] we explain our methodology by providing defense algorithms
and mathematical underpinning for RS and IBP. In Section [5] we discuss
experimental setups, and demonstrate the certified and empirical results.
Finally, in Section [0 we suggest future research directions and conclude our
work.

2. Related Works

KANSs are used for a variety of regression and classification tasks, including
time series analysis, graph learning, signal processing healthcare, and CV.
For CV, architectures such as KAN-Mixers |Canuto et al.| (2025), KANICE
Ferdaus et al.| (2024)), and PoolKANNeXt Lv et al.| (2025) have been proposed.
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KAN-Mixers (Canuto et al.| (2025)) extends MLP-mixer [Tolstikhin et al.
(2021) architecture by replacing the standard MLP-based layers with KAN
layers. Similar to MLP-Mixer, KAN-Mixers performs token- and channel-
mixing to learn both spatial and feature-level relationships. KAN-Mixers
consists of a patch-embedding layer, mixer blocks, an adaptive average pooling
layer, and a classification head. The results indicated that KAN-Mixers
achieved the highest accuracy on Fashion MNIST and CIFAR-10 datasets
compared to a standard KAN, MLP, and MLP-Mixer.

KANICE |Ferdaus et al. (2024) is a hybrid architecture that combines
KAN and CNN. KANICE consists of Interactive Convolution Block (ICB),
standard convolutional layers, batch normalization, pooling layers, and KAN
linear layers. ICBs are responsible for capturing spatial relationships, serving
as initial feature extractor. Standard convolutional layers are used after each
ICB to further process and extract the features. Batch normalization is used
to stabilize the learning process, and pooling layers are used to reduce the
dimensionality. Finally KAN linear layers are used to approximate complex
functions more accurately. The results on MNIST, Fashion MNIST, EMNIST,
and SVHN demonstrated the superior performance of KANICE compared to
CNN, CNN_KAN, ICB_CNN, and ICB_ KAN architectures.

PoolKANNeXt [Lv et al.| (2025) is another hybrid KAN-CNN architecture,
which combines pooling-based feature-mixing, dual-activation KAN blocks,
and ConvNeXt-style [Liu et al. (2022) hierarchical architecture. PoolKAN-
NeXt consists of four stages: stem, main, downsampling, and output. The
stem phase is the initial feature extractor. The main phase consists of aver-
age pooling, convolution blocks, and GELU and Swish activation functions.
After that, the inputs from previous phases are downsampled and sent to
the output layer. While this model was originally designed for biomedical
image classification, it demonstrated strong performance in general CV-based
classification tasks including CIFAR-10.

In |Ostanin et al. (2024]), the authors evaluated the robustness of a KAN
model and a MLP model under Gaussian noise and adversarial attacks using
MNIST dataset. The authors used Fast Gradient Sign Method (FGSM)
and Projected Gradient Descent (PGD) to generate adversarial samples.
While KAN achieved slightly higher accuracy than MLP on clean data, its
performance decreased more sharply under noise and attacks. MLP model
consistently outperformed the KAN model in terms of accuracy, precision,
recall, and F1-score under noise and attacks. This trend indicated greater
adversarial vulnerability of KAN compared to MLP.
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In [Ibrahum et al.| (2024)), the authors compared the performance of some
KAN-based architectures (i.e., KAN-Mixer and convolutional KAN) and
MLP-based architectures (i.e., MLP-Mixer) under basic iterative method
(BIM), FGSM, and Carlini and Wagner (C&W). Experiments were conducted
on BTSD, CTSD, and GTSRB datasets. Moreover, the authors investigated
adversarial training (AT) and randomized smoothing as defense strategies to
further study the robustness. Results indicated that robustness depended on
the architecture. KAN-Mixer generally outperformed MLP-Mixer in terms of
robustness, while standard KAN generally demonstrated less robustness than
standard MLP model. Randomized smoothing and adversarial training im-
proved robustness across models, with randomized smoothing often providing
the stronger defense.

In Djosic et al.| (2024)), the authors evaluated the robustness of an MLP
and four KAN variants (linear KAN, Fourier KAN, Chebyshev KAN, and
Jacobi KAN) under Gaussian noise, FGSM, and PGD attacks with MNIST
as the dataset. MLP and linear KAN demonstrated the highest accuracies.
Under noise MLP showed the greatest robustness, with linear KAN being
the second best, while other KAN variants showed severe degradation. After
applying FGSM, MLP showed the greatest robustness followed by the linear
KAN. In contrast, Chebyshev KAN and Fourier KAN demonstrated greatest
robustness under PGD, while MLP and linear KAN had the lowest scores.

In Dong et al.| (2024)), the authors analyzed the robustness of KANs for
time series classification under PGD attack. The authors used UCR2018
dataset. The results indicated that KAN demonstrated similar or sometimes
slightly better than MLP in terms of clean accuracy. Moreover, the KAN
model showed greater adversarial robustness than the MLP model. As a
result, the authors concluded that the greater robustness of the KAN model
stems from its lower Lipschitz constant.

In |Alter et al|(2024), the authors evaluated the robustness of fully con-
nected convolutional KANs across a wide range of datasets and adversarial
attacks, and compared them with convolutional neural networks (CNNs) and
fully connected neural networks (FCNNs). The datasets included MNIST,
Fashion MNIST, KMNIST, CIFAR-10, SVHN, and ImageNet. The attacks
included both white-box (i.e., FGSM and PGD) and black-box (i.e., Square
Attack) attacks. The results suggested that convolutional KAN models gener-
ally exhibited greater robustness compared to CNN models with comparable
sizes. Moreover, the impact of spline order and number of knots depends
on model scale; higher spline orders often improve robustness in small and

6



medium models, whereas lower spline orders can be more robust in large mod-
els. The authors claimed that optimizing the hyperparameters of KAN-based
architectures could be a promising research direction for robustness studies.

In Schumacher et al.| (2025)), the authors evaluated the robustness of KAN,
MLP, and CNN models under FGSM and PGD attacks on Fashion MNIST
and CIFAR 10 datasets. The authors proposed GloroKAN to provide certified
robustness, however, adversarially trained KAN outperformed their proposed
approach.

Although previous studies have investigated the adversarial robustness of
KANSs, most of them primarily focused on comparisons between KAN-based
models and conventional architectures such as MLPs or CNNs. In contrast,
our study focuses on robustness within the KAN family, aiming to determine
how different KAN-based architectures behave under the same adversarial
conditions. We evaluate KAN-Mixers, KANICE, and PoolKANNeXt across
CIFAR-10 and SVHN, considering multiple defense strategies and a wider
range of attack configurations. We further compare adversarial training,
randomized smoothing, and interval bound propagation, while complementing
the empirical evaluation with certified robustness analysis. This enables a fo-
cused evaluation of how architectural and defense choices influence robustness
among KAN-based models.

3. Problem Settings

There are a variety of attacks that use white-box knowledge to exploit
the vulnerabilities of machine learning models. These attacks use the model’s
parameters to generate adversarial samples, for instance, FGSM |Goodfellow
et al|(2015) is a one-step attack, generating adversarial samples by moving
toward the gradient of the loss function:

Tadv = T + €~ Slgn<vxL(€7 z, y))? (2)

where .4, is the generated adversarial sample, x is a benign sample, y is the
corresponding label of that sample, € is the perturbation size, L(0, z,y) is the
loss function, VL is the gradient of loss function with respect to x, and 6
denotes the model’s parameters.

Another famous attack is PGD Madry et al.| (2018), which is a multi-step
attack unlike FGSM. PGD refines a random perturbation over iterations to
find a desired perturbation causing misclassification. Eq. shows how an



adversarial sample is generated using PGD:

wiin = [ [ (#haw + @ - sign (Vo L(0,2,y))) , (3)
4+

where § is the perturbation, « is step size, 7 is iteration number, ¢, is the
adversarial sample during i*" iteration, and [], +s 18 the projection function,
ensuring the input stays within perturbation bounds ([ — §, = + d]).

Additionally, C&W |Carlini and Wagner| (2017)) uses the following objective
function:

(4)

minimize D(x,z +J) + A.f(x +9)
subject to x +4d € [0,1]"

where D(x, z+0) is the distance between the benign and adversarial samples, n
is the number of features (pixels), A controls the trade-off between perturbation
size and attack success rate, f(z + 0) is an objective function, ensuring that
x + ¢ is misclassified by the model.

Adversarial training is a defense strategy that aims to learn representations
of both benign samples and adversarial samples during the training session.
This can either be done by augmenting adversarial samples during the training
session, or defining new objective function that learns both representations.
Although this strategy has been widely used, most of the methods face
robustness-accuracy trade-off. Robustness-accuracy trade-off occurs when
clean accuracy is sacrificed to some extent to increase the robustness of the
model Meymani and Razavi-Far| (2026)); Xu et al.| (2021)); Nath et al.| (2023).

Randomized smoothing generates a smoothed model by adding Gaussian
noise to the inputs and and aggregating predictions via Monte Carlo sampling.
In Monte Carlo voting, multiple noisy versions of the input are generated and
the predictions are aggregated via majority voting Cohen et al.| (2019); Nandi
et al.| (2023).

Interval bound propagation provides a certified defense strategy by propa-
gating the input perturbation bounds through the whole network. During
IBP-based training, the training loss equals to the linear combination of clean
loss and IBP loss to control the trade-off between accuracy and robustness.
The final loss #rina can be formulated as follows:

lrinal = (1 — A) X Lcjean + A X liBp, (5)

where (cean is the standard loss function, /igp is the IBP-based loss functions,

and A controls the trade-off between robustness and accuracy (Gowal et al.
(2018); [Mao et al.| (2024); Mirman et al.| (2018)).
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4. Methodology

In this section, we formulate certified robustness, explain defense mech-
anisms, and formalize the threat model. Figure [2] shows an step-by-step
methodology process, where we begin by choosing a dataset, an architecture,
and a training strategy to evaluate the performance of the models against a
diverse set of adversarial attacks.

Dataset Selection Model Selection ! Training Strategy Attack Selection

- - . i‘y [g Standard L.Adversarlal

CIFAR-10  SVHN ! KANICE KAN-Mixers PoolKANNeXt | [' RS-based 'IBP baSEd FGSM

O AN

@K »J/

Figure 2: Step-by-step process of exrperimental methodology.

4.1. Certified Robustness Formulation

Unlike empirical defenses that rely on specific adversarial attacks and
parameters, certified defenses provide mathematical guarantees on model
behavior within predefined perturbation bounds |Cohen et al.| (2019); Nandj

ot a1 (2023)

4.1.1. Randomized Smoothing
Let f denote a base KAN classifier. Randomized smoothing constructs a
smoothed classifier by injecting Gaussian noise into the input space:

nNN(ngQI)a (6)

where o denotes the noise level and I is the identity matrix
(2019)). The smoothed classifier is defined as:

g(z) = arg max, P (f(x+mn) =0, (7)

where C' is the number of classes. Let pa = P (f(z 4+ n) = ca) denote the
probability of the most probable class c4, and pp = max..., P (f(z + 1) = ¢)
represent the probability of the second most probable class. According to the
randomized smoothing certification theorem, the classifier prediction remains
unchanged within an ¢5-ball of radius:



R= g (@ (pa) — ' (pp)), (8)

where ®!(+) is the inverse cumulative distribution function of the standard
normal distribution (Cohen et al.| (2019). Therefore, for any perturbation o
satisfying ||0||2 < R, the prediction is guaranteed to remain unchanged:

g(x +96) = g(x). (9)

During inference, class probabilities (p.) are estimated using Monte Carlo
sampling:

b= 27 oA+ m) = o) (10)

where M is the number of noisy samples, 1 is an indicator function that
outputs one for true conditions, and outputs zero for false ones, and 7; ~
N(0,02I). The certified accuracy of randomized smoothing is computed as:

1 N

CAps(r) = 2; LR >r A yi=1), (11)
where R; is the certified /5 radius of sample ¢, IV is the number of test samples,
r is the threshold, y; is the actual class label, and ; is the predicted label.

4.1.2. Interval Bound Propagation

Interval Bound Propagation certifies robustness by propagating perturba-
tion intervals through every layer of the network |Gowal et al.| (2018); [Mao
et al.| (2024). Given an input sample x, the adversarial region is defined as:

X={o+6: 6] < e}, (12)

where € is the perturbation bound. The initial interval bounds are (V) = z — ¢
and u(® = z + €. For a linear transformation z = Wh+ b, the interval bounds
are propagated as:

l,=WT*l + W uy, + b, (13)

U, = W+uh + W_lh + b, (14)
where [, represents the lower bound vector of the input layer, u; represents

the upper bound vector of the input layer, W' = max(W, 0), which keeps only
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positive weights, and W~ = min(W, 0), which only keeps negative weights
Gowal et al. (2018)); Mirman et al.| (2018)).

Since KANs replace fixed activation functions with learnable spline func-
tions, each KAN layer can be represented as:

ZEDIHCH (15)

where ¢;; denotes a spline activation function. For an input interval z; € [l;, u;]
the lower and upper spline bounds are:

&y = Dnin i;(t), (16)
Gy = max i;(t). (17)

The output interval of a KAN neuron is therefore:

li= Z?ij’ (18)
i=1

=1

These bounds are recursively propagated through all KAN blocks until
the final logit layer. Let [, and wu denote the lower and upper bounds of
output k. For a sample with true class y, robustness is certified whenever:

L, > Tax Uy. (20)

Under this condition, no perturbation satisfying ||0]|« < € can alter the
classifier prediction Gowal et al.| (2018); Mirman et al. (2018). The certified
accuracy under IBP is then calculated as:

N
CArpple) = %Z 1 <zyi > max uk> . (21)

Ly
i—1 #Yi
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Algorithm 1: Adversarial Training.
Input: Training data: Xy, training labels: Y., perturbation
bound: €, step size: «, iteration number: I;, and number of

epochs: F.
model < Instantiate(KAN);
foree {0, 1, ..., E—1}do

for ('I7 y) S (Xtmm7 }/;frain) do
Taav ¢ PGD(z, €, «, I;);
Tmixed < Concatenate(x, Tqy);
Ymixea < Concatenate(y, y);

Yy, < model.forward(Zmixed);
loss < £(Yp, Ymixed);
model.backward(loss);

r;turn model.

4.2. Defense Mechanisms

In this section, we explain the defense mechanisms that are used during
the experiments. These defenses include adversarial training, randomized
smoothing, and interval bound propagation.

Algorithm [I| shows the adversarial training strategy that we employ during
the training session. We use PGD to generate adversarial images within each
batch with 8/255 as perturbation bound, 2/255 as step size, and 10 as the
number of iterations. Then, we restrict each pixel between 0 and 1. After
that, we train the model on the mixed batch of benign and adversarial data
in order to make the model learn both benign and adversarial distributions.

Algorithm [2] demonstrates how we employ randomized smoothing during
the training session and the test phase. During the training session, we sample
from a Gaussian noise distribution with noise level of 0.25. After that, we
obtain noisy images by adding the noise to the original images and train the
base classifier on the noisy images. During the inference phase, we generate a
smoothed classifier with 0.25 as noise level and 64 as the number of Monte
Carlo samples. Adversarial data (FGSM, PGD, and C&W) are generated
based on the gradients of the base model; however, the final evaluation is
conducted on the smoothed model.

Algorithm [3] demonstrates the IBP-based training. Epochs are divided
into three intervals: warm-up, ramp-up, and robust training. In warm-up,
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Algorithm 2: Randomized Smoothing (Training and Inference)

Input: Training data: X, training labels: Yiian, test data: Xies,
test labels: Y., Gaussian noise level o, identity matrix: I,
number of epochs: F, and Monte Carlo sample number: M.

model < Instantiate(KAN);

forec {0, 1, ..., E—1}do
for (l’, y) € (Xtm'm; thm) do
£+ N(0,0%);

Tnoisy —x+ §>

Yy, < model.forward(zyoisy );
loss < £(yp, y);
model.backward(loss);

Inference phase:

smoothed = SmoothedClassifier(model, o, M);

standard _accuracy < Evaluate(smoothed, Xiest, Yiest);
Xadversarial < Attack(model, Xy, Yiest);

robust _accuracy < Evaluate(smoothed, X aqversarial; Yeest);

perturbation size and trade-off parameter A are equal to 0 in order to normally
train the model. After that, in ramp-up, A gradually increases to 0.5 and e
gradually increases to 4/255. Finally, in robust training interval the model
is trained on the maximum pre-defined values of A\ and e. The formula for
linear ramp-up function &, is as follows:

0 t<Wg
S, = I;E%WW% Wg <t<Rpg (22)
1 Ry <t

where Wg is warm-up epochs, Rg is ramp-up epochs, and ¢ is the epoch
number. Moreover, lip(y,, Y, €:) constructs the initial interval [z —e€;, x4 €]
and propagates these bounds through the network. The final loss during
IBP-based training is calculated based on Eq. .

4.3. Threat Model

We assume strong white-box evasion attacks with full knowledge about
the models’ architecture, parameters, gradients, and defense mechanism. The
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Algorithm 3: Interval Bound Propagation Training.

Input: Training data: X, training labels: Yiia,, maximum
trade-off coefficient: A, .y, number of epochs: E, warm-up
epochs: Wg, ramp-up epochs: Rg, maximum perturbation
size: €may, ramp-up function: &;.

foree {0, 1, ..., E—1}do
t+—e+1;
for (.l’, y) € (Xtraim Ytrain) do
)\t - St X )\max;

€ = St ¥ €max;
Yy, < model.forward(z);

loss 4= (1 = A\t) X Lctean(Yps Y) + At X lisp(Yp, Y, €1);
model.backward(loss);

attackers cannot modify training data or model parameters and are restricted
to test-time perturbations within predefined norm-bounded regions.

Attacks include FGSM, PGD, and C&W. We use {,.-norm FGSM with
perturbation sizes ranging from 0.01 to 0.09. For PGD, we use three different
variants: standard, multi-step, and adaptive PGD. All the PGD attacks use
perturbation bound of 8/255 and step size of 2/255.

In standard PGD, the iteration ranges from 10 to 50, while other types
generate adversarial samples during 100 iterations. In multi-step PGD, we
use three restarts, and for adaptive PGD, we use three expectation-over-
transformation (EoT) samples. Moreover, we use ¢3-norm C&W to further
evaluate the robustness of these KAN-based models. Table [Il summarizes the
specifications and parameters of each attack.

Table 1: The parameters of each adversarial attack.

Attack Parameters Norm
FGSM e € {0.01, 0.02,...,0.09} loo
Standard PGD € =8/255, o = 2/255, i € {10, 20, 30, 40, 50} loo
Multi-Step PGD € = 8/255, a = 2/255, ¢ = 100, Restart = 3 loo
Adaptive PGD € =8/255, a = 2/255, i = 100, EoT Samples = 3 loo
C&W binary-search steps=9, steps = 1000, step size = le — 2, confidence = 0 Uy
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5. Experimental Setups and Results

In this section, we explain the experimental setups, certified results,
empirical results, and discuss our findings. The empirical results are averaged
over five runs for all the models on both datasets.

5.1. Datasets and Implementation Details

We use CIFAR-10 and SVHN datasets. Both datasets include three input
channels: red, green, and blue. As a result, we use vectors of size three to
normalize the data, where each element correspond to one of the channels.
We normalize CIFAR-10 using mean vector of (0.4914, 0.4822, 0.4465) and
standard deviation vector of (0.247, 0.243, 0.261).

Moreover, we normalize SVHN with mean vector of (0.4377, 0.4438, 0.4728)
and standard deviation vector of (0.1980, 0.2010, 0.1970). We keep the same
normalization values during both training and test sessions.

We used a server equipped with two NVIDIA H100 GPUs. For the main
libraries, we used numpy 2.2.4, torch 2.7.0, torchvision 0.22.0, and scipy
1.15.3.

5.2. Fvaluated Architectures and Metrics

We use KAN-Mixers |Canuto et al.| (2025), KANICE Ferdaus et al. (2024)),
and PoolKANNeXt |Lv et al.| (2025)) architectures to conduct our experiments.
We use these architectures since they have demonstrated state-of-the-art
performances in CV-based tasks; this enables us to evaluate the accuracy and
robustness of these models more fairly across the datasets.

In order to assess the performance of the selected models, we use standard
accuracy (SA) and robust accuracy (RA). SA shows the accuracy of the model
under benign dataset, while RA measures the accuracy under adversarial
samples. By using these two metrics, we can analyze the performance of
the models more deeply, and gain valuable insights of the behavior of these
models.

5.3. Hyperparameters

KANICE is trained for 200 epochs, with batch size of 128, and learning
rate of 1le — 3. KAN-Mixers is trained for 50 epochs, with batch size of 64,
and learning rate of 0.0001282. PoolKANNeXt is trained for 30 epochs, with
batch size of 128, and learning rate of 0.0037. These settings stay the same
during standard, adversarial, RS-based, and IBP-based training sessions. For
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adversarial training, we use perturbation bound 8/255, step size 2/255, and
10 iterations across all the architectures.

For RS, we set Gaussian noise level (o) to 0.25. Moreover, the number of
Monte Carlo samples (M) is a test-time parameter, which equals to 64 for
all models across all datasets. During IBP-based training sessions, maximum
perturbation size is 4/255 and maximum A equals to 0.5 across all the models.
The number of warm-up and ramp-up epochs are 10 and 80 for KANICE, 5
and 40 for KAN-Mixers, and 5 and 20 for PoolKANNeXt. Table [2| summarizes
the hyperparameters that are used during the training session.

Table 2: Training hyperparameters.

Model Common AT RS IBP

epochs  bs Ir € « Iterations | ¢ M| €emax Wi Rpg  Amax
KANICE 200 128 le —3 8/255 2/255 10 025 64 |4/255 10 80 0.5
KAN-Mixers 50 64 0.0001282 | 8/255 2/255 10 025 64 |4/255 5 40 05
PoolKANNeXt 30 128  0.0037 8/255 2/255 10 025 64 [4/255 5 20 0.5

5.4. Certified Robustness Results
In this section, we explain the certified robustness results of randomized
smoothing.

Table 3: ly-certified robustness of different KAN architectures under randomized
smoothing at certification thresholds of 2/255, 4/255, and 8/255 - certified accuracy
(CA) and mean radius.

Model Dataset CA@Q%)5 CA@% CA@% MR

KANICE CIFAR-10  60.85 60.19 99.01  0.46
KAN-Mixers CIFAR-10 66.84 66.27 65.46  0.75
PoolKANNeXt CIFAR-10  80.33 80.10 79.78  1.18
KANICE SVHN 92.70 92.45 91.93 091
KAN-Mixers SVHN 91.38 90.92 90.03 0.71
PoolKANNeXt SVHN 92.36 92.24 92.05 1.10

Table [3] shows the ¢5-certified robustness of different KAN architectures
under randomized smoothing. Certified accuracy (CA) measures the percent-
age of test samples satisfying R; > r, where R; denotes the certified ¢, radius
and r is the certification threshold. The mean radius (MR) represents the
average certified radius across all test samples, where larger values indicate
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stronger certified robustness guarantees. In CIFAR-10, PoolKANNeXt demon-
strates the strongest certified robustness, while in SVHN, PoolKANNeXt and
KANICE demonstrate competitive certified robustness.

5.5. Empirical Robustness Results

Table M shows the SA and RA under FGSM attacks for all evaluated
architectures and defense strategies on CIFAR-10 and SVHN. Across both
datasets, the results reveal a robustness hierarchy, in which adversarial training
consistently provides the strongest protection against gradient-based attacks.

Table 4: Standard accuracy and robust accuracy of different KAN models under
FGSM attacks.

Metric SA RA - FGSM
Model 0.01 0.02 0.03 0.04 0.05 0.06 0.07 0.08 0.09
CIFAR-10
KAN-Mixers-Plain 76.17 | 32.03 28.62 25.64 23.12 21.16 19.34 17.58 16.28 14.92
KANICE-Plain 85.09 | 40.74 38.35 36.42 34.87 33.37 32.05 30.60 29.36 28.18
PoolKANNeXt-Plain | 85.82 | 36.41 25.73 1896 14.58 12.12 10.31  9.08 8.03 7.54
KAN-Mixers-AT 74.42 | 60.09 57.53 54.85 5225 49.46 47.04 44.54 42.05 39.90
KANICE-AT 84.55 | 65.74 64.45 63.28 61.89 60.48 59.09 58.00 56.96 56.22
PoolKANNeXt-AT 85.27 | 70.21 67.30 64.04 60.79 57.75 54.51 51.04 4823 45.56
KAN-Mixers-RS 73.77 | 34.21 3281 31.06 29.50 28.27 26.66 25.23 24.31 22.93
KANICE-RS 83.11 | 46.38 44.92 43.53 42.08 40.65 39.45 37.97 36.66 35.41

PoolKANNeXt-RS 86.37 | 41.90 35.62 30.18 2554 21.74 1850 16.40 14.70 13.09
KAN-Mixers-IBP 75.88 | 3231 2937 26.96 2494 23.11 21.76 20.20 19.05 18.05

KANICE-IBP 86.65 | 44.35 42.19 40.24 3844 36.63 3536 34.06 33.01 31.85
PoolKANNeXt-IBP | 77.05 | 35.28 31.79 2854 2514 2270 20.50 17.99 16.20 14.75
SVHN
KAN-Mixers-Plain 94.51 | 62.18 54.54 4819 42.74 3831 3455 31.63 29.03 26.83
KANICE-Plain 93.39 | 65.34 63.88 62.35 61.06 59.78 58.74 57.73 56.78 55.94
PoolKANNeXt-Plain | 92.62 | 49.71 37.06 28.78 23.26 19.34 16.55 14.50 13.04 11.84
KAN-Mixers-AT 95.74 | 78.75 77.69 76.49 75.09 73.69 72.26 70.82 69.35 67.76
KANICE-AT 93.90 | 73.76 7236 71.07 69.63 6829 66.93 65.65 64.44 63.26
PoolKANNeXt-AT 92.75 | 73.24 7148 69.45 67.39 6517 62.85 60.48 58.09 55.76
KAN-Mixers-RS 93.78 | 68.02 65.87 63.29 60.53 57.78 54.58 52.03 49.10 46.64
KANICE-RS 91.66 | 63.51 62.43 61.15 59.59 5810 56.54 55.02 53.57 52.03
PoolKANNeXt-RS 92.57 | 63.54 59.35 54.36 49.90 45.62 41.82 38.52 35.58 33.03
KAN-Mixers-IBP 89.07 | 60.42 55.51 50.79 46.33 4258 39.21 36.24 33.77 31.45
KANICE-IBP 92.34 | 62.07 60.11 58.05 56.14 54.34 52.76 51.39 50.34 49.19

PoolKANNeXt-IBP | 90.58 | 56.65 49.06 42.39 36.76 32.19 28.34 25.05 22.38 20.19

On CIFAR-10, clean accuracy varies substantially across architectures.
The highest SA is achieved by KANICE-IBP (86.65%) and PoolKANNeXt-RS
(86.37%), demonstrating that certified defenses do not necessarily degrade
benign performance. However, robustness under FGSM tells a different
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story. As the perturbation size increases from 0.01 to 0.09, all models
experience performance degradation. Moreover, adversarially trained models
exhibit significantly slower degradation rates. For example, PoolKANNeXt-
AT maintains 45.56% RA at ¢ = 0.09, whereas its plain counterpart drops
significantly to 7.54%. Similarly, KANICE-AT retains 56.22% RA at the
strongest perturbation level, substantially exceeding the robustness achieved
by KANICE-RS (35.41%) and KANICE-IBP (31.85%). These observations
suggest that exposure to adversarial examples during the training session
enables the models to learn decision boundaries that are substantially more
resistant to first-order gradient attacks.
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70 80
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3 3
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Perturbation Size Perturbation Size
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Figure 3: Robust accuracy of KAN models against FGSM across different perturba-
tion sizes on the CIFAR-10 and SVHN datasets.

A similar trend is observed on SVHN, although the overall robustness levels
are noticeably higher. Nearly all models achieve more than 90% SA, indicating
that SVHN is intrinsically easier for the evaluated architectures than CIFAR-
10. Furthermore, adversarially trained variants not only preserve robustness
but also achieve some of the highest clean accuracies. KAN-Mixers-AT
attains 95.74% SA while maintaining 67.76% RA at € = 0.09, outperforming
all other defense mechanisms. Figure [3| demonstrate the RA of the models
under FGSM with different perturbation sizes. RA consistently decreases as
the perturbation size increases, suggesting the more profound effects of the
stronger attack configurations. Compared with CIFAR-10, SVHN generally
exhibits a steeper decline in RA as perturbation size increases, although its
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absolute robustness remains consistently higher across perturbation sizes.

Another notable observation is the limited effectiveness of randomized
smoothing and interval bound propagation against FGSM attacks. While both
defenses generally improve robustness compared to the undefended models,
their gains remain modest relative to adversarial training. This outcome is
expected because RS and IBP are designed primarily to provide certified
guarantees within predefined perturbation regions rather than explicitly
optimizing robustness against the strongest empirical adversarial examples.
As a result, their empirical robustness remains lower than that of adversarially
trained models despite occasionally achieving higher clean accuracies.

Table 5| reports the robust accuracy under multiple PGD variants and the
l5-based C&W attack. Compared with FGSM, PGD represents a substantially
stronger adversary because it performs iterative optimization to find more
effective perturbations. As a result, the robustness gap between defense
mechanisms becomes more obvious.

For CIFAR-10, adversarial training again emerges as the most effective
defense. PoolKANNeXt-AT achieves the highest robustness under all PGD
configurations, maintaining approximately 54.6% RA regardless of attack
iterations or attack variants. KAN-Mixers-AT and KANICE-AT follow with
robust accuracies of approximately 41% and 38%, respectively. In contrast,
the corresponding undefended models achieve less than 8% RA under PGD,
highlighting the severe vulnerability of standard KAN architectures to iterative
gradient-based attacks. Interestingly, robustness remains relatively stable as
the number of PGD iterations increases from 10 to 50 and even under multi-
step and adaptive PGD variants, indicating that the attacks have largely
converged and that the reported robustness values represent meaningful
lower-bound estimates.

The performance of randomized smoothing under PGD is mixed. Although
RS substantially improves robustness compared with the plain models, it
remains consistently inferior to adversarial training. For example, KANICE-
RS achieves approximately 35% RA under PGD, while KANICE-AT maintains
approximately 38%. Similarly, IBP provides only moderate improvements
over the baseline models. These findings suggest that certified defenses offer
limited empirical protection against strong optimization-based attacks despite
providing formal robustness guarantees within specific perturbation bounds.

The SVHN results exhibit the same overall ranking but with considerably
higher robustness values. KAN-Mixers-AT achieves the strongest PGD ro-
bustness at approximately 69%, followed by PoolKANNeXt-AT. Randomized

19



Table 5: Robust accuracy of different KAN models under PGD and CE&W attacks
including multi-step (MS) and adaptive (A) PGD.

Metric PGD C&W

Model 10 20 30 40 50 MS A
CIFAR-10
KAN-Mixers-Plain 7.71 7.61 7.60 7.60 7.60 7.59 7.60 | 24.51
KANICE-Plain 7.10 6.42 6.39 6.36 6.31 6.08 6.26 | 27.82
PoolKANNeXt-Plain | 2.56 2.39 2.37 2.37 2.36 2.29 2.34 26.91
KAN-Mixers-AT 41.52  41.42 41.39 41.38 41.38 41.37 41.38 | 25.48
KANICE-AT 38.66 38.10 38.04 38.01 37.99 37.32 38.00 | 20.71
PoolKANNeXt-AT 54.77 54.65 54.62 54.61 54.61 54.59 54.60 | 31.17
KAN-Mixers-RS 25.20 25.18 25.38 2537 25.41 2542 2547 | 25.52
KANICE-RS 34.59 34.46 34.65 34.88 34.83 34.89 34.65 | 20.58
PoolKANNeXt-RS 11.80 11.55 11.50 11.51 11.52 11.43 11.38 | 23.51
KAN-Mixers-IBP 9.19 9.08 9.06 9.05 9.05 8.99 9.05 | 22.42
KANICE-IBP 1244 1188 11.82 11.81 11.81 11.62 11.80 | 26.85
PoolKANNeXt-IBP 16.57 16.34 16.29 16.29 16.29 16.29 16.30 | 22.13
SVHN

KAN-Mixers-Plain 25.81 25.04 24.95 24.90 24.89 24.75 24.87 | 72.09
KANICE-Plain 39.34 3798 3790 3789 37.88 37.59 37.86 | 66.15
PoolKANNeXt-Plain | 12.38 1199 1190 11.88 11.86 11.85 11.83 | 60.71
KAN-Mixers-AT 69.10 68.92 68.90 68.90 68.90 68.85 68.90 | 61.75
KANICE-AT 51.66 51.08 51.03 51.01 51.00 50.81 50.98 | 61.42
PoolKANNeXt-AT 63.15 63.04 63.03 63.03 63.03 63.02 63.03 | 50.42
KAN-Mixers-RS 56.28 56.25 56.21 56.10 56.22 56.09 56.18 | 72.58
KANICE-RS 51.41 51.40 51.37 51.29 51.46 51.32 51.46 | 51.30
PoolKANNeXt-RS 43.63 43.44 43.39 43.32 4330 43.31 43.33 | 67.47
KAN-Mixers-IBP 33.50 33.05 3299 3296 3296 32.90 32.95 | 62.93
KANICE-IBP 32.57 31.28 31.23 31.21 31.20 31.02 31.18 | 60.61
PoolKANNeXt-IBP 29.77 29.29 29.21 29.17 29.18 29.11 29.17 | 44.03

smoothing also performs notably better on SVHN than on CIFAR-10, with
KAN-Mixers-RS maintaining approximately 56% robustness across all PGD
variants. This behavior further supports the observation that SVHN is inher-
ently more resilient to adversarial perturbations and allows certified defenses
to operate more effectively.

The C&W results reveal a different trend. Unlike FGSM and PGD, where
adversarial training dominates, randomized smoothing frequently provides
competitive robustness under the optimization-based /5 attack. On CIFAR-10,
PoolKANNeXt-AT achieves the highest robustness (31.17%), but several RS
and plain-model configurations achieve comparable performance. On SVHN,
KAN-Mixers-RS attains the highest robustness (72.58%), slightly exceeding
both the plain and adversarially trained variants. This indicates that the
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smoothing mechanism can effectively mitigate perturbations generated in the
/5 space, making RS particularly suitable against C&W-style attacks.
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Figure 4: Boz plots of robust accuracy across defense strategies under FGSM and
PGD attacks on CIFAR-10 and SVHN.

Figure { provides a distributional comparison of RA across the evaluated
defense strategies by aggregating the results of all selected KAN architectures
over different attack configurations. For FGSM, each box represents the
RA values obtained across nine perturbation sizes, while for PGD, each box
summarizes the results across the seven evaluated PGD configurations. The
figure reveals a clear separation between AT and the other defense strategies,
with AT demonstrating the RA distributions upward on both CIFAR-10 and
SVHN. This confirms that AT provides the strongest overall empirical protec-
tion against FGSM and PGD attacks. The advantage of AT is particularly
evident under PGD, where the plain models exhibit very low robust accuracy
on CIFAR-10, while the adversarially trained variants maintain substantially
higher values. RS generally provides the second strongest protection, partic-
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ularly on SVHN, while IBP produces more moderate empirical robustness
despite its certified-training objective. The distributions also indicate that
SVHN models generally maintain higher robust accuracy than their CIFAR-10
counterparts across defense strategies.

Furthermore, the spread of the box plots suggests that robustness re-
mains architecture-dependent. Although a defense may improve the overall
robustness distribution, its effectiveness varies among KAN-Mixers, KAN-
ICE, and PoolKANNeXt. These findings suggest that architectural choices,
including interactive convolutional blocks, pooling-based feature aggregation,
and mixer-style token processing, influence both empirical and certified ro-
bustness in different ways, despite all models being built upon the same
Kolmogorov-Arnold learning framework.

6. Conclusion

In this paper, we evaluated the empirical robustness of different defended
and undefended KAN architectures against FGSM, PGD, and C&W attacks.
While adversarial training proved to be the most effective defense strategy
against gradient-based attacks, randomized smoothing demonstrated a com-
petitive performance against fo-norm C&W attack. Moreover, the choices of
architecture can directly affect both certified and empirical robustness.

Our future research will focus more deeply on certified robustness of KAN
models by employing more certification techniques including verification and
convex relaxation. Moreover, investigating more diverse architectures of
KAN models in terms of certified and empirical robustness is another future
direction. By investigating these areas and other diverse set of defenses, the
limitations and strengths of these models could be further investigated.
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