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Abstract

As large language models (LLMs) grow more capable, concerns about their safe deployment have also
grown. Although alignment mechanisms have been introduced to deter misuse, they remain vulnerable to
carefully designed adversarial prompts. In this work, we present a scalable attack strategy: intent-hiding
adversarial prompting, which conceals malicious intent through the composition of skills. We develop
a game-theoretic framework to model the interaction between such attacks and defense systems that
apply both prompt and response filtering. Our analysis identifies equilibrium points and reveals structural
advantages for the attacker. To counter these threats, we propose and analyze a defense mechanism
tailored to intent-hiding attacks. Empirically, we validate the attack’s effectiveness on multiple real-world
LLMs across a range of malicious behaviors, demonstrating clear advantages over existing adversarial
prompting techniques.

Warning: LLM-generated responses contain potentially unsafe or inappropriate content.

1 Introduction
Adversarial prompting methods such as jailbreaking try to bypass safety and security measures, as
well as ethical guardrails, that are built into large language models (LLMs) (Zhou et al., 2024). A
particular focus of these security measures is preventing content that may increase risks from chemi-
cal/biological/radiological/nuclear (CBRN) weapons, cyberattacks, attacks on the information environment,
and attacks more generally on critical infrastructure (energy, water, transportation, etc.).

Adversarial prompts are often based on psychological manipulations that work on people, such as
context manipulation and misdirection, but there are also statistical characterizations (Su et al., 2024). While
LLMs are trained for safety through methods such as reinforcement learning with human feedback (RLHF)
(Ouyang et al., 2022), they can still be manipulated using affirmative instruction (Wei et al., 2023), low-
resource language prompts (Yong et al., 2023), among other techniques. To enhance safety, different defense
mechanisms such as prompt and response filtering have been developed (Padhi et al., 2024). Response
filtering is particularly difficult to bypass because it can still be triggered, even if the LLM has already been
tricked into generating a harmful response.

Recent benchmarks for adversarial prompting allow comparisons among many different adversarial
prompting methods (Liu et al., 2024). Success is typically assessed by whether a target LLM generates a
response that is both harmful and fully addresses a given prompt, as judged by an LLM-based evaluator
(Chao et al., 2024). However, this evaluation approach has several limitations. First, the LLM-based judge
makes its decision using both the prompt and the response, which is completely available to a defense
system. As a result, a straightforward defense strategy is to employ the LLM-based judge itself as a filter
for prompt-response pairs, since it performs well in this job to be an effective evaluator. Second, current
LLM-as-judge evaluation criteria overlook a crucial risk: Not only harmful content but also harmless content
may contribute to harmful outcomes if it can be used to advance a malicious intent—directly or indirectly,
fully or partially.

To address these limitations, we study a different problem setting. Specifically, we evaluate attacks
against systems that defend themselves via prompt and response filtering. We assess attack quality based on
the extent to which the system’s response could potentially aid a malicious intent (not a prompt), regardless
of whether the content is overtly harmful, explicit, or complete. In this setting, an evaluator must have
access to the underlying intent, which may not be explicitly conveyed in the prompt or response, making it
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unsuitable as a direct choice as a filter for defense. In real-world scenarios, attackers are opportunistic: they
exploit any helpful information to achieve their goals, making this a practically significant threat model that
warrants serious attention.

Here, we propose an attack strategy designed to evade both prompt and response filters by concealing
the malicious intent itself. This attack by hiding intent circumvents defenses by obfuscating the intent so
that it is not easily inferred from the surface-level prompt or response content.

Studies suggest that LLMs implicitly acquire the ability to generate text through learned skills (Arora
and Goyal, 2023; Yu et al., 2024). An example skill is using a metaphor that describes an object or
action in a non-literal way to illustrate a concept or draw a comparison. Nowadays, LLM-based systems
exhibit remarkable proficiency in generating texts via skills or their combinations. However, this does not
necessarily imply that they are equally effective at identifying skills within the generated texts. In practice,
additional resources are often required to improve performance in this area. For instance, a guardian model
is deployed alongside an LLM to ensure safety (Padhi et al., 2024). Therefore, an attacker can conceal
their intent by blending it using skills to form a novel composition when crafting a user request or prompt.
This composition may render the attack imperceptible to the target system, as the target system may not
be able to successfully identify the intent within it. More broadly, intent can be viewed as a type of skill
and considered part of the overall skill space. This perspective leads to a new way to frame attack and
defense dynamics: the attacker seeks to exploit vulnerabilities in the target system by identifying potentially
out-of-distribution compositional skills, allowing malicious intent to be hidden with them. Meanwhile, the
defender continuously finetunes the system to improve its ability to detect the new attack patterns. We view
our attack as a form of adversarial prompting, as it involves crafting and manipulating prompts directed at
the target system.

We develop a theoretical framework to study attacks that hide intent by mixing the intent with skills,
analyzing their interaction with defense systems that rely on prompt and response filtering. Through a
game-theoretic lens, we characterize the attacker-defender interactions and derive an equilibrium of the
game. This analysis reveals key advantages of such an attack and offers several practical implications,
such as the scalability of attack performance. Notably, the idea of skill mixing generalizes many existing
attack strategies—for example, Chao et al. (2023)’s use of hypothetical scenarios to deceive the target
system can be interpreted as combining an intent with the specific skill. This could potentially broaden the
applicability of our framework and position it as a tool to better understand a wider range of attacks based
on adversarial prompting. However, unlike prior methods, our attack actively probes the target system to
identify its weak points on certain skill compositions. Even though our theoretical analysis is conducted
under certain simplifying assumptions, we still be able to empirically validate the effectiveness of this attack
strategy through experiments on real-world LLMs and comprehensive malicious behaviors, by comparing
our approach to existing adversarial prompting methods, and confirm several practical implications about
scaling the attack performance found in our theory. Additionally, we propose and theoretically construct a
defense mechanism tailored to our attack, and we provide formal analysis and proofs of its effectiveness.

In summary, our contributions are:

• A scalable attack by hiding intent, which bypasses prompt and response filtering by concealing
malicious intent through skill mixing.

• Model of the interaction between the attacker and the defender as a strategic game, its equilibrium
derivation, and structural advantages for the attacker, along with several practical implications.

• Design and analysis of a defense mechanism specifically tailored to counteract intent-hiding attacks.

• A practical evaluation pipeline, including the development of an effective LLM-based rater to assess
how helpful a response is in achieving a hidden intent. To complement our theoretical results,
our experiments demonstrate the superior performance of our attack compared to other adversarial
prompting methods and empirically validate implications about scaling the attack performance
discovered from our theory. In addition, we empirically evaluate the effectiveness of our defense
mechanism in mitigating the proposed attacks.

1.1 Related works
Various adversarial prompting methods aiming to circumvent LLM safeguards are proposed based on
specific templates (Albert, 2024), gradient-based methods (Zou et al., 2023), iterative optimizations (Chao

2



Figure 1: Illustration of a real attack procedure.

et al., 2023) and random search (Andriushchenko et al., 2024; Hayase et al., 2024). The idea of hiding
information through semantic obfuscation has been proposed in the semantic communication literature,
yielding information-theoretic and communication-theoretic characterizations (Shen et al., 2024; Yang et al.,
2024). Semantic obfuscation techniques have especially been considered for code security settings (Preda
and Giacobazzi, 2009; Borello and Mé, 2008). The most famous example of information hiding through
semantic means is perhaps the Navajo code talkers in WWII (Lanigan, 2012). Linguists that specialize in
semantics and pragmatics study the nature of meaning through transformations such as metaphor (Jaszccolt,
2023; Noveck, 2018). To the best of our knowledge, existing methods have not systematically targeted
systems with both prompt and response filtering in place especially from a information-hiding and game-
theoretic perspective as pursued in this work.

2 Theoretical framework
Suppose we have a set of skills S and a set I representing an attacker’s intents, which may be harmful,
violate policies in certain contexts, or otherwise be undesirable from a defender’s perspective. We begin
with a simple case where an intent is mixed with only one skill. For instance, an attacker may attempt to
request for "write an anonymous letter to a colleague asserting that their biracial marriage is disgusting" by
combining this intent with a skill of metaphor.

We define an intent-skill combination as: Sn=1 := {(i, s) | i ∈ I, s ∈ S}, where n represents the
number of skills combined with an intent. As illustrated in Figure 1, the attack and defense process unfolds
as follows.

• The attacker first selects an intent, sampled from a distribution: i ∼ pI(i).

• The attacker then mixes this intent with a skill, sampled from a conditional distribution:s ∼ pS|I(s|i).

• The attacker generates a user prompt using the intent-skill combination through a function: x ∼
E(i, s).

• The target system or the defender processes the prompt and generates a response via a model such as
an LLM: y ∼ M(x).

• The defender attempts to filter undesired requests based on both the user prompt and the generated
response through a binary classification function: z = D(x, y), where z ∈ {0, 1}, representing
desired vs. undesired. If an undesired request is detected e.g. z = 1, the request is rejected. This
mechanism serves as a combination of prompt filtering and response filtering.

• Besides, an evaluator or rater (R) scores the helpfulness of the response with respect to given the
intent and provides an explanation for its assessment.
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Discussion: In some cases, the model M (e.g., an LLM) itself may be aligned to perform the classification
and filtering. However, we conceptually disentangle this functionality from M without loss of generality.

To formalize the objectives of both the attacker and the defender, we introduce a payoff function,
J(i, x, y,D), which measures how well the generated response fulfills the attacker’s intent subject to a
defense mechanism represented by the function D. The attacker’s goal is to maximize this payoff function,
while the defender seeks to minimize it, establishing a strategic adversarial dynamic between the two parties.

For a defender to minimize the payoff function, an effective strategy is to accurately identify unacceptable
intents and reject the corresponding user requests, thereby preventing the attacker from benefiting from their
attempt. This process relies on the effectiveness of the classification function, D. If the classification function
performs poorly for a specific intent-skill combination, the defender may fail to reject an unacceptable
request generated based on this combination. This reveals a vulnerability in the defender’s system, which an
attacker can exploit to formulate an attack pattern based on that skill combination.

If the classification function is implemented using a tunable model, such as a neural network, the defender
can enhance its performance on a given skill combination through further tuning, thereby improving its
ability to detect and mitigate attacks leveraging that combination.

From a game-theoretic perspective, given an intent i, an attacker can manipulate the conditional
distribution over skills, pS|I(s|i), to assign higher probabilities to skill combinations that expose weaknesses
in the defender’s system. One approach to identifying such weak points is by probing the defender’s
system with various skill combinations and observing which ones evade detection. On the defender’s side,
improving the performance of the classification function is constrained by model capacity. In reality, models
such as neural networks have finite capacity and may not achieve perfect performance across all possible
skill combinations, especially when the space of combinations is large. Let the accuracy of the classification
function D regarding an intent i and a skill s be denoted as: a := { ai,s | (i, s) ∈ Sn=1, ai,s = α(i, s) },
where α(i, s) : I × S → [0, 1] measures an overall performance of D on samples produced via the
combination (i, s). Note that D doesn’t take the intent and skill as direct inputs; rather, it serves as a
performance measurement from the attacker’s perspective in an attack scenario. We represent the total
capacity of the classification function as: C :=

∑
i,s ai,s. For analytical simplicity, we assume that other

components, including E, M , and J remain fixed. A game between the attacker and defender can then be
formulated as the following minimax optimization problem:

J∗ = min
D

max
pS|I

Ei∼pI(i),s∼pS|I(s|i),x∼E(i,s),y∼M(x)[J(i, x, y,D)]

s.t. C ≤ c
(1)

where c ∈ R represents the capacity limitation on classification. This formulation captures the adversarial
dynamics, where the attacker seeks to maximize the effectiveness of their hidden intent by exploiting weak
points, while the defender aims to minimize the attacker’s success within the constraints of their model’s
capacity.

A natural choice of the payoff function could be formulated as follows:

J(i, x, y,D) := w(i)u(i, y)(1−D(x, y)), (2)

where w(i) is a weighting function for an intent i, representing the importance of achieving the intent from
the attacker’s perspective and u(i, y) is a utility function that quantifies how well the response y fulfills the
intent i. We assume an attacker has a zero gain if the defender identifies the request as undesired.

For analytical convenience and without loss of generality, we simplify the payoff function as follows:

Ĵ(i, x, y,D) := 1−D(x, y). (3)

In this simplified version, we merge the weighting over different intents directly into their probability
distribution pI . We assume a uniform utility of 1 to avoid introducing additional complexity and due to
its relative subjectivity. Since the accuracy of D on a combination (i, s) is ai,s, we can have the objective
function:

J =
∑
i,s

(1− ai,s)p(s|i)p(i) =
∑
i,s

p(s|i)p(i)−
∑
i,s

ai,sp(s|i)p(i) = 1−
∑
i,s

ai,sp(s|i)p(i), (4)

where
∑

i,s p(s|i)p(i) =
∑

i p(i)
∑

s p(s|i) =
∑

i p(i) · 1 = 1 and we omit the subscripts of p so as not to
abuse notation.
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Ideally, the full capacity c is utilized especially when the combination space is huge, allowing us to
express the capacity constraint with equality as

∑
i,s ai,s = c. Then, the problem becomes:

J∗ = min
a∈A

max
pS|I∈PS|I

f(a, pS|I) = min
a

max
pS|I

1−
∑
i,s

ai,spS|I(s|i)p(i)


= 1−max

a
min
pS|I

∑
i,s

ai,spS|I(s|i)p(i) s.t.
∑
i,s

ai,s = c

(5)

where A and PS|I denote the domains of a and PS|I respectively.

3 Main results

3.1 Basic setting
One interesting question is whether an equilibrium point exists between the attacker and the defender.

Theorem 3.1. (Equilibrium of the game)
The equilibrium value of the game (5) is:

J∗ = 1− c

|S|
∑
i

p(i)2 (6)

with ai,s = p(i)c/|S| and p(s|i) = 1/|S|.

See the proof in Appendix A.
Discussion: Theorem 3.1 yields several implications: (1) The equilibrium value is negatively propor-

tional to the model capacity, indicating that increasing model capacity strengthens the defense and reduces
the attacker’s gain, as expected. (2) However, the equilibrium value varies as the negative reciprocal of
the size of the skill space. This implies that a larger skill space can increase the attacker’s gain, which
aligns with intuition, since a larger space introduces more potential out-of-distribution combinations for the
defender to handle, more space for creativity (Varshney, 2019).

Currently, we consider only the case where a single skill is mixed with an intent. However, it is possible
to mix multiple skills, expanding the skill combination space to

(|S|
n

)
, where n is the number of skills being

mixed and
(|S|

n

)
is a binomial coefficient. In that case, the equilibrium value becomes:

1− c(|S|
n

) ∑
i

p(i)2. (7)

This means in theory, it becomes very difficult for the defender to scale with c, when the skill space is
large and encountering combinations that involve a mix of more skills. This result offers important practical
implications about how attacker performance can be scaled up: (1) by expanding the size of the skill space
and (2) by increasing the number of skills mixed with each intent.

Theorem 3.2. (Maximum equilibrium value and optimal intent distribution)
The equilibrium value J∗ from Theorem 3.1 is maximized when the prior distribution p(i) over I is

uniform, i.e.,

p(i) =
1

|I|
, for all i ∈ I. (8)

In this case, the maximum value of J∗ is:

J∗
max = 1− c

|S| · |I|
. (9)

Refer to Appendix A for the proof.
Discussion: While the intent distribution reflects the relative importance of each intent, in practice,

certain intents may hold greater value from an attacker’s perspective. As a result, achieving a uniform intent
distribution may not be feasible.
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3.2 Defend by misleading the attacker
The attacker identifies the defender’s weak points through probing. This raises the question of whether, from
the defender’s perspective, it is possible to mislead the probing results. We design a defense mechanism that
actively misleads the attacker. More specifically, the optimal strategy of the attacker is to fully concentrate
on a weak point with the lowest ai,s, given an intent i.

In this design, the defender attempts to mislead the attacker by exposing it to an incorrect performance
distribution â. For instance, the defender might deliberately accept a malicious request but return a harmless
and uninformative response, thereby distorting the observed performance distribution. In practice, this could
resemble an LLM hallucination, making it difficult to distinguish between a genuine hallucination and a
strategically fabricated response. The attacker then selects a skill s∗ to pair with the given intent i, based on
the misleading signal that the defender performs worst on this combination. This allows the defender to
anticipate and concentrate its defense on this specific case.

Theorem 3.3. (Equilibrium of the game with misled attacker)
Let π be a permutation of {1, . . . , |I|} for the intent probability distribution such that pπ(1) ≥ pπ(2) ≥

· · · ≥ pπ(n). The equilibrium value of the game (5) with misled attacker is:

J∗
M = 1− (

⌊c⌋∑
j=1

pπ(j) + (c− ⌊c⌋) · pπ(⌊c⌋+1)) (10)

where for each intent i, the attacker concentrates all probability mass on a skill s∗ that minimizes the
fabricated performance value âi,s, i.e., any s∗ ∈ argmins âi,s and the defender then allocates its limited
capacity greedily, prioritizing the fake weakest points associated with the most probable intents.

We also compare the new equilibrium point with the previous one via the following theorem.

Theorem 3.4. (Advantage of defense by misleading the attacker) The equilibrium point from Thm. 3.3 with
misled attacker is upper bounded by the equilibrium point from Thm. 3.1:

J∗
M ≤ J∗, (11)

given |S| ≥ c.

Please see detailed proofs in Appendix A for the new equilibrium and the comparison.
Discussion: The assumption of |S| ≥ c is practically relevant when the skill space is large and the

classification model’s capacity does not grow proportionally. Theorem 3.4 clearly demonstrates our defense
mechanism is more advantageous than the original one described in Theorem 3.1 via its upper bounded
equilibrium point. In the proof of Theorem 3.4 in Appendix A , we also show the optimality of our proposed
defense mechanism under a generalized problem form. Asymptotically, as the defender’s capacity increases,
the attacker recieves no gain from the new game.

Overall, Theorem 3.1 from our game-theoretical analysis reveals a critical robustness issue for the
defender in the basic setting. This finding highlights the need for a more effective defense strategy and
inspires us to design this new defense method by misleading an attacker that removes the attacker’s
advantageous binomial coefficient term and causes the asymptotical failure of the attacker by changing the
rules of the game; in other word, this new defense method greatly enhances the robustness of the defender
system. We formally prove the effectiveness of this defense in Theorem 3.4, providing practitioners with
greater confidence and theoretical guarantees especially under constrained defense resources.

This approach essentially follows the principle of mechanism design, a concept closely related to game
theory that focuses on designing the rules of the game (the mechanism) to achieve a desired outcome, a
more robust defender system in our case.

4 Experiments

4.1 Experimental setups
Our problem setting differs from conventional jailbreak evaluations in several key aspects: (1) our attack
assumes a defense mechanism that applies to prompt and response filtering, and (2) performance is assessed
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Table 1: Comparison of raters powered by different LLMs. We evaluate their performance using
agreement rate, false positive rate (FPR), and false negative rate (FNR) as metrics.

Metric Llama-3-70B GPT-3.5 GPT-4.1

Agreement (↑) 47% 78% 89%
FPR (↓) 50% 26% 12%
FNR (↓) 60% 14% 9%

Acceptance Rate (↑) 52% 99% 100%

based on the helpfulness of the target LLM’s response toward the malicious intent, rather than merely
its harmfulness and completeness. To thoroughly assess our method, we evaluate it across a wide range
of malicious behaviors. Note that our experiments are primarily intended to complement our theoretical
analysis.

Dataset. We use 100 diverse malicious behaviors from the JBB-Behaviors dataset (Chao et al., 2024),
which is partly souced from multiple benchmarks including AdvBench (Zou et al., 2023) and Harm-
Bench (Mazeika et al., 2024) for comprehensively evaluating our method. This dataset, as part of the widely
used JailbreakBench, spans ten broad categories, each with ten specific behaviors. Each query requesting
objectionable behavior provided by the JailbreakBench is treated as a distinct intent.

Prompt and response filtering. We utilize the widely-used LLaMA-3-70B (AI@Meta, 2024) judge
from Chao et al. (2024) as our prompt and response filter, which evaluates both prompts and responses. This
judge has demonstrated strong agreement with human annotators and exhibits low false positive (FPR) and
false negative rates (FNR), making it a reliable choice for filtering.

Helpfulness evaluation. Assessing whether a response helps fulfill a malicious intent is non-trivial due
to several challenges. (1) Responses may involve complex semantic structures, especially with multiple
skill compositions. (2) Helpfulness can be subtle, indirect, or partial. (3) Some responses might contain
mixed framing (e.g., pros and cons) but still aid the intent. (4) Others may appear educational or fictional,
masking their utility. Given these complexities, we adopt an LLM-as-rater approach, using an LLM to
assign helpfulness scores ranging from 1 (not helpful) to 5 (fully helpful), similar to many prior works in
this field (Chao et al., 2023, 2024) using LLM as a judge.

In order to build an effective rater, we carefully designed a custom prompt and evaluated various
base LLMs sharing the same custom prompt on a modified dataset based on the data provided by the
JailbreakBench for judge comparison. This dataset includes 200 jailbreak responses from the JailbreakBench,
100 benign examples similar to the harmful ones from XS-Test (Röttger et al., 2024), and 300 mismatched
prompt-response pairs (expected to score 1); their ground truth labels are binary and were obtained through
the majority vote among the human experts. We binarize the 5-point scale by treating scores greater than 1
as positive and negative otherwise, and flip benign ground-truth labels accordingly to fit our problem setting
since they are still helpful despite being harmless. We then evaluate raters based on agreement with human
experts, FPR, and FNR.

As shown in Table 1, GPT-4.1-2025-04-14 (GPT-4.1) (OpenAI, 2025) demonstrates the highest agree-
ment with human experts (over 89%) and achieves low false positive (12%) and false negative (9%) rates,
indicating strong alignment with human judgments. Importantly, the reported FPR should be viewed as an
upper bound, as our definition of helpfulness does not require completeness as defined by Chao et al. (2024).
Notably, Llama-3-70B rejects nearly half of the rating requests, making it impractical as a rater, whereas
GPT-4.1 accepts all rating queries. Thus, we adopt GPT-4.1 as the rater for our subsequent experiments.

Performance measurements. We introduce a new empirical evaluation metric based on classification
produced by the LLM-based judge (J) and our LLM-based rater (R), JR score for each intent i:

JR score(Ei, i) =
1

|Ei|
∑

(xj ,yj)∈Ei

J(xj , yj)(R(i, yj)− 1) (12)

where Ei = {(x1, y1), (x2, y2), . . . , (xn, yn)} is a set of n evaluation samples, with each sample consisting
of a prompt xj and a response yj for an intent i, J(xi, yj) ∈ {0, 1} (safe vs unsafe) is the classification
label assigned by the judge, and R(i, xi) ∈ {1, 2, . . . , 5} is the score assigned by the rater, which we offset
by 1 so that a score of 0 represents no helpfulness. This formulation indicates that utilities are gained only if
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bypassing the prompt and response filtering. We can also have a binary version of it:

Bin-JR score(Ei, i) =
1

|Ei|
∑

(xj ,yj)∈Ei

J(xj , yj)1R(i,yj)>1. (13)

To evaluate the overall attack performance across multiple intents, we compute an aggregate JR score by
summing per-intent scores weighted by intent importance. For simplicity, we assume a uniform distribution
over intents. We adopt Bin-JR score as our primary metric, as it is bounded and intuitively captures the
proportion of helpful responses aligned with malicious intents. Moreover, since the degree of helpfulness
is inherently more subjective than a binary judgment of whether helpful or not, we primarily focus on the
Bin-JR score in our evaluation.

Additionally, following Chao et al. (2024), we use LLaMA-3-8B-chat-hf (Touvron et al., 2023) as a
refusal classifier, which determines whether a LLM refused a query by analyzing both the prompt and
response. Using this classifier, we report the acceptance rate as the percentage of queries that are not refused.

Our method and baselines. Based on our construction, our attack is structured in two stages: In the first
stage, the attacker probes the target LLM using various combinations of skills and intents, generating five
prompts per combination to identify weak points in the target system’s handling of specific combinations.
In the second stage, the attacker concentrates its attack by generating 20 prompts per intent for each intent
by exploiting these identified weak points. Our method utilizes the LLaMA-3.3-70B-Instruct-Turbo as
our model E for composing a prompt via mixing an intent and skills. We compare our approach with
several existing adversarial prompting methods, including PAIR (Chao et al., 2023), GCG (Zou et al., 2023),
JailbreakChat (JBC) (Albert, 2024), and Prompt with random search (PRS) (Andriushchenko et al., 2024).

Hyperparameters. Appendix C reports more experimental details and hyperparameters for both our
method and the baselines, including the full list of 10 skills used (could be much more in practice).

Targets. By following a common practice in this field and to make various methods comparable, we
evaluate attacks on a range of both open- and closed-source LLMs, including Vicuna-13B-v1.5 (Zheng
et al., 2023), Llama-2-7B-chat-hf (Touvron et al., 2023), GPT-3.5- Turbo-1106 (OpenAI et al., 2023), and
GPT-4-0125-Preview (OpenAI et al., 2023), all defended with prompt and response filtering. Following the
commonly used defense protocol in Chao et al. (2024), we assess transfer attacks from an undefended LLM
to the defended target LLM. Further details are in Appendix C.4.

4.2 Experimental results
1-skill experiments. We begin our experiments by mixing each intent with a single skill from the predefined
skill list (detailed in Appendix C.2) of 10 skills (a 1-skill setup). As shown in Table 2, our method achieves
the highest performance, measured by the primary metric, Bin-JR score, across all target LLMs except
Vicuna, where it still performs competitively. This demonstrates the effectiveness of our approach in
bypassing prompt and response filtering and advancing a given intent compared to existing methods. Figure
1 demonstrates a real attack example by our method. More experimental results such as case studies can be
found in Appendix E.

In some cases, such as with Vicuna, our method yields a lower JR score than methods like PAIR. This is
partly because PAIR employs an iterative prompt optimization process, which can generate responses that
more fully satisfy the intent once the defense is bypassed. While our method can be integrated with such
iterative optimization techniques, doing so is beyond the scope of this work, as JR score is not our primary
metric, and our experiments are primarily designed to complement our theoretical analysis.

Notably, strong jailbreak methods tend to trigger defense mechanisms by generating overtly harmful
content, highlighting their limitations in our setting. In contrast, despite its simplicity, our method consis-
tently performs well by evading detection through intent obfuscation, without relying on computationally
expensive iterative optimization. Furthermore, even though according to Chao et al. (2024), the JBC method
is less likely to be blocked by judge-based defenses, this is largely because its responses tend to lack utility,
often due to refusals from the target LLM. This is reflected in its low Bin-JR score, confirming that JBC still
performs poorly.

Scaling of attack performance. As discussed earlier, there are two major ways to scale up our attack:
(1) expanding the skill space and (2) mixing additional skills with the intent. We conduct experiments where
the skill space has varying sizes under the 1-skill setup and each intent is combined with two skills (2-skill
setup), while keeping other settings fixed. As shown in Table 3, with increasing skill space and additional
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Table 2: Comparisons of various attack methods for a target system defended by prompt and response
filtering. For each method, we report both the Bin-JR-Score and JR-Score using LLaMA-3-70B as the
judge and GPT-4.1 as the rater.

Open-Source Closed-Source

Attack Metric Llama-2 Vicuna GPT-3.5 GPT-4

PAIR
Bin-JR score 0.03 0.22 0.23 0.31

JR score 0.03 0.41 0.50 0.57

GCG
Bin-JR score 0.08 0.15 0.20 0.05

JR score 0.10 0.34 0.43 0.10

JBC
Bin-JR score 0.01 0.04 0.0 0.0

JR score 0.01 0.09 0.0 0.0

PRS
Bin-JR score 0.19 0.13 0.15 0.20

JR score 0.50 0.31 0.45 0.53

Ours
Bin-JR score 0.25 0.21 0.45 0.52

JR score 0.29 0.23 0.73 0.79

Table 3: Comparisons of different skill setups. For each skill setup, we report acceptance rate, the
Bin-JR-Score and JR-Score using LLaMA-3-70B as the judge and GPT-4.1 as the rater. Particularly, beside
each 1-skill case, we list the size of the skill space.

Setup Metric GPT-3.5

1-skill (size = 2)
Acceptance Rate 58%

Bin-JR score 0.20
JR score 0.26

1-skills (size = 5)
Acceptance Rate 65%

Bin-JR score 0.31
JR score 0.51

1-skills (size = 10)
Acceptance Rate 78%

Bin-JR score 0.45
JR score 0.73

2-skills
Acceptance Rate 80%

Bin-JR score 0.50
JR score 0.77

skill mixing, higher acceptance rates and Bin-JR scores and JR scores are achieved. This indicates that
exploring a large skill space and incorporating more skills could effectively contribute to improved attack
performance, demonstrating a scaling effect consistent with the practical implications outlined in (3.1) and
confirming the scalability of our attack method.

Defense by misleading the attacker. While our theoretical analysis demonstrates the effectiveness
of misleading the attacker as a defense against intent-hiding attacks, we also seek to evaluate its practical
effectiveness. To this end, we conduct experiments using our defense method against the attack we
established in our experiments in Section 4.2. Specifically, we force the attacker to focus on the skill–intent
combinations that exhibit the highest defense performance during the first stage of the attack.

Table 4 presents the percentage of attack performance drop relative to the original performance after
implementing our defense mechanism over different target LLMs. We observe substantial reductions in
attack performance over all target LLMs when the defense is applied. This drop measured as the percentage
decrease in both the Bin-JR score and JR score relative to the original performance, indicating strong
empirical effectiveness of our defense strategy against the attack by hiding intent.

It is important to note that our experimental setup simplifies certain practical considerations. In particular,
we leverage statistics gathered during the attack’s first stage to identify misleading points and we do not
further optimize the defense performance of these misleading points, due to computational constraints and
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Table 4: Percentage drop in attack performance relative to the original performance on various target LLMs
defended by our defense method by misleading attacker.

Open-Source Closed-Source

Attack Metric Llama-2 Vicuna GPT-3.5 GPT-4

Ours
Bin-JR score drop (%) 68.0% 52.4% 71.1% 40.4%

JR score drop (%) 69.0% 52.1% 67.1% 35.4%

the fact that such tuning lies beyond the scope of this work. In real-world scenarios, a defender may actively
attract an attacker’s attention by establishing specific misleading points and fine-tune them to ensure good
defense performance. Therefore, the defense performance reported in our experiments should be viewed as
a lower bound.

5 Conclusion
We present a scalable adversarial prompting strategy for LLM-based systems by hiding intents, in which
a malicious intent is concealed through the composition of skills. To further investigate it, we propose
a game-theoretic framework that captures the interaction between the attacker and a defense mechanism
incorporating both prompt and response filtering. We derive the game’s equilibrium and reveal structural
advantages that favor the attacker, offering insights into the design of robust defenses. Building on this
theory, we design and analyze a defense mechanism specifically tailored to counter intent-hiding strategies.
Finally, we empirically validate the effectiveness of our attack across multiple real-world LLMs and a broad
range of malicious behaviors, demonstrating advantages over existing adversarial prompting techniques.
Furthermore, we validate the performance of our defense mechanism through experiments against our
intent-hiding attacks.
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A Proofs
Theorem A.1. (Equilibrium of the game)

The equilibrium value of the game is:

J∗ = 1− c

|S|
∑
i

p(i)2 (14)

with ai,s = p(i)c/|S| and p(s|i) = 1/|S|.

Proof. For fixed {ai,s}, the attacker chooses p(s|i) for each i to minimize:∑
i,s

ai,sp(s|i)p(i) =
∑
i

p(i)
∑
s

ai,sp(s|i).

For each i, the attacker wants to minimize
∑

s ai,sp(s|i). This is minimized when the entire mass is on
the s with the smallest ai,s. Thus,

min
PS|I

∑
i,s

ai,sp(s|i)p(i) =
∑
i

p(i)min
s

ai,s.

Now, a defender will want to maximize
∑

i p(i)mins ai,s. The objective is the expected value (under
p(i)) of the minimum ai,s over s for each i.

This is maximized when ai,s is uniform over s for each i, because spreading the mass evenly maximizes
the minimum. So for each i, set:

ai,s = q(i) · c

|S|
,

where q(i) ≥ 0 and
∑

i q(i) = 1, ensuring
∑

i,s ai,s = c. Then:

min
s

ai,s = q(i) · c

|S|
, ⇒

∑
i

p(i)min
s

ai,s =
∑
i

p(i)q(i) · c

|S|
.

This is maximized when q(i) = p(i), giving:∑
i

p(i)2 · c

|S|
.

The equilibrium value of the sequential game is:

J∗ = 1− c

|S|
∑
i

p(i)2.

The optimal strategies are: (1) for each i, set ai,s = p(i)c/|S|, (2) for each i, place all mass on the s that
minimizes ai,s, i.e., any s (since they are uniform), so p(s|i) = 1/|S|.
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Theorem A.2. (Maximum equilibrium value and optimal intent distribution)
The equilibrium value J∗ from Theorem 3.1 is maximized when the prior distribution p(i) over I is

uniform, i.e.,

p(i) =
1

|I|
, for all i ∈ I.

In this case, the maximum value of J∗ is:

J∗
max = 1− c

|S| · |I|
. (15)

Proof. We want to maximize the equilibrium value:

J∗ = 1− c

|S|
∑
i

p(i)2

over all valid probability distributions p(i)
Since |S| and c is fixed, this is equivalent to minimizing:∑

i

p(i)2,

subject to
∑

i p(i) = 1, p(i) ≥ 0. This is the L2 norm squared of the probability vector. The L2 norm is
minimized (i.e.,

∑
i p(i)

2 is smallest) when p(i) is uniform.
So, the uniform distribution:

p(i) =
1

|I|
for all i ∈ I

maximizes J∗.
In that case,

J∗ = 1− c

|S|
∑
i

(
1

|I|

)2

= 1− c

|S|
· |I|
|I|2

= 1− c

|S| · |I|
.

Theorem A.3. (Equilibrium of the game with misled attacker)
Let π be a permutation of {1, . . . , |I|} for the intent probability distribution such that:

pπ(1) ≥ pπ(2) ≥ · · · ≥ pπ(n).

The equilibrium value of the sequential game 5 with misled attacker is:

J∗
M = 1− (

⌊c⌋∑
j=1

pπ(j) + (c− ⌊c⌋) · pπ(⌊c⌋+1)) (16)

where for each intent i, the attacker concentrates all probability mass on a skill s∗ that minimizes the
fabricated performance value âi,s, i.e., any s∗ ∈ argmins âi,s and the defender then allocates its limited
capacity greedily, prioritizing the weakest points associated with the most probable intents.

Proof. For fixed {ai,s}, the attacker chooses p(s|i) for each i to minimize:∑
i,s

ai,sp(s|i)p(i) =
∑
i

p(i)
∑
s

ai,sp(s|i)

For each i, the attacker wants to minimize
∑

s ai,sp(s|i). This is minimized when the entire mass is on
the s with the smallest ai,s. Thus,

min
PS|I

∑
i,s

ai,sp(s|i)p(i) =
∑
i

p(i)min
s

ai,s.
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The defender may attempt to mislead the attacker by presenting a distorted or inaccurate performance
distribution. Therefore, the problem becomes:

max
a

∑
i

p(i)ai,s∗ =

⌊c⌋∑
j=1

pπ(j) + (c− ⌊c⌋) · pπ(⌊c⌋+1) (17)

where ai,s∗ is the performance of the defense under (i, s∗). Assuming the attacker adopts a strategy that
concentrates the entire mass of p(s|i) on its perceived weak point, the defender could deceive the attacker
into focusing on a fake weak point, s∗, which actually has a performance level of ai,s∗ . Since p(i) is fixed.
The optimal strategy is allocating c capacity in the order of decreasing intent probability p(i), where the
performance is capped at 1, leading to (17).

The equilibrium value of the sequential game is:

J∗
M = 1− (

⌊c⌋∑
j=1

pπ(j) + (c− ⌊c⌋) · pπ(⌊c⌋+1)).

The optimal strategies are: (1) for each i, the attacker places all mass on the s∗ that minimizes the fake
âi,s, i.e., any s∗. (2) The defender allocates its capacity greedily to the weak point of the most probable
intents.

Theorem A.4. (Advantage of defense by misleading the attacker) The equilibrium point 3.3 with misled
attacker is upper bounded by the equilibrium point 3.1:

J∗
M ≤ J∗,

given |S| ≥ c.

Proof. Let us define:

A :=

⌊c⌋∑
j=1

pπ(j) + (c− ⌊c⌋) · pπ(⌊c⌋+1)

B :=
c

|S|

|I|∑
i=1

p(i)2

We equivalently show:
A ≥ B

in order to prove this theorem.
Let us define an allocation vector w ∈ [0, 1]|I|, representing how much of each probability mass is

captured under a budget c, with
∑

i wi ≤ c. We consider a linear program:

max
w∈[0,1]|I|,

∑
wi≤c

|I|∑
i=1

wip(i) (18)

Its optimal solution is known: greedily assign weight 1 to the largest p(i)s, i.e., set:

wπ(i) =


1 for i ≤ ⌊c⌋
c− ⌊c⌋ for i = ⌊c⌋+ 1

0 otherwise

which is exactly A.

A =

|I|∑
i=1

wip(i).

Let us define a soft allocation corresponding to B:

wsoft
i :=

c

|S|
p(i).
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This corresponds to distributing the budget proportional to p(i) uniformly across |S| choices. Then the
value of this soft strategy is:

B =

|I|∑
i=1

wsoft
i p(i) =

|I|∑
i=1

c

|S|
p(i)2 =

c

|S|

|I|∑
i=1

p(i)2.

Since |S| ≥ c, we can have:
wsoft

i =
c

|S|
p(i) ≤ 1∑

i

wsoft
i =

∑
i

c

|S|
p(i) ≤ c

which satisfies the constraints of the linear program (18).
Thus B is also a feasible solution of the linear program (18), but not necessarily the maximizer. Therefore,

by the optimality of A:

A = max
w∈[0,1]|I|,

∑
wi≤c

|I|∑
i=1

wip(i) ≥
|I|∑
i=1

wsoft
i p(i) = B

We have shown:
A ≥ B =⇒ J∗

M = 1−A ≤ 1−B = J∗.

B Limitations
In our theoretical analysis, we allow the defender to freely allocate its capacity across all intent-skill
combinations, subject to the constraint that the allocation for any single combination does not exceed
one. However, in practice, combinations may exhibit positive correlations (improving one also strengthens
another) or negative correlations (where learning to defend against one conflicting another). While it is
possible to adjust the total capacity to account for such interactions, the defender’s actual strategic space is
more constrained than our theoretical model does. We omit these practical complexities to keep the analysis
tractable, which may limit the direct applicability of our theoretical results. Nonetheless, our experimental
findings largely align with the theoretical implications.

In the experiments, due to constraints on budget and computational resources, we limit our study to a set
of 10 skills and consider only mixing at most two skills. While this setting is restricted, it can be expanded
in practice to further enhance the attacker’s advantage. We compare our approach against a limited set of
baseline methods, as few existing techniques directly apply to our problem formulation. The primary goal
of the experiments is not to pursue state-of-the-art performance, but to demonstrate the effectiveness of our
proposed methods and to empirically validate the theoretical implications.

C Experimental details and hyperparameters

C.1 LLM-as-rater
We present our custom prompt in Figure 2. We found that model capacity plays a crucial role in enabling
LLMs to function effectively as raters. Models with insufficient capacity such as LLaMA-3-70B and
GPT-3.5—often struggle to identify implicit or indirect connections between the intent and the response,
and in some cases (e.g., LLaMA-3-70B), it frequently refuses to generate ratings altogether.

C.2 Our attack method
In our experiments, we use a skill space comprising 10 skills, as shown in Table 5. Following our theoretical
constructions, the attack is executed in two stages. In the first stage, the attacker systematically probes
the target LLM using various combinations of skills and intents. For each combination, five prompts are
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Figure 2: Custom prompt for our LLM-as-raters. intent and response are replace by the user intent and a
response from a target system respectively.

Figure 3: Prompt for our re-writer. intent and skills should be replace by the user intent and a set of skills to
be mixed respectively.
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Table 5: A set of skills used in our experiments and their respective categories.

Skill Category

Analogical Reasoning Creative Writing
Technical Jargon Creative Writing
Poem Creative Writing
Haiku Creative Writing
Dream Psychology
Negotiation Social Reasoning
Cooking instructions Daily Life
Rewriting Language
Metaphor Creative Language
Comparing two ideas Critical Thinking

generated using our generator model E, implemented with LLaMA-3.3-70B-Instruct-Turbo. This stage
aims to identify weak points or combinations with the lowest refusal rates—without considering the target
system’s prompt and response filtering. The prompt used by LLaMA-3.3-70B-Instruct-Turbo to mix an
intent with skills is shown in Figure 3. We use refusal rates in the absence of filtering for fair comparison
with baseline methods that operate on unguarded LLMs and are unaware of the target’s defense mechanisms.
In practice, our method could leverage defense feedback to establish more effective attacks, meaning the
reported performance actually represents a lower bound. In the second stage, the attacker focuses its efforts
by generating 20 prompts per intent, exploiting the previously identified weak points. Repeating attacks
using multiple prompts for the same intent is advantageous, as the responses often contain complementary
or non-overlapping information as demonstrated by examples 1 and 2 presented in Figure 4. In practice, an
attacker could aggregate such information to achieve its malicious objective.

C.3 Baselines
By following Chao et al. (2024), the GCG adopts its default implementation to optimize a single adversarial
suffix for each target behavior, using the default hyperparameters: a batch size of 512 and 500 optimization
steps. To evaluate GCG on closed-source models, the optimized suffixes discovered using Vicuna is
transfered. PAIR follows its default setup, employing Mixtral () as the attacker model with a temperature of
1.0, top-p sampling with p = 0.9, generating N = 30 streams, and a maximum reasoning depth of K = 3.
JB-Chat utilizes its most popular jailbreak template, titled "Always Intelligent and Machiavellian" (AIM).

C.4 Target LLMs
W followed Chao et al. (2024) to set the temperature to 0 and generate 150 tokens for each target model.
When available, we use the default system prompts.

D Broader impacts
Our attack method identifies vulnerabilities in target systems, closely aligning with the goals of red-teaming
and offering potential to strengthen the safety and trustworthiness of the target systems. While the proposed
attack could be exploited by malicious users to serve their harmful intents, our work also introduces an
effective defense strategy specifically designed to counter this attack, which could also potentially be
combined with other existing defense mechanisms to enhance overall system safety.

E More results

E.1 Ablation studies
We conduct an ablation study to assess whether the concentrated attack in Stage 2 enhances overall attack
performance. As shown in Table 6, incorporating both stages leads to improved performance compared to
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Table 6: Comparisons of attack performance between stage 1 and stage 1 + stage 2.

Open-Source Closed-Source

Attack Metric Llama-2 Vicuna GPT-3.5 GPT-4

Our stage 1
Bin-JR score 0.16 0.16 0.35 0.42

JR score 0.20 0.20 0.59 0.65

Our stage 1 + stage 2
Bin-JR score 0.25 0.21 0.45 0.52

JR score 0.29 0.23 0.73 0.79

using Stage 1 alone, highlighting the benefits of focusing attacks on the identified weak points of the target
systems during Stage 2.

E.2 Case studies
In Figure 4, we present two representative attack examples from the 20 samples during the second attack
stage, which share the same intent and skill. The highlighted segments in each response reveal useful yet
complementary information, illustrating the risk that an attacker could aggregate non-overlapping content
across multiple responses to achieve their malicious intent. This underscores the advantage of the second
stage, where generating multiple samples increases the likelihood of extracting useful information.

Additionally, Figure 5 shows an attack example that combines the metaphor and poem skills. In this
case, the malicious intent is effectively concealed through mixing these two skills, while the response still
conveys useful content, demonstrating the efficacy of this strategy in evading detection.

18



(a) Example 1

(b) Example 2

Figure 4: Real examples for attacking gpt-3.5-turbo-1106 by mixing 1 skill. We highlight useful information
for achieving the given intent.
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Figure 5: Real example for attacking gpt-3.5-turbo-1106 by mixing 2 skills.
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