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Abstract—Cyberattacks against Operational Technology (OT)
systems, which monitor and control industrial processes, pose an
increasing threat to essential societal services. For this reason,
developing automated intrusion response strategies is highly
important. In this paper, we present a formal model of an
OT intrusion response use case using the POMDP framework.
It includes a realistic model of partial observability that is
based on traffic measurements. This approach allows us to
develop tractable, learning-based solution methods for automated
intrusion response, which are based on PPO. We evaluate the
obtained response strategies on an emulated OT system and find
that they are effective against several types of MITRE attacks
for the studied use case.

Index Terms—Operational Technology (OT), security manage-
ment, automated security, defender strategy, reinforcement learn-
ing, Partially Observable Markov Decision Process (POMDP)

I. INTRODUCTION

Operational Technology (OT) systems, which monitor and
control industrial processes, are increasingly exposed to cy-
ber threats that target critical infrastructure and industrial
production. The number of OT cyberattacks grew by more
than 90% annually between 2019 and 2023 [1]. Ransomware
attacks against industrial organizations increased by 87% in
2024 [2]. Although the number of OT attacks is currently
lower than that of Information Technology (IT) attacks, their
consequences can be more severe, by disrupting essential
services and affecting communities beyond the targeted or-
ganizations [1]. Notable examples of such attacks include
TRITON/TRISIS [3], Industroyer2 [4], and FrostyGoop [2].

A factor contributing to the rise of OT attacks is the IT/OT
convergence, where IT systems are integrated with physical
OT networks to facilitate monitoring, data collection, and
efficient operation. This integration expands the attack surface
and creates paths from enterprise networks into OT environ-
ments, which adversaries can exploit [5], [6]. Traditionally,
OT infrastructures have a lower level of cybersecurity than IT
infrastructures [7].

OT cybersecurity guidelines, e.g. [8], [9], [10], emphasize
proactive measures, such as network segmentation and vulner-
ability analysis, as well as monitoring-based control, including
resetting hosts and isolating network segments. They leave
intrusion response actions largely to human operators and do
not stress automated responses.

Early research on automated intrusion response for IT
and OT systems has focused on rule-based policies, which
configure firewall rules [11] or SDN flows [12], [13], for
instance. These rules are defined and maintained by human
experts.

Recently, methods for OT intrusion response have been
developed that do not rely on predefined rules, but are based
on learning from system measurements. These methods use
Reinforcement Learning (RL) as the dominant concept. Some
RL approaches learn heuristic policies without a formal system
model [14], [15], [16], which precludes the understanding
of an achievable optimal strategy. Other works apply for-
mal models, such as Markov Decision Process (MDP) [17],
[18], [19], Partially Observable Markov Decision Process
(POMDP) [20], [21], and stochastic game [22], [23]. Most of
these lines of research assume full observability of the system
state or attacker actions, which is unrealistic and limits the
practical relevance of the results. Alternatively, some studies
assume specific observation models, without detailing how
such observations can be obtained in real systems [20], [21].

Fig. 1: The OT infrastructure of the intrusion response use case

In this paper, we investigate an intrusion response use case
for an OT infrastructure (see Fig. 1). The infrastructure follows
the Purdue model architecture with network segmentation [24].
The objective of the attacker is to disrupt the industrial
processes that control the tanks in the OT infrastructure.
The attacker creates a path through the infrastructure by
executing a sequence of actions, including reconnaissance,

ar
X

iv
:2

60
9.

10
29

8v
1 

 [
cs

.C
R

] 
 9

 S
ep

 2
02

6

https://arxiv.org/abs/2609.10298v1


vulnerability scanning, exploitation, and host inspection. The
defender’s objective is to maintain normal process operation
and mitigate the attacker actions. The defender monitors the
infrastructure and executes a sequence of defensive actions
based on continuous observations of the network traffic.

We model this scenario as a discrete-time dynamical system
and formalize the defender’s problem as a Partially Observable
Markov Decision Process (POMDP) [25]. The model allows us
to capture attacker and defender actions and define an optimal
defender strategy for the use case. To learn effective defender
strategies, we propose two learning methods, which are based
on Proximal Policy Optimization (PPO), a state-of-the-art
RL algorithm. Applying PPO to our problem formulation is
not computationally feasible, since the state space (and thus
the belief space) is too large. The first method, k-Obs-PPO,
simplifies the structure of the input for the defender strategy,
while the second method, BF-PPO, uses particle filter [26] to
estimate the system state.

We have developed an emulation system, which serves as
a replica of the target infrastructure shown in Fig. 1. On this
system, we perform the attacks for this scenario. While the
attacks are occurring, we collect traffic measurements. These
measurements are used to estimate the observation function of
the POMDP model, which allows us to simulate this model
and to compute effective defender strategies. The obtained
defender strategies are evaluated on the emulation system.

The key results of this investigation are as follows. We can
compute effective defender strategies for the selected scenario
using our methods. They converge in reasonable time on a sim-
ulator (about 1 hour on an Apple M3 Pro processor). BF-PPO
produces a defender strategy that performs on the emulation
system close to a strategy that assumes full observability, for
three different types of attacks.

We make four contributions with this paper:
• We present a formal model of the OT intrusion response

use case using the POMDP framework and formally
define an optimal defender strategy.

• We present two solution methods, k-Obs-PPO and BF-
PPO, for automated response. The methods are learning
based, not rule-based, and not set up by experts. They
efficiently learn effective defender strategies.

• Our POMDP model includes a realistic model of partial
observability, which is based on online traffic measure-
ments.

• We evaluate the solution methods in a realistic emulation
environment of the OT infrastructure, demonstrating that
the learned defender strategies are effective. In particular,
BF-PPO achieves performance close to a defender strat-
egy that has been computed under the assumption of full
observability.

We see the main limitations of this work as follows. First,
like all formal models, our model relies on simplifying as-
sumptions. For instance, we assume that attacker and defender
actions are taken simultaneously at discrete times and have im-
mediate effects. In reality, such actions occur asynchronously
in continuous time, have different durations, and affect the

system with delays. Capturing such dynamics would make
the model more realistic, at the expense of increasing the
computational complexity of the learning defender strategies.
Also, we could have modeled the state space with higher gran-
ularity, with the same drawback. Second, our POMDP model
is valid for the specific use case, system configuration and
attack types. In this work, we did not study the generalization
property of our model with respect to those aspects. Third,
this work currently does not consider operational safety, which
constrains defender strategy. We will do so in the future.

II. RELATED WORK

Many studies have investigated the intrusion response prob-
lem in IT systems. They use a variety of modeling frameworks,
including POMDP [27], [28], game theory [29], [30], or causal
models [31]. They apply numerous solution techniques, such
as RL [27], [28], attack-graph-based planning [32], and large
language models [33].

Automated intrusion response for OT systems has been
studied using rule-based and learning-based approaches. Rule-
based methods define and enforce predefined response actions,
for example through automated firewall configuration [11] or
software-defined networking [12], [13]. These methods auto-
matically detect possible incidents and their response strategies
are defined by human experts.

Recent advances in RL have initiated research on learning-
based intrusion response solutions for OT systems, which
allows defender strategies to be learned from measurements.
Some studies propose heuristic solution methods that do not
require a formal system model of the use case [14], [15], [16],
[34]. However, without a formal model, it cannot be assessed
to which extent the learned defender strategies are optimal.

Other works formulate intrusion response problems using
decision-theoretic frameworks, including MDP [17], [18],
[19], POMDP [20], [21], and stochastic games [22], [23].
Most of them investigate scenarios in which the defender can
observe the attacker’s actions and progress. This assumption of
full observability is unrealistic. Some works consider partial
observability using abstract observation models, but do not
discuss how such models are obtained for real systems [16],
[20], [21]. A methodology for developing a defender strategy,
which first computes the strategy based on a formal model
and subsequently evaluates it on an emulation platform, is
presented in [35].

The work in this paper is unique in that it considers the
following aspects in combination. It formulates a formal model
of an OT intrusion response use case, presents learning-based
solution methods for automated intrusion response, includes a
realistic model of partial observability and evaluation results
from an emulated OT system.

III. THE OT INTRUSION RESPONSE USE CASE

We study an intrusion response use case for the OT in-
frastructure shown in Fig. 1. The infrastructure follows the
Purdue model [24] and is partitioned into enterprise, super-
visory, control, and physical subnets. The enterprise subnet



contains client systems that provide access to the industrial
environment. The supervisory subnet contains servers with
Human–Machine Interfaces (HMIs) and Engineering Worksta-
tions (EWSs) for process monitoring, control, and engineering
operations. The control subnet contains Programmable Logic
Controllers (PLCs), which manage two water tanks in the
physical subnet.

We assume the attacker has a foothold in the enterprise
subnet, either through a compromised enterprise host or
through insider access to the IT network. The attacker’s
objective is to disrupt the industrial processes by tampering
with the tanks. We consider attacks from the MITRE ATT&CK
framework [36], where an attacker performs reconnaissance,
exploitation, and inspection on supervisory hosts, and then
uses a compromised host to interact with the PLCs controlling
the tanks. We consider three attacker strategies for this use
case, which differ in the way they perform reconnaissance,
exploitation, etc.

The defender cannot directly observe the attacker’s progres-
sion through the infrastructure. Instead, it receives network
measurements from the switch through the IDS in Fig. 1.
The defender’s objective is to maintain normal operation of
the industrial processes and mitigate the attacker actions. The
defender can perform three types of defensive actions: reset
a supervisory host, reset an industrial process, and reset all
hosts in the supervisory subnet and the control subnet. A
reset action on a component reboots the machine, renews its
credentials, changes its IP address, etc. Such an action can
cause a temporary disruption of industrial operations.

Note that the traffic measurements not only relate to the
attacker actions but also to normal process operations, which
makes their interpretation for the defender difficult.

IV. FORMALIZING THE USE CASE USING A POMDP
MODEL

We study the intrusion response use case introduced in §III
from the defender’s perspective. We assume that the system
evolves in discrete time steps with a finite horizon. At each
time, both the defender and the attacker take an action. The
defender cannot observe the attacker’s progression and obtains
knowledge about the attack through network measurements.
We formalize the problem of intrusion response as a sequen-
tial decision-making problem under partial observability. We
choose POMDP as the modeling framework.

A. Partially Observable Markov Decision Process

A Partially Observable Markov Decision Process (POMDP)
models the decision process of a discrete-time Markovian
system with partial observability [25]. It is defined by a
10-tuple P = (S,D, T ,O,Z, C, γ, ρ1, T,B). S denotes the
state space and D denotes the action space. The probability
measure T : S × S × D → [0, 1] denotes the system
dynamics, where T (St+1|St, Dt) is the transition probability
from state St to St+1 by taking action Dt. The state transition
is partially observable through variable Ot ∈ O, where O is
the observation space. The conditional observation distribution

is denoted as Z . Taking an action Dt in state St induces a cost
Ct = C(St, Dt) ∈ R. The objective in a POMDP is to find the
sequence of T actions, D1, . . . , DT , to minimize the expected
cumulative cost E[J ], with discount factor γ ∈ (0, 1]:

J =

T∑
t=1

γt−1Ct (1)

A belief state bt = ⟨bt(st)⟩st∈S is associated with
time t, where bt(s) = P[St = s|ht] with ht =
(ρ1, o1, d1, o2, . . . , dt−1, ot) ∈ H. The belief state is a dis-
tribution over the state space S. At every time t, the belief is
recursively computed:

bt+1(s) = η−1Z(ot+1|s, dt)
∑
st∈S

T (s|st, dt)bt(st) (2)

where η =
∑

s∈S Z(ot+1|s, dt)
∑

st∈S T (s|st, dt)bt(st) is the
normalization factor. At the beginning of an episode, the initial
state S1 is sampled from the initial state distribution ρ1 : S →
[0, 1], which also defines the initial belief state.

B. A POMDP Model of the Intrusion Response Use Case

This subsection defines the POMDP model of the defender’s
problem. The system state captures attacker progression and
process integrity, while the observation represents IDS-derived
network measurements. The transition function models the
interaction between attacker and defender actions, and the
cost function encodes the defender’s objective. The resulting
POMDP defines the optimization problem for computing an
optimal defender strategy.

1) Scenario configuration: To simplify notation, we denote
the supervisory hosts and the processes in Fig. 1 by h0 =
HMI0, h1 = HMI1, and h2 = EWS0, p0 = Tank0 and p1 =
Tank1. Let H = {h0, h1, h2} be the set of hosts and P =
{p0, p1} be the set of tanks. In this topology, each supervisory
host h ∈ H can monitor and control both p0 and p1 through
their corresponding control units, PLC0 and PLC1. During an
episode, the attacker follows a fixed strategy πA ∈ ΠA, where
ΠA is the attacker strategy space.

2) System state space S and initial state distribution ρ1:
The system state St at time t represents the states of the
supervisory hosts, the states of the industrial processes, and the
attacker action state from the previous time step. Formally, St

is defined as the tuple St = (Sh0
t , Sh1

t , Sh2
t , Sp0

t , Sp1

t , At−1).
For each host h ∈ H, its state Sh

t ∈ Sh = {U,D,S,E,I}
represents the attacker’s progression on host h at time t. The
values denote whether h is undiscovered by the attacker (U),
discovered by the attacker (D), scanned by the attacker (S),
exploited and accessed by the attacker (E), or inspected for
PLC control by the attacker (I). These states are motivated
by MITRE ATT&CK framework [36] and reflect the main
attack stages of an OT cyberattack, where an attacker first
discovers assets, then gathers information, gains access, and
learns control patterns.

For each process p ∈ P, its state Sp
t ∈ Sp = {W,C} denotes

the operation condition of the water tanks. The values denote



whether p is in its normal operation state (W) or has been
corrupted by the attacker (C).

The component At−1 denotes the attacker action at time
t−1 and is defined as At−1 = (Ah

t−1, A
p
t−1). A

h
t−1 represents

the targeted host at time t− 1 and takes three types of values:
∅, if no host is targeted; h ∈ H, if host h is targeted; and H, if
the attacker scans the supervisory subnet. Ap

t−1 represents the
targeted process at time t−1 and can be either ∅ or a process
p ∈ P. We require Ap

t−1 ̸= ∅ only when Ah
t−1 ∈ H, meaning

that process tampering is performed through a targeted host.
The attacker action space is A = {H∪{∅,H}}×{P∪{∅}}.

The state space is defined as S = Sh3 × Sp2 × A. At
time t = 1, no intrusion has occurred, hence, the initial state
distribution ρ1 is a degenerate distribution with ρ1(s) = 1,
where s = (U,U,U,W,W, (∅, ∅)).

3) Defender action space D: At time t, the defender takes
an action Dt = (Dh

t , D
p
t ). D

h
t is the target host(s) and Dp

t

is the target process(es) at time t. Dt can take one of the
following values: (Dh

t = ∅, Dp
t = ∅) if the defender passively

monitors the system; (Dh
t = h ∈ H, Dp

∅) if the defender
resets host h; (Dh

t = ∅, Dp
t = p ∈ P) if the defender resets

process p; and (Dh
t = H, Dp

t = P) if the defender resets the
whole system. The defender action space is thereby defined as
D = {(∅, ∅)}∪{(h, ∅) : h ∈ H}∪{(∅, p) : p ∈ P}∪{(H,P)}.

4) Transition function T : The state transition
T (St+1|St, Dt) from time t to t + 1 can be described
through the transitions of each component of the system
state: (a) At−1 → At; (b) Sh

t → Sh
t+1; and (c) Sp

t → Sp
t+1.

The transitions are presented as follows.
a) Attacker action At−1 → At: The attacker action At

at time t is defined by the system state St and its strategy πA,
i.e., At = πA(St).

b) Host state Sh
t → Sh

t+1: The state Sh
t+1 of a host

h ∈ H is dependent on its previous state Sh
t , the attacker

action Ah
t and the defender action Dh

t .

Sh
t = U → Sh

t+1 = D if Ah
t = H, h /∈ Dh

t (3a)

Sh
t = D → Sh

t+1 = S if Ah
t = h, h /∈ Dh

t (3b)

Sh
t = S → Sh

t+1 = E if Ah
t = h, Ne = 1, h /∈ Dh

t (3c)

Sh
t = S → Sh

t+1 = S if Ah
t = h, Ne = 0, h /∈ Dh

t (3d)

Sh
t = E → Sh

t+1 = I if Ah
t = h, h /∈ Dh

t (3e)

Sh
t → Sh

t+1 = U if h ∈ Dh
t (3f)

Sh
t → Sh

t+1 = Sh
t otherwise (3g)

where Ne is a binary random variable that determines the
success of the attacker’s Exploit action on host h.

(3a-3g) describe the transition of the host state Sh
t → Sh

t+1,
∀h ∈ H. (3a) describes the attacker’s network reconnaissance
action on the supervisory subnet, which exposes the hosts
H to the attacker and causes the transition U → D. (3b)
describes the transition D → S, where the attacker performs
a host-level discovery on host h. (3c) and (3d) describe the
exploitation attempt of the attacker on host h, which has a
success probability defined by a binary random variable Ne.
After gaining access to host h, the attacker inspects it to learn

control patterns to the underlying physical processes, which is
presented by the transition E → I. All transitions in (3a-3e)
occur under the condition that the defender does not reset host
h, which brings Sh

t+1 to the secure state U (3f).
The transitions are illustrated in Fig. 2, which describes the

attacker actions on a host toward state I. The defender can
reset the host and bring it to the secure state U.

c) Process state Sp
t → Sp

t+1: The state Sp
t+1 of a process

p ∈ P is dependent on its state St, the attacker action Ap
t and

the defender action Dp
t . The transition is illustrated in Fig. 2.

Sp
t →Sp

t+1 = C if Ap
t = p,Ah

t = h, Sh
t = I, p /∈ Dp

t (4a)
Sp
t →Sp

t+1 = W if p ∈ Dp
t (4b)

Sp
t →Sp

t+1 = Sp
t otherwise (4c)

(4a-4c) describe the transition of the process state Sp
t →

Sp
t+1, ∀p ∈ P. (4a) describes the process tampering action,

which requires an inspected host (∃ h ∈ H : Sh
t = I), and the

process is not reset by the defender at the same time (p /∈ Dp
t ).

(4b) describes the defender resetting process p to its normal
working state.

5) Defender observation space O: The defender cannot
observe the system state St. Instead, the defender observes

Ot = (Gt, O
h0
t , Oh1

t , Oh2
t , Op0

t , Op1

t ) (5)

where Gt represents the number of IP packets between the
subnets, Ohi

t represents the number of IP packets between su-
pervisory host i and the enterprise subnet, and O

pj

t represents
the number of IP packets between PLCj and the supervisory
subnet, during time step t.

6) Defender observation function Z: The observation func-
tion is the conditional probability mass function of the discrete
observation vector Ot+1:

Z(o, s, d) = P[Ot+1 = o | St+1 = s,Dt=d] (6)

where s ∈ S, d ∈ D, and o ∈ O.
7) Cost function C and defender objective J: At each time

t, the defender pays a cost Ct:

Ct =
∑
h∈H

σh(S
h
t ) +

∑
p∈P

σp(S
p
t ) + σd(Dt) (7)

where σh, σp, and σd are parameter functions, which reflect
the defender’s objective by denoting costs for the host states,
the process states and the defensive actions. The functions
are specified in Tab. I. The high cost for process corruption,
σp(C) = 10, prioritizes the safety of the physical processes.
The increasing host state costs σh penalize the defender
for attacker progression and encourage preventive responses.
The action cost σd penalizes resets, preventing unnecessarily
disruptive responses.

Hence, the objective of the defender is formulated as
minimizing the expected cumulative cost Ct over the time
horizon T with discount factor γ = 1:

J =

T∑
t=1

E[Ct] (8)



Fig. 2: The transitions of host states Sh
t and the process states Sp

t caused by attacker action At (red arrows) and defender action Dt (blue
arrows). The dashed arrow illustrates that host h must be in state I for the attacker to tamper with process p using host h (Ah

t = h,Ap
t = p).

TABLE I: Parameters of the cost function C

Cost function Value

σh σh(U) = σh(D) = 0, σh(S) = 0.2, σh(E) = 1.5, σh(I) = 3.5

σp σp(W) = 0, σp(C) = 10

σd σd(Dh
t ,D

p
t ) = 2 × |Dh

t | + 3 × |Dp
t |

8) The defender’s optimization problem: We define πD :
H → D or πD : B → D as the defender strategy, where H
is the history space and B is the belief space. The defender
problem is defined as finding the optimal strategy π∗

D that
minimizes the expected cumulative cost J .
Problem 1. Find the optimal defender strategy :

π∗
D = argmin

πD

EπD
[J ] (9a)

subject to Dt = πD(bt)∀t (9b)
πA ∼ P (ΠA) (9c)

Because the POMDP has finite state, action, and observation
spaces over a finite horizon, an optimal strategy π∗

D exists [25,
Thm. 7.4.1].

V. LEARNING DEFENDER STRATEGIES WITH
REINFORCEMENT LEARNING

Problem 1 can be solved with Dynamic Programming
methods [37]. Due to the large state space, such methods are
computationally intractable for our use case [38]. We therefore
parameterize the defender strategy πD with parameter θ. We
apply PPO [39], a state-of-the-art RL algorithm, to learn the
(almost) optimal defender strategy. PPO is an actor–critic
policy-gradient method that uses a clipped surrogate objec-
tive to improve training stability by limiting policy changes
between updates.

A direct application of PPO to Problem 1 is not feasible due
to the large state space and belief space. We therefore propose
two PPO-based solution methods that use different techniques
to address the issue.

A. PPO with k latest observations: k-Obs-PPO

The first method, k-Obs-PPO, uses the k most recent IDS
observations, (Ot, . . . , Ot−k+1) as input for πθ

D. It allows
training the defender strategy directly from observation his-
tories, without computing the belief state. The parameter k
controls the trade-off between the amount of information used
to learn the strategy on the one hand and the computational

complexity and sampling efficiency on the other hand. A larger
k provides more temporal information to the defender strategy
but increases the input dimension and the learning complexity.
A smaller k keeps the input small and simplifies defender
strategy learning.

B. Belief Filter Proximal Policy Optimization: BF-PPO

The second method, BF-PPO, uses an approximate and sim-
plified belief state to learn the defender strategy. In a POMDP,
belief updates are computed using Bayes filter (Eq. (2)). Such
an update has a quadratic time complexity with respect to
the size of the state space. Therefore, the Bayes Filter is
computationally infeasible in our case. We address the issue
by approximating the belief using particle filter [26]. At time
t, the particle filter represents the belief by M sampled states,
Pt = {s(1)t , . . . , s

(M)
t }. The belief state is then approximated

by the relative frequency of each system state in Pt, i.e.,
b̂t(s) =

1
M

∑M
i=1 1{s

(i)
t = s}.

Due to the large state space, the belief vector ⟨b̂t(s)⟩ is
high dimensional, which increases the learning complexity
and makes it inefficient as input to the defender strategy. We
therefore exploit the factorized structure of the system state
with components Sh0

t , Sh1
t , Sh2

t , Sp0

t , Sp1

t , At−1. For each such
component Xt of the state and component state x, we compute
the marginal belief

b̂Xt (x) =
1

M

M∑
i=1

1{X(i)
t = x}. (10)

The concatenation of these marginal beliefs is used as
input to the defender strategy πθ

D, providing a compact input
while preserving the information about each component of the
system state.

VI. CONSTRUCTING AN EMULATION ENVIRONMENT AND
A SIMULATION ENVIRONMENT TO TRAIN AND EVALUATE

DEFENDER STRATEGIES

Learning defender strategies using our solution methods
and evaluating them requires repeated POMDP episodes.
Such episodes cannot be performed directly in an operating
OT infrastructure, which is both inefficient due to the large
number of episodes required for training and impractical
because it requires performing attacker actions in the system.
For these reasons, we develop an emulation environment
and a simulation environment. The emulation environment
is designed to closely match the operational conditions of



the target infrastructure. It serves two purposes: collecting
IDS measurements to identify the observation model of the
POMDP, and evaluating defender strategies under realistic
conditions. The simulation environment generates POMDP
episodes to efficiently train the defender strategies.

A. Constructing the Emulation Environment

The infrastructure in Fig. 1 is emulated with Docker [40]
containers and orchestrated by ContainerLab [41]. Each func-
tional component is instantiated as a separate container, includ-
ing the enterprise clients, supervisory hosts, PLCs, water tanks,
router, attacker, defender, and IDS. The PLCs are implemented
using OpenPLCv3 [42]. The main communication protocol
between OT components (HMI, PLC, EWS, and water tanks)
is implemented using ModbusTCP [43]. The configuration of
the components is listed in Appendix A.

The network is implemented using Linux virtual Ethernet
interfaces. Logical network segmentation is enforced through
VLAN configurations using Open vSwitch [44]. Inter-subnet
routing and firewall rules are implemented by the router con-
tainer. The IDS is connected to a mirrored Open vSwitch port,
which allows it to observe and collect network measurements.

The defender’s reset action on a host or a process changes
the IP address and login credentials of the target component,
thereby removing potential attacker access. The updated con-
figuration is then propagated to the components that require
it. For example, when a PLC is reset, its new IP address
is distributed to the HMIs and the EWS so that supervisory
communication can be re-established.

The attacker actions, including reconnaissance and exploita-
tion, are implemented by a sequence of commands executed
from the attacker container. To capture a broad range of
traffic patterns for the same action, the implementation varies
command parameters, including target networks and ports,
probe types, command arguments, and payload sizes. This
allows us to observe traffic under a wide range of attacker
behaviors. More details of the implementation are presented
in Appendix A.

Background traffic is generated by three types of activities:
by enterprise clients using services on the HMI and EWS
containers; by HMI-PLC communication, where HMIs peri-
odically read process measurements from the PLCs and issue
routine control commands; and by EWS-PLC communication,
representing engineering operations performed by an operator.
All non-periodic background activities are generated by inde-
pendent Poisson processes.

B. Estimating the observation function in the emulation envi-
ronment

In the emulation environment, we perform operation in
periods of 30 seconds wall clock time. During such a period,
the attacker performs an attack action according to its strategy.
Also, the defender performs a defensive action based on
the observation data collected during the period. This data
consists of network statistics obtained from the IDS, namely,
o = (g, oh0 , oh1 , oh2 , op0 , op1) (Eq. (5)).

To estimate the observation function Z (Eq. (6)) of the
POMDP, we collect monitoring observation data from 40000
periods, which amounts to 14 days. Effectively estimating
Z(o, s, d) = Pr(Ot+1 = o | St+1 = s,Dt = d) is not
feasible since it would require approximately 108 observa-
tions (|S||D| = 52500 possible conditioning combinations of
(s, d) and assuming about 2000 observations needed for each
combination). To work with 40000 observation measurements,
we simplify the observation function Z to Ẑ by setting
Ẑ(o, a) = Pr(Ot+1 = o | At = a), where a denotes
the attacker action. Fig. 3 shows empirical distributions for
selected attacker actions.

Fig. 3: Empirical distribution of IP packet counts measured on the
switch in Fig. 1. The top figure relates to the total traffic passed
through the switch; the middle figure relates to the traffic between
EWS-0 and entities in the enterprise subnet; the lower figure relates
to the traffic between PLC-0 and entities in the supervisory subnet.
Different colors refer to measurements from different attacker actions.

C. Running the POMDP simulation

Simulating a POMDP episode starts the system in state
s = (U,U,U,W,W, (∅, ∅)). At each time step, the attacker
and the defender perform an action following their respective
strategies. The system state is then updated following the
transition function T specified in §IV. The observation that
the defender makes during the time step is sampled from Ẑ .
Further, the cost incurred for this time step is computed using
the cost function C. The episode ends when the T time steps
have been executed. The trajectories of observations, actions,
and costs per period are used to update the defender strategies
during training.

VII. COMPUTING THE DEFENDER STRATEGIES IN THE
SIMULATION ENVIRONMENT AND EVALUATING THEM IN

THE EMULATION ENVIRONMENT

We train BF-PPO and two k-Obs-PPO variants, with k = 1
and k = 4 in the simulation environment. We then evaluate
the obtained defender strategies in the emulation environment.



We compare the proposed methods with two baselines, a
threshold-based defender strategy and an idealized PPO base-
line, where we assume the defender has full observation of
the system states and the attacker actions. The training and
evaluation are conducted on an Apple M3 Pro processor.
The hyperparameters for the learning methods are listed in
Appendix B. The source code is available at [45].

A. Evaluation setup

1) Attacker strategies: We train and evaluate the methods
against three attacker strategies:

a) Opportunistic: The attacker prioritizes reaching pro-
cess tampering as quickly as possible. It selects actions that
advance the attack along the shortest available path toward
tampering with a process.

b) Explorative: The attacker prioritizes gathering knowl-
edge about the infrastructure before tampering with a process.
It scans supervisory hosts, exploits available entry points, and
inspects host–process control relationships before tampering
with the processes.

c) Adaptive: This attacker adapts to defender actions by
avoiding recently reset components and switching to alterna-
tive attack paths when possible.

2) Baselines:
a) MDP-PPO: The method applies PPO whereby the

system state can be observed by the defender. This baseline
method represents an idealized setting and a cost lower bound
for the PPO-based methods proposed in this paper.

b) Threshold strategy: At each time step t, the defender
computes a cost score Rt

h for each host and a cost score
Rt

p for each process. If the score of any process exceeds its
respective threshold, the defender following this strategy resets
the process with the highest score. Otherwise, if the score of
any host exceeds its respective threshold, the defender resets
the host with the highest score. The thresholds are determined
by the reset costs σd (see Tab. I). The cost scores are given
by the formulas in Appendix C.

3) Evaluation process: We train the defender strategies
using BF-PPO, 1-Obs-PPO, and 4-Obs-PPO, as well as the
baseline method MDP-PPO in the simulation environment.
For each method, we perform four training runs with different
seeds. A training run consists of 500 iterations, where each
iteration contains 100 episodes with time horizon 100. After
each iteration, we evaluate the current policy to obtain a point
in the learning curve.

We finally evaluate the learned defender strategies in the
emulation environment. The strategy obtained by each method
is evaluated against the three attacker strategies for 20 episodes
with time horizon 100. Evaluating a defender strategy against
an attacker strategy takes about 17 hours on an Apple M3 Pro
processor.

B. Evaluating the methods in the simulation environment

Fig. 4 shows the learning curves of the proposed methods
and the baselines against three attacker strategies. BF-PPO, 1-
Obs-PPO, and 4-Obs-PPO, are represented by the green, blue,

and orange curves, respectively. MDP-PPO and Threshold
strategy are shown by red curves and dashed lines, respec-
tively. Each plot corresponds to a attacker strategy and shows
the natural logarithm of the cumulative cost during training.

The learning curves show that 1-Obs-PPO and 4-Obs-
PPO converge to higher cumulative costs than BF-PPO for
all attacker strategies. They also exhibit larger variation. 1-
Obs-PPO tends to perform better than 4-Obs-PPO, which
suggests that, in this setting, increasing the observation history
does not provide sufficient additional information to improve
performance.

BF-PPO converges faster and to lower cumulative costs
than the k-Obs-PPO variants for all attacker strategies. Its
learning curves are also close to those of MDP-PPO, the full-
observability baseline. This indicates that using particle filter
and marginal beliefs provides a solution for learning effective
defender strategies. Further, Fig. 4 also shows that BF-PPO
consistently outperforms the Threshold strategy.

C. Evaluating the defender strategies in the emulation envi-
ronment

Fig. 5 shows the evaluation results of the defender strategies
in the emulation environment (green color) and compares them
with the results from the simulation environment (red color).
The box plots show the distributions of cumulative costs over
20 evaluation episodes for BF-PPO, 1-Obs-PPO and 4-Obs-
PPO. The dashed line shows the average cumulative cost of
MDP-PPO, the full-observability baseline method.

The plots show that BF-PPO outperforms the k-Obs-PPO
variants for all attacker strategies. Its cumulative costs are
also close to those of MDP-PPO, which is consistent with
the simulation results in Fig. 4.

BF-PPO shows a gap between the performance in the
emulation environment and the simulation environment. We
expect that the defender strategy performs less well in the
emulation environment than in the simulation environment.
This is due to the fact that the formal model we have presented
is an approximation of the more realistic emulated system, and
the defender strategy has been optimized for the simulation
environment.

Overall, we find that BF-PPO is the strongest proposed
method for our use case and the considered attacker strategies.

VIII. CONCLUSION AND FUTURE WORK

Based on the POMDP model of the use case, we have
defined an optimal defender strategy and proposed two so-
lution methods for learning the approximation of this strategy.
The solution methods allow us to learn the defender strategies
at a reasonable cost and with low sample complexity. The
evaluation in the emulation environment shows that effective
defender strategies can be learned with these methods. In
particular, BF-PPO approaches the performance of a baseline
with full observability.

As for future work, we plan to evaluate the proposed model
and solution methods on an industrial testbed in collaboration
with an industrial partner, for an intrusion response use case



Fig. 4: The learning curves for the solution methods proposed in §V (BF-PPO – green curves, 1-Obs-PPO – blue curves, and 4-Obs-PPO –
orange curves) and the baselines (MDP-PPO – red curves and Threshold strategy – dashed lines). The solution methods computed effective
defender strategies for three different attacker strategies (Opportunistic, Explorative and Adaptive). The learning curves show the average
and the confidence intervals of 120 episodes. The best performing solution method with respect to convergence speed and cost is BF-PPO.

Fig. 5: Evaluation of the learned defender strategies for the proposed solution methods, BF-PPO, 1-Obs-PPO and 4-Obs-PPO. The green
box plots relate to evaluation results in the emulation environment. For comparison, we add the results from the simulation environment,
presented by red box plots. The baseline refers to the learned defender strategies under the assumption of full observability of the system
states.

similar to the one studied in this paper. This evaluation will
allow us to study our approach to modeling and computing
defender strategies in a different and realistic environment and
further to include safety constraints.
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APPENDIX

A. Emulation configurations: Tab. II and Tab. III

B. Training hyperparameters: Tab. IV

TABLE II: Configuration of the emulated physical components

Component Services Vulnerabilities

HMI0,HMI1 HTTP Weak credentials

EWS0 SSH, Telnet, SMB SSH/Telnet weak credentials, CVE-2017-7494

PLC0,PLC1 ModbusTCP, HTTP –

Tank0,Tank1 ModbusTCP –

TABLE III: Implementation of attacker actions in the emulation

Attacker action Implementation

Scan network ICMP scan

Scan host TCP/UDP/OS scan, lightweight probes

Exploit host HMI: HTTP brute-force, SQL injection, EWS: SSH/Telnet brute-force,
SambaCry

Inspect host HMI: HTTP probes, EWS: ModbusTCP control

Tamper process HMI: PLC parameter modifications via web interface, EWS: Craft & Upload
PLC programs, PLC parameter control via ModbusTCP

TABLE IV: Hyperparameters for the training of defender strategies

Parameter Value

# particles (BF-PPO) M 500

# hidden layer, # neurons, random seeds 2, 128, [77, 108, 433, 841]

l.r. α, γ, GAE λ, ENT-COEF, clip ϵ 0.0001, 0.99, 0.95, 0.001, 0.2

Optimiser (parameters) Adam (β1 = 0.9, β2 = 0.99)

C. Threshold strategy’s cost score formulas

Eq. (11) defines the formulation of the cost score for each
host and process at time t, where bt denotes the belief state.

Rt
h =

∑
s∈Sh

bht (s)σh(s); Rt
p =

∑
s∈Sp

bpt (s)σp(s) (11)
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