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Abstract

Al agents are being deployed rapidly, accompanied by a
growing number of Al-specific attacks and corresponding in-
cidents. As incident reporting becomes increasingly impor-
tant for legal compliance, governance, accountability, and se-
curity; current frameworks must be adapted to the unique
characteristics of Al agents. In this paper, two editorial au-
thors compare Al systems and Al agents and, drawing on in-
put from 23 experts in academia and industry, identify the in-
formation required for reporting incidents where the security
of Al agents is harmed. Potential reporting elements include,
for example, agent memory and memory accesses, actual and
potential levels of autonomy, and tool usage. Based on these
findings, we identify several open research questions, includ-
ing how to efficiently record incidents and how to determine
whether vulnerabilities and incidents generalize. Expert feed-
back also highlighted potential reporting weaknesses, such as
risks of data leakage and attacks targeting the reporting in-
frastructure itself, creating additional research needs. Lastly,
we summarize privacy requirements and outline research di-
rections for the secure and trustworthy deployment of Al
agents.

Introduction

Al agents are increasingly targeted by attackers through
prompt injection, memory poisoning, tool compromise, and
other agent-specific attack vectors. This is reflected in an
increasing number of Al incidents, which also entail non-
security related incidents involving agents. As visible in Fig-
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ure 1, a large fraction of all Al incidents involve large lan-
guage models (LLMs) and agentic Al (yellow). A significant
fraction of these are security-related, and intentionally ex-
ploit known vulnerabilities (CVE, dark blue) or tamper with
the Al models or agents specifically (light blue).

Security vulnerabilities for Al agents span the agent’s
data (EchoLeak, CVE-2025-32711; ShareLeak in Copilot
Studio, CVE- 2026-21520), context (Reprompt, CVE-2026-
24307), and a accessed tools (GitHub Copilot, CVE-2025-
53773). Scientific work further confirms systematically mis-
diagnosed risks at, for example, the sequence of steps the
agent takes (Li et al. 2026).

These findings raise the question of how such incidents
and vulnerabilities can guide incident response and inform
security best practices. For example, research in non-agentic
Al security has played a critical role in improving Al robust-
ness, uncovering hidden model vulnerabilities, and driving
more reliable evaluation methodologies. Concepts such as
threat modeling and adaptive attacks are now foundational
to Al red teaming and security engineering. To systemati-
cally learn from real-world incidents, an appropriate struc-
tured form of incident reporting needs to be established.
Such reporting is indeed already demanded by legislation
like the AI Act Article 73 reporting obligations (European
Parliament, Council 2024). Al agents, as discussed in detail
below, constitute a specific subset of Al systems character-
ized by multi-step incidents involving multiple components
and dynamic interactions. They are not adequately captured
by existing approaches of incident reporting.

Fully describing an Al agent routinely includes informa-
tion like functions and permissions, and may further con-
tain (state of) memory, context length, connections to other
agents, tools, skills, and capabilities, including their ver-
sions, accessible data and APIs, code, supply-chain depen-
dencies, and as well as any messages exchanged, interme-
diate states of sub-agents, logs, and tool traces. Because
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Figure 1: AI Incidents and vulnerabilities. We plot the
total number of incidents in the OECD Al incident mon-
itor (AIM) (gray) (OECD 2026), which tracks and docu-
ments real world Al incidents and hazards. Agentic incidents
(yellow, dash-doted) are shown separately following Guil-
herme Jr (2026). We further distinguish incidents with an
officially assigned vulnerability (dark blue, dotted) or an Al
security tag (light blue, dashed), also based on Guilherme Jr
(2026).

agentic Al systems dynamically compose such tools, sub-
agents, APIs, and external data sources at runtime, the con-
ditions giving rise to an incident may never have existed dur-
ing development or testing. Incident reporting therefore be-
comes a foundational mechanism for uncovering new risks
and preventing future incidents (Wei and Heim 2026; Gail-
mard et al. 2025).

While there are proposals for non-agentic Al security in-
cident reports (Bieringer et al. 2024; Strom et al. 2020;
Fazelnia, Moshtari, and Mirakhorli 2026), or reporting for
agentic Al for non-security incidents (Ezell, Roberts-Gaal,
and Chan 2025); there is no security reporting standard for
Al agents. Our contributions are thus six-fold:

1. We show, based on definitions of the OECD and the EU,
that the difference between Al systems and Al agents is
small but substantial for security incident reporting.

2. We consolidate the perspectives of 23 experts on con-
cerns and challenges in agentic Al security incident re-
porting.

3. We derive what information needs to be collected for Al
agent security incidents (see Table 1).

4. We identify open research questions related to security
incident reporting for Al agents.

5. We highlight novel security and privacy challenges that
apply to agentic Al security incident reporting.

6. We summarize implications for research, legislation, and
standards.

This paper is organized as follows. We first review nec-
essary background, defining Al systems and agents, agen-
tic security, incident, and summarizing related work in re-
search, standards, and legislation. We then discuss how to

describe an agentic security incident. After presenting spe-
cific security and privacy properties needed for security in-
cident reporting, we outline implications for both research
and legislation and standards and conclude.

Background

Before discussing incident reporting for Al agents, we define
what we mean by an Al agent, what security risks exist for
such systems, how to define the corresponding incident, and
what related scientific and standards work exist.

Defining Al systems and Al agents

The OECD definition of an Al system (OECD 2024) pro-
vides the conceptual foundation for the EU AI Act and work
on Al incident reporting (Bieringer et al. 2024). The OECD
defines “an Al system [as] a machine-based system that, for
explicit or implicit objectives, infers, from the input it re-
ceives, how to generate outputs such as predictions, content,
recommendations, or decisions that can influence physical
or virtual environments. Different Al systems vary in their
levels of autonomy and adaptiveness after deployment.”

In this work, the term Al agent refers to the modern agents
based on large language models (LLM) (Sapkota, Roumeli-
otis, and Karkee 2025), which are a subset of Al systems.
Al agents are defined by the European Union as “agen-
tic artificial intelligence (agentic Al) [is] a concept in ar-
tificial intelligence (Al) that describes systems acting au-
tonomously with limited human interactions (in particular,
without step-by-step instructions) to fulfill goals rather than
isolated tasks.”'

In other words, Al agents (or agentic Al) are a specific
subset of Al systems. They shift from task-driven execution
to goal-directed behavior. According to Merriam Webster, a
task is “a piece of work that has been given to someone”,
whereas a goal is “the end toward which effort is directed,
[an] aim”. A goal thus requires many steps that the agents
carries out. In contrast, non-agentic Al systems focus on
tasks, often solvable in a single or few interactions.

This high-level difference between Al systems and Al
agents mandates changes in how to describe an event in-
volving such an agent (i.e., an incident, as defined later).
Unlike traditional non-agentic Al systems, where an event
possibly relies on a single input-output pair, an agentic inci-
dent unfolds across a sequence of reasoning steps, tool invo-
cations, memory accesses, and environmental interactions.
Hence, agent-based interactions have a strong trajectory-
level character (Bisconti et al. 2026). A second distinguish-
ing property is the expanded capabilities of an Al agent
required to achieve goals rather than isolated tasks. Agents
can cause direct effects on their environment, for example,
on the underlying operating system and connected services.
Thus, their potential impact is significantly broader. In ad-
dition, despite Al agents being a subset of Al systems, they
exhibit structural differences, including the ability to com-
prise of multiple AI models or even other Al systems (Li
et al. 2023).

"https://www.edps.europa.eu/data-protection/technology-
monitoring/techsonar/agentic-ai_en



While none of these differences is strictly unique to agen-
tic Al, each is considerably more pronounced in agents than
in non-agentic Al systems.

Attacks on Al agents

Following ISO/IEC 27000:2018 (ISO 2018), we define an
attack as an attempt to destroy, expose, alter, disable, steal
an asset, or to gain unauthorized access to or make unau-
thorized use it. Such attacks can target any computer or
digital system. An underlying flaw or weakness that can
be exploited in an attack is often formally cataloged and
assigned a unique Common Vulnerabilities and Exposures
(CVE) identifier to facilitate standardized tracking and re-
mediation. Al systems suffer from such flaws as any other
software system. In addition, Al systems are vulnerable to
a plethora of Al specific attacks, including training or test
data tampering (Biggio and Roli 2018), and the introduc-
tion of backdoors or bias (Cina et al. 2023), sensitive data
inference (Oliynyk, Mayer, and Rauber 2023), or sloth at-
tacks (Brachemi Meftah et al. 2026).

Moreover, there are specific attacks on Al agents. For ex-
ample, external data used by an agent to solve a partial task
can be poisoned with malicious instructions, allowing an at-
tacker to influence the agent without requiring direct con-
trol over it. Unlike classical data poisoning, however, this
occurs at inference time rather than during training. More
broadly, an action may directly originate either from an ini-
tial prompt or from a reasoning process and can be signif-
icantly influenced by external data. Hence, seemingly in-
nocuous prompts and data may unfold into an attack dur-
ing reasoning, i.e., the reasoning process is used to cause
harm. Agents’ inherent autonomy enables attacks such as
indirect prompt injection, tool misuse, memory poisoning,
and multi-agent trust exploitation. Such attacks form com-
plex exploit chains involving privilege escalation and data
exfiltration (Greshake et al. 2023; Reddy and Gujral 2025;
MITRE Corporation 2024). This expanded attack surface
fundamentally alters the threat model applicable to classical
Al systems.

Security on Al and AI agents has so far produced exten-
sive academic literature, yet relatively few documented op-
erational incidents. Studies have shown that attackers over-
whelmingly prefer cheaper and more reliable methods —
such as phishing, credential theft, and supply-chain compro-
mise — over sophisticated attacks optimized against the tar-
get model, which have not yet been weaponized on a large
scale (Apruzzese et al. 2023; Grosse et al. 2024). Despite
their currently low prevalence, such attacks warrant proac-
tive mitigation due to their potentially high impact, which
may be further amplified by the autonomy and capabilities
of agentic systems.

Defining AI Incidents

The OECD (2024) defines an Al incident as an event in-
volving an Al system where harm incurred. Examples of
harm include injury, disruptions of critical infrastructure, vi-
olations of human rights, and harm to property. Other def-
initions of incidents vary depending on how close an event
comes to causing harm. Even “near misses” — events that

could have caused harm but did not — can be a valuable
source of learning (Wei and Heim 2026). Such harm-event
based reporting is usually implicated by model failures (e.g.,
biased outputs, hallucinations, privacy leakage). In contrast,
reporting within non-Al security assumes a clear attacker-
victim topology: a malicious actor exploits a vulnerability
in a system, and the system’s operator is the harmed party.
Patching vulnerable systems typically reduces their future
vulnerability. Hence, Reporting (Al) incidents for safety and
security differs (Bieringer et al. 2026), as safety aims to pro-
tect external actors from the AI system, whereas security
protects the Al system from malicious external actors(Qi
et al. 2024; Khlaaf 2026). Security reporting requires more
attacker-centered information (Bieringer et al. 2026).

In the remainder of the paper, we focus on security in-
cidents. The agent description can potentially be used for
safety incidents involving agentic Al or for incidents where
the AI caused an incident. Examples are recent incidents
involving OpenAI? and Anthropic®. In these cases, agents
exceeded their intended operational boundaries and gained
unauthorized access to external systems. These develop-
ments underscore the need for systematic agent descriptions.

Related Scientific Work

There is limited related work on incident reports for Al
agents. Previous work by MITRE* and Bieringer et al.
(2024) covers only Al systems. Fazelnia, Moshtari, and Mi-
rakhorli (2026) propose a minimal set of reporting elements
for Al vulnerabilities, and Cattell and Ghosh (2024) de-
scribed a security-centered CVE-like reporting. Other ex-
amples for data collection taxonomies and databases focus-
ing on AI are the AI incident database (McGregor 2021),
AVID, or MITRE Atlas. In addition, Ezell, Roberts-Gaal,
and Chan (2025) propose an incident analysis framework
that, however, focuses on non-security incidents. The cur-
rent work instead focuses on security incidents and on the
agent-system gap, which warrants substantial changes to ex-
isting approaches. Due to the novelty of the area, few works
are covering the specifics of security incident reporting for
Al agents. This security focus has concrete implications: in
contrast to Ezell, Roberts-Gaal, and Chan (2025), we sug-
gest also documenting reads and writes to memory to iden-
tify memory tampering, tracking delegation and trust bound-
aries to identify the origin of a breach, and finally collect-
ing multi-agent architecture and communication to identify
threats from emergent behavior.

Related Laws and Standards

There are standards addressing Al and incident reporting,
some of which are still under development. As our findings
may inform ongoing and future standardization efforts, we
provide background in terms of legal requirements and re-
lated standards.

Zhttps://openai.com/index/hugging-face-incident-and-the-
road-ahead/

3https://www.anthropic.com/news/investigating-incidents-
cybersecurity-evals

*https://ai-incidents.mitre.org



The GPAI Code of Practice Commitment 9 on serious-
incident reporting (European Al Office 2025) is the most
operationally detailed EU instrument on incident reporting,
though it operationalises Article 55(1)(c) for providers of
general-purpose Al models with systemic risk and reports
to the Al Office rather than through the Article 73 chan-
nel. Article 73 (European Parliament, Council 2024) obliges
providers of high-risk Al systems to report serious incidents
and applies from 2 August 2026, while the Digital Omnibus
amendments defer the Chapter III high-risk requirements to
2 December 2027 (Annex III) and 2 August 2028 (Annex I).
In general, the GPAI Code acknowledges that information
about an incident cannot be reconstructed only retrospec-
tively. This aligns with our efforts to understand up-front
which information should be collected. The doctrinal archi-
tecture for continuous compliance evaluation that Article 72
of the Al Act partially anticipates is developed at greater
length in adjacent recent work (Nannini et al. 2026). Un-
der Article 75(1a), providers within the AI Office’s exclu-
sive competence, which covers systems built on a general-
purpose Al model by the same provider, report serious inci-
dents to the AI Office rather than to national market surveil-
lance authorities.

Relevant key international standardization documents in-
clude ISO/IEC (2024) 8200 and ISO/IEC (2026) 42105.
The former gives the basics of how to make an Al system
controllable by an external agent. TS 8200 assumes Al sys-
tems and agents as defined in ISO/IEC 22989:2022 and de-
liberately does not presume control by a human operator. All
that matters is that the control is practically possible and the
controller is external to the controlled system. Most Al sys-
tems cannot be directly controlled by human operators be-
cause critical changes in their internal state are neither ob-
servable by humans nor interpretable in real time, making
timely and meaningful human intervention difficult or im-
possible. The latter ISO/IEC (2026) 42105 describes how
to ensure that Al systems’ operations can be overseen by
humans on the operational level without relying on other
ambiguous and unverifiable criteria. At the same time, new
standards are being developed, including protocol standards
for agentic interactions (NLIP by ECMA TC56; IETF, LF
A2A). However, also existing legislation that seems super-
ficially unrelated can become relevant. As an example, con-
sider GDPR (European Parliament and Council of the Eu-
ropean Union 2016) and its requirements on privacy, that
incident reports will have to respect, too.

To conclude, the exact interactions, content, and require-
ments of these emerging standards have yet to be defined.

Describing Agentic Incidents

The background section identifies three key distinctions be-
tween Al agents and conventional Al systems: trajectory-
level behavior, expanded capabilities, and the use of mul-
tiple Al models. Before examining their implications, we
outline the goals of incident reporting, including documen-
tation, reproducibility, and forensics and general technical
challenges, as well as human and social aspects. We then
discuss how the difference between Al agents and systems

shape the information in agentic Al incident reports, also
summarized in Table 1.

Reproducibility versus Forensics. The precise goal of
incident reporting (Ebert et al. 2025) remains undefined. Be-
yond mere documentation, incident reporting could serve to
reproduce an incident. It may also provide information rel-
evant to auditing and liability assessments. Previous work
has also found that incident reporting can support the iden-
tification of new malicious actors (Wagner et al. 2019). Fur-
thermore, verifiable forensics evidence may be necessary to
support legal proceedings and meet applicable evidentiary
requirements (Normattiva Codice di procedura penale: art.
220 1988; Committee on Rules of Practice and Procedure
2025; Daubert v. Merrell Dow Pharmaceuticals 1993). En-
suring such forensic readiness should therefore be an inte-
gral part of the agentic system lifecycle rather than an ex
post facto activity. Such requirements have to be weighted
against intellectual property and other privacy requirements,
for example, those imposed by the GDPR.

Technical Challenges. The incident reporting covers po-
tentially parallel-running distributed systems and their chal-
lenges, like delays, inconsistent clocks and their implica-
tions, and data inconsistencies across instances, for exam-
ple.

Sociotechnical Challenges. Incidents occur at the inter-
section between humans and agents. There may thus be no
single truth of what happened, but different ‘realities’ (Ebert
et al. 2023). This is further amplified by both the complexity
of agents and their cultural and psychological interplay with
a user. Another important aspect of the real-world deploy-
ment of agents is their potential to operate across multiple
jurisdictions. This may require compliance frameworks that
allow agents to interact only with systems that meet com-
mon legal or policy requirements. For example, an agent
may need to verify that another subsystem complies with
the GDPR before sharing personal data with it. How such
cross-jurisdictional issues should be addressed legally and
technically remains an open question, highlighting the need
to investigate non-technical aspects of agentic Al security
incidents.

Enabling the repro-
ducibility and forensic analysis though incident report-
ing and understanding trade-offs with intellectual prop-
erty and privacy are areas for future research. Such re-
search has to consider the utility of the reports for dif-
ferent stakeholders, including practitioners, companies,
and legal entities.Sociotechnical aspects like the psy-
chological interaction with humans should be studied,
as well as a legal and technical understanding derived
about agents potentially spanning several jurisdictions.

Describing the agent and its trajectory

Due to the trajectory-like nature, the incident should be de-
scribed as a trajectory that ultimately leads to the incident-
relevant state. The existence of such trajectories has been
recognized in EU law, Articles 12, 19 and 26(6) (European
Parliament, Council 2024), requiring logging throughout the



system’s lifetime, with logs retained for at least six months.
However, these provisions do not prescribe specific fields for
tool calls, memory writes, or delegation, and the six-month
minimum retention period may expire before an incremen-
tally seeded compromise is recognized. In the interest of the
reporting party and for security reasons, logging may thus
be more extensive in practice than legally required. Run-
time trace. Any available runtime trace and state should
be collected, such as message histories, connected systems,
and execution logs. These latter entail tool use and subsys-
tems, which we discuss in detail later. The documentation
of this runtime trace must be extensive to enable traceabil-
ity and attribution. Also output tokens for reasoning need to
be saved. Monitoring these reasoning traces and communi-
cation with the user can, for example, help identify attacks
targeting the reasoning process (Hu et al. 2026). However,
such extensive logging entails trade-offs between forensic
value, storage and processing overhead, and data-protection
requirements such as data minimization that are yet to be
investigated in depth.

Even more relevant, however, is the agent’s input, or con-
text, which is defined as all tokens available for processing
by the Al model within the agent (Vaswani et al. 2017). Col-
lecting as much of this context as possible, especially over
the trajectory of the agent, is crucial, especially for more
complex agents (Guo et al. 2024; Hadfield et al. 2025). Pos-
sible vulnerabilities within the context are rather indirect.
Instead of targeting the model itself, an attack exploits weak-
nesses in context handling and in model output. As manip-
ulated context may exist only temporarily before or during
execution and may not persist after the incident (Ferrag et al.
2025), it is crucial to store the full context in a tamper-proof
format.

Memory and external data sources. Although memory
and external data constitute a subset of the context, we de-
scribe it separately in more detail. In contrast to the agent’s
runtime trace, most of the memory, or external data sources,
are static. They need to be recorded with either a versioning
number, or in full if no versioning is available or the mem-
ory is writable by the agent. Also, the full provenance of any
retrieved or injected external data must be recorded. Despite
an implicit entailment in the provenance, we suggest to ex-
plicitly document the data sources accessible to the agent
and the associated trust management mechanisms (Ferrag
et al. 2025; Lin, Li, and Chen 2026; Das et al. 2026). While
the features described above are relatively static, memory re-
sources may change over time, and these changes should be
recorded in a tamper-resistant manner.

Autonomy. Agentic Al autonomy influences greatly the
trajectory leading to an incident. It increases the velocity
of the agents’ progress and at the same time the difficulty
for human oversight and intervention. Autonomy can vary
in degree and is therefore best understood as a spectrum
along which an agent can be characterized. For example, if
an agent wrote code that made private data public, but a hu-
man ultimately pressed “approve” on this code and opted to
deploy it, then this is on one side of the spectrum. At the
other side of the spectrum, a user may authorize an Al agent
to act continuously without human intervention, allowing

it to execute insecure code without prior human oversight.
This spectrum is defined during the design phase, describ-
ing theoretical (intended) autonomy of an agent. This auton-
omy may vary by action type, component, accessed tool, or
point of execution. Consequently, there is a concrete auton-
omy instantiation on this spectrum that defines the agent’s
autonomy throughout the trajectory leading to the incident.
This effective autonomy is crucial for understanding the in-
cident.

Elements to be documented are the agent’s con-
text and trajectory, including runtime trace, memory,
external data provenance and the agent’s autonomy
level by design and in effect over time.

Efficiently collecting,
processing, versioning, and storing the information re-
quired to describe the agent, as well as automatically
detecting security incidents, remain open research ques-
tions. Reducing the volume of data that must be stored
while preserving information in a tamper-resistant man-
ner requires further research, although some approaches
to tamper resistance have been explored (Avizheh et al.
2026). Lastly, future work has to tackle how to docu-
ment autonomy.

Describing Agentic Capabilities

The way that agents interface with their surrounding is also
a crucial difference from non-agentic AI. While Al systems
may also interact with their environment, agents’ capabili-
ties are more complex, with more tool interactions, in poten-
tially shorter time-frames. Here, we focus on tools, impact
on the underlying operating system, and delegation.

Tools. The usage of tools is a defining characteristic of
Al agents and major source of security risks and implica-
tions. Similar to autonomy, tool usage in agentic systems is
not a fixed property established at development time but a
dynamic decision made by an Al agent at runtime. In other
words, the theoretical ability to use a tool and its actual use
during the incident may differ. Thus, it is crucial to doc-
ument actual tool use during the incident (Ezell, Roberts-
Gaal, and Chan 2025). The difference between planned and
actual tool use may vary greatly, as has been found, for ex-
ample, in Android security, where applications often request
more capabilities (e.g., App permissions) than they actually
use at runtime (Felt et al. 2011).

Tracking the exact tool and tool use is relevant in several
scenarios. An incident may occur due to tool malfunction,
wrong tool selection, incorrect arguments, or inappropriate
tool sequence. Tools can serve as vectors for data poisoning
or other forms of compromise, like, for example, credential-
stealing malware. At the same time, trusted and benign tools
may lead to an incident if the calling agent is prompt in-
jected. Such subtle differences in tool use have to be distin-
guishable to understand incidents and prevent similar events
in the future. Lastly, we need to keep track of any tool’s au-
thentication tokens to allow traceability, attribution, identity
management and permissions.



Impact on OS and environment. A consequence of tool
use is that an agent’s impact may extend beyond a single tool
to the underlying operating system and broader system en-
vironment. In contrast to classic machine learning that out-
puts a prediction or generates content, an agent can inter-
act with and affect an underlying system in a more complex
way. For example, a coding agent could produce insecure
code that is executed or deployed. Agents may therefore also
contribute to non-Al security incidents. Several researchers
have consequently argued that agentic Al security must be
approached as a systems security problem: the AI model
powering the agent must be treated as an untrusted compo-
nent, and security invariants must be enforced at the system
level (Christodorescu et al. 2026). The extensive body of re-
search in operating systems, networks, formal methods, and
adversarial machine learning provides a set of core princi-
ples, grounded in decades of systems security research, that
form a foundation for designing agentic systems with pre-
dictable security guarantees.

An example of how classical security is applicable to
agents is the semantic gap. Consider, for example, web
agents. Low-level events (e.g. user clicked on a certain re-
gion of the webpage) are often not suitable for security
incident reporting, because they lack interpretable seman-
tics (Piet et al. 2026). Ideally, these low-level events should
be mapped to high-level events (e.g. user clicked on the ap-
prove button on the webpage), which can then be meaning-
fully reported. Such mappings may allow established non-
Al incident-reporting approaches to be applied to agent ac-
tions; however, the boundary between Al and non-Al se-
curity incidents remains difficult to define (Bieringer et al.
2026).

Delegation. In the context of tool work, autonomy takes
a special twist. A task received by an agent may have been
delegated by a human user or another agent. This inadver-
tently raises the question of identity management and docu-
mentation. For example, we need to document whether the
agent has been operating on behalf of a specific user (i.e.,
with the permissions and access of that user), or as a sepa-
rate non-human identity (i.e., with a potentially different set
of permissions). The identity used for each tool call at the
time of the incident is therefore important for understanding
the incident and determining whether it resulted from im-
proper identity management or the circumvention of access
controls.

A related question concerns the origin of the incident. Al-
though the initiator of the process may have caused the inci-
dent, it could as well have been caused by the delegate’s in-
put data, a malicious delegate, a malicious tool, faulty com-
munication across agents, or issues in the agent’s deploy-
ment. Documenting delegation to allow determining these
differences is thus crucial. Lastly, delegation necessitates
clear trust boundaries between user and system, since an Al
agent can faithfully execute dangerous instructions from a
trusted, authenticated user. Based on the threat model con-
sidered, the latter example may or may not constitute a se-
curity incident (Ayzenberg and Singal 2025; Beurer-Kellner,
Fischer, and Milanta 2025; Willison 2025). Consequently,
trust boundaries between components, including how trust

is managed during delegation and communication, should
be documented for incidents.

Elements to be documented are possible and ac-
tual (over time) tool use, interactions with the under-
lying operating system, original entity that initiated an
action, defined trust boundaries.

Describing tool use and
the agent’s effect on the operating system and broader
environment without falling into the “semantic gap” be-
tween low- and high-level events presents an interesting
and challenging problem (Piet et al. 2026), for which
existing solutions from non-Al security may be adapt-
able (Fu and Lin 2012). Similarly, tracking the cause
of an incident though delegation involving authentica-
tion tokens remains an open problem and raises again
the trade-offs between protecting confidential informa-
tion and the need for effective incident reporting. So-
lutions developed for managing privacy—utility trade-
offs in data release may be useful for this line of re-
search (Nanayakkara et al. 2022). Lastly, the interac-
tion between the agent and the environment raises the
question of when to use traditional security reporting or
reporting designed for agentic Al incidents.

Agent subcomponents and orchestration

The composition of an agentic system routinely includes
other Al systems such as sub-agents, retrieval models, clas-
sifier guards, and judge models, each with their own func-
tions and permissions. These subcomponents may further
be characterized by their own runtime trace, state, memory,
context, as stated in the previous section, and additionally
connections to other agents. It is also possible to combine
the APIs of two existing distinct agents in a new agent, or
generate code, tools, even an transient agents. Fully describ-
ing such a system for incident reporting purposes, therefore,
requires accounting for all of these components and agents,
and their relationships, as we discuss in this subsection.
Communication across components. While the compo-
sition may be somewhat fixed during design, an orchestra-
tor agent dynamically decides at runtime which sub-agents
to invoke. Multi-agent coordination introduces distinct fail-
ure modes including miscoordination, conflict, and collu-
sion (Hammond et al. 2025), where the latter describes a ma-
licious, secret agreement. As with other distributed systems,
communication and information-exchange patterns should
be carefully logged or represented to enable the monitor-
ing and reconstruction of potential failure modes (de Witt
et al. 2025). This may imply that components must im-
plement certain tamper resistant reporting requirements to
form part of an Al agent and its permitted interaction envi-
ronment. In addition, communication protocols and mecha-
nisms used to coordinate autonomous execution need to be
documented (Li et al. 2024; Yan et al. 2025). More con-
cretely, orchestration protocols effectively become part of
the attack surface or enable incidents as they govern dele-
gation, context propagation, tool invocation, and inter-agent



communication (Louck, Stulman, and Dvir 2026). Concrete
security examples in this context are insufficient authenti-
cation, weak message integrity guarantees, missing prove-
nance metadata (e.g. access rights to a document), unsafe
serialization, unclear authority semantics, or an ambigu-
ous distinction between instructions and data. In particu-
lar, jailbreaks or malicious instructions may propagate au-
tonomously between agents through standard communica-
tion channels (Lee and Tiwari 2024). As protocol and or-
chestration exploits present a major emerging class of agen-
tic Al vulnerabilities (Ferrag et al. 2025), incident report-
ing should capture relevant information about the agentic Al
system organization and inter-agent interaction.

Emergent behaviors. Agentic Al incidents and vulnera-
bilities can be a pure run-time artifact, emerging from the
dynamic interaction between components during execution
through the agent’s reasoning and actions, which can be non-
deterministic. Each of the internal components or models
may perform as expected, while a vulnerability or an inci-
dent may arise from some interaction between these sys-
tems. In other words, no single model is vulnerable, but the
vulnerability is an implicit property of the system as a whole.

Elements to be documented are the defined and
actual (at runtime) multi-agent architecture, inter-agent
communication, associated identities and permissions,
information exchange patterns, orchestration and com-
munication protocols and protocol versions.

Understanding how to
document incidents in the context of emergent behav-
iors and how to enforce documentation in each compo-
nent remains an open research question. This holds par-
ticularly as it is unclear how long pre- and post activity
has to be logged to enable incident identification.

Security and privacy risks of reports

Agents, with their complexity, autonomy and understanding
of natural language, bring unique challenges to Al security
incident reporting. We discuss these challenges, focusing on
the security of incident reports and confidential data leakage.

If programmed or compromised to do so, agents may ma-
nipulate logs or access patterns to conceal malicious activ-
ity. In particular, an attacker who is aware of the reporting
scheme may deliberately craft attacks that will make them
invisible in incident reports. That poses an additional threat
to the integrity and transparency of the reporting process.
How to ensure the completeness and reliability of incident
reports therefore remains an open research question. While
attacks targeting forensic methods are well studied in non-
Al security (Jain and Chhabra 2014), they remain largely
unexplored in the context of Al agents, which may alter
their behavior based on report filing. Nevertheless, adapting
established security measures from traditional systems is a
promising research direction.

Another threat assumes an attacker may target a critical
system that mandates reporting with the sole goal of causing
intellectual property or confidential information to be dis-

closed through the resulting incident report. This highlights
an important distinction between the evidence that needs to
be logged for incident reconstruction and the information ul-
timately disclosed in an incident report. Extensive logging,
which may be required to support reproducibility and in-
telligence gathering, can capture sensitive information that
is neither necessary nor desirable to disclose. Determining
what evidence should be reported and at what level of gran-
ularity therefore remains an open research question. A so-
lution to such a release of information is to publish reports
only in aggregate. However, knowing such release rules en-
able Sybill attacks. In other words, carefully crafted reports
could be combined with publicly available aggregate infor-
mation to infer sensitive details about a competitor’s inci-
dent, potentially resulting in a confidentiality breach.

A further security risk arises when information protected
as intellectual property or under regulations such as the
GDPR is hidden in reports using steganography (Agarwal
2013). While this is not a new threat, larger amounts of re-
ported information facilitate information hiding (Ker et al.
2008). As agentic Al incident reports may contain more in-
formation, they may be particularly susceptible to such at-
tacks.

Lastly, when agents are used for incident report filing or
analysis, vulnerabilities in these agents may be exploited to
disclose or embed information that was not intended for re-
lease.

The security, confiden-
tiality and completeness of incident reports, as well as
corresponding features of the possible agent reporters,
remain important areas for future research. This in-
cludes determining what evidence should be logged and
preserved and what subset should ultimately be dis-
closed in incident reports.

Implications

Al (security) incident reporting is a rapidly evolving field,
driven by continuous changes in technology, legislation, and
deployment settings. Agents have the potential to largely in-
crease the breadth of harms, as well as the complexity of
incident identification, documentation, and reporting. Man-
aging the incurred risks is thus crucial and requires fur-
ther research into appropriate incident reporting approaches
tailored to agentic Al systems. Moreover, regulators need
appropriate technical standardization tooling to effectively
achieve their policy goals. We therefore discuss the implica-
tions for research,standardization and legislation.

Open research questions

Our work highlights significant gaps in the state of the art
that need to be addressed to allow efficient and effective in-
cident reporting for agentic Al

For example, it remains an open question what informa-
tion within an incident report is mandatory and what should
be optional. This is crucial in the context of other open ques-
tions, such as what information is needed to support re-
producibility, forensics, and incident generalization, while



avoiding an administrative burden that leads to secondary
failures. In addition, forensic methods and other approaches
are required to enable efficient and automated identifica-
tion of agentic incidents. Beyond this technical details, in-
cidents occur in socio-technical systems at the intersection
between humans and agents. There may thus not be a sin-
gle truth of what happened, but different ‘realities’ (Ebert
et al. 2023). This is further amplified by both the complex-
ity of agents and their cultural and psychological interplay
with the user (Liu et al. 2024). Another dimension where
the embedding in the real world becomes obvious is that
agents may span jurisdictions. This may imply the need of
a compliance framework, allowing only agents to partici-
pate if they all follow some common guidelines, obey cer-
tain policies, or protocols. An example could be agents hav-
ing to verify GDPR compliance of all other systems they
share information with. How such problems should be han-
dled legally and can be handled technically is still open. In
summary, also non-technical aspects should be researched.

Lastly and most importantly, we should understand
emerging vulnerabilities in the incidents reports themselves,
like data leakage or the exploitation of reporting structures
to design attacks that evade or undermine incident reporting
for agentic Al systems. Assessing such threats in general but
also with respect to a concrete report scheme is highly rel-
evant. Consequently, incident reports should provide appro-
priate confidentiality and integrity guarantees and, ideally,
be tamper-resistant or tamper-evident.

Legislation and Standards

In contrast to many of open research questions discussed
above, which require in-depth investigation, some implica-
tions for agentic Al incident reporting can be already identi-
fied. In particular, existing reporting schemes should be ex-
panded to incorporate the information requirements identi-
fied in this paper.

Regarding privacy, a possible solution based on research
results is to adopt a fine-grained scheme depending on
whether a report is publicly released, required for repro-
ducibility or in a court case. In general, standardized reports
should be privacy-friendly by avoiding narrative text, while
providing categoric entries which remain coarse enough that
each category is populated by a sufficient number of reports.
This creates a deliberate granularity trade-off. Categories
must be fine-grained enough to capture relevant distinctions
between incidents, but not so fine-grained that rare cate-
gory combinations become effectively identifying or disap-
pear under the noise, thresholding, or suppression used by
a differentially private release mechanism (Dwork and Roth
2014; Aumiiller, Lebeda, and Pagh 2021). An example of
such a framework is VERIS (VERIS Community 2026).

In general, an agreement on the right level of protection is
necessary. For example, concerns about exposing IP can lead
to under-reporting, as witnessed in the Biological Weapons
Convention verification gap (Lentzos 2019). A counterex-
ample is aviation occurrence reporting under Regulation
(EU) No 376/2014, which pairs mandatory and voluntary
schemes with just culture and mandatory de-identification,
showing that a reporting duty and non-punitive treatment of

the reporter are compatible. A similar approach could sup-
port the Al Act Article 73 reporting obligations (European
Parliament, Council 2024) falling on providers. That obliga-
tion is triggered by harm as defined in Article 3(49), not by
compromise, so the agentic vulnerabilities cited above fall
outside it unless they produce such harm.

Conclusion

This paper synthesizes the perspectives of 23 academic and
industry experts on Al agents security incident reporting.
We have identified open research questions concerning the
efficiency and effectiveness of agentic Al incident report-
ing, as well as the information needed to support the de-
tection of incidents in agentic Al systems. We also derived
a preliminary reporting scheme (see Table 1), that specifies
the information to be captured in such reports. Expert in-
put further highlighted general security and confidentiality
challenges that may arise when reporting incidents involv-
ing Al agents, including information leakage and adversarial
attacks targeting the reporting process itself. We have sum-
marized the implications of these findings for legislation and
standardization, highlighting both the changes needed in ex-
isting frameworks and the challenges the research commu-
nity must address to enable trustworthy Al incident report-
ing and thus trustworthy Al. Without reporting mechanisms
that capture autonomy, delegation, memory, and agent in-
teractions, many agentic Al security incidents will remain
difficult to understand, reproduce, and ultimately prevent.
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Table 1: Agentic Al System Elements Relevant to Security
Incident Reporting.

Element

Description

Describing the agent and its trajectory

Message histories
Reasoning tokens
Data provenance

Data writes/reads
Theoretical autonomy
Effective autonomy

Describing Agent’s Capabilities

Defined Trust boundaries
Available tools
Effective tool use

Interaction with OS
Agent identity
Delegation chain
Authentication tokens

Agent sub-components and orchestration
Defined Multi-agent architecture

Actual Multi-agent architecture
Orchestration protocols

Communication logs

Full record of messages between agent and user

All tokens produced during reasoning steps

Full provenance and/or version of external data, or data
itself if custom

All data read and all changes written

Possible autonomy allowed by design

Actual autonomy exercised at time of incident

Trust environments, limits in high-trust elements, etc.
Accessible tools by design, with versions

Exact tools invoked, arguments passed, responses re-
ceived

Any actions taken on the underlying operating system
For permissions, tool use, etc

Full chain of delegation from human/agent initiator
Tokens used for authentication or tool use

Defined architecture with all agents and their function
Invoked agents and their function during trajectory and
incident

Orchestration protocols and coordination mechanisms in
use

All inter-agent messages exchanged during execution
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