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Abstract

Spiking Neural Networks (SNNs) are increasingly dis-
tributed as pretrained checkpoints and reused as back-
bones for new tasks. However, current SNN watermarks
are mainly verified against the model output. Thus, a
user who replaces the output head can keep most of the
original network while removing the evidence used for
verification. We present MeMark, a watermark designed
for the checkpoint-reuse setting. Instead of storing the
watermark in the output head, MeMark embeds a multi-
bit identifier in the internal membrane state of selected
Leaky Integrate-and-Fire (LIF) neurons. A secret input
drives each selected neuron to the chosen side of its own
firing threshold, and the same threshold is later used
to recover the secret bit, so the verifier does not need a
learned decoder. We evaluate MeMark across recurrent,
convolutional, residual, and transformer SNNs. On a
215.4M-parameter SpikeGPT checkpoint, all 20 indepen-
dent 64-bit keys pass the fixed 51/64 verification rule,
while none of the 30000 fresh random keys pass when
tested against all 20 protected checkpoints and the clean
model. All 20 genuine keys also remain above the thresh-
old after fine-tuning, 90% pruning, int8 quantization, and
output-head replacement. Under our stated threat model,
adaptive attacks can weaken the watermark but do not
remove the ownership evidence in the settings we test.
Additionally, we study false ownership claims, key-aware
and key-agnostic removal, partial key disclosure, rollback,
and extraction into a student. The results show that
MeMark can provide evidence of checkpoint derivatives,
while being resistant to the adversary’s attacks and com-
plete head replacement. All our code and results are
available at our repository.

1 Introduction

Deep Neural Networks (DNNs) have achieved excellent
performance in many machine learning tasks, includ-
ing computer vision, speech recognition, and natural
language processing [11, 7, 2]. However, training high-
performance DNNs is computationally expensive and
requires large datasets, specialized hardware, and long
optimization times, resulting in substantial investment
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and energy consumption. This has motivated researchers
to explore alternative models that can provide similar
capabilities with lower energy consumption.

Spiking Neural Networks (SNNs) are one of the main
approaches that are being explored (26, 3]. Unlike con-
ventional DNNs, SNNs communicate through spikes over
time and remain inactive when they do not produce an
output. Their event-driven behavior reduces unnecessary
computation and makes SNNs attractive for low-power
systems, achieving up to 12.2x better compute energy
efficiency than comparable DNNs [12]. Additionally, in
recent years, SNNs have improved considerably in model
size and performance. Spiking-YOLO showed that SNNs
can be used for energy-efficient object detection [10],
while residual architectures made it possible to train
deeper spiking models [5]. More recent work introduced
transformer-based SNNs such as Spikeformer [34], QK-
Former [33], and SpikeGPT [35], demonstrating that
models can be scaled to 216M-parameter generative lan-
guage models. Still, training such models, like their
traditional counterparts, can require considerable data,
computation, and engineering effort.

This makes the trained model an important asset to
protect. Once a checkpoint is released, another user can
copy the weights, fine-tune the model, replace part of the
network, or reuse the backbone of the model for another
task. Model watermarking provides a way to protect
the models by embedding information that can be later
verified in a suspect model. In traditional DNNs, water-
marks have been embedded in their weights, internal ac-
tivations, learned representations, and trigger-dependent
outputs [28, 23, 1, 17, 24].

However, only a few works have considered watermark-
ing for SNNs. Poursiami et al. [22] proposed ownership
protection for neuromorphic models to require autho-
rization for their use, while SpikeTimer [31] embeds a
temporal response that can be verified from the model’s
output. Output verification is useful when the owner has
black-box access to the suspect model. However, it is not
suitable when an SNN is reused as a backbone. Indeed,
replacing the final task-specific layers can completely re-
move the output watermark while leaving most of the
original model unchanged.

In this work, we introduce MeMark, a multi-bit water-
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mark designed to remain inside the spiking computation
even when the output head is replaced. MeMark uses
the membrane potentials of the spiking neurons to em-
bed the watermark. We assign each watermark bit to a
secret layer, neuron, and timestep, making use of their
internal firing thresholds as the decoding method. Then,
we train the corresponding membrane potential to lie on
the required side of that neuron’s threshold when the
secret input is present. During verification, the owner of
the model can present the same secret input and read
the selected states, checking each bit of the response.

We use the membrane information in two different
ways. The first is a hard read that checks only which side
of the threshold the neuron reaches at that timestep, and
since the threshold is already part of the neuron, it does
not require a learned decoder. The second keeps the dis-
tance from the membrane potential to the threshold and
uses it as a confidence score. This distance is also useful
during the embedding phase, as it provides a training
signal before the spike changes. Additionally, MeMark
can train an optional output response for cases where
the verifier cannot inspect the internal states. We keep
this output carrier as an alternative verification interface,
but it is expected to disappear if the output head is com-
pletely replaced. Unlike output-based SNN watermarks,
the primary MeMark response remains in the backbone
even after the output head is replaced. Compared to
our matched DICTION [1] adaptation, MeMark obtains
the same on-challenge recovery and comparable fidelity,
but does not store a learned projection and reveals less
payload information when the challenge is absent.

However, obtaining the correct watermark response is
not enough to prove ownership. A claimant with white-
box access can inspect a model and craft a new key by
choosing coordinates and bit values that already match
its internal states. Similar ambiguity and false-ownership
attacks have been identified for DNN watermarking [4, 16].
We evaluate this case and show that a fitted key can
pass the model-level rule. Therefore, before releasing
the protected checkpoint, the owner must also publish
a timestamped commitment that links the key, owner,
release, and the specific checkpoint hash. The watermark
shows that the suspect model contains the registered
response, while the commitment demonstrates that the
key was fixed before the claim.

We evaluate MeMark on recurrent, convolutional, resid-
ual, and transformer SNN architectures. Our largest ex-
periment embeds 20 independent 64-bit keys in a 215.4M-
parameter SpikeGPT checkpoint, and evaluates the verifi-
cation rule using 30 000 random keys. We study the hard
membrane read, membrane-distance score, and the op-
tional output carrier under head replacement, fine-tuning,
pruning, quantization, SNN-specific modifications, struc-
tural changes, adaptive removal, rollback, partial key
disclosure, and extraction. For attacks that modify the
checkpoint, we also report the effect on normal task per-
formance.

Our main contributions are as follows:

e We introduce MeMark, a challenge-response water-
mark that embeds a multi-bit identifier in secret
LIF states and supports both hard threshold and
continuous membrane-distance verification without
a learned internal decoder.

e We include an optional output carrier for query-only
verification and a timestamped release commitment
that prevents a key fitted after model inspection
from being considered as prior ownership evidence.

e We evaluate MeMark across eight SNN testbeds,
including 20 independent embeddings in a 215.4M-
parameter SpikeGPT checkpoint and 30000 random
keys, under checkpoint reuse and several adaptive
and model-modification attacks. We also compare
to previous watermarking methods, adapt DNN wa-
termarking techniques, and re-implement Poursiami
et al. [22] as an SNN-specific baseline. The com-
parison shows that MeMark keeps the internal evi-
dence when the output-based SNN watermarks are
removed, while avoiding the learned projection used
by prior DNN activation-based watermarks.

2 Background

2.1 Spiking Neural Networks

Unlike conventional DNNs, which use continuous-valued
activations, SNNs work by aggregating discrete events,
or spikes, over time. The output of a spiking neuron
depends on both the current input it receives and the
information accumulated from previous time steps.

One of the most commonly used models is the Leaky
Integrate-and-Fire (LIF) neuron [8]. A LIF neuron keeps
an internal value called membrane potential; all incoming
spikes increase this value, while the information from
previous time steps gradually lowers. When enough
spikes gather and the membrane potential reaches its
firing threshold vy, the neuron produces a spike and its
membrane potential is reset. The firing decision can be
expressed as

1, if vi(t) > ven,

otherwise,

(1)

where v;(t) is the membrane potential of the LIF neu-
ron ¢ at timestep t. MeMark uses this internal value
immediately before the spike reset.

One of the main challenges when training SNNs lies
in Eq. (1): since the spike operation is not differentiable,
standard backpropagation cannot be applied. A common
solution is surrogate-gradient training [19], where a dif-
ferentiable approximation of the binary spikes is used
during backpropagation, allowing SNNs to be trained
with standard gradient-based optimizers.



2.2 Model Watermarking

The objective of model watermarking is to protect the
property of a trained model by embedding information
that can later be verified in a suspect model. The owner
first embeds a secret response while preserving the orig-
inal task performance. Then, during verification, the
same secret information is used to check whether the
response is present in the suspect model.

Watermarks are commonly distinguished by the access
required during verification. Black-box methods only
require access to the model’s inputs and outputs, usu-
ally by using a secret trigger that produces a predefined
output. Conversely, white-box methods assume access to
the model itself and can store information in the weights,
normalization parameters [28, 4, 32|, or in internal activa-
tions produced by a secret input [23, 1]. While black-box
verification methods are convenient for remote models
or models accessed via API, white-box verification can
place evidence deeper inside the network itself.

To our knowledge, only two works have considered
watermarking specifically for SNNs, both being verified
through the model’s output. This is useful when only
query access is available, but it becomes unsuitable when
an SNN is reused as a backbone and its output layers
are replaced. For this reason, MeMark primarily verifies
the watermark from internal LIF states (we also keep an
optional output response for cases where internal access
is not available).

3 Threat Model

3.1 Deployment Setting

We consider a scenario where a model owner trains a pro-
prietary SNN and releases it as a pretrained checkpoint
that can later be reused or fine-tuned by other users.
Before releasing the model, the owner embeds the water-
mark and keeps the watermark key private. The attacker
is a recipient who obtains the protected checkpoints and
wants to steal the model to reuse or redistribute it while
removing the evidence that connects it to the original
release. Once the checkpoint is released, we assume that
the owner has no control over how it is used or modified.

The attacker has full access to the released model, in-
cluding its architecture and weights. Therefore, they can
fine-tune, prune, or quantize the model, replace the out-
put head, modify the LIF parameters, reorganize hidden
channels, or reuse just a portion of the network. We also
assume the attacker knows MeMark has been applied
and understands how it works. The only knowledge the
attackers lack is the secret key, including the challenge
input, selected LIF coordinates, payload bits, and op-
tional output targets. In Section 7.9, we consider stronger
attackers that try to search for this information or know
part of the secret key.

Watermark verification for MeMark requires white-box

access to the suspect model. In an ownership dispute, the
verifier must be able to run the secret challenge through
the suspected checkpoint and inspect the selected LIF
states at the corresponding time steps. If only the model
outputs are available, the optional output carrier can still
be verified. However, this method is weaker, as replacing
the output head can remove it. This is why MeMark
embeds the primary watermark deeper, inside the SNN’s
membrane states.

The owner keeps two pieces of information secret before
a dispute. The first one is the secret key, as an attacker
who knows the selected coordinates and target bits can
directly target those states for removal. The second one
is the exact checkpoint before the watermark was embed-
ded. Having both that pre-watermark checkpoint and
the protected one would allow the attacker to compare
them and search for the changes introduced during em-
bedding. Our robustness claims therefore assume that
this exact pre-watermark checkpoint is not available to
the attacker. Section 7.10 evaluates the stronger case
where this assumption is broken.

We also consider a different type of attacker who tries
to make a false ownership claim over a published model.
With white-box access to a model, a dishonest claimant
can inspect its internal states and choose a key that al-
ready matches them. Section 7.2 shows that this can
produce a valid model-level response even though no wa-
termark was embedded by the attacker. For this reason,
before releasing the protected checkpoint, the owner must
publish a timestamped commitment that binds the water-
mark key to that specific checkpoint. During a dispute,
the claimant must show that the earlier committed key
also verifies for the suspect model. This commitment
procedure is described in Section 4.

Finally, MeMark is intended to identify checkpoint
lineage. This includes models that reuse the protected
internal computation, even after the checkpoint has been
modified. A fresh student trained only from the model’s
normal outputs is outside this setting, as it may reproduce
the task without inheriting the original model’s internal
response. We explore this case in Appendix B.13.

4 Method

This section describes how MeMark embeds and later
verifies a watermark into the internal states of an SNN.
As discussed in Section 2, a LIF neuron keeps a membrane
potential and produces a spike when its value reaches
the firing threshold. We use this behavior to store the
watermark by selecting a small number of LIF neurons
and time steps, associating one watermark bit with each
selected state. When the secret input is presented, the
verifier reads the LIF neurons’ membrane potential at the
specific time steps and reconstructs the multi-bit payload.
A one-bit is represented by a membrane potential above
the firing threshold, while a zero-bit by a membrane



one keyed coordinate (I, n, )

read at ¢

S \D
— Vih
s 10 r———r———), 1
= o
2
g o~ bit =1 o
) o bit =0 o o o
= 0.5 o o i - reset
[} o
& 8 ' /
%)
0.0
0 2 4 6 8
timestep ¢

Figure 1: MeMark stores each watermark bit in the pre-
fire state of a selected LIF neuron. A one-bit is moved
above the neuron’s firing threshold and a zero-bit below
it at the selected time step. The same threshold is used
again during verification.

potential below it, as illustrated in Figure 1.

4.1 Watermark Key

As shown by Liu et al. [16], a watermark response alone
cannot establish when the corresponding ownership ev-
idence was created. They address post-hoc ownership
claims using a timestamped cryptographic commitment.
We follow a similar approach for MeMark.

Before embedding the watermark, the owner generates
a secret input Ty, a binary payload W € {0,1}?, and
the LIF states C that will contain the payload. We denote
the complete watermark key as

K = (ym,C, W), (2)

where

C = {(le, e, te) oy (3)

Each watermark key is generated independently be-
fore embedding. The payload bits are sampled uniformly
from {0, 1}, and the B carrier coordinates are sampled
uniformly without replacement from the eligible pre-fire
LIF states. The architecture-specific challenge generation
and eligible state sets are described in Appendix A. Addi-
tionally, the effect of selecting nearby states is measured
in Appendix B.4.

The input z.,, determines when the watermark re-
sponse appears, while C' determines where the verifier
has to look. Lastly, the payload W determines the ex-
pected side of the firing threshold. Thus, observing the
model on regular input does not directly reveal the wa-
termark, and knowing the challenge alone is not enough
to locate the multi-bit payload.

Once the watermark has been embedded, the owner
binds the key to the protected model before releasing it.
This is needed for the false-claim scenario described in
Section 3.

Let id, identify the owner, id, the release identifier,
and hy = H(Mg) the SHA-256 hash of the protected
checkpoint. To avoid ambiguous concatenations, we en-
code each relevant field together with its length and add
a fixed tag before hashing. The owner creates

¢ = H(MeMark-Commit1|| Enc(K)| Enc(id,)|| Enc(id,)||har)-

(4)
The key is generated with at least 128 bits of entropy
using a cryptographically secure random number genera-
tor.

The owner then submits ¢ to an external timestamp
service before publishing the checkpoint. During an own-
ership claim, the owner reveals these values, and the
verifier checks that the commitment was created before
the suspect model was released, ensuring that the key
was not crafted afterward to fit the model.

4.2 Membrane Watermark Embedding

To embed each bit, we modify the membrane potential
of its selected neuron when the secret input is presented.
Cousidering a bit Wy, and its coordinate (Ig, ng,tx), we
denote the pre-fire membrane potential at this position
as

Uk = Vi ny ()

and the firing threshold of that same neuron as vy, . For
Wi = 1, we aim to push the membrane potential above
the threshold, while for W = 0, the goal is to maintain
it below it.

The straightforward option would be to directly train
the binary spike produced by the neuron. However, the
spike only indicates whether the threshold was crossed,
and because the firing operation is non-differentiable,
directly supervising the spike does not provide enough
information about how far the current membrane state is
from the desired value. To avoid this, we train with the
membrane potential just before the spike decision and
reset.

More precisely, we use the signed distance between the
membrane potential and the firing threshold,

Vg — VUth,k
mk:it,’ (5)

Twm
where 7,,, controls the scale of the watermark loss. A
positive value indicates that the selected neuron’s mem-
brane potential is above the threshold, while a negative
value means it is below it. We then optimize

B
Liym = %ZBCE(a(mk), Wi). (6)
k=1

For a one-bit, the loss pushes v above v, i, while for a
zero-bit, it pushes the membrane potential in the opposite
direction. This way, the optimizer can receive information
about the distance to the threshold even when the binary



spike has not changed yet. Section 7.3 compares our
approach with direct spike supervision.

To limit the changes the watermarking produces in
the protected model, we keep a frozen copy Mj of the
original checkpoint. For a task batch x, we optimize

L= »Ctask + )\fzd KL(MO(x) || M(l’)) + )\wmﬁwm~ (7)

The first term corresponds to the original task, the
second keeps the protected checkpoints’ behavior close to
My, and the last term embeds the watermark. The addi-
tional training settings are reported in Appendix B.12.

4.3 Watermark Verification

After the protected model is released, the verifier runs the
secret input through the suspect checkpoint and reads
the coordinates stored in C. We consider two ways of
reading the membrane watermark: a binary read based
on the firing threshold and a continuous read based on
the distance to the same.

Hard membrane read. The simplest option is to
recover each bit according to which side of the firing
threshold the selected state is located.

Wk = ]I[Uk — Vthk = 0]. (8)

Thus, a membrane potential above the threshold re-
covers a 1, while a value below it recovers a 0, equivalent
to the emitted spikes of the neuron expressed in Eq. (1).
Although we use the continuous membrane state during
training, the final binary read uses the same threshold
decision that the LIF neuron already uses. Thus, the
verifier does not require an additional learned decoder to
recover the payload.

We measure the number of incorrectly recovered bits
using the bit error rate (BER):

B
BER = Z (Wi, # Wi]. (9)
k:

A BER of 0 means that all payload bits are correctly
recovered. We also report the number of matching bits
to make the ownership rule easier to interpret (e.g., 48
matching bits out of a 64-bit payload).

Membrane-distance score. The hard read only
checks whether the threshold is crossed, without consid-
ering the distance to the threshold itself. To keep this
information, we also calculate a continuous membrane
score in the pre-fire membrane:

_ VU — Vth,k
qp =0\ apg———— |, E qk
Twm

Here, ar = 2W), — 1 indicates the expected side of the
threshold the potential should be in. A value of g, close to
1 means that the membrane state is far on the expected
side of the threshold, while a value close to 0 means

mem =

that it is far on the wrong side, and values around 0.5
correspond to states close to the threshold. We use
the hard membrane read as the main ownership rule
and report Sy,em as an additional MeMark verification
variant. In Section 7.1 we evaluate both methods on
genuine and unrelated keys.

4.4 Output Watermark

In addition to the internal membrane watermark,
MeMark can also embed a response in the output of
the model. This variant is useful when the verifier cannot
inspect the internal LIF states and has only query access
to the model. It uses the same secret challenge but stores
a separate payload in the output response.

When the models expose the output scores, we train
pairwise score margins corresponding to the output bits
by choosing two possible outputs and comparing their
respective scores. For classification or text-generation
interfaces, we represent the response using the chosen
labels or tokens. The output payload is decoded indepen-
dently from the membrane payload. Additional details
on the output response and its decoding are given in
Appendix B.11.

The output watermark can be verified without white-
box access, but it depends on the output interface. Thus,
if the output head is replaced, this response can be re-
moved while leaving the internal membrane watermark
unchanged. The membrane watermark is intended to
survive checkpoint reuse, while the output watermark
provides an additional verification option when only the
model output is available.

5 Evaluation Setup

We evaluate MeMark on eight SNN testbeds covering
different model sizes, architectures, and tasks. We use
the smaller recurrent SNN for the repeated ablations
and attack experiments, while SpikeGPT [35] is used
to test the watermark on a more realistic, substantially
larger pretrained checkpoint. We also evaluate six vision
models to showcase that the method transfers across con-
volutional, residual, and transformer-based SNNs. The
complete evaluation setup is reported in Appendix B.1.

5.1 Testbeds

The recurrent model is a 4-layer SNN with 0.97M param-
eters trained on enwik8 [18], while SpikeGPT-216M [35]
contains 215.4M parameters and is pretrained on Open-
WebText [6] (for the watermark embedding, we use
enwik8 as described below). For the vision testbeds,
we consider spiking CNNs, SEW-ResNet-18 [5], Spik-
former [34], and QKFormer [33] for both traditional
datasets like MNIST and CIFAR-10 and neuromorphic
ones like CIFAR10-DVS [14] and N-Caltech101 [20].



5.2 Watermark Training

For the recurrent model, we use a 32-bit payload in most
experiments to increase the number of ablations and
repeated attacks. As shown in Appendix B.4, the model
can recover payloads from 8 to 128 bits using the same
number of training steps, so the payload length decision
has little effect on the original task performance.

For SpikeGPT, we use a bigger 64-bit payload and
embed 20 independent watermark keys in total. We use
the first 5 of these 20 keys to select the embedding budget
and keep the remaining 15 out of this selection. These
keys are trained for 3000 steps and evaluated at 1200,
2000 and 3000 steps using the calibration population
described below. The genuine responses stop improving
after 2000 embedding steps for all SpikeGPT tested
keys. The complete budget comparison is reported in
Appendix B.3.

5.3 Key Verification

To set the threshold used for verification and evaluate its
resistance to random keys, we use two separate sets of
keys. The first set is used only to choose the threshold,

while the second one is kept until the final evaluation.

For SpikeGPT, we use 6 000 random keys for the initial
threshold selection and five genuine keys evaluated on
checkpoints trained with a different key and on a clean
non-watermarked checkpoint. The 6 000 random keys are
each tested on the five protected models and the clean
model, giving 36 000 negative claims. Each genuine key is
then tested on the four protected models in which it was
not embedded and on the clean model, adding another
25 claims. In total, this gives 6 005 key identities and
36 025 negative model-key claims for calibration.

After the threshold is fixed, we evaluate 30000 new
random keys on all 20 protected checkpoints and the clean
checkpoint. Together with the cross-key controls, this

gives 630 055 negative claims from 30 020 key identities.

We measure false positives per random key. A key is
counted as a false positive if any of the 21 checkpoints
accept it, since counting all model-key claims separately

would dilute a false acceptance across the 21 checkpoints.

6 Metrics

We evaluate the watermark’s success using the BER
as described in Eq. (9), which measures the fraction of
incorrectly recovered watermark bits. We also report
the membrane score Sp,em from Eq. (10), where larger
values indicate that the selected membrane potentials are
farther on the expected side of their firing thresholds.
To evaluate if the watermark is specific to the secret
input, we measure the off-trigger agreement, where a
value close to 0.5 indicates that the non-challenge input
does not reveal the payload and thus is not related to
the model. Finally, we also measure the original task

Table 1: SpikeGPT ownership decisions. The fixed 51/64
rule accepts all 5 calibration and 15 held-out genuine
keys, giving 20/20 overall, while none of the 30000 fresh
random keys pass across all 20 protected checkpoints and
the clean model.

FP keys Key FPR 95% upper Genuine
Hard/spike, > 51/64 0/30000 0.000%  0.010%  20/20

Fixed rule

performance before and after watermarking to see the
effect the watermark has on the model’s behavior, using
validation loss for the language models and clean accuracy
for the vision tasks.

For the recurrent two-channel experiments, the joint
score is mMin(Mmem, Mout ). We set its threshold one bit
above the largest non-matching calibration score, giving
> 22/32. This joint rule is used only when both channels
are evaluated, while the hard membrane read remains
our primary rule.

7 Experimental Results

7.1 Watermark Verification

We first use the first 5 SpikeGPT keys to select the
number of embedding steps. We train them up to 3 000
steps and evaluate the watermark at 1200, 2000, and
3000 steps. At 1200 steps, the weakest genuine key
recovers 53/64 bits, while at 2000 steps this increases
to 59/64. Continuing the training to 3000 steps does
not improve this result, as the weakest key still recovers
59/64 bits. We therefore use 2000 embedding steps for
the SpikeGPT experiments. The complete comparison is
reported in Appendix B.3.

We use the same experiment to select the verification
threshold. The strongest negative key observed during
the calibration reaches 50/64 bits, so based on this result
we set the verification threshold to 51 matching bits. This
value is fixed before evaluating the remaining 15 genuine
keys and the 30000 fresh random keys.

We next evaluate all 20 independent 64-bit keys us-
ing the selected 2000-step budget. The first 5 are the
calibration keys above, while the remaining 15 were not
used to select the budget or threshold. All 20 pass the
fixed threshold, recovering between 55 and 62 bits, with
an average of 59.4.

Then, we test the selected threshold on 30000 fresh
random keys across all 20 protected checkpoints and the
clean checkpoint. None of the random keys pass the
51/64 rule, giving a false-positive rate of 0.000% and
a one-sided 95% upper bound of 0.010% (Table 1). In
Appendix B.3, we also compare this result with shorter
embedding step checkpoints.

We also evaluate the continuous membrane score Sy,em .-
Using the calibrated cutoff of 0.738, 2 of the 30 005 neg-
ative and cross-key identities pass while all 20 genuine



Table 2: False claims fitted to an unwatermarked model
and evaluated at the calibrated joint threshold of > 22/32
(Accepted claims are shown in bold). A claimant who
chooses the key after inspecting the model can make the
model-level test accept even though no watermark was
embedded.

Accuser’s strategy Mem. Aux. out. Joint
Honest random key 13/32 20/32 13/32
Coordinates and bits fitted 32/32 16/32 16/32
Trigger optimized only 18/32 20/32 18/32
Coordinates fitted + trigger optimized 32/32  17/32 17/32

+ output token pairs fitted 32/32 32/32 32/32

keys are accepted. Therefore, the continuous score can
also separate the genuine and unrelated keys with a low
false-positive rate. However, as shown later in Section 7.9,
an attack that directly reduces the membrane margins af-
fects this score more than the hard read. For this reason,
we keep the hard threshold as the main ownership rule.

Finally, we measure whether the longer embedding
affects the original model. At 2000 steps, the mean vali-
dation loss of the 20 watermarked checkpoints is 5.0506,
compared with 5.0551 for the equal-budget anchored con-
trols. The difference is only —0.0046, showing that the
additional embedding steps do not introduce a measur-
able loss from the watermark itself.

On the smaller recurrent SNN, all 10 genuine keys
recover perfectly within the fixed training budget, and
those same keys on unwatermarked models remain close
to random agreement (between 0.469 and 0.562).

7.2 Fitted Ownership Claims

The previous experiments assume that the keys are gen-
erated independently of the model. However, a dishonest
claimant with white-box access can instead inspect a
model and then choose a key that already matches its
internal states. We refer to this scenario as a fitted claim.

We test this attack on the recurrent model without
modifying its weights. A claimant who optimizes only
the trigger without having control over the selected coor-
dinates and bits can recover 18/32 membrane bits, which
remains below the verification threshold. However, if the
claimant is allowed to inspect the model before choos-
ing the coordinates and bit values, the same checkpoint
immediately reaches 32/32 bits, as it can select already
occurring states under observed inputs. We observe a sim-
ilar response on the output response, starting at 16,32,
but selecting token pairs that already match the model’s
output preferences raises it to 32/32 (Table 2).

These fitted claims support the requirement for the pre-
release commitment described in Eq. (4). The watermark
response by itself only shows that a model matches a
key. It does not show whether that key was embedded
before release or selected later after inspecting the model.
We observe the same problem with the continuous score,

as fitting the coordinates and bits raises Sy,enm to 1.000,
above the scores obtained by the genuine keys. Thus,
the owner must open the commitment created before
publication and verify the same registered key on the
suspect model.

However, registering a large number of keys can still in-
crease the chance that one of them later matches another
model. We discuss this case, together with competing
ownership claims, in Appendix B.10.

7.3 Membrane Watermark

We first evaluate why MeMark is trained with the mem-
brane distance instead of directly training the binary
spike. When we supervise the spike output itself, the
payload remains close to random with BER around 0.5.
In contrast, when we use the pre-fire membrane-margin
loss, BER drops to 0.00. The main difference is that the
membrane value tells the optimizer how far the neuron
is from the desired side of the threshold, even when the
spike has not changed yet. With the binary spike, two
membrane values on the same side of the threshold look
identical, while the membrane distance still provides a
direction for training.

After embedding, however, the continuous value is not
required to recover the payload, as the hard read from
Eq. (8) and the actual LIF spike recover exactly the same
bits on the 20 SpikeGPT checkpoints and on all 630 055
negative claims. Thus, the membrane distance is useful
for training, while the neuron’s own threshold decision is
enough for the final binary read. We keep Siem as an
additional score for the distance to this boundary.

We also compare MeMark with a DICTION-style ac-
tivation watermark adapted to the same SNN setting.
DICTION [1] stores the watermark in the internal ac-
tivations and uses a learned projection to recover the
payload. For a controlled comparison, we use the same
challenge, payload, checkpoint, optimizer, fidelity term,
output objective, and training budget for both methods.
The only differences are the internal carrier and how the
watermark is decoded. Both methods recover all 32 bits
and have a similar effect on the validation loss, with an
increase of +0.223 for MeMark and +0.238 for DICTION.
Thus, both methods perform similarly when considering
direct watermark recovery. However, MeMark does not
require an additional learned projection, as the LIF firing
threshold already provides the boundary used to read
each bit. The difference between the two methods also
becomes more noticeable when the secret challenge is not
present, where MeMark reveals less information about
the payload, as shown in Section 7.3.1.

7.3.1 Challenge-Response Selectivity

We next investigate what happens when the secret chal-
lenge input is not used. Ideally, the watermark should
only reveal the secret payload under the registered chal-



Table 3: Carrier and decoder controls over ten keys. Off-
trigger agreement is measured on 300 probes per key; 0.5
is the chance level.

Carrier Decoder reference On-trig. BER Off-trig. agreement
membrane firing threshold 0.000 0.516
membrane trained projection 0.000 0.715
activation zero 0.000 0.580
activation calibration mean 0.000 0.680
activation calibration median 0.000 0.677

lenge and should not be recoverable from normal inputs.
We test the same watermarked models using random to-
kens and held-out text. Furthermore, we additionally test
wrong challenge inputs and clean models as additional
controls.

As shown in Figure 2, MeMark recovers all 32 bits with
the correct challenge, and when the input challenge is
removed, the mean off-trigger agreement over ten keys
is 0.516, close to the random value of 0.5. The matched
DICTION-style watermark also recovers all bits with the
correct challenge, but its off-trigger agreement increases
to 0.575. Thus, the difference between both methods
is small when looking only at watermark recovery, but
MeMark reveals less of the payload when the secret chal-
lenge is not present.

We next investigate whether this difference comes from
the membrane values themselves or from how they are
decoded. For that, we keep the same membrane vector
and replace the firing-threshold read of MeMark with a
trained projection. With the learned projection decoder,
the agreement on non-challenge inputs increases from
0.516 to 0.715.We also test activation-based decoders that
use zero, the mean, or the median activation (measured
on calibration inputs) as the reference for reading each bit.
All of them reveal more of the payload on unrelated inputs
than MeMark, as shown in Table 3. These results suggest
that using the neuron’s own firing threshold helps keep
the payload from being recovered on unrelated inputs.

Looking at the predictions explains part of this differ-
ence: with unrelated inputs, only 4.8% of the threshold
reads are one, while the trained projection predicts one
at 48.3% of the positions, making it easier to reconstruct
part of the payload by chance. We also observe that the
mean and median activation references move by 0.28 and
0.26 per coordinate after 100 task-only steps. In contrast,
the firing threshold is already part of the neuron and
does not require storing or recalibrating an additional
reference value.

7.3.2 SNN-Specific Attacks

Since the firing threshold is also part of the LIF dynamics,
we test whether changing the neuron parameters affects
the watermark. We modify the firing threshold v, and
the membrane time constant 7, which control when the
neuron spikes and how its membrane state evolves over

time. Moderate changes to either parameter do not af-
fect MeMark or the matched DICTION-style watermark.
When the changes become larger, both methods even-
tually degrade, although in different ways: lowering v
affects the activation projection more, while increasing 7
has a larger effect on the membrane carrier. Importantly,
the settings that produce a large BER also substantially
increase the task loss, meaning that the model behavior
is already being affected. The complete sweep is reported
in Appendix B.5.

7.4 Comparison with Previous Water-
marks

We next compare MeMark with previous white-box and
SNN watermarking methods on the recurrent model.
Since these approaches store ownership evidence in dif-
ferent parts of the network, not all methods provide the
same verification interfaces. As such, we start from the
same checkpoint and use the same payload size, training
budget, and objective whenever possible.

Poursiami et al. [22] store a continuation in the model
output, while SpikeTimer [31] is designed for model au-
thorization. For the internal watermark, Table 4 places
the matched DICTION result evaluated above alongside
DeepSigns [23] and Uchida [28]. DICTION and Deep-
Signs use internal activations, while Uchida embeds the
watermark directly in the model weights.

Overall, MeMark achieves exact recovery of the 32-
bit internal payload while keeping the verification tied
to the secret challenge. Compared with the matched
projection-based decoder baseline, MeMark has the same
on-challenge recovery and similar recovery cost, but it
does not need the 917 504-weight learned projection, and
has lower off-trigger payload agreement. Head replace-
ment also separates MeMark from current output-based
SNN watermarks, as our primary response remains in
the backbone even after the original output interface is
removed.

7.5 Robustness to Model Modifications

Next, we evaluate modifications that are more likely to
occur when a released checkpoint is reused. We consider
replacing the output head, fine-tuning the model, pruning
its weights, and quantizing it. These experiments are
particularly useful for comparing the different MeMark
carriers, as some modifications affect the model output
directly, while others also change the internal representa-
tion.

We first reset and retrain the output head. As expected,
this removes the output watermark on the recurrent SNN,
since the response is stored in the part of the model being
replaced. The membrane watermark is different. When
the backbone is kept frozen, its BER remains 0.00. If we
also fine-tune the backbone for a new task, the membrane
response changes during the first updates but returns to
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Figure 2: Challenge-response selectivity. Both panels use off-trigger payload agreement: the mean agreement on the
key’s one-bits and zero-bits. A value of 0.5 indicates no payload information.

Table 4: Baselines on the 4-layer recurrent SNN, reimplemented from the same checkpoint and training budget where
the method allows it. Trigger-conditioned methods are also read on off-trigger probes; DeepSigns is evaluated on
held-out data and Uchida directly from weights. Fidelity is the resulting loss after the defense is applied.

Scheme Payload White-box read on the challenge Read without the challenge Output channel Fidelity

MeMark (ours) 32 bits BER 0.000 agreement 0.516 BER 0.000 loss 2.413
DICTION-style [1] 32 bits BER 0.000 agreement 0.575 BER 0.000 loss 2.428
DeepSigns-style [23] 32 bits BER 0.000 BER 0.125 n/a loss 2.447
Uchida et al. [28] 32 bits BER 0.094 no challenge to withhold  n/a loss 2.413
Poursiami et al. [22] 1 continuation n/a n/a 16/16 tokens loss 2.284

BER 0.00 by step 200. We observe the same separation
on SpikeGPT. Across all 20 keys, the membrane read
remains at its released value after head replacement, while
the output BER increases to 0.507 (see Table 5). Thus,
the internal watermark remains available even when the
original output head is no longer present.

Pruning and quantization produce a similar result
for the membrane carrier. Neither 90% pruning nor
int8 quantization changes any membrane bit for the 20
SpikeGPT keys. Fine-tuning has a larger effect because
it directly updates the backbone parameters. After 200
steps, the models lose 1.1 matching bits on average, but
all 20 keys still satisfy the 51/64 verification threshold.
The weakest response after fine-tuning is 53 bits.

We obtain a weaker result with the shorter training
budgets. When all keys are trained for 1200 steps, 19
of the 20 still pass after fine-tuning, as one key drops
from 53 to 45 bits. At 2000 steps, this same key reaches
59 bits before fine-tuning and 56 afterward. However,
the initial number of matching bits does not completely
determine how much a key will change, as some keys gain
bits while others lose them. Thus, a larger margin gives
the watermark more room to change before reaching the
threshold, but it does not guarantee that every key will
be affected in the same way. The complete comparison
is reported in Appendix B.3.

The pruning result also shows an important trade-
off for an attacker. At 90% pruning, all 20 membrane
watermarks still verify, but the validation loss increases
from about 5.05 to 46.2. In this case, pruning damages

Table 5: Attacks on all 20 SpikeGPT checkpoints after
2000 embedding steps. Matching bits are the mean over
keys, with the observed range. “Pass” uses the fixed 51/64
rule.

Attack Matching bits Pass
None (baseline) 59.4 [55, 62] 20/20
Fine-tune, 200 steps  58.3 [53, 61] 20/20
Prune 90% 59.4 [55, 62] 20/20
int8 quantization 59.4 [55, 62] 20/20
Head reset + retrain  59.4 [55, 62] 20/20
Channel permutation 32.6 [28, 38]  0/20

after realignment 59.4 [55, 62] 20/20

the language model much more than the ownership signal.

We further test these modifications on the recurrent
SNN using longer sweeps. Across four independently
watermarked models, both watermark channels remain
at BER 0.00 through 90% pruning and int8 quantization.
The membrane response is also unchanged after 400 task
fine-tuning steps, and ANN-SNN reconversion preserves
both responses. Even after combining 90% pruning with
250 fine-tuning steps, the membrane BER remains 0.00
and the output BER is at most 0.031.

Besides modifying the model, an SNN user may also
change how temporal inputs are processed. We therefore
add timestamp jitter to CIFAR10-DVS, up to ¢ = 50 000.
At this value, 22% of the integrated input tensor changes,
but both the membrane watermark and the output BER
remain at their original BER of 0.00. This experi-



ment measures tolerance to timing noise rather than
a watermark-aware attack. We consider the watermark-
aware attack separately in Appendix B.7.

Finally, we test what happens when part of the key
becomes known. We reveal the trigger and a subset of the
coordinate-bit pairs, simulating an attacker that obtains
part of the secret key. The disclosed coordinates can
be inverted, effectively eliminating their payload, but
the remaining secret coordinates stay at BER 0.00, and
the separately keyed output response remains unchanged.
This behavior is expected, as knowing one part of the
sparse carrier does not reveal where the remaining bits
are stored. The complete partial-exposure experiment is
reported in Appendix B.6.

7.6 Structural Modifications

The previous experiments change model parameters but
keep the internal channel ordering intact. However, a
checkpoint can also be modified without changing its
function. For example, hidden channels can be permuted
as long as the inverse permutation is applied to the fol-
lowing layer. The model then produces the same output,
but the numerical indices stored in the watermark key
no longer point to the same neurons, so the key is no
longer verifiable even though the individual neurons are
unchanged.

We first test this case on the recurrent SNN by per-
muting all 128 channels and compensating for the change
in the next layer. The maximum difference in the logits
is only 2.9 x 1076, and the output watermark remains
exact, confirming that the model behavior is effectively
unchanged. Directly reading the original membrane in-
dices increases BER to 0.438. However, the watermark
has not been removed. Instead, the neurons carrying it
have moved to different positions.

To recover the moved coordinates, we compare the
channel responses of the suspect model with those of the
protected release on a small set of non-secret inputs. We
then pair channels with similar responses and translate
the watermark coordinates to their new positions. The
secret challenge and payload are not used during this pro-
cess. Matching the 128 channels takes about 13 seconds
and restores all keyed coordinates, as shown in Figure 3.

We next test whether this recovery still works after the
suspect model has also been modified. After combining
the permutation with 100 fine-tuning steps, 50% and
90% pruning, and an 800-step stress test, the recovered
BER remains at or below 0.031. We additionally repeat
the experiment with five new random permutations and
three independently trained reference/suspect pairs. In
contrast, aligning an unrelated model leaves BER at
0.531. This control is important because it shows that
the alignment is recovering corresponding channels from
their behavior rather than searching for a permutation
that happens to match the secret payload.

A permutation keeps the number of channels fixed, so
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Figure 3: Model accuracy and BER with function-
preserving channel permutations before and after recover-
ing the coordinates by matching on non-secret signatures
against a previous protected checkpoint.

Table 6: Function-preserving structural transformations.
“Recovered” uses the retained protected checkpoint to
align channels before applying the secret key.

Transformation Max logit A Naive BER Recovered BER
Layer split (W2W7) 0 0.000 0.000
Replicate + permute 7x1076 0.562 0.000

+ layer split 7x10~6 0.562 0.000

we also test a transformation that changes the network
width. Each channel is duplicated, its outgoing weights
are divided between both copies, and the resulting 256
channels are then permuted. The transformed network
remains numerically equivalent to the original, but direct
verification gives BER 0.562. Matching the 128 reference
channels against the 256 channels of the suspect model
still restores BER 0.00, while the unrelated control again
remains at BER 0.531.

It is also important to note that not every reparameter-
ization used for ANNs remains function-preserving in an
SNN. Scaling a layer without changing the LIF threshold
also changes when neurons spike, moving the logits by as
much as 5.1 in our experiments. When the threshold is
scaled together with the layer, both the model function
and the watermark are preserved, as MeMark’s decoder
is part of the natural firing behavior on the neurons. We
consider a stronger attack against the structural recovery
in Appendix B.8.

7.7 Different SNN Architectures

We test whether the same membrane watermark can also
be embedded in other SNN architectures. We use six
vision testbeds covering convolutional and residual SNNs,
as well as two transformer architectures, Spikformer and
the hierarchical QKFormer.

The results in Figure 4 show that five of the six testbeds
recover the complete membrane payload with BER 0.00.
QKFormer is the only exception, with BER 0.0625, corre-
sponding to one incorrect bit in the 16-bit payload. The
optional output watermark remains below BER 0.15 in
all cases. We also compare the protected models with
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Figure 4: Vision feasibility across six testbeds: three different SNN architectures on CIFAR-10 and three additional

datasets evaluated with a shared spiking CNN.

their equal-budget controls. On MNIST, SEW-ResNet-18,
CIFAR10-DVS, and N-Caltech101, the difference remains
below 1.5 accuracy points. These results show that the
membrane carrier is not limited to the recurrent language
models used in the main experiments.

The transformer models require more training than the
convolutional models. With 3000 embedding steps and
a weaker KL term, Spikformer reaches membrane BER
0.00 with a 1.49-point accuracy difference from its control.
While QKFormer reaches BER 0.0625 with a 1.79-point
difference. Thus, the same watermark mechanism can
be used across these architectures, but the embedding
settings still need to be adjusted for the model being
protected. The training settings for these models are
reported in Appendix B.12.

7.8 Verification Cost

Besides robustness, the watermark should also be practi-
cal and computationally cheap to verify. For the optional
output response, a single language-model query recovers
24/32 designated bits. Repeating the query with the
decoding settings from Appendix B.11 recovers between
22 and 24 bits, while the wrong-key controls recover no
bits.

For the membrane watermark, the verifier only needs
to observe the states selected by the key. A 256-token
SpikeGPT input produces 1769472 membrane values,
but a 64-bit key uses only 64 of them, corresponding to
0.0036% of the available states. These coordinates are
distributed across 30 of the 36 LIF modules, so the verifier
does not need to record the complete internal state of the
model. This suggests that the latency could be further
reduced by limiting the number of modules targeted by
the watermark. However, as shown in Appendix B.4,
placing watermark bits too close together on the same
neurons can make them harder to embed. Thus, using
fewer modules introduces a trade-off between verification
cost and how freely the watermark coordinates can be
selected. The key itself is also small, requiring about
1.6 KB compared with the 861.7 MB checkpoint. In
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comparison, the learned 32 x 28 672 projection used by
the matched DICTION-style baseline contains 917 504
weights, or about 3.5 MB. MeMark does not require this
additional decoder, since the firing thresholds used to read
the bits are already part of the model. As a result, the
information that MeMark needs to store for verification
is about x2 300 smaller than the learned projection. The
complete verification-cost measurements are reported in
Appendix B.14.

7.9 Adaptive Attacks

The previous experiments consider modifications that
may affect the watermark as a side effect of reusing
the checkpoint. We now consider a stronger attacker
who knows how MeMark works and deliberately tries to
remove it, but does not know the secret key.

We first test whether the attacker can identify the
membrane coordinates selected by the key. Since the
coordinates are secret, the attacker searches for states
that look unusual: states that sit far from the firing
threshold, remain stable across different inputs, or the
ones that can be easily moved by changing the input.
We rank all 32768 candidate states using these proper-
ties and take the highest-ranked ones as guesses for the
watermark coordinates. The attacker then optimizes a
synthetic trigger for these guessed states. If the water-
mark coordinates were easy to distinguish from normal
membrane states, we would expect them to appear near
the top of this ranking. However, none of the first 64
candidates belongs to the real key, and only one keyed
coordinate appears among the first 512. The synthetic
trigger also shares no tokens with the real challenge and
recovers only 16/32 bits for the top-64 search and 19/32
for the top-512 search. After 400 removal steps, both the
membrane and output responses of the owner remain at
BER 0.00. Thus, this search is not sufficient to reliably
identify the watermark coordinates.

An attacker may instead try to look for unusual behav-
ior that distinguishes a watermarked model from a clean
one. We first test this using an activation-outlier detec-



tor, which checks whether the secret challenge produces
internal activations that stand out from those produced
by normal inputs. With this detector, the challenge is
indeed flagged as an outlier, but the same input is also
flagged on a clean model. Therefore, the detector re-
sponds to the unusual input rather than the watermark
itself. We also use a Neural-Cleanse-style [29] reconstruc-
tion that looks for positions that can be driven unusually
easily by a reconstructed input. However, only one of
the ten keyed positions is detected, while the other 9 are
indistinguishable from the 12 clean controls. Additional
detection experiments are reported in Appendix B.9.

An attacker who does not know which states are se-
lected can still try to weaken all of them at once. At
every update, we sample fresh random tokens and collect
all 32768 pre-fire membrane states. The attacker then
pushes every state toward its firing threshold, reducing
the margins that could be carrying watermark bits. At
the same time, the normal task and KL losses are kept
during training so that the model remains useful. We vary
the strength of the new objective from A = 0.01 to 1000
and find that A = 100 produces the largest watermark
change without a large increase in task loss.

Unlike the previous attacks, this one does weaken the
watermark. After 250 steps, the mean membrane BER
over four keys increases from 0.000 to 0.0625, while the
output BER reaches 0.031. The held-out task loss in-
creases by only 0.037, so this change is not simply caused
by destroying the model. However, the remaining water-
mark is still strong enough for all four models to satisfy
the fixed 22/32 joint verification rule. Thus, attacking ev-
ery membrane state is more effective than trying to guess
the secret coordinates, but it is only able to weaken it
rather than remove the ownership evidence. This attack
affects the continuous score more directly. At A = 1000,
the hard read loses 3.1% of its range, while S,,em loses
18.4%.

7.10 Rollback Attack

The adaptive attacks above work directly on the released
model without another reference. A different alternative
is to compare the protected checkpoint with a related
checkpoint and try to identify which parameters changed
during embedding. We evaluate this with a rollback
attack that ranks parameters taking into account the
difference between both models and restores the largest
changes (we refer to the fraction of parameters restored
as the rollback budget). The quality of the reference
matters: the closer it is to the model immediately be-
fore watermarking, the easier it should be to isolate the
watermark updates.

To study this effect, we start from a public model
and privately adapt it for 400 steps to obtain Mp,qp.
We then embed MeMark and release only the protected
checkpoint. The attacker receives three references that
could realistically be available: the original public model,

Table 7: Differencing attack on private proprietary pre-
embedding checkpoint, mean over five keys. Before attack,
the released models read 0.119/0.000 at clean loss 4.428.

Reference Revert Mem. BER Out. BER Clean loss
0.1% 0.156 0.019 4.496
Public initializer 1% 0.169 0.094 4.593
5% 0.206 0.256 4.914
Similar. same corpus 0.1% 0.169 0.019 4.427
’ P 1% 0.244 0.119 4.425
0.1% 0.163 0.019 4.425
Similar, disjoint corpus 1% 0.219 0.100 4.414
5% 0.275 0.269 4.414
Ezact proprietary model 0.1% 0.250 0.275 4.430
proprietaty 1% 0.287 0.412 4.433

another model adapted on the same corpus, and a model
adapted on a different corpus. We additionally test the
exact private Mp,,, to measure the stronger case where
the checkpoint immediately before watermarking is also
available.

The results in Table 7 confirm that reference quality
matters. With a 0.1% rollback budget, the three ap-
proximate references leave membrane/output BER at or
below 0.169/0.019. In contrast, the exact pre-embedding
checkpoint increases BER to 0.250/0.275 with almost
no change in task loss. The reason is that the exact
checkpoint isolates the changes made during watermark
embedding much more closely. With the public initializer
or an independently trained model, many of the largest
parameter differences come from normal training rather
than from MeMark, so the attacker is more likely to
restore unrelated parameters. Thus, access to the exact
pre-watermark checkpoint substantially weakens MeMark
while leaving the task loss almost unchanged. This is a
stronger attacker than the main threat model and is why
this checkpoint has to remain private.

It is also worth noting that our public-reference experi-
ment is an easier scenario for the attacker, since we obtain
the proprietary model by adapting the public initializer
for only 400 steps before embedding the watermark. A
proprietary checkpoint that has undergone substantially
more private training would likely contain more changes
unrelated to MeMark, making parameter differencing
against the public initializer less precise. We therefore
view the robustness measured with the public initializer
as a conservative estimate for this attack.

8 Discussion and Limitations

MeMark is designed to identify checkpoint lineage, where
the protected model is reused or modified. A fresh model
obtained only from the outputs of the protected model
is outside this setting. As shown in Appendix B.13,
model extraction can reproduce the original task without
preserving the watermark.



The rollback results also show that the exact check-
point immediately before watermarking should remain
private. If this model is available, the attacker can isolate
the changes introduced during embedding much more ac-
curately than with a public initializer or another related
checkpoint.

The primary membrane watermark also requires white-
box verification, since the verifier has to inspect the
selected LIF states. The optional output response can be
checked with only query access, but it can be removed
by replacing the output head. Our threat model also
assumes that the secret key and the exact pre-watermark
checkpoint remain private. If either is fully disclosed, the
attacker has substantially more information for targeting
the watermark.

9 Related Work

SNN watermarking. Previous SNN watermarking
methods mainly verify ownership through the model out-
put. Poursiami et al. [22] adapt fingerprint and back-
door watermarks to SNNs, while SpikeTimer [31] uses
temporal regions of the input for model authorization.
However, their ownership evidence is tied to the model
output. MeMark instead focuses on the internal spiking
computation, so that the main watermark remains in the
backbone when the output head is replaced.

White-box watermarking. White-box watermarks
store ownership information in model weights or internal
activations. Uchida et al. [28] embedded a payload di-
rectly in the weights, while passport methods use weights
or normalization parameters [4, 32]. DeepSigns embeds
information in internal activation distributions, and DIC-
TION uses internal activations together with a learned
projection to recover the payload [23, 1]. Other methods
have similarly used hidden states or gates in recurrent
networks [15, 25]. MeMark also uses an internal state
but leverages a property already present in SNNs. The
payload is stored in selected membrane states, and each
bit is read relative to the LIF neuron’s own firing thresh-
old. As such, our verification does not require a separate
learned projection or reference value.

Watermark removal and structural changes. Pre-
vious work has studied watermark removal through model
extraction and model modification [9, 21], as well as struc-
tural transformations that reorganize the model while
preserving its behavior [30]. Other works show that cor-
responding neurons can be recovered by aligning their
behavior [13, 27]. These attacks are related to our struc-
tural experiments in Section 7.6, where changing the
channel order moves the watermark coordinates without
necessarily removing the neurons themselves.

False ownership claims. Watermarking must also
consider a malicious claimant. Fan et al. [4] study am-
biguity attacks, where an attacker forges a counterfeit
ownership credential to cast doubt on the legitimate
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owner’s claim. More recently, Liu et al. [16] showed that
model ownership verification can also be attacked by
malicious accusers that construct ownership evidence for
models they do not own. MeMark faces a similar problem:
with white-box access, a claimant can inspect an unwa-
termarked model and choose coordinates and bits that
already match its internal states. We therefore require
the key to be committed before the protected checkpoint
is released. This allows the verifier to distinguish a key
registered by the owner before release from one selected
afterwards.

10 Conclusions

In this work, we present MeMark, a watermark designed
around the internal dynamics of SNNs. Instead of adding
a separate decoder or storing the watermark in the out-
put layer, MeMark uses the membrane potential of LIF
neurons as its carrier. During training, the continuous
distance to the firing threshold provides the signal needed
to correctly embed the payload. After training, the wa-
termark is recovered from the neuron’s threshold decision,
allowing the same mechanism that produces spikes in the
original network to also provide watermark verification.
This also makes verification lightweight, as MeMark does
not require an additional learned projection to recover
the payload, but only the selected membrane states and
firing thresholds already present in the model.

Our experiments show that this provides a practical
ownership signal for reused SNN checkpoints. The main
advantage of MeMark is that the ownership response is
read from the spiking backbone itself; it survives output-
head replacement, does not require an internal learned
projection, and reveals less of the registered payload than
the matched activation projection when the challenge is
not present. On the 215.4M-parameter SpikeGPT model,
all 20 independently embedded keys satisfy the fixed
51/64 verification rule, while none of the 30000 fresh ran-
dom keys pass it. All 20 keys also remain verifiable after
200 fine-tuning steps, 90% pruning, int8 quantization,
and replacement of the output head.

Structural changes can move the secret coordinates
without removing the watermark itself, and we show
that these coordinates can be recovered by aligning the
suspect checkpoint with the protected release. We also
find that attacks which search for the carrier neurons or
modify membrane states without knowing the key can
weaken the response, but do not remove the ownership
evidence in the settings we test. In contrast, the rollback
experiment shows that access to the exact pre-watermark
checkpoint gives the attacker a much stronger removal
reference. The same membrane-space mechanism can also
be embedded across recurrent, convolutional, residual,
and transformer SNNs, although the embedding settings
need to be adjusted for the architecture.

We also show that the watermark response alone cannot



establish ownership, as a claimant with white-box access
can choose a key that already matches the existing model.
Following prior ownership-resolution work, we require
the key and protected release to be committed before
publication.

Future research could expand the proposed method
and study whether the ownership signal can be preserved
when a new model is obtained through distillation or
model extraction, where the original internal states are
no longer directly reused. It could also explore whether
the embedding timeline and prior key registration can be
incorporated directly into the model watermark, instead
of relying on external mechanisms.
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A Watermark Key Generation

The secret challenge is generated independently for each
watermark key, and the same challenge is used to read
all of its selected coordinates. For the recurrent and
SpikeGPT models, zy., is generated by sampling token
identifiers uniformly from the model vocabulary, using
32 tokens for the recurrent model and 64 for SpikeGPT.
For the vision models, we generate one fixed random
input tensor whose values are sampled independently
and uniformly from [—1,1].

For all architectures, we first define the set of LIF
states available to the watermark and then sample B
distinct pre-fire states uniformly without replacement.
Thus, each payload bit is assigned to a different carrier
state and every eligible state has the same probability of
being selected.

For the recurrent model, all pre-fire states in the four
recurrent LIF layers are eligible. For SpikeGPT, we use
all 36 LIF modules. In the vision models, we use the
spiking stages of the convolutional networks, the sn1 and
sn2 nodes in layerl of SEW-ResNet-18, and the 1if1
and 1if2 nodes in each transformer block. All channels
and timesteps within these modules are included in the
eligible set.



B Additional Experimental Re-
sults

B.1 Evaluation Testbeds

Table 8 summarizes the model architectures and water-
mark settings used in our experiments.

B.2 Verification Threshold

We use the first five SpikeGPT keys to select both the
embedding budget and the verification threshold. The
keys are evaluated at 1200, 2000, and 3000 steps using
the same negative calibration population. Table 9 reports
the weakest genuine key and strongest negative key at
each point.

The weakest genuine response improves from 1200
to 2000 steps and then remains unchanged at 3000,
so we use 2000 steps for the main experiments. The
strongest negative observed over the complete calibration
reaches 50/64 bits. We therefore set the fixed verification
threshold one bit above it, at 51/64.

B.3 Embedding Steps

Here we compare the results of different step budgets.
We consider 3 cases: first, the owner embeds the keys
for 400 steps and keeps training the keys that failed on
the fixed rule to 1200 steps. The second setting is where
the owner embeds all keys to 1200 steps. And finally, we
compare it to the 2000-step budget. Table 10 reports
the complete 20-key results for the three checkpoint sets.

The main difference appears after fine-tuning. At 1200
steps, one key drops from 53 to 45 bits and no longer
passes. At 2000 steps, all 20 keys remain above the 51/64
rule, with the weakest response at 53 bits. The average
change is similar, so the longer embedding mainly removes
the large drop observed for one of the shorter-trained
keys.

B.4 Additional Watermark Ablations

We first check whether embedding the watermark changes
the normal spiking behavior of the recurrent network.
The firing rate is 0.2005 for the equal-budget control and
0.1966 after watermarking. Thus, moving the selected
membrane states across their thresholds does not produce
a general increase in spike activity.

We next study how the watermark coordinates should
be selected. Membrane states from nearby timesteps of
the same neuron are related, so assigning them conflicting
bits can make the watermark harder to embed. We repeat
this experiment over eight neurons and three timestep
differences in each of the four recurrent layers, giving
24 configurations. When the two selected states have
the same target bit, the mean watermark loss is 0.0033.
When their target bits are opposite, it increases to 0.0186,
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and the conflicting case has the larger loss in 23 of the
24 configurations. This shows that nearby coordinates
from the same neuron are not completely independent
and should be selected with care.

We then increase the payload size to test whether this
becomes a practical limitation as more coordinates are
used. Table 11 reports the complete recovery results.
The membrane watermark recovers every tested payload
from 8 to 128 bits. The optional output response is exact
up to 64 bits and recovers 127 of 128 bits for the largest
payload.

Finally, we test whether the payload needs to cross the
real firing threshold. We keep both target values below
the firing threshold and introduce a separate internal
boundary between them. The membrane watermark still
reaches BER 0.000, and the selected neurons do not need
to fire to store the payload. Therefore, the continuous
membrane state can carry the information on its own.
However, this variant requires an additional decoding
boundary. MeMark instead uses the firing threshold
already present in the neuron, which avoids storing or
calibrating another reference value.

B.5 LIF Parameter Sensitivity

Section 7.3.2 summarizes the effect of changing the
LIF firing threshold and membrane time constant. Fig-
ure 5 shows how the relative robustness of the carriers
changes across the sweep, while Table 12 reports the com-
plete BER and validation-loss values. The MeMark and
DICTION-style models start from the same checkpoint
and are evaluated on the same validation batches. The
models are not retrained during this experiment.

Lowering the firing threshold affects the activation wa-
termark more, while increasing the membrane time con-
stant affects MeMark more. However, the larger changes
also have a substantial cost on the original task. For
example, increasing 7 to 8 raises the membrane BER
to 0.419, but it also adds 0.970 validation loss. Simi-
larly, scaling vy, by 8x moves both watermarks close to
chance and adds about 1.8 loss. The watermark there-
fore starts degrading only after the LIF dynamics have
already changed substantially.

B.6 Partial Key Exposure

We explore the scenario where the challenge and part of
the coordinate-bit pairs are revealed to the attacker. For
every disclosed coordinate, the attacker knows both its
location and its target bit and trains that state toward
the opposite value for 250 steps. Table 13 separates the
disclosed and undisclosed coordinates.

The attacker can flip every disclosed coordinate. How-
ever, the undisclosed coordinates remain at BER 0.000
for all tested exposure rates. The separately keyed output
response also remains at or near zero BER. This experi-
ment tests whether removing the disclosed coordinates



Table 8: Evaluation testbeds and watermark settings.

Dataset or task Architecture LIF timesteps or context Parameters Embed steps Payload
enwik8 language modeling 4-layer recurrent SNN context 128 0.97M 250 32
OpenWebText checkpoint, enwik8 embed SpikeGPT-216M context 1024 215.4M 2,000 64
MNIST 3-stage spiking CNN 4 0.21M 200 24
CIFAR-10 SEW-ResNet-18 4 11.18M 300 16
CIFAR-10 Spikformer 4 0.65M 3000 16
CIFAR-10 QKFormer 4 0.14M 3000 16
CIFAR10-DVS 4-stage spiking CNN 8 0.28M 300 16
N-Caltech101 4-stage spiking CNN 16 1.13M 800 16

@ 02 I7%H’II)7‘LHIU "l%"(’ 7'1)/7!(\'1

s mpmbrane more robust

_-é ,g 0.2 %

Q e ),

= 00 ———— O%p pnn + o— 2 % l i

g g 00 T+t -a R=R

] '

g 02 %

% Q— vy rescaled ; 0.2

< 04 A trescaled activation more robust § % vy rescaled

7 rescaled output more rdpus
0.125 025 05 1 2 4 8 -04 ot !
perturbation factor 0.125 0.25 0.5 1 2 4 8

(a) MeMark and the matched DICTION-style activation wa-
termark.

perturbation factor

(b) Membrane and optional output responses.

Figure 5: LIF parameter changes. The methods react differently to large changes in vy, and 7.

Table 9: Calibration results for the first five SpikeGPT
keys.

Steps Genuine min. Negative max. Difference
1200 53 49 4
2000 59 48 11
3000 59 50 9

Table 10: Effect of the SpikeGPT embedding budget.
“FT pass” reports the number of keys that still pass after
200 fine-tuning steps.

Training Genuine range Fresh FP FT pass
400/1 200 48-57 8/30000 19/20
all at 1200 53-60 0/30000 19/20
all at 2000 55-62 0/30000  20/20

also damages the undisclosed ones.

B.7

The timing experiment in the main paper changes the
event timestamps without using any information from
the watermark. We also test a stronger attacker that
can observe the watermark score while searching over the
same temporal range.

With a budget of 50000 queries, the membrane BER,
remains unchanged. Increasing the budget to 200000

Watermark-Aware Event Timing

Table 11: Payload-size ablation on the recurrent SNN.
Entries report correctly recovered bits.

Payload Membrane Output

8 8/8 8/8
16 16/16 16/16
32 32/32  32/32
64 64/64  64/64
128 128/128  127/128

queries raises the membrane BER to 0.250, while the
output response remains at BER 0.000. Thus, using the
watermark score makes the timing search more damaging,
but it still does not remove the registered response in the
settings tested.

B.8 Adaptive Structural Recovery

The structural experiments in the main paper align chan-
nels using behavioral responses on non-secret inputs. We
also test whether an attacker can make these responses
harder to match. Here, the attacker fine-tunes the sus-
pect model with an additional objective that reduces the
differences between the channel signatures while keeping
the normal task objective.

Table 14 shows that the alignment remains accurate
even when the attacker explicitly modifies the responses
used for matching. Here, the attacker tries to make the
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Table 12: BER and validation loss under LIF parameter
changes, mean over ten matched keys. A loss is measured
from the unmodified model.

Scale MeMark DICTION A loss M A loss D

Firing threshold vyp,

0.125x  0.075 0.256 +0.603  +0.606
0.25%x 0.034 0.178 +0.510  +0.513
0.5% 0.003 0.022 +0.256  +0.258
0.707x  0.000 0.000 +0.088  +0.088
1x 0.000 0.000 +0.000  +0.000
1.414x  0.000 0.000 +0.087  +0.085
2% 0.003 0.003 +0.367  +0.368
4x 0.366 0.362 +1.356  +1.366
8% 0.512 0.512 +1.785  +1.789
Time constant T

0.55% 0.000 0.000 +0.138  +0.137
0.707x  0.000 0.000 +0.050  +0.050
1x 0.000 0.000 +0.000  +0.000
1.414x  0.000 0.000 +0.049  +0.047
2% 0.000 0.000 +0.186  +0.187
4x 0.153 0.009 +0.546  +0.547
8% 0.419 0.100 +0.970  +0.974

Table 13: Partial-key attack on the recurrent SNN.

Exposed fraction Exposed BER Hidden BER

0.00 - 0.000
0.25 1.000 0.000
0.50 1.000 0.000
0.75 1.000 0.000
1.00 1.000 -

channel responses more similar, so that it becomes harder
to match them with the protected checkpoint. However,
the alignment still matches 98.4% of the channels cor-
rectly, and the recovered watermark remains at BER
0.000. For comparison, after normal fine-tuning, the
matching accuracy drops to 82.8%, while the recovered
watermark has BER 0.031. Thus, even when the channel
responses are modified, the alignment can still recover
the watermark coordinates.

B.9 Watermark Detection

We repeat the minimum-norm reconstruction attack used
in Section 7.9. The attack can optimize a candidate input
for all 22 tested positions, so successful reconstruction
alone does not identify a watermark coordinate. As
shown in Figure 6, the reconstruction norms of the keyed
positions largely overlap with the twelve random controls,
and only one of the ten keyed positions is flagged.

We repeat the detector with five different seeds. The
same flagged position is recovered in four out of five runs,
while three representative keyed positions that were not
initially flagged remain unflagged in every run. Thus,
in this experiment the detector can find one unusual
position, but it does not reliably separate the sparse
watermark coordinates from normal membrane states.
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Table 14: Recovery after modifying the channel signatures
used for alignment.

Condition Val. loss A Match acc. Recovered BER
Task + signature flattening —0.008 0.984 0.000
Plain fine-tuning —0.385 0.828 0.031
4
=
2
S flagged position
(z=-3.23)
. B
16 18 20 22 24 26

required perturbation norm ||5||
1 controls (n=12) [ key positions (n=10)

Figure 6: Minimum-norm reconstruction for watermark
detection. The keyed positions largely overlap with the
random controls, and only one keyed position is flagged.

B.10 A Second Watermark

Finally, we test whether adding another watermark re-
moves the one that is already present. We embed an
independently generated second key into a protected
model and then verify the original key again.

On the recurrent SNN, the original membrane and
output responses remain at BER 0.000/0.000. We observe
the same behavior on the 215.4M-parameter model, where
the original responses remain at their pre-embedding
values while the second key is added. Therefore, two
watermark responses can coexist in the same checkpoint.

This experiment shows that adding a second watermark
does not automatically erase the first one. It does not
allow the model response itself to decide which claimant
has priority, since both keys may verify on the same
checkpoint. The ordering must therefore come from the
commitments created before the corresponding claims.
In other words, the watermark provides the model-level
response, while the pre-release commitment provides the
evidence of when that key was registered.

B.11 Output Watermark

The optional output watermark depends on the informa-
tion available from the model output. When the output
scores are available, each bit is associated with two pos-
sible outputs and is recovered by comparing their scores.
The bit is read based on which of the two outputs has
the higher score.

For interfaces that only return a predicted label or
generated token, we instead use the selected labels or
tokens directly. In this case, the response is correct



when the model produces the output associated with the
expected bit. This makes the output watermark possible
to verify without reading the internal LIF states, but also
makes it more dependent on the output interface. The
membrane and output payloads are decoded separately
and do not need to contain the same bits.

B.12 Training Settings

For the recurrent SNN and SpikeGPT experiments, we
use Aym = 1, Afig = 1, and 7y, = 0.5 as the default set-
ting and keep these values fixed across the different keys
rather than tuning them individually. The transformer
models are more sensitive to the fidelity objective, so we
only reduce Ay;q for these architectures. For Spikformer,
we use Ar;q = 0.25, while for QKFormer we remove the
fidelity term and use Af;q = 0. Both transformer models
are trained for 3000 embedding steps, as reported in
Table 8.

The remaining model-specific training settings, includ-
ing the optimizer, learning rate, batch size, random seeds,
and complete configurations, are provided in our reposi-
tory.

B.13 Model Extraction as a Claim
Boundary

The attacks in our threat model start from the protected
checkpoint and modify or reuse its internal computation.
Model extraction is different because the attacker can
instead use the protected model only as a teacher and
train a fresh student. We include this experiment as a
boundary of the ownership claim rather than as another
robustness attack. The student is trained on normal
inputs and never observes the secret challenge or the
protected membrane states. After 1500 distillation steps,
its task loss reaches 2.447, compared with 2.442 for the
teacher, showing that the public task behavior has been
copied.

However, the watermark does not transfer with this
behavior. The student reaches membrane BER 0.531
and output BER 0.438, both close to random. This is
expected, as the distillation objective only matches nor-
mal model outputs and does not contain any information
about the secret internal response. Thus, MeMark can
identify reuse and modification of the protected check-
point, but not a fresh model obtained only through
output-based extraction.

B.14 Verification Cost

Table 15 reports the complete verification-cost measure-
ments for the 215.4M-parameter SpikeGPT checkpoint.
The measurements use 256-token sequences and report
the median of 30 runs on an RTX4090.
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Table 15: Verification cost on the 215.4M-parameter
SpikeGPT checkpoint, measured with 256-token se-
quences and the median of 30 runs on an RTX 4090.

Quantity Measured

Checkpoint / secret key size

Membrane state on the challenge

Scalars the verifier reads

LIF modules that must be observable
with the keyed modules tapped
with all LIF modules tapped

861.7 MB / 1600 bytes
1769472 scalars

64 (0.0036%)

30 of 36

788 ms (+1.9%)

791 ms (+2.3%)

End-to-end, including checkpoint load 2.59s
Strict black-box path 64 queries
Firing rate vs pretrained +0.67%
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