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Abstract

Infrared vision-language models (IR-VLMs) have emerged as a
promising paradigm for multimodal perception under low-visibility
conditions, yet their robustness to targeted adversarial attacks
remains poorly understood. Existing adversarial patch methods
mainly study RGB-based models or a single downstream task and
do not characterize whether localized perturbations can induce an
intended semantic target in IR-VLMs. We propose InfraPatch, a
white-box, per-instance framework for targeted digital grayscale
patch attacks against IR-VLMs. InfraPatch optimizes a compact
single-channel patch within an approximately 5% local-area budget,
combines proxy-guided placement with task-adaptive semantic ob-
jectives, and induces target behaviors in image classification, image
captioning, and binary visual question answering. We evaluate ten
infrared-adapted model variants on 300 synthetic infrared-style im-
ages generated by applying Diff V2IR to a fixed 30-category COCO
subset, using clean-conditioned targeted success criteria. InfraPatch
achieves targeted attack success rates from 86.00% to 100% across
the ten variants. On CLIP and BLIP-2, proxy location search im-
proves success by 6.67 and 10.33 percentage points over optimized
random placement, respectively; LLaVA-1.5 remains saturated near
100% under both settings. Patch-area and objective ablations further
expose substantial differences in vulnerability across architectures
and task formats. These results show that small grayscale patches
can inject chosen target semantics across IR-VLM families under
a controlled digital threat model, motivating stronger robustness
evaluation for infrared multimodal systems.
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1 Introduction

Infrared sensing provides visual information in conditions where
visible-light imagery can be degraded by insufficient illumination
and other low-visibility factors [15]. When coupled with vision-
language models, infrared observations can be converted into cate-
gorical predictions, open-ended descriptions, or answers to task-
specific questions. Such semantic outputs may inform a downstream
perception pipeline or a human decision-maker rather than remain-
ing an isolated model score. Consequently, a perturbation that steers
an infrared vision-language model (IR-VLM) toward a chosen but
unsupported semantic target represents a more specific risk than
an untargeted reduction in accuracy.

Prior work has studied attacks on infrared classifiers and de-
tectors, targeted attacks on RGB vision-language models, and
illumination-transformation attacks that expose RGB-VLM sen-
sitivity to lighting shifts [8, 21, 33, 34, 39]. Yet, to the best of our
knowledge, no prior work has systematically tested whether a local-
ized grayscale perturbation can inject one attacker-chosen semantic

target across heterogeneous outputs of infrared-adapted vision—
language models. In particular, a target-class flip in classification
does not directly characterize target-phrase generation or answer
manipulation in visual question answering (VQA). A unified cross-
task formulation is needed to compare these behaviors without
conflating different notions of attack success.

This cross-task setting presents both an optimization challenge
and an evaluation challenge. For image classification, the model pro-
duces a fixed-dimensional class distribution, and a targeted success
can be defined by the target becoming top-ranked with a positive
margin over competing classes. For conditional text generation, the
output is a free-form token sequence; the attack must optimize a
target phrase and subsequently determine whether the generated
text contains the intended object term under explicit normalization
rules. For binary VQA, the relevant event is narrower: an image
is valid only when the clean model explicitly answers “no” to a
target-object question, and the attack succeeds only when the ad-
versarial answer becomes “yes”. These outputs require different
differentiable objectives, valid-sample filters, and success parsers.
Reusing a classification-only attack metric would therefore obscure
the task-specific semantics and could overestimate success when
the clean output already contains the target.

To study this problem, this paper introduces InfraPatch, a white-
box, per-instance framework for targeted digital grayscale patch
attacks on IR-VLMs. InfraPatch restricts the perturbation to one
square, single-channel patch with a nominal area budget of 5% of the
preprocessed image. The optimized grayscale values are replicated
across the three model input channels and projected to the valid
image range. The framework combines an early-exit proxy location
search with task-adaptive semantic objectives. For each image, the
search sequentially optimizes uniformly sampled legal placements
under the complete attack objective. It immediately accepts the first
candidate that satisfies the task-specific targeted-success criterion.
The objective is adapted to target-class prediction, target-phrase
generation, or a target VQA answer. The main contributions are:

o To the best of our knowledge, the first systematic cross-task
study of targeted adversarial patches for infrared-adapted
VLMs, spanning classification, generation, and binary VQA,
with success conditioned on clean outputs.

o A unified attack framework that couples early-exit proxy
location search with task-adaptive semantic objectives under
a compact, nominal 5% grayscale-patch constraint.

e An evaluation design spanning ten model variants from the
CLIP, BLIP, OpenFlamingo, and LLaVA families across three
output formats, with task-specific success parsing and ex-
plicit exclusion of samples whose clean outputs already sat-
isfy the target condition.

e Code-aligned comparisons with AdvIB, AdvIC, and HCB on
one representative model per task, preserving each baseline’s
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structured perturbation and derivative-free search while uni-
fying the victim checkpoint, target, preprocessing, valid sam-
ples, nominal area budget, and final success parser.

2 Related Work
2.1 Adversarial Patches and Targeted Attacks

An adversarial patch confines optimized pixels to a local image
region and relaxes the small-norm constraint commonly imposed
on image-wide examples. Brown et al. introduced universal patches
that remain robust under image transformations and drive an im-
age classifier toward an attacker-chosen class [4]. Physical-world
studies subsequently optimized localized patterns under changes in
viewpoint, distance, illumination, and printing; for example, robust
visual perturbations can induce targeted traffic- sign misclassifica-
tion after re-imaging [9]. These studies establish that locality does
not preclude strong targeted behavior, but their success events are
defined over a fixed classifier or detector output.

The optimization and evaluation of such attacks also build on
broader adversarial-robustness principles. Gradient-based attacks
exploit the local sensitivity of learned decision functions [11], while
strong optimization-based evaluations show that robustness conclu-
sions depend on whether the attack objective and stopping criterion
faithfully test the claimed property [5]. Robust optimization instead
casts training as a worst-case inner maximization problem [23].
For physical evaluation, expectation over transformation (EOT)
explicitly optimizes over a distribution of views, scales, and other
nuisance factors [1].

Localized attacks have also been adapted from image classifica-
tion to person detection. Thys et al. optimized printable patches to
suppress person detections in surveillance imagery [29], and Xu et
al. modeled non-rigid deformation to realize an adversarial T-shirt
under changing poses and viewpoints [36]. Together with robust
traffic-sign perturbations, these studies demonstrate that a physi-
cally evaluated patch requires transformation-aware optimization
and re-imaging tests. InfraPatch shares their localized threat surface
but not their physical claim: its single-channel constraint controls
the digital input representation and should not be interpreted as a
thermal material model.

Infrared attacks face different realization constraints because
thermal cameras respond to emitted radiation rather than visible
texture. Prior work demonstrated adversarial examples on net-
works trained with simulated infrared imagery [8]. Wei et al. opti-
mized the shape and placement of insulating patches to suppress
infrared pedestrian and vehicle detectors [34], and later optimized
one shape-based patch against visible and infrared detectors simul-
taneously [33]. Both methods target object detection in the physical
world. Score-based infrared attacks further exploit wearable hot—
cold structures. HCB jointly optimizes the shape and placement of
grid-structured thermal blocks [32]; AdvIB searches multiple ro-
tatable infrared blocks with differential evolution [12]; and AdvIC
uses particle swarm optimization to search two quadratic Bézier
curves [13]. These methods were originally designed as untargeted
disappearance attacks against infrared pedestrian detectors; here
their representations and searches are adapted to targeted IR-VLM
objectives. Complementary defense work uses thermal-radiation
modeling to guide adversarial training for infrared object detection
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[38]. InfraPatch instead studies a digital, single-channel intensity
patch and asks whether the same chosen semantic can be induced
across classification, conditional generation, and VQA,; it therefore
does not claim the physical realizability established by thermal-
material attacks.

2.2 Robustness of Vision-Language Models

Vision-language pre-training creates shared visual-textual repre-
sentations, which expose attack surfaces beyond conventional class
logits; a recent survey organizes these attacks by modality, objective,
and model access [19]. Targeted visual examples crafted on CLIP-
or BLIP-like surrogates can transfer to generative models and elicit
attacker-specified responses [39], while set-level cross-modal guid-
ance improves transfer across pre-trained vision-language models
and downstream tasks [22]. At the generative end of the spectrum,
image-hijack attacks optimize visual inputs to make LLaVA follow
an adversary-selected behavior [3]. Visual adversarial examples
and typographic visual prompts can also bypass multimodal safety
alignment [10, 24]. These results demonstrate that manipulating the
visual modality can alter linguistic behavior, not merely decrease
recognition accuracy.

Recent studies further examine adversarial VLM behavior in
autonomous-driving perception [37] and construct spatial-spectral
perturbations for physical-world large VLMs [18]. Although these
works broaden the operational settings of VLM attacks, they do
not define one clean-conditioned target semantic across infrared-
adapted classification, conditional generation, and binary VQA.

Robustness is also coupled to the shared visual backbone. Unsu-
pervised adversarial fine-tuning of a CLIP encoder has been shown
to improve robustness for zero-shot classification and for down-
stream large VLMs that reuse that encoder [27]. Multimodal defense
can additionally exploit one-to-many relationships between images
and valid descriptions to reduce dependence on a single paired
target [31]. Existing evaluations nevertheless typically use image-
wide norm-bounded perturbations, optimize a complete adversarial
image, or specialize the objective and success metric to one task. In-
fraPatch complements them with a localized grayscale budget and
clean-conditioned, task-specific definitions of the same targeted
semantic event across three heterogeneous output spaces.

2.3 Infrared Perception and Visible-to-Infrared
Translation

Thermal and visible sensing have long been treated as complemen-
tary modalities: the KAIST multispectral benchmark, for instance,
paired aligned color and thermal video to study pedestrian detec-
tion across day and night conditions [15]. Modern vision-language
systems broaden the relevant output space. CLIP supports open-
vocabulary classification through contrastive image—text alignment
[25]; BLIP-2 connects frozen image encoders and language models
through a lightweight query transformer [16]; and InstructBLIP
adapts this interface to instruction- conditioned tasks [7]. Open-
Flamingo provides an open autoregressive framework for inter-
leaved vision-language generation [2], whereas the LLaVA line
uses visual instruction tuning and a compact vision-language con-
nector for conversational and VQA behavior [20].
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Visible-to-infrared (V2IR) translation provides a way to construct
synthetic infrared-style inputs while retaining the semantic con-
tent of visible-image benchmarks. Diff V2IR combines a Progressive
Learning Module with a Vision-Language Understanding Module
to improve semantic awareness and structure preservation during
V2IR diffusion [26]. We use Diff V2IR only as a data-generation tool
and study the robustness of downstream infrared-adapted VLMs.
InfraPatch focuses on localized targeted perturbations while retain-
ing separate output parsers and valid-sample rules for classification,
generation, and binary VQA.

3 Threat Model and Problem Formulation

We study a frozen infrared-adapted vision-language model f; for
task 7 € {cls, gen, vqa}. For input x € [0, 1]>*#*W prompt ¢, and
fixed target semantic ¢ (“giraffe” in all experiments), the evaluator
applies a task-specific parser h, to model outputs. The same parser

is used for clean and adversarial outputs.

3.1 Digital Threat Model

The attacker has white-box access to the frozen checkpoint, image
processor, prompt, target, and differentiable task loss. It may choose
one square location and one grayscale patch but may not alter model
parameters, the prompt, pixels outside the mask, or the output
parser. The patch is clipped to [0, 1] and replicated across the three
input channels. We record its realized area after preprocessing:
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The default budget is approximately 5%. This is a per-instance dig-
ital attack: we do not claim universal transfer, EOT robustness,
sensor re-imaging, or physical thermal materials. The adapted Ad-
vIB, AdvIC, and HCB baselines retain derivative-free search but
use the same victim, target, preprocessing, area budget, and final
parser as InfraPatch.

3.2 Clean-Conditioned Target Semantics

For classification, a sample is valid only when the clean top-1 pre-
diction is correct and non-target. Success requires the target to rank
first with a positive margin:

é(xadv) =t ﬂt(xadv) - II[':1¢atX ”c(xadv) > 0.02. (2)
For generation, a sample is valid when clean text does not contain
the target. Lowercasing, punctuation removal, singular/plural nor-
malization, and a fixed COCO synonym map define target hits in
adversarial free-form outputs. For binary VQA, the prompt is “Is
there a t in the image? Answer only yes or no”. Valid samples have
clean output “no”; success is an unambiguous transition to “yes”.
Outputs containing both tokens are rejected.

3.3 Evaluation Metric

Let o] denote clean validity and aj = h;(f; (x;adv, qi), t). We report
one cross-task primary metric:

Yivial
N\falid = Z U;'[’ ASR{arget = NT—H 3)

i valid
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Clean target hits enter the denominator only and are never counted
as attack success. We also record realized area, patch TV, and target
margin when meaningful in the corresponding output space.

4 InfraPatch
4.1 Method Overview

For an infrared image x, a task prompt g, and a chosen target seman-
tic ¢, InfraPatch jointly selects a placement mask m and optimizes
a single-channel patch p. The adversarial input is

Xady = (1= m) © x + m O reps (017 (p)) 4)

where the single-channel mask is broadcast over the image channels,
rep,(-) replicates grayscale values three times, and I 11 () projects
them onto the valid image range. InfraPatch uses a task-specific
differentiable loss for classification, conditional text generation,
or binary VQA. It combines this term with total-variation (TV)
regularization to form the complete attack objective

Jran(p, m;x,q,t) = Lk (p, m;x,q, 1) + AryLrv(p.m).  (5)

For classification, L, is the weighted combination of target-
class, target-similarity, competitor-suppression, and original-class-
suppression terms. For conditional generation and VQA, it is the
corresponding sequence objective defined below. The same Jgy
optimizes and ranks proxy candidates, aligning placement selection
with the continuation stage.

Each candidate starts from the input luminance

P =0.299x + 0.587xg + 0.114x5. (6)

Thus, all locations receive the same deterministic grayscale initial-
ization, while gradients are retained only inside the selected mask.
Figure 1 summarizes the end-to-end pipeline: a Diff V2IR-translated
input, task prompt, and fixed target semantic enter an early-exit
proxy location search; the selected square mask and grayscale patch
are then refined under the task-specific objective in Eq. (5) and eval-
uated with the corresponding discrete success parser.

4.2 Target-Aware Patch Placement

As shown in Figure 1, the placement and continuation stages share
the same complete objective and success parser, so candidate loca-
tions are ranked under the same semantic target that governs the
final attack. InfraPatch performs an early-exit proxy location search
before the continuation stage. It independently samples K = 5 le-
gal top-left coordinates with replacement and evaluates them in
sampled order. Each candidate receives a fresh copy of Eq. (6) and
a newly initialized Adam optimizer. It is then optimized with the
complete objective for T,oxy = 10 steps. For candidate k, the proxy
score is the lowest complete objective recorded along this short
trajectory,

: ()
S = min LM X, q,t). 7
k Ogjgpmyﬁuu(Pk kX, G, t) )

After the tenth update, the method decodes the task output and
applies the discrete success rule from Section 3.

When a candidate first satisfies the targeted-success criterion,
InfraPatch accepts its tenth-update patch and terminates the search;
later candidates and the continuation stage are skipped. If all can-
didates fail, it selects k* = arg miny sx and continues from that
candidate’s tenth-update patch for at most 290 additional steps
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Figure 1: InfraPatch pipeline. Given a clean Diff V2IR-translated image and a fixed target semantic, the method first evaluates
candidate patch locations through early-exit proxy search. It then refines the selected grayscale patch with a task-specific
objective for classification, conditional generation, or binary VQA, and returns the adversarial output under the corresponding

success rule.

using a newly initialized Adam optimizer. The score in Eq. (7) may
occur before the final proxy iterate, but the implementation de-
liberately warm-starts continuation from the final iterate rather
than a best-loss checkpoint. Task-specific decoding checks can ter-
minate continuation early. Consequently, the selected placement
receives at most 300 updates, while the worst-case per-image cost is
5% 10 + 290 = 340 gradient updates. Throughout the paper, “proxy
objective” denotes the complete objective in Eq. (5), not only its
target term.

4.3 Task-Adaptive Semantic Objectives

4.3.1 Classification Objective. For the CLIP-family models, let z
be the normalized image embedding and e, the normalized embed-
ding for class c, obtained by averaging the shared prompt-template
ensemble. With scaled logit g. = exp(y)z" e., target class ¢, current
strongest non-target competitor r, and clean predicted class co, the
implemented loss is

Leis = Ace [~ log softmax(g);] + Acos(1 - ZTet)
+ Asup max(z" ey, 0) + Aorig Softmax(g)c,- 8)

The four default weights are one. The terms respectively increase
the target probability, align the image with the target text embed-
ding, suppress the strongest competitor, and reduce persistence of
the clean prediction. The optimization objective is differentiable,
whereas success is determined by the decoded top-1 label and mar-
gin in Eq. (2).

4.3.2  Conditional-Generation Objective. Let y; = (yr1,...,Yr L) be
a short target phrase and let yy be the clean generated text. The
conditional-generation objective uses teacher-forced negative log
likelihood (NLL):

Lgen = capg[NLL(y; | Xadv> @)] = Actean capg[NLL(yo | Xagv> @)1,

)
where capg(u) = min(u, B). BLIP-2, BLIP-2-ViT-L, and InstructBLIP
use the clean-output suppression term with A¢jean = 0.30 and B = 12.
OpenFlamingo uses the target-NLL term with Ajean = 0 and B = 100.
The default target phrase is “a giraffe”. Candidate and final success
are always determined from free-running generation, rather than
from the teacher-forced loss alone.

4.3.3  Visual Question Answering Objective. For LLaVA, the prompt
tokens are masked from the labels and the target sequence contains
“Yes” followed by the end-of-sequence token. The objective is

Lq
1
-£vqa =—= § logPG(at,j | at,<j, Xadv» CI)- (10)
L, =

LLaVA-1.6 caps this NLL at 12 for optimization, whereas the imple-
mented LLaVA-1.5 variant uses the uncapped NLL. In both cases,
a generated and unambiguous “yes” is required for success; a low
teacher-forced NLL alone is not counted.
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4.4 Patch Optimization and Constraints

Having defined the task-specific terms in Li,sc, we next specify
how the patch parameters are updated under the shared constraints.
Throughout optimization, only the patch p is optimized; all model
and text-embedding parameters remain frozen. The proxy and con-
tinuation stages use Adam with initial learning rate 0.03. The con-
tinuation stage applies cosine annealing to 5% of that rate. During
each forward pass, the rendered patch is clipped to [0, 1], replicated
across channels, and composited through m. Gradients outside the
mask are set to zero.

The total-variation term penalizes only adjacent pixels that are
both inside the patch, excluding the patch-background boundary.
With horizontal and vertical internal edge sets &, and &,, it is

1 1

L1y = 5o Do Ipu—pol + &l > dpu—pol (1)
Wl (woyee, Y (wo)egy

with empty denominators clamped to one in code. The default

coefficient is Aty = 1073. This term controls local smoothness but

is not treated as evidence of physical realizability.

5 Experimental Setup

We evaluate ten infrared-adapted variants from four model fami-
lies on three output formats. Classification uses CLIP, OpenCLIP
[6], MetaCLIP [35], and EVA-CLIP [28]; captioning uses BLIP-2,
BLIP-2-ViT-L, InstructBLIP, and OpenFlamingo; binary VQA uses
LLaVA-1.5 and LLaVA-1.6. All checkpoints start from natural-image
pre-training, receive the same LoRA adaptation recipe [14] on syn-
thetic infrared-style training data, and remain frozen during attack
optimization. Classification adaptation uses an InfoNCE objective
[30], whereas the generation variants use next-token prediction.

5.1 Data and Preprocessing

The evaluation set is a fixed 300-image, 30-category MS COCO
subset curated by Liu et al. for their cross-task study of VLM robust-
ness to illumination transformations [17, 21], with ten images per
category. We apply Diff V2IR [26] to obtain infrared-style digital
inputs; these are image-to-image synthesis results, not sensor mea-
surements. The target category “giraffe” is excluded from directory
labels. Each task uses its native processor and prompt: “Describe
the image” for BLIP-family captioning, “What is in the image?” for
OpenFlamingo short answers, and the strict yes/no question de-
fined in Section 3 for LLaVA. Fixed-resolution pipelines use 50 X 50
patches at 2242 and LLaVA-1.5 uses 75 X 75 at 3362, both realizing
approximately 4.98% area. LLaVA-1.6 retains its any-resolution path
and records the ratio per image.

5.2 Baselines and Controls

We adapt AdvIB, AdvIC, and HCB with the same victim, target,
clean-valid set, preprocessing, nominal area budget, and discrete
success parser. Their defining block, curve, and grid representa-
tions and derivative-free DE/PSO searches are preserved; only the
detector-disappearance fitness is replaced by a task-targeted fitness.
The comparison is area-controlled rather than query-matched.
For component analysis we use CLIP, BLIP-2, and LLaVA-1.5 as
representatives. Controls compare full InfraPatch with optimized
random placement, equal-area unoptimized random grayscale, and
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equal-area unoptimized center patches. Area settings near 3%, 5%,
and 7% and one-factor objective/TV ablations use the same image
pool, target, initialization, budget, and parser. Full settings and
search budgets are listed in Appendix A and Appendix B.

5.3 Evaluation Protocol

We report Ny,jiq, successful attacks, targeted ASR, and two-sided
95% Wilson intervals from the displayed counts. InfraPatch uses
Adam with learning rate 0.03, five proxy candidates, ten proxy
updates per candidate, and at most 290 continuation updates; it
is purely digital and uses no EOT. All comparisons use the clean-
conditioned definitions in Section 3.

6 Results and Analysis
6.1 Main Results across Models and Tasks

Table 1 gives the primary clean-conditioned outcome before we
interpret task-specific patterns. It reports the valid denominator
explicitly, so a perfect score is not confused with a large but filtered
sample.

Figure 2 previews representative clean-conditioned successes
across classification, binary VQA, and captioning under the same
nominal 5% grayscale budget and evaluation rules. Panel (A) shows
that a single localized patch can flip top-1 classification on five non-
target categories while leaving the surrounding scene otherwise
plausible under Diff V2IR translation. Panel (B) demonstrates the
narrower VQA event: the clean model answers “no”, and the adver-
sarial input elicits an unambiguous “yes” under the same parser.
Panels (C)-(D) further show that the target semantic survives free-
form generation, appearing in BLIP-2 captions and OpenFlamingo
short answers rather than only in class logits.

InfraPatch achieved high clean-conditioned targeted success
across all ten IR-VLM variants (Table 1). Targeted ASR ranged
from 86.00% on BLIP-2 to 100% on OpenCLIP and both LLaVA
variants. Among the four classifiers, CLIP, MetaCLIP, and EVA-
CLIP reached 95.15%, 91.33%, and 92.78%, respectively; OpenCLIP
achieved 132 of 132 successes (100%). Thus, even under the strict
clean-conditioned protocol, InfraPatch remains highly effective
on contrastive classifiers, with three variants above 91% and one
reaching perfect success.

The conditional-generation results also generalized beyond one
architecture. BLIP-2-ViT-L reached 96.33%, OpenFlamingo reached
94.65% under the strict 283/299 clean-conditioned count, and In-
structBLIP and BLIP-2 reached 87.33% and 86.00%. Both binary-VQA
variants reached 100%, corresponding to 286/286 valid LLaVA-1.5
inputs and 300/300 LLaVA-1.6 inputs. As shown in Figure 2, the
target event was not confined to class logits: it also appeared in free-
form generation and answer transitions under their task-specific
parsers.

6.2 Comparison with Adapted Structured
Infrared Attacks

InfraPatch achieved the highest targeted ASR on all three represen-
tative model-task pairs in Table 2. On CLIP classification, it reached
95.15%, versus 9.70% for AdvIC-Adapted; the corresponding BLIP-2
rates were 86.00% and 7.00%, and the LLaVA-1.5 rates were 100.00%
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Table 1: Cross-model targeted attack results under the clean-conditioned protocol. Confidence intervals are two-sided 95%

Wilson intervals from the displayed counts.

Family Variant Output / task Nyaia  Success  ASR (%) 95% CI
CLIP CLIP ViT-L/14 Classification 165 157 95.15 [90.73, 97.52]
CLIP OpenCLIP ViT-B/16 Classification 132 132 100.00 [97.17, 100.00]
CLIP MetaCLIP ViT-L/14 Classification 173 158 91.33 [86.19, 94.68]
CLIP EVA-CLIP EVA-G/14+ Classification 180 167 92.78 [88.04, 95.73]
BLIP BLIP-2 Flan-T5-XL Caption generation 300 258 86.00  [81.62,89.47]
BLIP BLIP-2 ViT-L Caption generation 300 289 96.33 [93.55, 97.94]
BLIP InstructBLIP Flan-T5-XL  Caption generation 300 262 87.33  [83.09, 90.63]
OpenFlamingo  ViT-L/14 + MPT-1B Short answer 299 283 94.65 [91.49, 96.68]
LLaVA LLaVA-1.5-7B Binary VQA 286 286 100.00 [98.67, 100.00]
LLaVA LLaVA-1.6-Mistral-7B Binary VQA 300 300 100.00 [98.74, 100.00]
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Figure 2: Qualitative cross-task examples under InfraPatch on Diff V2IR-translated inputs. (A) Image classification (OpenAI
CLIP): five categories (bird, dog, bus, stop sign, airplane); clean predictions match the source label, while adversarial inputs are
classified as giraffe. (B) Binary visual question answering (LLaVA-1.5): prompt “Is there a giraffe in the image? Answer only yes
or no”. (C) Image captioning (BLIP-2): airplane sample with prompt “Describe the image”. (D) Image captioning (OpenFlamingo):
bed sample. Green denotes clean outputs; red denotes adversarial outputs or successful target injection.

Table 2: Clean-conditioned targeted ASR (%) for InfraPatch
and adapted structured infrared attacks on one representa-
tive model per task.

Model / task Nyaig HCB  AdvIB  AdvIC InfraPatch
CLIP / Classification 165  4.24 7.88 9.70 95.15
BLIP-2 / Captioning 300 1.33 3.67 7.00 86.00
LLaVA-1.5 / Binary VQA 286 2.80 6.99 14.69 100.00

and 14.69%. AdvIC was the strongest adapted baseline on every
task, while all three structured attacks remained between 1.33%
and 14.69%. Under the implemented budgets, detector-oriented
block, curve, and grid representations therefore transfer weakly
to targeted IR-VLM semantics. Because search budgets differ, this
comparison evaluates each complete representation-optimizer com-
bination rather than isolating geometry or access cost.

6.3 Comparison with Internal Controls

Semantic optimization was necessary for the observed target hits.
Equal-area unoptimized random and center grayscale patches pro-
duced 0% targeted ASR on all three representative variants; this
means they did not induce the chosen target, not that model outputs
were unchanged.

Figure 3 compares full InfraPatch with optimized random place-
ment. A single optimized random location was already strong, but
proxy search increased mean ASR from 88.48% to 95.15% on CLIP
and from 75.67% to 86.00% on BLIP-2, gains of 6.67 and 10.33 per-
centage points. On LLaVA-1.5, random placement averaged 99.88%
and InfraPatch reached 100%, leaving little headroom for location
selection.

This comparison is not strictly compute matched. The single-
location baseline receives at most 300 updates, whereas InfraPatch
can spend 5% 10+ 290 = 340 updates when no proxy candidate exits
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Table 3: Location-selection and optimization controls. Cells
report targeted ASR (%); optimized random placement is
mean =+ standard deviation over three seeds.

Setting CLIP BLIP-2 LLaVA-1.5
Full InfraPatch 95.15 86.00 100.00
Random loc., optimized 88.48+1.60 75.67+0.88  99.88+0.20
Random gray, unoptimized 0.00 0.00 0.00
Center gray, unoptimized 0.00 0.00 0.00
[ InfraPatch Random loc. (opt.)
£ +6.67 pp 4+0.12pp
100 1 reeEl A 10.33 pp 100.00 99.88
< ; =3
S go A 88.48 86.00
o =
% 75.67
< 60 -
o
§)
S 40
S
20 1
0 T T T
CLIP BLIP-2 LLaVA-1.5

Figure 3: Targeted ASR under full InfraPatch and optimized
random placement. Error bars denote sample standard devi-
ation across three seeds.

Table 4: Patch-area and objective ablations. Cells report tar-
geted ASR (%); dashes denote configurations not applicable
to a task.

Configuration CLIP BLIP-2 LLaVA-1.5

Full, p~5% 9515  86.00 100.00
P~ 3% 9273  76.67 100.00
p~T% 96.97  89.67 100.00
Arv =0 94.55  82.00 100.00
Aeos =0 92.73 - -
Asup =0 96.36 - -
Aorig =0 97.58 - -
Actean = 0 - 86.33 -

early. The observed difference therefore quantifies the complete
proxy-search procedure, including its additional location evalua-
tions, rather than an isolated placement effect at identical gradient
cost.

6.4 Ablation Studies

The ablations expose task-dependent contributions (Table 4).
Removing target-embedding alignment reduced CLIP ASR by
2.42 points, from 95.15% to 92.73%. Removing TV reduced CLIP by
only 0.60 points but reduced BLIP-2 by 4.00 points, while LLaVA-
1.5 remained saturated. In contrast, removing rival suppression or
clean-class suppression increased CLIP ASR to 96.36% and 97.58%,
and disabling BLIP-2 clean-output suppression changed ASR from
86.00% to 86.33%. These results do not support claiming that every
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Figure 4: Targeted ASR as a function of realized patch area
for the representative classification, conditional-generation,
and binary-VQA variants.

loss term improves success; under the current target and bench-
mark, some terms appear redundant for ASR but may affect other
properties, such as optimization dynamics or patch smoothness.

6.5 Patch-Area Sensitivity

Increasing patch area had the clearest effect on BLIP-2 (Table 4;
Figure 4). Moving from approximately 3% to 5% and 7% raised its
ASR from 76.67% to 86.00% and 89.67%. CLIP rose more gradually,
from 92.73% to 95.15% and 96.97%. The corresponding realized
fixed-resolution ratios were 3.03%, 4.98%, and 6.94% for 224 X 224
inputs, and 2.98%, 4.98%, and 7.01% for 336 X 336 inputs. LLaVA-
1.5 remained at 100% throughout, so these data identify a ceiling
effect rather than area invariance. Because no perceptual study or
thermal-sensor measurement was archived, patch area is treated as
a budget variable and not as a direct measure of visual stealth.

6.6 Robustness Checks and Failure Cases

Failure rates differed across families: BLIP-2 failed on 42 of 300 valid
samples, InstructBLIP on 38, BLIP-2-ViT-L on 11, MetaCLIP on 15
of 173, and EVA-CLIP on 13 of 180. These counts caution against
generalizing perfect OpenCLIP and LLaVA results to all IR-VLMs.
Because aggregate summaries lack per-sample traces, we report
failures without assigning semantic or spatial causes; clean-valid
denominators also differ across classification, captioning, and VQA.

6.7 Cross-Task Interpretation and Boundary
Analysis

The three task families differ in output freedom. Classification has
a closed vocabulary but requires both a top-1 flip and a positive
target margin; clean-valid denominators (132-180) reflect clean
recognition variation, not attack budget. Within those filtered sets,
all four classifiers exceed 91% targeted ASR. A relatively low clean-
valid count with high conditional ASR shows that the patch is
effective once a sample enters the evaluation set, not that it repairs
clean recognition errors.
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Generation has the most semantic freedom yet uses the strictest
clean- conditioned lexical event. BLIP-2, BLIP-2-ViT-L, and Instruct-
BLIP span 86.00%—-96.33%, while OpenFlamingo reaches 283/299 af-
ter excluding one clean target hit. Values are based on free-running
decoding, not only teacher-forced loss; the lexical parser remains
the operational criterion.

Binary VQA restricts outputs to unambiguous “yes” or “no”.
Both LLaVA variants reach 100% on clean-valid sets, demonstrat-
ing reliable no-to-yes transitions under the strict prompt but not
open-ended transfer. The contrast between perfect VQA and lower
captioning ASR illustrates why one class-flip metric would be in-
sufficient for cross-task robustness.

The placement control separates semantic optimization from
location selection. Unoptimized grayscale controls produce no tar-
get hits, so success requires learned patch values rather than an
equal-area occluder alone. Optimized random placement is already
effective, but proxy search adds 6.67 and 10.33 percentage points on
CLIP and BLIP-2. The gain is nearly absent on saturated LLaVA-1.5.
With at most 300 versus 5 X 10 + 290 = 340 updates, this supports
the complete procedure, not a compute-matched location estimate.

The ablations provide a complementary explanation. Target-
embedding alignment is the only removed CLIP term that clearly
lowers ASR, whereas rival and clean- class suppression are redun-
dant for this target and sample pool. TV regulariza- tion matters
more for BLIP-2 than CLIP. Area sensitivity follows the same pat-
tern: BLIP-2 gains most from increasing the patch, CLIP changes
more gradually, and LLaVA remains saturated from approximately
3% to 7%—architecture- dependent trends, not evidence that larger
patches are universally more effective or visually stealthy.

Together, the results support a bounded claim. Under one syn-
thetic Diff V2IR distribution, one target semantic, a white-box digital
threat model, and the reported clean-conditioned parsers, localized
grayscale injection is effective across heterogeneous IR-VLM out-
puts. The same evidence does not establish physical realizability,
black-box transfer, universal patches, or robustness to sensor noise.
Those distinctions govern interpretation of the high ASR values
and motivate the limitations that follow.

The clean-conditioned denominator also shapes cross-model
comparison. CLIP clean-valid counts range from 132 to 180 be-
cause directory-label and top-1 agreement is required; captioning
retains almost all 300 images, except one clean target hit in Open-
Flamingo, whereas VQA retains only images whose clean answer
is an unambiguous “no”. Consequently, targeted ASR is a condi-
tional vulnerability measure rather than an end-to-end deployment
probability; reporting Ny,jiq keeps comparisons auditable.

Parser design separates optimization from success. Classifica-
tion success is checked from the decoded top-1 label and margin;
generation is checked from normalized free-running text; and VQA
rejects outputs containing both “yes” and “no”. Teacher-forced tar-
get likelihood guides BLIP-family updates, but it cannot by itself
establish that the target phrase was generated. The qualitative pan-
els illustrate the same discrete events counted in Table 1.

Finally, baseline and ablation evidence are controlled compar-
isons under the same victim checkpoint, target, processor, valid
set, and area budget. Structured baselines remain derivative-free,
while InfraPatch uses gradients and can evaluate several proxy
locations. This design isolates whether detector-era geometries
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transfer to a semantic target, not optimizer query cost. Each ab-
lation row changes one term at a time; the resulting differences
support mechanism-level discussion, but they should not be read
as universal rankings of attack algorithms outside this protocol.

7 Limitations, Responsible Use, and Conclusion

7.1 Limitations

The study is bounded to white-box, per-instance digital attacks
on one synthetic Diff V2IR-translated COCO set and one target se-
mantic. It does not establish universal or black-box transfer, sensor
robustness, or physical realizability; images are not re-imaged after
printing or sensor noise. The structured baseline comparison cov-
ers one model per task and is neither query nor compute matched.
The 300-image, 30-category set does not measure target or long-
tail variation, and the shared adaptation recipe cannot separate
pre-training from LoRA-induced vulnerability.

7.2 Responsible Use

InfraPatch is intended for authorized digital robustness evaluation
of infrared multimodal systems, not covert physical deployment. Ar-
tifact release should include provenance, fixed parsers, model cards,
and mitigations such as patch-aware augmentation and output-
consistency checks; safety-critical tests should be isolated and au-
thorized.

7.3 Conclusion

This paper introduced InfraPatch, a proxy-guided digital grayscale
patch attack for infrared-adapted vision-language models with het-
erogeneous output formats. Under a clean-conditioned protocol,
the attack reached 86.00%-100% targeted ASR across ten infrared-
adapted variants, and proxy location search improved CLIP and
BLIP-2 over optimized random placement. The area and objective
ablations showed that vulnerability and component utility vary
by architecture, while LLaVA exhibited a pronounced ceiling ef-
fect. Within its synthetic, digital, white-box scope, the adapted
AdvIB, AdvIC, and HCB attacks achieved only 1.33%-14.69% ASR
on the three representative tasks. This indicates that, under the
implemented budgets, detector-era infrared block, curve, and grid
structures transfer only weakly to targeted IR-VLM semantics, while
localized target-semantic injection remains an IR-VLM robustness
concern.
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A Additional Implementation Details

Table 5: Prompts, target semantics, and supplementary attack

settings.
Setting Value
Default target “giraffe”

BLIP-family prompt
OpenFlamingo prompt
LLaVA prompt

Generation target phrase
VQA target sequence
Patch size (2242 / 336%)
Continuation LR schedule
TV coefficient
Continuation optimizer
Decode cadence

Software stack

“Describe the image”

“What is in the image?”

“Is there a giraffe in the image? Answer only
yes or no”

“a giraffe”

“Yes”

50%50 / 75X75

cosine annealing to 5% of initial rate

1073

new Adam (no proxy-state carry-over)
BLIP/OpenFlamingo: every 100 updates;
LLaVA: every 50

PyTorch 2.0.1+cul17, CUDA 11.7, Trans-
formers 4.46.3

Hu et al.

B Adapted Structured Infrared Baseline Details

The AdvIB adaptation uses seven rotatable square cold blocks at
grayscale 0. The block side is derived from 0.05HW /7, and dif-
ferential evolution searches the 21 normalized position-and-angle
parameters with population 100, ten generations, mutation factor
0.5, crossover probability 0.6, seed 42, and early stopping, for at
most 1,100 fitness evaluations. AdvIC-Adapted renders two black
quadratic Bézier curves specified by 12 normalized control-point
parameters. Stroke width is set from their rasterized length and
the nominal 5% pixel budget; PSO uses 50 particles, ten iterations,
seed 42, inertia 0.9, and cognitive/social coefficients 1.6/1.4, for at
most 500 evaluations. The instance-level HCB adaptation shares
one thresholded 3 X 3 binary state matrix across four optimized
placements. Active cells use grayscale 0.2, their size is derived from
the nominal budget, and PSO uses 100 particles and three iterations
with the same seed and coefficients, for at most 300 evaluations.

The derivative-free optimizers minimize continuous task fitness
while final ASR uses the same discrete success rules as InfraPatch
(Section 3); continuous fitness definitions are provided in the re-
leased code. All coordinates lie on the legal preprocessed canvas.
Overlap or clipping can make realized union area smaller than
the nominal budget. Each run retains the best fitness, parameters,
realized mask, query count, decoded output, and success status,
including failures.
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