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Abstract—This work presents a decentralized, spoofing-aware
trajectory planning framework for small unmanned aerial sys-
tems operating under Remote Identification (RID) location spoof-
ing attacks. Existing planners typically assume RID broadcasts
are trustworthy, which can increase the risk of loss of separation
and mid-air collisions when spoofing occurs. In contrast, the
proposed approach explicitly treats RID information as unverified
and incorporates physical-layer observations to assess broadcast
credibility. Received signal-strength measurements from neigh-
boring aircraft are used to detect spoofing and probabilistically
localize a spoofing agent. The resulting uncertainty is converted
into a risk-bounded unsafe region using a chance-constrained
formulation and integrated into a per-agent Markov decision
process–based planner. This enables real-time, decentralized colli-
sion avoidance while preserving mission objectives and scalability.
Simulation results in a multi-aircraft package delivery scenario
demonstrate reduced near mid-air collision events compared
to planners that assume truthful RID data, while maintaining
computational efficiency suitable for real-time execution. [Code]1

I. INTRODUCTION

Small Unmanned Aerial Systems (sUAS) are increasingly
deployed in a wide range of civilian and commercial applica-
tions, including surveillance, precision agriculture, and pack-
age delivery. The safe and scalable integration of these aircraft
into shared low-altitude airspace relies on the use of Re-
mote Identification (RID), a Federal Aviation Administration-
mandated broadcast-based communication protocol that trans-
mits aircraft state information, such as position, velocity, and
identification, using unencrypted and unauthenticated wire-
less messages. While RID improves situational awareness,
accountability, and scalability of sUAS operations, its lack
of built-in security mechanisms exposes these operations to
significant cyber vulnerabilities [1].

Because RID is a relatively recent regulatory requirement,
research specifically addressing RID spoofing is limited.
However, a broader body of literature has investigated the
problem of verifying the true location of an aircraft from
signal observations to detect inconsistencies between claimed
and physical positions. Among these, [1] and [2] provide a
comprehensive overview of RID spoofing attacks and defense
strategies. However, the proposed countermeasures are mostly
authentication-based, which violates the plain text broadcast
assumption of RID. [3] uses multilateration with synchronized

1https://github.com/brycethebjorkman/uli-net-sim/tree/
spoofing-aware-trajectory-planning
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Fig. 1: Spoofing-aware trajectory planning framework.

receivers to estimate transmitter location and compare it with
broadcast claims. However, the approach requires dense, time-
synchronized ground receivers. [4] analyzes temporal consis-
tency of broadcast messages to detect anomalous trajectories
with a goal of validating reported trajectories over time, but
their method assumes that broadcast data is mostly trustwor-
thy. [5] studies RID spoofing detection using Received Sig-
nal Strength Indicator (RSSI) inconsistencies and geometric
constraints. Similarly, [6] leveraged receiver motion-induced
Doppler shifts to detect GNSS spoofing attacks, while [7]
proposed data-driven methods for spoofing detection. How-
ever, these studies focus only on detection and do not address
the problem of dynamically estimating the true location of
the spoofer. In this work, we adopted a state estimator-
based approach, combined with range-based multilateration, to
estimate the true location of the spoofer aircraft, as illustrated
in Fig. 1.

On the other hand, there is a rich body of literature for multi-
agent trajectory planning methods. Decentralized methods,
where each aircraft resolves conflicts locally, are generally
preferred over centralized planners due to their robustness and
scalability. Among these, [8] formulates a chance-constrained
trajectory planning problem that converts uncertainty into
risk-bounded unsafe regions and enforces probabilistic safety
guarantees. [9] proposes an MDP-based trajectory planning
framework that enables scalable real-time decision-making
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by balancing safety and goal progress. [10] introduces the
velocity obstacle framework for collision avoidance in dy-
namic environments by predicting future conflicts based on
relative motion. [11] extends this idea to reciprocal collision
avoidance, where agents cooperatively adjust their velocities to
avoid collisions. [12] proposes conflict-based search for multi-
agent trajectory planning, which resolves collisions through
hierarchical constraint refinement. However, it is primarily de-
signed for discrete environments and assumes full knowledge
of agent states. Similarly, [13] presented a reinforcement learn-
ing approach combined with robust optimization to achieve
probabilistic safety guarantees under uncertainty. Further, [14]
has shown that a distributed model predictive control approach
can achieve high scalability in handling multi-agent collision
avoidance. All of these trajectory planners rely on accurate
knowledge of neighboring agent states and do not consider
adversarially falsified RID broadcasts.

The key contribution of this work is enabling safe trajec-
tory planning in the context where RID broadcasts are not
inherently trustworthy due to location spoofing attacks. We
proposed a framework that estimates the true location of an
aircraft using physical-layer observations and generates safe
trajectories for all aircraft in the environment. The proposed
framework consists of three tightly coupled components: (i)
spoofing detection, (ii) spoofer localization and unsafe area
determination under uncertainty, and (iii) risk-aware trajectory
planning. The aircraft are only expected to coordinate in
spoofing detection and localization with a ground control
station, which computes spoofer state estimates and broadcasts
the unsafe regions to avoid, while agents maintain independent
trajectory planning and execution, eliminating the need for a
centralized planner.

The remainder of this paper is organized as follows. Section
II provides a brief discussion of the necessary background
material related to RID broadcasts. Section III presents the
problem formulation and provides an overview of our ap-
proach. In Section IV, we describe how the spoofing detection
and localization scheme works. We then discuss how the risk-
domain region is constructed and how the safe trajectories are
computed in Section V. Section VI explains the simulation
architecture. Finally, Section VII presents the implemented
drone package delivery scenario and evaluates safety and
computational runtime performance. The paper concludes with
Section VIII.

II. BACKGROUND

In this section, we outline the background material related
to RID broadcasts, which are the central focus of this study.

A. Remote ID

The Federal Aviation Administration (FAA) requires un-
manned aircraft operating in U.S. airspace to periodically
broadcast Remote Identification (RID) messages. These broad-
casts provide situational awareness information to nearby
observers and airspace management systems. A standard Re-

mote ID–enabled aircraft must transmit the following message
elements [15]:

1) Aircraft identity, consisting of either:
a) A manufacturer-assigned serial number, or
b) A session ID.

2) Latitude and longitude of the control station.
3) Geometric altitude of the control station.
4) Latitude and longitude of the unmanned aircraft.
5) Geometric altitude of the unmanned aircraft.
6) Velocity of the unmanned aircraft.
7) A time mark corresponding to the Coordinated

Universal Time (UTC) of the position measure-
ment.

8) Emergency status of the unmanned aircraft.

Many small unmanned aircraft systems (sUAS) lack on-
board sensing capable of reliably detecting nearby aircraft.
Consequently, RID information can be used to support col-
lision avoidance and situational awareness. However, RID is
susceptible to spoofing attacks in which a malicious transmitter
broadcasts false state information. Such attacks can lead to
loss of separation and reduced operational safety, potentially
compromising mission integrity.

III. PROBLEM FORMULATION

A. Problem Description

We consider an unstructured urban airspace in which a de-
centralized, homogeneous fleet of multirotor aircraft operates
in a free-flight manner across a city-scale environment. Each
aircraft is tasked with delivering a package from an initial
warehouse location to a designated delivery site. In addition,
we model a spoofing aircraft with a trajectory that is not known
a priori and that broadcasts a falsified RID position. The
objective of this study is to estimate the true location of this
aircraft and generate safe trajectories for the benign aircraft in
the environment. These trajectories enable the benign aircraft
to avoid collision with the spoofer aircraft and reach their
destinations safely.

B. Aircraft Model

Each aircraft evolves in discrete time according to

ζt+1 = f(ζt,ut), (1)

where ζt ∈ X ⊂ Rn denotes the aircraft state at time step
t ∈ Z+, and ut ∈ U ⊂ Rm is the control input at time step t,
with U being the action set containing all the control action
combinations for an aircraft. The state ζt consists of position,
velocity, attitude, and angular rates. The control input is given
by the total thrust and body torques, ut = (Tt, τϕt

, τθt
, τψt

).
The function f is obtained by discretizing a continuous-
time six-degrees-of-freedom (6-DoF) dynamic model of an
octorotor [16]. The underlying continuous-time dynamics is
given by



ζ̇ =



ẍ = (sθ cψ cϕ+ sϕ sψ) T
mt

,

ÿ = (sθ sψ cϕ− sϕ cψ) T
mt

,

z̈ = −g + cϕ cθ
T

mt
,

ϕ̇ = p+ q sϕ tθ + r cϕ tθ,

θ̇ = q cϕ− r sϕ,

ψ̇ = q
sϕ
cθ

+ r
cϕ
cθ
,

ṗ = Iyy − Izz
Ixx

qr + l

Ixx
τϕ,

q̇ = Izz − Ixx
Iyy

pr + l

Iyy
τθ,

ṙ = Ixx − Iyy
Izz

pq + l

Izz
τψ,

(2)

where s, c, and t represent sin, cos, and tan functions,
respectively. The thrust T is selected from nine logarithmi-
cally spaced values between 50 and 500 N, and each torque
component is selected from seven uniformly spaced values
between −150 and 150 Nm.

Assumption 1 (Communication and sensing model). All
agents are RID-enabled and periodically broadcast state infor-
mation at a fixed transmit power. The aircraft ID information
in the RID messages are assumed to be authentic.

Assumption 2 (Aircraft behavior and system model). All
agents are cooperative and share identical multirotor dynamics,
except for a single adversarial aircraft performing a spoofing
attack, whose dynamics remain unknown to the cooperative
agents. Unless spoofing is detected, RID-reported states are
treated as reliable by neighboring agents.

IV. SPOOFING DETECTION AND LOCALIZATION

A. Spoofer Detection

Because RID messages are not inherently trustworthy, addi-
tional observations are often used to assess their consistency.
In this paper, we use physical-layer measurements, such as
the received signal strength indicator (RSSI), to provide an
independent source of information about the transmitter’s
location. These measurements can be used to infer an estimate
of the transmitter position, which is then compared with
the position reported in the RID message. The discrepancy
between the inferred and reported states serves as a way to
verify the truthfulness of the broadcast message. We refer to
this process as RID spoofing detection.

In this work, we adopt a spoofing detection scheme from [5].
Here, we provide a brief summary of how the approach works.
The method uses a Kalman filter to monitor the consistency
between predicted and observed measurements through the
innovation sequence. If a significant deviation, quantified by
the Normalized Innovation Squared (NIS), is observed, then
there is a mismatch between the physical-layer observation
and the expected location of the transmitter. Thus, spoofing is
detected.

B. Spoofer Localization

Once spoofing is detected, a key step in the safe trajectory
planning process is dynamically estimating the true location
of the malicious aircraft. We refer to this process as spoofer
localization. We formulate the spoofer localization problem
as a state estimation problem, where an interacting multiple
model uses different motion hypotheses for the spoofer in
the prediction step, and the position of the spoofer computed
from a range-based multilateration approach is used in the
correction step. In this subsection, we discuss how each
component is formulated and implemented.

1) Interacting Multiple Model: A key challenge in estimat-
ing the true location of the spoofer is the lack of knowledge of
the spoofer aircraft dynamics and its intended maneuver. To
address this challenge, we adopt a Bayesian filtering method
known as the IMM filter [17]. The intuition behind the IMM
filter is to use multiple filters in parallel to track the target,
each with a different motion hypothesis. The final estimate is
computed by assigning different weights to each estimate.

In this study, we adopt constant velocity (CV) and constant
acceleration (CA) motion hypotheses for the spoofer. The
system and measurement models of these hypotheses have a
general structure of the form

{
x(m)
t+1 = F(m)x(m)

t + w(m)
t , w(m)

t ∼ N (0,Q(m)),
zt = H(m)x(m)

t + vt, vt ∼ N (0,R).
(3)

where m ∈ {CV, CA}, F and H are the system and
measurement models, and w and v denote the process and
measurement noises, with Q and R being the corresponding
process and measurement noise covariances.

We now describe how the system and measurement models
for the general structure described in (3) are defined for both
CV and CA motion hypotheses.

a) Constant Velocity (CV) Model: The equation of mo-
tion for the CV model is defined as a linear prediction of
the spoofer’s state from a previous time step to the time
of the measurements, where the state vector is composed of
the linear position and velocity components. The system and
measurement models for the CV model are given as:

FCV =
[
I3 ∆t I3
0 I3

]
, HCV = [I3 03×3]. (4)

b) Constant Acceleration (CA) Model: The equation of
motion for the CA model is defined as a linear prediction of
the spoofer’s state from a previous time step to the time of the
measurements, where the state vector is composed of the linear
position, velocity, and acceleration components. The system
and measurement models for the CA model are given as:

FCA =

I3 ∆t I3
1
2 ∆t2 I3

0 I3 ∆t I3
0 0 I3

 , HCA = [I3 03×6]. (5)

At each time step, the two filters (i.e., those based on
CV and CA motion hypotheses) execute the standard Kalman



filter predict–update cycle and provide the state estimate x̂(m)
t ,

covariance P(m)
t , and model probability µ(m)

t (computed from
the innovation likelihood). The fused estimate is then obtained
by combining the outputs of these two filters as

x̂t =
∑
m

µ
(m)
t x̂(m)

t , (6)

Pt =
∑
m

µ
(m)
t

(
P(m)
t + (x̂(m)

t − x̂t)(x̂(m)
t − x̂t)⊤

)
. (7)

These fused position estimate and covariance values are used
as the spoofer position estimate for downstream planning.

A key parameter in the IMM filter that defines the proba-
bility that the spoofer switches from one motion hypothesis
to another is the state transition matrix. The specific state
transition matrix and all other IMM filter related parameters
used in this paper are presented in Table IV.

2) Multilateration: The measurement used for the update
stage of the IMM filter (zt) is obtained via a process known
as federated multilateration. In this approach, the position
of the spoofer is determined when at least four receivers
are available (three positional unknowns and transmission
power). The multilateration procedure depends on computing
the range estimates inferred from a free-space path loss model
of wireless signal propagation [18]:

Pr(d) = Pt − 20 log10(d) − 20 log10(f̂) − 32.44 (8)

where d denotes the transmitter-receiver distance and f̂ de-
notes transmission frequency. In addition, Pr and Pt denote
received and transmission powers, respectively. In this study,
we assume the RID messages are transmitted at 2.4 GHz.
When at least four receivers observe a transmission, the
GCS performs multilateration by jointly estimating transmitter
position in 3D space (x ∈ R3) and transmit power Pt via
nonlinear least squares,

min
x, Pt

∑
i

(Pri − (Pt − 20 log10 ∥x − ri∥ − 40.04))2
, (9)

where ri are the known positions of the receiving agents. The
above optimization problem is solved using a non-linear least-
squares solver based on the Trust Region Reflective (TRF)
algorithm, as implemented in SciPy [19]. Because the cost
function is non-convex due to the nonlinear dependence of
the received power on the logarithm of the Euclidean distance
∥x − ri∥, the optimization may admit multiple local minima,
and solution quality depends on initialization. Consequently,
we initialized the solver from the current estimate or the
centroid of receiver positions.

V. RISK-AWARE TRAJECTORY PLANNING

In this section, we discuss the last component of the
proposed framework that generates the safe trajectories.

A. Chance-Constrained Unsafe Region

After obtaining a probabilistic estimate of the spoofer
location, we convert it into a deterministic unsafe region using
a chance-constrained formulation. The following definition
adopts the formulation in [8].

Definition 1 (Chance-constrained unsafe region). Let x̂t ∈ R3

and Pt ∈ R3×3 denote the mean and covariance of the spoofer
location estimate obtained from the IMM filter at time step t.
Let xt ∈ R3 denote the position of the aircraft.

For a given risk level α ∈ (0, 1), the chance-constrained
safe set is defined as

(xt − x̂t)⊤P−1
t (xt − x̂t) > F−1

χ2
3

(1 − α), (10)

and the corresponding unsafe region is given by the comple-
ment of this set.

The threshold F−1
χ2

3
(1 − α) denotes the inverse cumula-

tive distribution function of a chi-squared random variable
with three degrees of freedom, corresponding to the three-
dimensional uncertainty in the spoofer location estimate. Sat-
isfaction of (10) ensures that the probability of the aircraft
entering the unsafe region does not exceed α, i.e.,

Pr
(

(xt − x̂t)⊤P−1
t (xt − x̂t) ≤ F−1

χ2
3

(1 − α)
)

≤ α, (11)

which implies that xt lies outside the risk domain with
confidence 1 − α.

Geometrically, the inequality defines an ellipsoidal unsafe
region centered at x̂t, whose size is determined by the spoofer
location uncertainty Pt and the risk parameter α. A well-
conditioned covariance matrix, corresponding to favorable
observer geometry, results in a compact and nearly isotropic
ellipsoid. In contrast, poor geometries (e.g., near-coplanar
observer configurations) lead to ill-conditioned covariance
matrices, producing elongated ellipsoids that reflect increased
uncertainty along certain directions.

B. Trajectory Planner

The trajectory planner implemented in this paper, introduced
in [9], formulates the decision-making problem as a Markov
decision process (MDP). A significant update to the current
planner, compared to [9], is the use of chance-constrained
formulation presented in Section V-A for collision avoidance
with the true location of the spoofer aircraft.

The state transition function and the action set used in the
MDP formulation are the aircraft model and the control actions
presented in Section III-B. Therefore, in this section, we focus
on how the reward function is designed.

1) Reward Function: The reward function is the primary
mechanism for controlling the behavior of an MDP agent. In
this work, we utilize both positive and negative rewards, as
presented in Table I, to guide the aircraft to their destination
while avoiding potential collisions with the spoofer aircraft and
other nearby benign aircraft. As shown in Table I, the positive
rewards are placed at the assigned destinations, and the nega-
tive rewards are assigned within the chance-constrained unsafe
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TABLE I: Reward Function for Each Aircraft

Component Reward Region Decay

Goal attraction 200 Goal state 0.999
Collision (benign) −(100t + 500) dij ≤ dsafe 0.97
Collision (spoofer) −1000 xt ∈ Xunsafe(α) 0.97

region of the spoofer aircraft. In addition, to prevent benign-
to-benign aircraft collision, we placed a negative reward in
the vicinity of nearby benign aircraft whenever the safe inter-
aircraft distance threshold (dij ≤ dsafe) is violated.

At each planning update, an aircraft generates a set of
possible future states using its dynamic model and action set in
a receding horizon manner. It then computes the value of each
projected future state using the positive and negative rewards
defined in Section I. Finally, it selects the control action from
the action set that maximizes the total reward.

VI. SYSTEM ARCHITECTURE

The proposed spoofing-aware trajectory planning framework
is implemented in the OMNeT++ simulator. OMNeT++ is a
discrete-event simulator [20] with the INET Framework [21]
that simulates physical-layer signal propagation while ac-
counting for factors that affect signal propagation, including
distance, transmission power, and environmental conditions.
However, multipath effects, channel throughput, and packet
loss are not modeled in this work and are left for future
investigation.

To facilitate the simulation, all parameters relevant to signal
propagation, including the path loss model and the aircraft
model, are implemented in OMNeT++ using the C++ pro-
gramming language. Meanwhile, the risk-aware MDP-based
trajectory planner is implemented in Python and re-plans the
trajectories of each aircraft every 0.5 s. To avoid coupling
downstream behavior to variable detector trigger times, we
use a forced spoofing alert for the designated serial number of
the adversarial aircraft at 5 s. As discussed in [5], open-loop
detector timing depends strongly on scenario geometry; fixing
the alert time isolates subsequent localization and planning
effects for the experiments reported here.

Each aircraft transmits RID beacons at 1 Hz, and RSSI
observations are forwarded to the GCS for spoofing detection

and localization. The GCS executes periodic updates every
0.25 s and propagates a per-spoofer IMM state estimate at each
decision-making step. The chance-constrained formulation is
then used to convert the probabilistic estimate of the spoofer
location into a deterministic unsafe region. The resulting
unsafe-region parameters are broadcast to the aircraft and
incorporated into onboard planning through reward functions
designed to avoid unsafe areas. A schematic diagram depicting
the system architecture is shown in Fig. 2.

VII. RESULTS AND DISCUSSION

A. Scenario Description

We evaluate the proposed spoofing-aware trajectory plan-
ning framework in a drone package-delivery operation with
multiple benign drones and one active spoofer. The operation
is implemented within a 1 km × 1 km urban environment
modeled after the FAA UTM framework for low-altitude
airspace integration [22]. In this setting, there are three depot
locations, which serve as hubs where drones are stationed for
charging, maintenance, and package loading. A single scenario
in this operation includes a varying number of traffic densities
for the benign aircraft (4, 8, 12, 16), starting at the hubs and
crossing the airspace to delivery sites. In addition, in each
scenario, there is a single spoofer aircraft whose dynamic
model and intended trajectory are unknown. In this scenario,
the spoofer follows a straight-line trajectory to its goal while
broadcasting a constant position offset from its true state in
its RID messages and performing no collision avoidance.

To better evaluate the efficacy of the proposed framework,
we use a trajectory planner that assumes all RID broadcast
messages are truthful as a baseline. For each scenario, we
run 30 experiments with matched seeds for the two planners2.
These 30 runs enable us to statistically isolate the effects of
randomness arising from communication (e.g., communication
timing and radio frequency (RF) signal noise) and scenario-
specific variabilities (e.g., random assignments of delivery
destinations).

B. Metrics

The goal of this study is to develop a multi-agent trajectory
planning framework that enables safe movement of aircraft

2A sample video of the simulation for 8 aircraft can be found here:
https://youtu.be/LTTAv5DEp5U
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in the presence of location spoofing attacks. To that end,
the framework is expected (i) to effectively identify the true
location of the spoofer and track it throughout the entire
duration of the operation, (ii) to perform risk-aware trajectory
planning for each aircraft with a user-defined risk threshold,
and (iii) to achieve this in a scalable manner. As such, we use
the following metrics to evaluate the proposed framework and
compare its performance with a baseline trajectory planner:

• Localization containment rate (LCR): indicates the
fraction of time the true spoofer position is contained
within the estimated chance-constrained ellipsoid. This
is the primary performance indicator for the spoofer
localization component of the framework.

• Near mid-air collisions (NMACs): indicates events
where separation is below 50 m. This threshold is chosen
based on a maximum aircraft speed of 8 m/s and a
minimum separation time of 3 seconds for two aircraft
heading towards each other. We report three variants
of NMAC: (i) benign–benign pairwise proximity, (ii)
benign–true-spoofer proximity, and (iii) benign entry
into the spoofing unsafe (chance-constrained) ellipsoid.

• Computational cost: the time taken by the framework
to complete a flight mission for all aircraft involved.

C. Results and Discussion

1) Safety: We evaluated our proposed framework across
different traffic levels, and in the presence of a single spoofer.
The NMAC results are provided in Table II. From the re-
sults, it can be seen that our approach showed substantial
NMAC performance improvement compared to the baseline.
Specifically, the total NMAC means were lower under our
approach for every scenario. In addition, the strongest safety
improvement appears in the benign–spoofer interaction met-
ric. In the moderate- and high-density cases, our proposed
approach substantially suppresses close encounters with the
malicious aircraft.

This traffic density-dependent widening of the performance
gap observed between our approach and the baseline indicates
that risk-aware avoidance is most beneficial precisely when
interaction pressure is highest. The 4-agent case remains a
low-event regime (near-zero benign–spoofer NMACs in both
planners due to sparse geometry), suggesting that the principal
advantage of our approach emerges as traffic and encounter
opportunities increase.

2) Localization Containment: Localization quality, mea-
sured by the spoofer containment rate, improved with observer
density, as presented in Table II. This trend is consistent with
improved RSSI observer geometry as more benign agents
contribute measurements. This phenomenon is also supported
by the accuracy of the localization scheme, assessed through
root mean squared error (RMSE) and mean absolute error
(MAE) values with respect to the ground truth. These results
indicate that position error improves with density and that the
largest geometric and observability limitations occur in the
minimum-observer case. The results are consistent with the
previous observation, i.e., the more the number of aircraft in
the environment, the better the localization accuracy.

Furthermore, the maximum unsafe-ellipsoid radius remains
relatively stable across scenarios, with a modest increase
in size as the number of aircraft increases. Together, these
results suggest that while four observers satisfy the minimum
requirement for RSSI NLLS multilateration, this configuration
is underconstrained in practice and yields high-variance local-
ization; hence, adding observers substantially improves both
localization accuracy and containment reliability.

Finally, in Fig. 3, we report the progression of these safety
and spoofer localization performance metrics over time for 16
aircraft to better illustrate the performance of the proposed
framework. As shown in the figure, the minimum distance
to the spoofer remains above the NMAC threshold for the
proposed framework. In contrast, the baseline trajectory plan-
ner incurs significant safety violations once the environment
becomes crowded. In addition, the containment rate and the lo-



TABLE II: Safety and spoofer-localization metrics across different traffic densities

Metric 4 Agents 8 Agents 12 Agents 16 Agents

Safety Metrics (SA)
Total NMACs 0.300 ± 0.466 1.733 ± 1.230 4.067 ± 2.545 7.000 ± 3.311
Benign–Benign 0.267 ± 0.450 1.633 ± 1.273 3.700 ± 2.409 6.767 ± 3.245
Benign–Spoofer 0.033 ± 0.183 0.100 ± 0.305 0.367 ± 0.556 0.233 ± 0.568
Unsafe violations 2.700 ± 3.669 0.933 ± 1.230 1.533 ± 2.177 3.033 ± 2.965

Safety Metrics (RID)
Total NMACs 0.267 ± 0.450 1.933 ± 1.507 4.933 ± 1.929 8.967 ± 3.264
Benign–Benign 0.267 ± 0.450 1.200 ± 1.064 3.533 ± 1.655 6.767 ± 2.967
Benign–Spoofer 0.000 ± 0.000 0.733 ± 0.691 1.400 ± 0.814 2.200 ± 0.805
Unsafe violations – – – –

Localization Metrics (SA only)
Containment rate 0.478 ± 0.259 0.804 ± 0.186 0.894 ± 0.109 0.839 ± 0.106
RMSE (m) 334.394 ± 434.679 71.953 ± 32.075 57.274 ± 22.065 63.649 ± 15.694
MAE (m) 239.724 ± 308.027 61.286 ± 26.111 48.596 ± 16.370 51.190 ± 11.357
Ellipsoid radius (m) 81.687 ± 6.848 87.534 ± 2.338 87.334 ± 2.075 87.885 ± 1.184

TABLE III: Computation time (sec)

Total wall-clock GCS compute

Agents SA Trust-RID SA Trust-RID

4 40.07 ± 3.70 31.53 ± 4.61 5.42 ± 0.68 0.14 ± 0.02
8 83.60 ± 21.94 82.57 ± 14.72 4.66 ± 0.33 0.36 ± 0.06
12 188.40 ± 48.08 153.70 ± 27.35 6.27 ± 0.92 0.58 ± 0.12
16 221.77 ± 39.36 108.23 ± 13.56 7.24 ± 1.11 0.39 ± 0.04

Total wall-clock is the full single-process simulation time over 120 s of
flight; GCS compute isolates the spoofing-aware detection, localization, and

chance-constrained processing.

calization performances indicate that the proposed framework
was able to consistently track the true location of the spoofer
over time.

3) Computational Cost: Simulations were conducted on a
dual-socket Intel Xeon Silver 4314 platform (2×16 cores, 64
logical CPUs at 2.4 GHz) with 64 GB of RAM. Runtime
statistics are reported in Table III. Computational cost was
evaluated by measuring wall-clock runtime for each scenario
while keeping the simulation horizon fixed at 120 simulated
seconds. We additionally report the GCS compute time, which
isolates the spoofing-aware processing (detection, localization,
and chance-constrained unsafe-region construction) from the
cost of the full simulation. This setup isolates how computa-
tional cost scales with problem size.

The results show that the proposed approach incurs addi-
tional overhead relative to the baseline due to the inclusion
of spoofing detection, localization, and risk-aware decision-
making within the planning loop. Nevertheless, the frame-
work exhibits near-linear scaling of runtime with respect
to the number of aircraft in the environment. Furthermore,
although absolute runtime increases with traffic density for
both planners, the relative overhead of the proposed approach
decreases at higher agent counts. The GCS compute time
remains small and nearly flat across densities (roughly 5–
7 s over 120 s of flight), indicating that the spoofing-aware

computation contributes little to the overall runtime.
Overall, the results indicate that the proposed spoofing-

aware trajectory planning improves safety under RID spoofing
while remaining practical for real-time use. Relative to the
baseline trajectory planner that assumes all RID messages
are truthful, our approach consistently lowers both total and
spoofing-specific NMACs and increases separation from the
malicious transmitter. Moreover, although four observers sat-
isfy the minimum requirement of the localization pipeline, this
case is often poorly conditioned geometrically, leading to large
localization errors and impacting safety.

D. Practical Considerations

1) Channel modeling fidelity: The physical-layer simula-
tion models distance-dependent attenuation through the free-
space path loss model in (8), but does not yet capture multipath
propagation, finite channel throughput, or packet loss. In urban
environments, reflections and shadowing introduce bias and
variance into RSSI measurements, which would increase the
range errors entering the multilateration in (9) and degrade
the localization accuracy reported in Table II. Packet loss can
also reduce the number of synchronized reports below the
four-receiver minimum, worsening the geometric condition-
ing already observed in the low-density cases. The chance-
constrained formulation mitigates this risk by inflating the
unsafe region in proportion to the estimate covariance, so
degraded measurements yield more conservative avoidance
regions rather than silent failures. Accounting for these effects
in the propagation and estimation models is therefore a natural
next step toward deployment.

2) Real-time feasibility: While the total wall-clock run-
times in Table III exceed the 120 s simulation horizon, they
measure the cost of the full discrete-event simulation, includ-
ing OMNeT++/INET event processing, dynamics integration,
GCS estimation, and the planners for all agents, executed
sequentially within a single process. They therefore reflect
simulation cost rather than the per-component latency that



governs real-time execution. The spoofing-aware computation
introduced in this work resides in the GCS; in the 16-agent
scenario it consumes only 7.24 ± 1.11 s over 120 s of flight,
which, at the 0.25 s update interval, corresponds to roughly
15 ms per update and is well within the GCS cycle time.
The remaining wall-clock time is dominated by the serialized
network and dynamics simulation and the per-agent planners,
which in deployment execute in parallel on separate onboard
computers rather than on a single host. The aggregate simu-
lation runtime therefore does not bound flight-time feasibility,
and the spoofing-aware additions operate comfortably in real
time.

3) Adaptive adversaries: The spoofer in our evaluation
follows a straight-line trajectory, but the localization pipeline
is not specialized to this case. The IMM filter runs constant-
velocity and constant-acceleration hypotheses with a model
transition matrix, so it is designed to track maneuvering,
nonlinear trajectories by reweighting and switching between
motion models as the target accelerates or turns; the straight-
line spoofer is thus a representative evaluation choice rather
than an assumption required by the method. Tracking a more
aggressively maneuvering adversary would, however, require
re-tuning the IMM parameters in Table IV, such as the process-
noise covariances and the model transition probabilities, to
match the expected maneuver dynamics. Beyond its own
motion, a strategic adversary could attempt to degrade observer
geometry, for example positioning itself so that the contribut-
ing receivers become near-coplanar, which ill-conditions the
covariance Pt and elongates the unsafe ellipsoid. We expect
the chance-constrained design to remain fail-safe under such
behavior, since poor geometry inflates Pt and enlarges the
avoided region, consistent with the ellipsoid radius trend in
Table II.

VIII. CONCLUSION

In this work, we present a spoofing-aware trajectory plan-
ning framework that enables safe movement of sUAS air-
craft in the presence of RID spoofing attacks. The frame-
work is comprised of three tightly interconnected compo-
nents: spoofing detection, spoofing localization, and risk-aware
trajectory planning. The results indicate that the proposed
method achieves substantial safety performance improvements
compared with a baseline trajectory planner that assumes all
RID broadcast messages are truthful. In addition, although the
proposed approach incurs additional computational overhead
compared to the baseline trajectory planner, it remain scalable
and able to support a high number of aircraft in the envi-
ronment. Future works include incorporating optimal observer
allocation and trajectory planning for efficient and accurate
spoofer localization. Furthermore, additional physical layer
properties, such as the Doppler shift and angle of arrival, will
be incorporated for better spoofer localization accuracy.
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APPENDIX

The parameters used in the IMM filter and aircraft dynamic
model are summarized in the following tables.

TABLE IV: IMM Filter Parameters

Parameter Value Description
∆t 0.25 s Time step
µ0 [0.45, 0.55] Initial model probabilities

Π
[

0.98 0.02
0.16 0.84

]
Model transition matrix

Q(CV) diag(2, 2, 2,
120, 120, 120)

CV process noise
(pos, vel)

Q(CA)
diag(4, 4, 4,
50, 50, 50,
20, 20, 20)

CA process noise
(pos, vel, acc)

R(CV) 400 I3 CV measurement noise
R(CA) 50 I3 CA measurement noise

TABLE V: Aircraft Model Parameters

Parameter Value Description
Ixx 0.2506 kg·m2 Moment of inertia about x-axis
Iyy 0.2506 kg·m2 Moment of inertia about y-axis
Izz 1.0024 kg·m2 Moment of inertia about z-axis
l 0.635 m Arm length
mt 12.66 kg Total mass of the aircraft
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