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Abstract
Security Operations Centers (SOCs) process large amounts
of tickets, most of which are low-interest events not worthy
of further investigation. The repetitive nature of this task
and similarity of the vast amounts of tickets make it a prime
candidate for generative AI-based automation. We created
and deployed an agentic AI companion utilizing large lan-
guage models through fieldwork within a SOC for over one
year. The design of the SOC AI companion was driven by
researchers’ participation and interactions within the SOC’s
daily work. SOC analysts were invited to use it during the
last four months of the fieldwork. We analyzed the analysts’
usage of the companion and found that in more than 90% of
the cases the companion’s outputs were reused by analysts
in the ticket’s closing report. Our results showed that when
designed “in the trenches” with the intended users, a SOC AI
companion can go beyond being yet another tool, but rather
a system that co-evolves with its human users as it traverses
through the various types of workloads. Analysts naturally
started to shape the AI companion’s behaviors to fit their par-
ticular needs. Our data show that the more human analysts
shape the AI companion’s behaviors, the more they become
comfortable trusting the output from the AI system, resulting
in improved productivity.

1 Introduction

A Security Operations Center (SOC) is responsible for moni-
toring an organization’s networks and systems for evidence of
compromise. Most of that responsibility is discharged through
alert triage. Detection systems produce alerts continuously,
and analysts work through them deciding whether an alert
indicates a genuine intrusion or a benign event that happens
to satisfy a detection rule. Most of the cases are benign [1];
however an analyst must still work through the alert to make
that determination which involves assembling context by nav-
igating through various tools and data sources. This process
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is monotonous and laborious, and it contributes to fatigue and
attrition among analysts [2, 3]. Generative AI, in particular
large language models (LLMs) is potentially suited to provide
automation that can alleviate this burden due to its capability
to reason through varied situations presented by data. In fact
analysts are already actively using LLMs as a chatbot assistant
when processing tickets [4–6]. A natural next step is to create
an agentic AI companion so it can take actions on analysts’ be-
half such as querying the various SOC tools and data sources
to establish context. While there have been multiple SOC tool
vendors [7–9] who claimed to have incorporated agentic AI
in their solutions, there is little documentation beyond market-
ing materials on how these AI SOC assistants operate. Those
commercial AI-enabled solutions are marketed as yet another
tool/service a SOC can purchase. However there are a number
of significant differences between an agentic AI system and
traditional SOC tools that would create significant hurdles for
agentic AI solution’s adoption by SOCs.

First and foremost, analysts must be able to trust an agen-
tic AI companion’s reasoning. It is well known that LLMs’
reasoning could be wrong. Ultimately a human analyst must
close a SOC ticket and bear the responsibility on the decisions
made, regardless of whether AI provided incorrect informa-
tion or not. Thus it is unlikely a SOC analyst will readily
accept an AI system’s output without verification. If the effort
spent on verification exceeds the effort of solving the ticket
manually it defeats the purpose of automation.

Second, if an agentic AI companion is programmed like yet
another tool for the SOC, like all tools it is bound to fall short
to fit some aspects of a specific SOC’s situation. This could
be peculiar data sources the SOC relies upon, the specific
business and risk environment where the SOC is monitoring,
subtle workflow differences dependent on organization struc-
ture, and so on. Traditional SOC solutions’ one-size-fits-all
approach is notorious for not providing the needed adapt-
ability and that is one main reason behind the difficulty of
automating the mundane SOC tasks that create burnout for an-
alysts [3]. An agentic AI assistant for SOC should allow users
to shape its behaviors so it can address the specific situation
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a SOC faces. Such an AI assistant would be a companion to
the SOC analysts that can co-evolve with the analysts and the
work environment as they change, as opposed to yet another
rigid, hard-to-modify tool.

In this paper we present a 14-month long fieldwork study of
a SOC located in an institution of higher education. Two PhD
student researchers became the SOC’s analysts and used the
research method of participant observation [10,11] to analyze
the work conducted by the SOC’s analysts. Throughout the
research we identified opportunities where agentic AI solu-
tions can help automate the mundane part of the workflow,
and created an AI companion to achieve that based on the
researchers’ first-hand understanding of the work themselves.
The SOC AI Companion is a ReAct-style LLM agent [12]
that can independently run an investigation on a SOC alert.
It runs on a locally deployed model, reads in each ticket and
follows the same workflow the analysts are asked to follow:
queries the SOC’s log sources, enriches indicators against in-
ternal and external services, and drafts a structured report for
the analyst to review. All evidence is presented in the report in
the same way as would by a manual analysis. We then invited
the other SOC analysts to use the AI companion for the last
four months of the fieldwork. Analysts interact with the com-
panion through an interface that allows for asking questions,
providing additional context, and changing system prompts.
Analysts used it on real alerts as they came in and the use
was voluntary. The AI companion records all transcripts and
actions between users and the AI model. We also retain data
in the ticketing system that show how the analysts processed
the ticket in the end – did they use the AI companion’s results
or not? We then carried out a systematic analysis of the col-
lected data along with the researchers’ field notes to examine
the following key aspects of creating and deploying agentic
SOC AI companions in SOCs.

• RQ1. Would SOC analysts use the AI companion’s anal-
ysis and recommendation to close tickets?

• RQ2. Do analysts attempt to modify the SOC AI com-
panion’s behavior to fit better into their work?

• RQ3. What improvements, or lack thereof, the SOC AI
companion brought to the SOC analysts’ work?

Our main findings and contributions are:

1. We found that when the SOC companion’s output is
presented in an easy-to-verify way, SOC analysts over-
whelmingly used its results in ticket closing reports. It is
not sufficient to have accurate results; the biggest impact
on adoption appears to be verifiability. Our fieldworkers
were able to observe the importance of this implicit sig-
nal and adapted the AI companion’s output, resulting in
a much higher adoption rate.

2. We found that analysts naturally started attempts to
change the AI companion’s behaviors to better fit into
their needs and habits. With help from our fieldwork-
ers, analysts became well versed in using personalized

system prompts that encoded their own investigation rou-
tines and preferred report layouts. The ability to adapt
the AI companion also resulted in higher adoption rate.

3. We measured the time it took for analysts to close SOC
tickets using the AI SOC companion, and compared that
with self-reported manual analysis time. The SOC com-
panion saved an estimated 30−50% of ticket-processing
time for the most prolific Companion users. Analysts
also reported that the time spent on closing a ticket using
our AI companion is perceived to be more productive
than if the ticket is handled manually.

Our findings indicate that to make a productive AI assistant
for SOCs, its design can follow a different process than a
traditional SOC tool. Instead of embedding AI inside yet an-
other tool and asking analysts to orient their workflow around
that system, one can design an AI companion based on the
existing workflow in the SOC, so that it can immediately of-
fload burdens from the analysts. Verifiability is the key to
adoption; an AI companion that produces its evidence in the
same format as the manual process would is much more likely
to pass muster and be adopted by analysts.

2 Related Work

A number of recent works examine LLM’s use directly within
SOC and incident-response contexts. Singh et al. [4] analyze
3,090 queries from 45 SOC analysts over 10 months, finding
that analysts primarily use LLMs as on-demand aids for sense-
making, interpreting low-level telemetry, and refining tech-
nical communication, while preserving analyst decision au-
thority. Kramer et al. [13] study LLMs for incident-response
summarization using 18 analysts and 50 real-world incidents,
showing that fully autonomous summaries often omit critical
details or introduce factual inaccuracies, while collaborative
LLM-assisted summaries can reduce analyst effort and im-
prove readability and consistency. Other studies using Reddit
discussions [5] and interviews with 28 cybersecurity profes-
sionals across 26 organizations [6] find substantial LLM use
alongside concerns about reliability, verification, security or
data leakage, and organizational guidance. Our work com-
plements these studies by going through the full circle of
designing, implementing, deploying, and observing the usage
of an LLM-based agentic AI assistant within an operational
SOC while researchers working inside the SOC as analysts.
A unique strength of our approach is the research method of
participant observation, which allows us to observe the SOC’s
work in zero proximity and obtain first-hand data about how
analysts used and interacted with an AI companion.

Recent work has explored the use of AI and LLMs across
a wide range of cybersecurity tasks, including penetration
testing, phishing detection, vulnerability analysis, alert classi-
fication, and SOC triage [14–20]. What differs this work from
those prior efforts is that we evaluate our approach inside a
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working SOC by observing how analysts used and interacted
with an agentic AI assistant.

Our work has been informed by a large body of earlier re-
search in security operations. Recent studies document false-
positive and alert-validation burden, SOC analyst burnout,
broader human, organizational, tooling challenges, and im-
portance of analysis structure [1, 2, 21–25]. Earlier field and
human-centered studies show that security work depends on
tacit knowledge, context, and organizational practice [26, 27].
They also emphasize that security tools should be designed
and evaluated in relation to analysts’ existing activities and
constraints, with practitioners involved in how those tools are
developed and refined. These prior works motivate our work
in evaluating AI assistance as part of everyday SOC practice
rather than only as an isolated technical capability.

3 Methodology

We conducted a longitudinal, embedded field study in a SOC.
The study consisted of three concurrent efforts: (1) the re-
search method of participant observation [10, 11] within the
SOC to learn, observe, and understand the SOC’s work, (2)
iterative design and development of a SOC AI companion
based on the observed workflow and analyst feedback, and (3)
deployment and analysis of analysts’ use of the AI companion
during live ticket work.

Research site The study was carried out over approximately
fourteen months in the SOC of a large university. The SOC
monitors institutional systems and networks, with analysts
primarily performing tier 1 triage: reviewing alerts, gathering
evidence from security tools and logs, determining whether
activity is benign or requires escalation, and documenting
the result in the ticket. Triage required analysts to combine
formal procedures with local knowledge of the organization’s
systems, users, and recurring alert patterns. Most of the an-
alysts were recruited from the university’s student body and
it was a highly competitive job to land. Each student analyst
spent one to two years in the SOC, working 10-20 hours a
week on operational tasks. Thus the SOC not only carried
its operational duties but also provided an experiential learn-
ing environment for the student analysts. At the time of our
fieldwork, there were between 10 to 20 student analysts in the
SOC at any point, two full-time analysts, and two managers
overseeing the day-to-day operations.
Research ethics and IRB Prior to carrying out the fieldwork,
this research was reviewed and approved by the institutional
review board (IRB) of the university. Verbal informed consent
was conducted to every employee of the SOC and participa-
tion was strictly voluntary. Detailed ethical considerations are
discussed in the standalone section towards the end of the
paper.

3.1 Participant observation

Participant observation is an ethnographic method in which
researchers learn a practice by participating in it and observ-
ing how work is actually performed in context [10, 11]. Past
research has adopted this method in studying SOCs [2] and we
follow a similar approach in our study. Two PhD student re-
searchers joined the SOC as tier 1 analysts. They were trained
on the SOC’s tools and procedures and worked regular shifts
alongside other analysts. This embedded role allowed the re-
searchers to learn the work by doing it rather than relying
solely on documentation, interviews, or post-hoc explana-
tions. Moreover, by working tickets as regular analysts, our
researchers became seen as part of the team. This is the key
factor in gaining and maintaining trust which is critical for
studying SOCs [2].

Throughout the fieldwork, the researchers maintained field
notes documenting routine triage practices, sources of delay,
tool-switching behavior, uncertainty during investigations,
informal analyst feedback, and potential opportunities for
automation. The notes included both direct observations of
SOC work and reflective memos about emerging patterns.
Via collaborative analysis, these observations and reflections
became the basis for the design decisions that followed. The
data collected, while limited to one site, go deep into the daily
practices of a practicing SOC and what works in real-time
for both analysts and workflows. It thus offers an important
complement to cross-site data which are more comparative
but also more ethnographically thin because there is not as
much verification against actual work practices such as our
research approach provides.

3.2 AI companion design and deployment

Alert triage emerged through fieldwork as the most promis-
ing opportunity for intervention. Our observations showed
that triage combined three characteristics: it was frequent,
repetitive, and strongly shaped by local organizational prac-
tice. Analysts repeatedly gathered evidence from multiple
systems, yet the final decision still depended on human judg-
ment informed by local knowledge and organizational context.
Existing SOC tools supported individual lookups but did little
to reduce the repetitive work of assembling evidence across
systems. These observations led us to focus the Companion
on evidence gathering and report drafting while leaving the
final decision under analyst control.

The initial version of the Companion was first used by the
two embedded researchers during their own triage work. Af-
ter several design iterations and when the researchers were
comfortable relying on its output to close tickets, the Com-
panion was introduced to other SOC analysts who already
gained good SOC experience (as determined by the SOC
managers) for the final four months of the study. Use was
voluntary: analysts decided whether to use the Companion
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on a ticket, whether to rely on its output, and whether to con-
tinue the investigation manually. Before deployment, analysts
were briefed on the Companion’s capabilities, limitations, and
available data sources, and were told to treat its output as de-
cision support rather than authoritative judgment. Throughout
deployment, the researchers remained available to answer
questions, observe use, and collect feedback.

3.3 Data collection and analysis
As part of ensuring the trust we earned within the SOC, our
embedded research approach aimed to generate minimal dis-
ruption for analysts. Controlled experiments were not feasible.
Instead, data collected from our fieldwork is observational
in nature and reflect analysts’ authentic interactions with the
Companion in solving real SOC tasks.

We collected three sources of data: 1) field notes docu-
menting researchers’ observations of SOC work, interactions
with analysts, and analyst feedback from interviews and infor-
mal comments; 2) Companion logs containing prompts, AI
model responses, tool activities, evidence, prompt versions,
and timestamps; and 3) ticketing-system records containing
analysts’ final reports. We analyzed these data using comple-
mentary qualitative and quantitative approaches. Section 5
presents the detailed analysis and findings.

4 SOC AI Companion Design Evolution

4.1 Design principles
Working the alert queue like the other analysts allowed our
researchers to reflect upon the workflow and this reflection
made the need for AI Companion’s features apparent. The
Companion was not to remove the analysts from triage, but
to reduce repetitive evidence-gathering and reporting labor
while allowing analysts to inspect, redirect, or revise the Com-
panion’s work. Processing a typical alert required moving
through a number of internal and external systems to gather
relevant information. Each system has its own interface, au-
thentication, query conventions, and output format, and none
is aware of the others; the analyst was the integration layer:
much of a shift goes to copying a value out of one browser
tab, pasting it into the next, and waiting, while the judgment
that goes into closing the ticket – whether this is a real intru-
sion or another benign event that tripped a rule – is a small
fraction of the elapsed time. That asymmetry is what we tar-
geted: not automating the decision but the assembly of the
context on which it rests. Since analysts remained responsible
for their decision in closing tickets, the Companion needed
to present evidence in a form that matches what the analyst
would produce manually. This not only eased adoption but
also allowed for verification by analysts. Our fieldwork also
showed that analysts differed in their preferred level of detail,
report structure, and investigative habits. A useful AI assistant

therefore needed to be adaptable rather than behave as a fixed,
one-size-fits-all tool.

4.2 Workflow automation
The key part of the Companion’s work is to gather and as-
semble relevant information from four kinds of systems: 1)
several OSINT (Open-Source Intelligence) and threat intel-
ligence services to establish whether the external indicator
was malicious; 2) the SIEM, to find which internal host had
communicated with it around the alert timestamp; 3) an in-
ternally maintained DHCP lease lookup tool, to resolve the
address the SIEM returns to a MAC address and hostname;
and 4) the device identification portal, to attribute the device
to a person. This is a sequence of dependent lookups, where
the next query follows from what the last one returned, which
is the pattern that “tool-using agents” [12, 28] are suited to.
We therefore built the Companion as a ReAct-style agent [12]
using LangChain [29], alternating between reasoning about
what it still needs and calling a tool to obtain it, until it can
write up the case. We ran it on locally hosted models, whose
reach is limited by the tool layer: it cannot compose actions
of its own but only calls from the fixed set of functions pre-
configured in the system, with schema-validated arguments.
All the tool calls are read-only – retrieving a ticket, running
a hunting query, looking up a reputation record, and so on
– and cannot modify any state in the SOC’s systems. A run
that goes wrong therefore costs a wasted investigation, not
a change to the systems the SOC depends on. Most impor-
tantly, no sensitive information such as internal addressing,
hostnames, or the identity of a community member leaves the
organization’s network.

4.3 Empowering analysts to adapt the AI
Analysts who close the same alert type reach the same conclu-
sion by different routes: some enrich every external indicator
before touching internal logs; others identify the host first
and drop the enrichment once the traffic admits a benign ex-
planation, such as a routine update service. Their write-ups
differ too, in ordering and in how much raw log data and
ruled-out indicators they retain. An AI agent with a fixed
procedure would have suited some and irritated the others; so
we made the Companion’s behavior itself something analysts
could direct. At this time the primary adaptation mechanism is
through the system prompt, which describes the workflow, the
order in which tools are tried, the conditions for abandoning
a line of inquiry, and the report layout. Analysts kept several
named versions of system prompts and switched between
them per investigation, with a shared base version as the de-
fault for anyone who has not written their own. By adapting
system prompts the analysts can influence how the Compan-
ion works by themselves without relying on the researchers
or redeployment.
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SOC Companion

Analyst · web chat interface
opens an investigation • asks follow-ups • interrupts or branches a run • sees every reasoning step and raw tool response

Adaptation
versioned system prompts

Agent core · ReAct loop
reason → call tool → observe, until the case can

be written up
local models via Ollama, selectable per run

Report & evidence
SOC report format: assessment,

recommendations, attached
screenshots

Tool layer
interface between the agent and everything it can act on

SOC systems
ticketing • SIEM • DHCP and MAC registration • identity portal

External services
reputation and threat-intelligence providers, web search

ticket, context, prompt edits report

tool call / observation

Figure 1: System Architecture of SOC AI Companion

4.4 Deployment and refinement
We deployed the Companion on an NVIDIA DGX Spark [30]
inside the SOC and gave accounts to a small group of ex-
perienced analysts. Their feedback led to two refinements
during the deployment. The first extended the tool layer to
capture visual evidence: whenever a tool performs a lookup,
a headless browser driven by Playwright [31] also visits the
corresponding page, renders the HTML the service returns,
and captures a screenshot of the result. The second refinement
added a revised version of the shared default system prompt,
which changed only the report layout based on analysts’ feed-
back without changing the reasoning or tool usage. Section 5
reports the impact of both refinements.

4.5 Final design
The design that emerged from this process has four parts,
shown in Figure 1.
Agent core. A ReAct-style agent loop drives each investi-
gation. The analyst opens an investigation by supplying a
ticket number or pasting an alert, and the agent retrieves the
full ticket (Figure 9 in Appendix A shows one), then iterates
between reasoning and tool calls until it can produce a report.
Runs execute on the server rather than in the browser, so an
investigation survives a page refresh or a closed laptop, and a
run that exceeds its time budget is terminated and reported as
failed rather than left hanging.
Tool layer. The tools available to the model fall into the
categories shown in Table 1, which together cover the systems
an analyst navigates manually during triage.
Adaptation layer. Editable and versioned system prompts
allow the Companion’s behavior to be changed by its users

Category Systems reached
Ticketing Alert ticket retrieval
Log sources SIEM advanced hunting queries, log search

platform
Internal asset and
identity

DHCP lease lookup, MAC registration, device
and owner records

External enrich-
ment

Reputation and threat intelligence providers,
general web search

Analysis utilities Encoding and decoding, detection signature
lookup

Table 1: Categories of tools available to the Companion.
Each category corresponds to systems the analysts already
use manually during triage.

without our involvement.
Report and evidence layer. The agent’s output is a struc-
tured report following the SOC’s own reporting conventions,
with an assessment, recommendations, and a supporting ev-
idence section carrying the screenshots captured during the
investigation.

Analysts work with the Companion through a web-based
interface. After a ticket is imported a series of actions happen
automatically based on the AI reasoning. Every reasoning
step, tool invocation, and raw tool response is streamed to the
interface as the run proceeds and retained afterwards, so an an-
alyst can see which query produced a given claim. In the end
the Companion generates a structured triage report in a similar
form as what analysts would produce themselves. Analysts
inspect the report; they can provide additional context, request
further investigation, ask follow-up questions about the case,
branch a conversation to explore an alternative reading of
the evidence, or decide to modify system prompts and other
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settings and rerun the investigation. The interface also records
everything we later analyze in Section 5: transcripts, tool calls,
prompt edits, and the timing of each run. Inference runs on
models served locally on the DGX Spark with Ollama [32],
and the model used for an investigation is selectable per run,
which let us compare locally hosted models of different sizes
during the deployment without changing anything else about
the system. We used GLM-4.7-Flash (30B) [33] for most of
the deployment, since it called tools reliably and was small
enough to run alongside the rest of the system on a single
node. Qwen3.6 (35B) [34] and gpt-oss (20B) [35] were avail-
able too, and an analyst could switch to either of them for a
given investigation.

5 Data Analysis and Findings

An analyst closes a SOC ticket by writing a report and at-
taching it to the ticket. Whatever the AI companion produces
is therefore useful only insofar as it reaches that report, and
this is a question our deployment can answer directly. The
Companion retains every thread, message, tool call, and raw
tool response, along with the system prompt and model that
produced each run. The ticketing system retains what the ana-
lyst filed at the end of it. Setting the two records side by side
shows what the Companion offered and what the analyst was
willing to put their name to, for the same ticket.

5.1 Corpus and coding

Our data include all tickets that SOC analysts, excluding the
embedded researchers, ran through the Companion during the
last four months in the fieldwork starting on April 29, 2026.
For coding and more in-depth analysis, we cut-off on the
ticket date of July 31, 2026 with a total number of 108 tickets.
There were 10 analysts working in the SOC during that time
period and we only made the Companion available to analysts
who were determined by the SOC managers as more experi-
enced, to reduce the likelihood that analysts miss incorrect
information in the Companion’s output. These analysts had
all worked in the SOC for at least six months and many had
already worked there for a year. Six analysts (referred to as
A1–A6) appeared in the corpus. A2 contributed 42 tickets,
A3 contributed 39, A5 contributed 19, A4 contributed 4, A6
contributed 3, and A1 contributed 1. Not all six analysts were
present for the entire deployment period. A1 left the SOC a
week after the Companion became available to them, A4 left
partway through the period, and A6 received access to the
Companion only in its final two weeks. A2, A3, and A5 were
present for most of the deployment. 94 tickets were worked
in a single Companion thread; 14 were worked across two or
more.

Our data corpus aims at capturing whether and how ana-
lysts used the Companion’s output in closing the tickets. To

Researcher BResearcher A

Disagreement
Reconciliation

Codebook

PHASE 2:
Full Dataset Coding

Researcher BResearcher A

IRR & Cross Verification &
Disagreement Reconciliation

Final Coded Dataset

Independent
Coding

Independent
Coding

Independent
Coding

PHASE 1:
Codebook Development

Corpus(first 30 records) Remaining 
records

Codebook

Figure 2: Coding Process.

this end we associate each ticket with two records: the Com-
panion transcript and the final ticketing-system report. The
transcript included messages, tool calls, raw tool responses,
generated screenshots, prompt versions, model selections, and
timestamps. The ticketing-system report contained the text
and images the analyst ultimately filed and signed their name
to. We coded each pair using three sets of codes. Usage codes
(U1–U14) describe what happened to the Companion’s draft,
including whether its text or screenshots reached the final re-
port and what was added, removed, or reversed. Intervention
codes (I1–I11) capture analyst messages sent after the open-
ing request that started the run. Other codes (O1–O5) capture
reruns, prompt or model changes, and grounding failures such
as fabricated assertions or invalid tool calls. Table 2 lists all
codes and frequencies. We also recorded the verdict each side
reached, grouping both the Companion’s draft verdict and the
analyst’s final verdict into three classes: benign, uncertain,
and malicious.

The two researchers first independently coded an initial
30 tickets’ records, compared their assignments, and recon-
ciled disagreements to refine and finalize the codebook. Us-
ing the resulting codebook, both researchers then indepen-
dently coded the remaining 78 tickets’ records. Figure 2 il-
lustrates this process. We assessed inter-rater reliability on
these independent assignments using Cohen’s κ [36]. Across
2,340 binary coding decisions, the researchers agreed on
2,322, yielding 99.23% observed agreement and an overall
Cohen’s κ = 0.965. Following the reliability assessment, the
researchers reconciled the remaining disagreements to pro-
duce the final coded dataset.

Alongside the codes, we compute draft reuse: a text-only
similarity score between the Companion’s draft report and
the analyst’s final closing report. For each ticket, on the Com-
panion side we take the draft report it produced in the pri-
mary thread; on the analyst’s side we take the closing report
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Usage codes n
U1 Text used verbatim 35
U2 Text partially used 63
U3 Text not used 10
U4 Analyst added text 26
U5 Text truncated 41
U6 All screenshots reused 78
U7 Some screenshots reused 17
U8 No screenshots reused 10
U9 Analyst added own screenshots 51
U10 Recommendation overridden to no-action 34
U11 AI evidence gap filled by hand 12
U12 AI verdict uncertainty suppressed 26
U13 AI template artifact cleaned 5
U14 AI verdict escalated 2

Intervention codes
I2 Evidence demand 6
I6 Output shaping 5
I1 Missed step 4
I5 Provide data 4
I3 Error diagnosis 3
I4 Provide context 3
I8 Widen search 2
I7 Verdict steering 1
I9 Nudge 1
I10 Off-task 1
I11 Ask for explanation 1

Other codes
O1 Ticket rerun in a new thread 14
O2 Different system prompt tried 9
O3 Different model tried 1
O4 AI hallucination or fabrication 1
O5 Invalid tool invocation 2

Table 2: Codebook and code frequencies over the 108 coded
tickets. Except for U1–U3 and U6–U8, which are each mutu-
ally exclusive, codes may co-occur; a ticket carries as many
as apply. Definitions are given in Appendix B.

they filed on the corresponding ticket. We normalize both
by removing formatting markers, collapsing whitespace, and
folding case, then score the pair using RapidFuzz’s token
set ratio [37], a word-order-insensitive variant of edit simi-
larity [38]. The comparison is set-based: the two texts are
compared as bags of words, making the score insensitive to
reordering and to reflowed formatting.

Tickets coded U1 (text used verbatim) had a median reuse
score of 99.6% (IQR 98.8–100.0), whereas tickets coded U3
(text not used) had a median of 51.3% (IQR 49.0–74.2). A U1
case does not always have 100% reuse score because the two
documents may differ in non-substantive ways; for example
the closing report leaves out the Companion’s opening line
(“Now I have all the necessary information. Let me gener-
ate the final report.”) and carries captions for the attached
screenshots (“DHCP Lease”, “Recorded Future IP”). On the
other hand, a closing report the analyst wrote from scratch

still has roughly 50% reuse score rather than zero, because
it still talks about the same incident and thus shares many
common elements — addresses, hostnames, and signatures
with the Companion report.

Some properties of the corpus limit the conclusions one
can draw. First, analysts used the AI Companion and were
influenced by its reasoning. Thus they were not independent
evaluators for accuracy. This research focused on how the
Companion was utilized; next steps could include more inde-
pendent assessments of the Companion’s accuracy (e.g., via
hiring independent analysts to redo some tickets). However,
even outside assessments won’t necessarily capture analysts’
judgment on whether/how to use the Companion — these can
be best assessed through what happens in practice.

Second, use of the Companion was voluntary and analysts
chose which alerts to bring to it; thus the corpus is not a
random sample of the alert queue. The analysts are unevenly
represented, so we make no claim resting on A1, A4 or A6
alone. The Companion changed during the deployment —
its system prompt was revised and its model swapped — so
the corpus is not homogeneous over time. In this case, the
combination of participant observation and design iteration
is precisely what can capture analysts’ authentic behaviors
while using the Companion in the SOC’s real tasks.

5.2 How much of the Companion’s work
reached the ticket closing report

Across the corpus the median draft reuse is 96.7%, the mean
85.5%, the lower quartile 72.0%, and the minimum 27.5%.
The median alone would suggest that analysts accept drafts
almost entirely. But the average differs by eleven points. Fig-
ure 3 shows why: the distribution is highly concentrated to-
wards high reuse rate (close to 100%), with a second, smaller
concentration of low-reuse tickets (around 50%). Recall that a
50% reuse score indicates the analyst rewrote the report from
scratch. The median sits completely inside the high-reuse
group (90-100%), which holds 69 of the 108 tickets, and the
mean is dragged by the lower reuse cases. Of the 108 tickets,
59 (55% of them) have at least 95% draft reuse and 28 (26%
of them) have less than 75% draft reuse; the remaining 21 fall
in between. The codes tell the same story: 35 tickets were
closed with the draft text reused verbatim (U1) and 10 were
written from scratch (U3). The 63 partial-use tickets (U2) lean
towards the two ends — 25 at or above 95% and 21 below
75% — rather than filling the middle.

Analysts, in other words, do not edit drafts often. They
decide whether to take one and that decision is close to binary.
When a draft is taken it is often taken whole, and when it
is rejected the analyst writes the closing report from scratch
rather than taking parts of it that were sound. Table 3 breaks
down the partially-used Companion reports (code U2) by how
they were edited. The most common edit is not to the analysis
at all. In 20 tickets the analyst pasted the draft essentially
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Figure 3: Share of the Companion’s draft surviving into the
analyst’s closing report, over 108 tickets. Drafts are taken
nearly whole or discarded, with little in between: 59 tickets
at or above 95% reuse, 28 below 75%. Median 96.7%, mean
85.5%, lower quartile 72.0%.

How the AI draft was
edited

n Mean reuse
score

Median
reuse score

Recommendation dropped 20 92.2% 97.9%
Trimmed 8 92.8% 96.2%
Verdict softened 8 83.2% 93.8%
Condensed 7 68.3% 64.6%
Rewritten 7 61.5% 59.7%
Reframed 6 68.5% 67.1%
Kept and extended 4 61.5%, 82.3%, 85.8%, 90.7%
Cleaned paste 3 91.5%, 97.4%, 99.6%
Total 63 82.2% 91.5%

Table 3: Partially-used Companion drafts (U2) by type of edit,
with mean and median draft reuse. The most common edit
leaves the analysis intact and removes only the recommended
action. For the two categories with n < 5 we list the individual
ticket’s draft reuse values rather than an average.

whole — median reuse 97.9%, mean 92.2% — and changed
only its recommendation. We return to those in Section 5.4.

5.3 Verifiability is key to adoption

Analysts told us they would always attach the screenshots
from the various information sources (Virus Total, SIEM,
etc.) in their report, while the initial version of the Compan-
ion presented API query results from those tools in a textual
format. Even though the textual content was correct informa-
tion, analysts were not willing to accept them. One analyst
even insisted on verifying the results manually by querying
each tool themselves. This certainly defeats the purpose of
reducing analysts’ burden. We realized that for analysts to
adopt the AI Companion, it is not sufficient to solely ensure
all information presented by the Companion is accurate; it
must also show the accuracy in a self-evident way. Incorporat-
ing visual rendering of the result from the external tool serves
that purpose — it becomes clear that the evidence was not
made up, but from a trusted source. In fact this is the exact
reason why analysts included screenshots in their own reports.

n Mean Median ≥ 95%
reuse reuse

Before 3 66.0% 50.0% 1 (33%)
After 105 86.1% 96.7% 58 (55%)

Table 4: Comparison before and after screenshots were at-
tached to the Companion’s draft reports.

We then extended the Companion’s tool layer to render and
capture the page behind each tool lookup and attached the
“screenshots” to the draft, as described in Section 4.4.

The first ticket carrying attached screenshots was on May
28, 2026. There were only three tickets predating that de-
spite the Companion having been made available to analysts
for more than four weeks at that point. After the screenshot
feature was introduced, the researchers noticed an obvious
change of analysts’ attitude towards the Companion – they
became much more willing to use it. In fact this is the moment
when we saw the largest shift in adoption during the deploy-
ment. Draft reuse reflects this change: across the three tickets
before the change the median reuse was 50.0% whereas across
the 105 tickets after it the median was 96.7%. The mean rises
more modestly, from 66.0% to 86.1%. Because only three
tickets predated the change, we treat the before/after reuse
comparison as descriptive rather than a controlled baseline.
Table 4 illustrates this statistics.

The usage codes provide another view on how analysts
treated the visual evidence. Of the 105 tickets after the change,
78 (74%) carry U6 (all screenshots reused), and a further
17 (16%) carry U7 (some screenshots reused) — 90% of
tickets kept at least some of the screenshots the Companion
captured. This indicates the importance of the screenshots to
the analysts.

This experience seems to indicate that adoption depended
not only on whether the Companion’s analysis was accu-
rate, but also on whether its output was quickly verifiable.
By verifiability we mean whether an analyst could confirm
the information by themselves without redoing the work. A
model-written sentence that an indicator was flagged by a
reputation service is still a claim the analyst must check. A
screenshot of that reputation-service page, captured by the
tool layer from the authoritative source, gives the analyst evi-
dence they can inspect and attach to the ticket. It is also what
a reviewer of the report expects to find there. The difference
is where the two come from. Text is written by the model,
and a model can make up text so an analyst cannot tell a true
result from API call from a hallucinated one without calling
the tool at all. A screenshot is produced by the tool layer and
the content comes from the authoritative source’s page. The
model writes the text, but it cannot generate the image itself.1

The Companion’s usefulness increased after the change even
though its substantive work stayed the same.

1The model used was a text-only LLM.
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Figure 4: Three levels at which the Companion’s output could
be adopted: content, verdict, and recommendation. Each bar is
the share of the same 108 tickets on which that layer survived
into the closing report.

5.4 Three layers of adoption: content, verdict,
and recommendation

Draft reuse measures whether the Companion’s prose reached
the ticket. It does not measure whether its judgment did, and
the two diverge sharply.

We put three questions to the same corpus, each answered
as a share of the same 108 tickets. Did the analyst keep the
Companion’s content? On 98 tickets, or 91% of all, the closing
report reused the draft text whole (U1) or in part (U2). Did
the analyst agree with the verdict the Companion reached?
In 72 of 108 cases, or 67% of all, the answer is yes. Did the
analyst adopt the recommendation the Companion produced?
Every draft ends by recommending what to do about the alert,
which may be to do nothing. In 74 of them, or 69% of all, the
analyst kept the recommendation made by the Companion
(some wording may have been shortened/condensed). On
34 tickets — roughly a third of the corpus — the analyst
deleted the action the Companion had proposed and filed
the report recommending no action (U10). We saw no case
where the analyst added or escalated an action the Companion
had not recommended. Figure 4 puts the three rates side by
side. The first rate stands well apart from the other two. The
Companion’s content reached the closing report on 91% of
tickets, but its verdict did so on 67% and its recommended
action on 69% — the content reaches the closing report much
more often than the judgment does.

The gap between the first answer and the third is telling.
Analysts who struck the recommendation had reused nearly
as much of the draft as analysts who kept it, on both statistics
(Table 5): a median of 94.2% against 97.2%, a mean of 83.4%
against 86.5%. Both groups sit high in the reuse distribution,
and the gap between them — within three percentage points
of median and mean — is far smaller than the gap between
a kept draft and a rewritten one. Striking down the Compan-
ion’s recommendation is therefore not telling us the analyst
distrusted the draft and rewrote it. Instead the analyst kept the
Companion’s investigation, its analysis and evidence, filed
all of it, and cut the final sentences that recommended some
actions. Keeping the content and accepting the judgment are
separate acts, and draft reuse score only reflects the first.

Companion’s recommendation n Median Mean
was reuse reuse
struck down (U10) 34 94.2% 83.4%
kept 74 97.2% 86.5%

Table 5: Draft reuse by whether the analyst kept or struck
down the Companion’s recommended action.

Companion Recommendation Recommendation % U10
verdict struck down (U10) kept
Benign 0 38 0%
Uncertain 24 16 60%
Malicious 10 20 33%

Table 6: Tickets where analysts struck down/kept recommen-
dation by Companion verdict.

Where analysts struck the recommendation is just as reveal-
ing. Table 6 splits the tickets by the verdict the Companion
had reached and compares recommendation adoption. Ana-
lysts never struck recommendation from a benign finding: a
benign finding recommends nothing, so there is nothing to
strike. But they struck recommendations from 24 of its 40
uncertain findings and 10 of its 30 malicious findings. For
the malicious U10 cases the analysts also filed a lower ver-
dict (uncertain or benign) than the Companion had drafted,
except in two cases. In these two cases the recommendation
was struck because the action had already been taken — the
user was already disabled, or the traffic was already dropped.
Hedging costs the Companion its recommendation — where
it declined to commit, analysts kept its work and made the call
themselves. Code U12 (Table 2) points the same way: on 26
tickets, roughly a quarter of the corpus, the analyst deleted the
Companion’s stated uncertainty before filing. These findings
indicate that the AI companion still provided valuable utility
to the analysts even when it could not reach as decisive a
decision as the analyst.

Figure 5 lays out the full verdict comparison; it is important
to note that this is not a confusion matrix despite displayed
in a similar form. As can be seen in the discussion that fol-
lows, verdicts at times reflect more choices of judgment than
absolute ground truth. The Companion hedges more than
analysts: of the 40 alerts it called uncertain, analysts closed
26 as benign and left only 12 uncertain. Of the 26 benign
cases, 15 were the same signature: a default Cloudflare tunnel
domain pattern in the TLS SNI2. Each alert looks anomalous
on its own, so the Companion declined to commit. But this
is a university network where students run their own devices,
and a student standing up a tunnel is ordinary. The fact that
settles the alert is a base rate that lives in the analyst’s head,
not in any tool the Companion can call. Hedging here is a

2Server Name Indication, the TLS handshake extension that carries the
destination hostname in cleartext, making it visible to network monitoring
even for encrypted connections.
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Figure 5: The verdict analysts closed tickets as (rows) vs. the
Companion’s draft opinions (columns), over the 108 tickets.
The Companion over-hedges: most of what it called uncertain
was closed benign.

missing prior, not a reasoning failure.
Conflicting verdicts, not hedging, is what costs the Compan-

ion its draft. When the two verdicts conflict outright, median
reuse falls to 67.9% and mean reuse to 67.2%, against 97.4%
and 87.5% when the verdicts match (Table 7). When only one
side declined to commit (uncertain), reuse barely changes —
a median of 96.4% and a mean of 85.1%.

For seven tickets the AI companion and analysts disagree
outright on the verdict (malicious vs. benign). In all those
cases the Companion drafted malicious and the analyst closed
the ticket as benign. Out of the seven only one was a clear
Companion error. The alert reported that a Windows host
made a TLS request to a known benign public IP-lookup ser-
vice; a signature fired on that pattern because the malware
infostealers uses such services to report a victim’s address.
The alert’s reference block linked a VirusTotal page for one
such stealer’s hash value as documentation. Nothing tied that
hash to this Windows host. The Companion draft also stated
that no matching process events were found on the host ei-
ther. Despite this, the Companion still reported the malware
sample as though it were found on this host, naming the mal-
ware and writing that the traffic matched its behavior. It even
looked up the hash in VirusTotal regardless. This is a clear
case of the Companion’s confusion in understanding the SOC
ticket. Besides this one case, the other six are judgment calls
that could be decided either way. Five of them hinged on a
single question — how much a clean IP reputation should
count against a malicious signature? Four of those cases in-
volved inbound traffic that was already dropped by the firewall
due to payload matching C&C signatures. The source sat in
well known cloud provider space (AWS, Google, Azure). The
Companion’s draft reported the source as unflagged but de-
cided malicious anyway. The analyst read the same lines the
other way: since the traffic was already dropped they closed
the tickets as benign.

The transcripts record failures the verdict comparison could
not show. On 12 tickets the analyst supplied device, user, or
payload attribution by hand because the Companion’s tools

Verdict relationship n Median Mean
reuse reuse

Verdicts match 72 97.4% 87.5%
One side hedged 29 96.4% 85.1%
Verdicts conflict 7 67.9% 67.2%

Table 7: Draft reuse by how the analyst’s verdict compares
to the Companion’s.

had come back empty (U11). On five it leaked its own prompt
scaffolding into the draft, and the analyst stripped it before
filing (U13). On three its own output was not grounded in
its context. Twice it made an invalid tool call (O5) — an IP
passed to a reputation tool that takes a domain, and a signature-
lookup tool called under a name it did not have — and both
failed visibly at the tool layer. The third was silent: on a ticket
whose alert was itself a tunnel-domain-pattern signature, the
Companion named a specific subdomain matching that pattern
as a suspicious indicator, one that appeared neither in the alert
nor in any tool result (O4). It was fabricated in the shape the
ticket had primed, and nothing in the draft set it apart from
an indicator a lookup had returned; the analyst caught it only
by asking where the domain had come from.

Those two classes differ in visibility. When an invalid tool
call occurs (O5), the failure is explicit at the tool layer. A
fabrication (O4), by contrast, fails silently: it looks no dif-
ferent from a valid result in the draft report. That this one
was caught shows that analysts did not blindly trust the Com-
panion’s results and maintained vigilance while using the AI
assistance.

5.5 How analysts steered the Companion
We expected the transcripts to show analysts correcting the
Companion in conversation, and they largely did not. We
count as an intervention any message the analyst sent to the
Companion after the opening request. Only 17 of the 108
tickets carry an intervention code at all, 31 such codes in
total across the corpus. On most tickets the analyst started the
investigation, waited, and then either used the result or did not.
The intervention codes are correspondingly thin (Table 2): the
two most frequent are demanding raw evidence (I2, six times)
and asking for a different format or length (I6, five times), and
four of the eleven codes occurred only once.

On tickets where the analyst intervened, median reuse is
92.1% against 97.3% where they did not (Table 8, top), and
the gap is small at the median but wider at the mean (79.4%
against 86.7%): intervened tickets’ Companion drafts are not
typically much worse, but they do carry more of the rewritten-
from-scratch cases. The U3 code puts a number on that: the
draft text was written off entirely on 24% of intervened tickets
against 7% elsewhere.

Besides intervention, the other thing analysts could do if
they are not happy with what the Companion offered is to start
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n Draft text Draft text Median Mean
used (U1, U2) not used reuse reuse

Intervened
Yes 17 76% 24% 92.1% 79.4%
No 91 93% 7% 97.3% 86.7%

Rerun in a new thread
Yes 14 93% 7% 91.2% 79.4%
No 94 90% 10% 97.0% 86.4%

Table 8: Whether the Companion’s draft text reached the
closing report, by intervention and by rerun.

the ticket over in a new thread. We count that separately from
intervening: a rerun is a new thread, not a message inside one.
Fourteen tickets were rerun from the start (O1), and on most
of them the analyst changed the run’s configuration: nine were
worked under a different system prompt (O2) and one under a
different model (O3). Median reuse is 91.2% on tickets rerun
in a new thread against 97.0% on the rest (Table 8, bottom),
and the mean again falls further (79.4% against 86.4%) —
but no more drafts are written off: 7% of reruns against 10%
elsewhere. Intervened tickets were written off far more often
than the rest of the corpus; rerun tickets were not. Both groups
end up with less of the draft text in the final report, but after
an intervention the analyst more likely tend to discard the
Companion draft text outright.

The system prompt did not stay fixed over the deploy-
ment. Initially, the Companion ran on a shared default system
prompt, and analysts could customize the system prompt from
the interface, without us and without a redeployment (Sec-
tion 4.3). Midway through the deployment we also rewrote
the shared default system prompt, in response to what ana-
lysts told us they wanted to read: the revision changed only
the layout of the report draft, and left the workflow, the order
in which tools were tried, and the tool set as they were. The
revised default did not replace the original: it was added as
another named version, and the original default stayed avail-
able and in use, so tickets ran under it after the revision as
well. Tickets therefore fall into three groups by the system
prompt their investigation ran under — the original default,
our revised default, and a system prompt the analyst wrote
themselves. The three groups differ in how much of the draft
survived.

Draft reuse is higher when the analyst wrote their own
personalized prompt (Figure 7). The 55 tickets worked under
an analyst-written system prompt show a median reuse of
98.2% against 69.8% on the 38 tickets worked under the
original default (means 91.1% and 76.1%). The 15 tickets
worked under the revised default prompt sit between the two,
at a median of 94.2% (mean 89.0%); being neither analyst-
written nor the original default, they are shown separately and
kept out of that two-way comparison. Both groups point the
same way. More drafts survived into tickets closing reports
when they were produced under a system prompt someone
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Figure 6: Weekly share of SOC tickets that were worked on
the Companion, from the first Companion ticket close (April
29, 2026) through week 15. The dashed lines mark the two
changes we made to the Companion during the deployment:
at t1 (May 28, 2026) the screenshots from tool query was
added; at t2 (July 17, 2026) a revised system prompt was
added.
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Figure 7: Draft reuse per ticket, by the system prompt the
investigation ran under; bars mark medians.

had shaped to what the analyst wanted to read — either by
our researchers or by the analysts themselves.

Figure 6 plots the weekly Companion utilization—defined
as the percentage of tickets that were processed by the
Companion—starting from the first Companion ticket pro-
cessing on April 29, 2026. Utilization stays near zero through
the first four weeks (1.4% in weeks 1–4), begins to climb
in the week after the visual evidence layer was added (t1),
and reaches 47.9% across the last four weeks, with a peak
of 65.4% in week 15. It also shows that the Companion uti-
lization went on an upward trajectory after the new default
system prompt was introduced (t2). The fluctuation of the
curve is due to analysts shifts – the analysts who used the
Companion worked less in some weeks than in other weeks.

5.6 Time
For all the 108 tickets we recorded the time from the analyst
loading the ticket into the Companion to the analyst closing it.
The clock runs unbroken through anything that interrupts the
analyst — another alert, a handover, the end of a shift — so
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Figure 8: ticket closing time for the three analysts who closed
10 or more tickets, one point per ticket, bar at the per-analyst
median.

a ticket that was run, set aside, and closed the next morning
records the whole interval. The distribution shows this, span-
ning 2.2 minutes to roughly five days (median 11.5 minutes,
IQR 7.3–27.9), with the upper end reflecting tickets left open
rather than tickets worked on for days. We therefore report
per-analyst medians, which are insensitive to that tail.

Three analysts closed enough tickets to characterize3, and
Figure 8 shows their distributions. Analyst A2 closed 42 tick-
ets at a median of 9.9 minutes (IQR 7.5–23.3), A3 closed
39 tickets at 7.6 minutes (IQR 6.0–13.4), and A5 closed 19
tickets at 20.6 minutes (IQR 16.3–40.8).

If a ticket is not processed by the Companion there is no
system that records the time when an analyst starts to work
on it. Thus we have to rely upon analysts’ self estimate. In
the interviews we conducted with each analyst before deploy-
ment, we asked how long it took them to close a ticket by
hand. Analyst A2 estimated 10 to 20 minutes depending on
familiarity; A3 estimated about 15 minutes for a usual ticket
and up to an hour for a novel one; A5 estimated 8 minutes for
a routine ticket and 20 to 30 minutes for a complex one.

Our measured times and the analysts’ estimates start from
roughly the same point — the analyst taking up the ticket
— but ours run on through any interruption, while the self-
reported figures are estimates of working time alone. Our
measure is therefore an upper bound on the effort a ticket
cost when using the Companion. Two of the three analysts’
measured ticket closing time while using Companion is lower
than their own estimate of manual closing time: A2 at 9.9
minutes against an estimated 10 to 20, and A3 at 7.6 minutes
against an estimated 15. For A5 the observed median of 20.6
minutes sits inside the 20-to-30-minute band they reserved
for complex tickets and above the 8 minutes they quoted for
routine ones. We also conducted follow-up interviews with
the three analysts and they all reported that the Companion

3The other three analysts contributed eight tickets between them, too
few to characterize: A4 n = 4 (median 141.6 minutes, IQR 22.1–2033.8),
A6 n = 3 (median 56.6 minutes, IQR 35.8–1343.6), and A1 n = 1 (1530.2
minutes). These are dominated by tickets left open rather than by how long
the tickets were actively worked on.

saved them time.

“It probably saves me half the time it usually would.” —
Analyst A2

“It saves me about 40% of the time because the tool can
sometimes take time to generate a report.”— Analyst A3

“It saves me 10 minutes per ticket.” — Analyst A5

A2 and A3 reported savings that match the direction of their
measured medians: A2 closed Companion-assisted tickets at
9.9 minutes against an estimated 10–20 minutes manually, and
A3 closed them at 7.6 minutes against an estimated 15 minutes
manually. A5’s timing record is more ambiguous because
their observed median sits inside their estimated range for
complex tickets, but their follow-up estimate still indicates
that time saving is at least 30%. Taken together, for the three
most prolific users of the Companion, the time saving appears
to be 30%-50%.

5.7 Analyst feedback
The interviews and field notes help explain why analysts
adopted the Companion – time savings were not the only
benefit. Analyst A2 described the value not simply as making
tickets faster, but as changing what their time was spent on:

“The time is good. It makes time for going more in depth
on the ticket. It takes time away from the boring procedu-
ral tasks so I can analyze better.”

— Analyst A2

Analyst feedback also anticipated the importance of ver-
ifiability. When asked what would be needed to trust the
Companion more, Analyst A3 said:

“[I] would need to see the pathway, [and] how the Com-
panion got to the conclusion”

— Analyst A3

We also observed signs that analysts began to treat the
Companion as part of normal SOC work. During maintenance
periods when the Companion was offline, Analysts A2, A3,
and A5 asked when it would be available again. Toward the
final two weeks of the recording period, A2 described this
reliance more directly:

“I don’t work tickets without the Companion.”

— Analyst A2

We do not treat these comments as a quantitative measure
of adoption, but they support the same pattern seen in the
ticket records: analysts had begun to expect the Companion
to be available for routine triage.

Analyst A6, who was onboarded near the end of the de-
ployment, said:
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“It’s hard to find a critique.”

— Analyst A6

Since A6 joined after earlier analyst feedback had already
shaped the system, this comment is consistent with the stabi-
lization of the design trajectory during the deployment.

6 Discussion

Part of the reason our AI Companion was embraced by ana-
lysts is that its actions/outputs mirror what a manual analysis
would yield. This ensures that adoption only streamlines the
existing workflow, instead of disrupting it. To achieve this we
benefited from being embedded in the SOC and fully aware
of all the specific practices and constraints of it. It is hard
to imagine an AI solution created in the vacuum of actual
practice could match the reality of any SOC. Such a solution
is likely to be ineffective in alleviating a SOC’s pain points.
An interesting future direction is to investigate how easy an
AI companion designed based on the fieldwork in one SOC
can be “translated” into another AI companion that works
well in another SOC, with minimum help from the original
AI companion’s authors.

One concern of adopting AI in SOCs is that analysts may
overtrust AI and do not verify its output. Our observations of
how the analysts used the Companion seem to alleviate this
concern. Analysts did view the AI-created reports with suspi-
cion until they were able to visually verify the external tool
look up via screenshots. They read the AI generated reports,
modified the verdict and recommendations when not agreeing
with them, and identified a few cases where AI made mis-
takes or hallucinated. Our AI Companion is not an “officially
sanctioned” system and analysts used them at their own risk;
thus a degree of caution is expected. It will be interesting to
observe how analysts’ trust on the AI system may change if
the AI system is officially adopted by an SOC and formally
approved to be used in processing tickets by management.

7 Limitations

A recognized limitation of this study is that it was conducted
in a single university SOC. The alert mix, organizational struc-
ture, analyst experiences, and evidentiary practices may differ
from enterprise, government, or managed-security environ-
ments. The in-depth and embedded analysis we performed
offers a powerful evidence-based approach to understand in
detail how a university SOC operates at a specific level. We
believe this level of specificity can facilitate grounded compar-
isons with other SOCs around their own threat and operational
processes, precisely because the details of how operations
work matter. In our research, this data-driven ethnographic
approach combines effectively with measurements collected

in Companion logs and ticketing system records, and can po-
tentially offer a model to examine similarities and differences
in other operational environments.

Since use of the Companion was voluntary, analysts chose
which tickets to bring to the system, so the corpus is not a
random sample of the SOC’s alert queue. Analysts may have
selected tickets they expected the Companion to handle well,
avoided tickets they considered too unusual, or used the sys-
tem differently depending on workload and shift conditions.
Moreover, analysts are unevenly represented in the corpus.
A small number of analysts accounted for most Companion-
assisted tickets, while others appeared less often. These reflect
natural deployment and analyst choice rather than a controlled
study design. While it limits the visibility of cross-ticket and
cross-analyst variabilities, it also allowed us to observe and
measure the Companion’s usage under real work situations.

The Companion changed during deployment. The prompt,
model, visual evidence layer, and tool integrations evolved
as analysts used the system and had it refined. This evolution
is central to our vision that the Companion shall be shaped
through fieldwork, co-creation and use, but it also means the
deployment is not a controlled comparison of a fixed artifact.

Our time analysis is approximate. Run-to-close time in-
cludes interruptions such as other alerts, handovers, and tick-
ets left open between shifts. The manual baselines are an-
alysts’ self reported estimates rather than directly observed
matched controls, and thus subject to considerable degrees of
inaccuracy.

Finally, the researchers occupied a dual role as embedded
analysts and system builders. This role provided access to the
work practices that shaped the Companion, but it also created
the possibility of bias in interpretation. We address this by
grounding our analysis in multiple objective records: Com-
panion logs, ticketing-system records, report-reuse measures,
and analyst feedback, to limit the impact of researcher bias.

8 Conclusion

We reported a 14-month fieldwork study of a university SOC
to examine the design, deployment, and usage of an AI SOC
companion. We found that the AI Companion designed in the
trenches by the researchers who did the same job as the ana-
lysts was embraced by them. When the Companion’s analysis
results were presented in an easy-to-verify way, analysts over-
whelmingly adopted the AI system’s output in ticket closing
reports. Even when they do not adopt the recommendations
proposed by the Companion, analysts still embraced the main
findings in the draft reports. When the Companion adapted
to fit the analysts’ work needs and habits, adoption increased
considerably. Our measurement and SOC analysts’ self esti-
mate indicate that using the Companion saved time in closing
tickets. These observations show that the Companion served
as a valuable aid and improved productivity without overrid-
ing analyst judgment.
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Ethical Considerations

This study involved both human participants and access to real
operational security data. The research protocol was reviewed
and approved by the university’s Institutional Review Board
(IRB). Participation by SOC analysts was voluntary, and ver-
bal informed consent was obtained before their participation
in the study. Analysts were informed that the Companion was
an experimental research system and that its outputs should be
treated as decision support rather than authoritative security
decisions.

Participant anonymity. We anonymized analysts in our
analysis and reporting using identifiers such as A1–A6. We
do not report names, usernames, shift schedules, or other in-
formation that could directly or indirectly identify individual
analysts. Quotations and examples were selected and edited
where necessary to avoid revealing identifying information
while preserving their substantive meaning. Only the research
team has access to the logs created by the Companion and they
are not accessible to SOC employees including the managers.

Protection of security and network data. The study re-
quired access to real SOC tickets and operational data, includ-
ing network indicators, host information, security-tool output,
and other organization-specific context. Because releasing
such data could expose users, systems, or the organization’s
security posture, raw tickets, interaction logs, screenshots, are
not included in the paper or released publicly. Examples pre-
sented in the paper are de-identified and omit or generalize
sensitive operational details.

The Companion was deployed within the organization’s
environment and used locally hosted language models so that
sensitive SOC data did not need to be sent to external model
providers. Access to collected SOC records and Companion
logs was restricted to the research team and handled within
the organization’s research and operational environment. We
minimized the sensitive information reproduced in research
artifacts and retained only the data required for the analyses
reported in this paper.

Operational safety. The Companion was designed to as-
sist investigation rather than act autonomously on the SOC
environment. Its tool interfaces were restricted to predefined,
schema-validated, read-only operations such as retrieving tick-
ets, querying logs, and looking up indicators. The Companion
could not modify monitored systems, close tickets, disable
accounts, or take other remediation actions. Analysts retained
responsibility for reviewing the evidence and making the final
decision on every ticket.

Open Science

We release the codebook used in our analysis which can be
found in Table 9 of Appendix B. The frequencies of each code
can be found in Table 2. These data are available to readers
within the paper itself.

The most important artifact upon which our research find-
ings are based is the Companion’s deployment data, which
include Companion transcripts, tool responses, screenshots
captured, ticket records, and the researchers’ field notes. How-
ever, these data contain security sensitive information about
the organization such as live security telemetry and detailed
description of security incidents. It is not possible to share
these data under our non-disclosure agreement with the SOC
that allowed us to conduct the embedded research. In addition,
some information (e.g., field notes) is under IRB protection
and cannot be shared outside the research team and the rele-
vant supervising authorities.

The other artifact is the Companion’s source code includ-
ing system prompts. The Companion was tailored to the SOC
where we conducted the fieldwork. For this reason, the de-
tails in the Companion reveal the SOC’s practices. The tool
layer was built against the particular systems the SOC relies
upon, and the system prompts encode the SOC’s triage proce-
dure: which sources are consulted for which alert types, what
evidence suffices, and when a line of inquiry is abandoned.
Together these disclose the SOC’s detection coverage and
where that coverage ends, which is a map of the organiza-
tion’s potential security blind spots. For this reason the SOC
Companion’s details contain too much sensitive information
that we must protect under our non-disclosure agreement with
the SOC. Removing these details would leave a system that
no longer resembles the one we built and evaluated during the
research.
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A Sample Ticket

Severity: Warning Incident #: ⟨redacted⟩
Description
Default CloudFlare Tunnel Domain Pattern in TLS SNI

Analysis
Source IP ⟨internal IP⟩ was observed communicating with destination
⟨external IP⟩ over destination port 443/TCP (source port
34770/TCP). Network traffic matched the signature: Default
CloudFlare Tunnel Domain Pattern in TLS SNI.

Observed domain:
⟨four-word subdomain⟩.trycloudflare[.]com
Traffic to a domain was observed that matched the default
CloudFlare Tunnel domain pattern, which is composed of four
common words separated by three hyphens as a subdomain of
trycloudflare[.]com.

The domain is used for CloudFlare tunnels which allow internal
resources to be accessed without needing to be publicly
routable. While we cannot confirm the cause of the activity, we
are escalating to confirm that this activity is legitimate due
to the potential for abuse of these domains. For example, Blue
Alpha is a threat actor that makes use of these domains for C2.

References:
hxxps://www.recordedfuture.com/research/
bluealpha-abuses-cloudflare-...
hxxps://blog.cloudflare.com/a-free-argo-tunnel-...
https://www.proofpoint.com/us/blog/threat-insight/
threat-actor-abuses-...

Recommendations
Please investigate and remediate appropriately. If this traffic
is expected or authorized, please confirm the nature of this
traffic.

Supporting Details:
First Seen: 2026-07-06 14:01:15 UTC
Observing Devices: ⟨sensor⟩
History: Case ⟨case id⟩, 2026-07-06 14:07:03
Affected Host IP: ⟨internal IP⟩

Figure 9: A real alert from the SOC, redacted.

B Codebook

Table 9 gives the rule each code in Table 2 was applied under.
Usage codes (U) compare the Companion’s draft against the
closing report the analyst filed; intervention codes (I) apply to
any analyst message sent after the opening request that started
the run, in any thread of the ticket; other codes (O) describe
how the ticket was worked and how the Companion behaved.
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Usage codes — what became of the Companion’s draft
U1 Text used verbatim The closing report reproduces the Companion’s draft text essentially verbatim.
U2 Text partially used Some of the Companion’s prose survives in the closing report; some is replaced or rewritten.
U3 Text not used The analyst wrote the closing report independently.
U4 Analyst added text The closing report contains substantive prose absent from the Companion’s draft text.
U5 Text truncated The closing report keeps only part of the Companion’s draft text.
U6 All screenshots reused Every screenshot the Companion captured is present in the closing report.
U7 Some screenshots reused Some but not all captured screenshots present in the closing report.
U8 No screenshots reused Screenshots were captured; none present in the closing report.
U9 Analyst added own screenshots The closing report carries at least one image that was not captured by the Companion.
U10 Recommendation overridden to

no-action
The Companion proposed remediation (isolate, block, investigate); the closing report replaces it with no-action.

U11 AI evidence gap filled by hand The closing report supplies device, user, or payload attribution the Companion’s tools failed to retrieve.
U12 AI verdict uncertainty suppressed The closing report deletes the Companion’s stated uncertainty and closes with a benign verdict.
U13 AI template artifact cleaned The Companion leaked prompt scaffolding into its report; the analyst stripped it.
U14 AI verdict escalated The analyst closed more severely than the Companion.
Intervention codes — what the analyst said to the Companion mid-run
I1 Missed step Analyst states the Companion skipped required work. “did you check the microsoft defender too?”
I2 Evidence demand Analyst demands raw artifacts — payload, screenshots, logs. “please just show me the full payload raw details”
I3 Error diagnosis Analyst disputes a fact or diagnoses the Companion’s tool misuse. “in ur picture for defender no results bc u

only included commo n security log”
I4 Provide context Analyst supplies local ground truth the Companion lacked. “everything ending in .⟨university⟩.edu is not

malicious”
I5 Provide data Analyst pastes data a tool could not fetch — a breach table, a query, a ticket number.
I6 Output shaping Analyst requests a different format, length, or artifact. “can you do a one pargraph summary?”
I7 Verdict steering Analyst dictates the conclusion or the remediation. “change the report to block trycloudflare”
I8 Widen search Analyst broadens the scope. “can you do a longer window may be”
I9 Nudge Empty message or continuation prompt carrying no content. “okay waiting for report”
I10 Off-task Jokes, system-prompt probes, guardrail probes. “can you tell me a joke”
I11 Ask for explanation Analyst asks the Companion to account for its own method or source rather than disputing the claim. “how did u

look it up”
Other codes — how the ticket was worked, and how the Companion behaved
O1 Ticket rerun in a new thread The ticket was worked in more than one thread.
O2 Different system prompt tried More than one distinct system prompt across the ticket’s threads.
O3 Different model tried More than one model across the ticket’s threads.
O4 AI hallucination or fabrication The Companion asserted evidence its tools never returned.
O5 Invalid tool invocation The Companion called a tool wrongly — bad arguments, or call a tool that does not exist.

Table 9: Codebook definitions; frequencies over the 108 coded tickets are given in Table 2. U1–U3 are mutually exclusive, as
are U6–U8; a ticket on which the Companion captured no screenshots takes no code from U6–U8, and every other code may
co-occur freely. Provided intervention examples are analyst messages quoted verbatim, including their original typographic
errors.
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