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ABSTRACT

LLM-as-a-Service has become a dominant paradigm for accessing large language
models without requiring local deployment. However, the process raises severe
privacy concerns when user queries may include sensitive or confidential contexts.
Differential privacy (DP) provides a principled approach to protecting such inputs,
while existing DP inference methods are primarily designed for short- or moderate-
context settings and struggle with million-token-scale inputs due to limited context
capacity and severe utility degradation under DP perturbation.

In this paper, we propose DP-MIND, a memory-guided framework that scales
differentially private inference to million-token contexts. DP-MIND enables private
long-context inference by locally perturbing the input and processing it chunk by
chunk with a compact memory that preserves task-relevant information across the
sequence. To make this memory robust to DP noise, we optimize the memory
construction policy directly on perturbed inputs using reinforcement learning,
guided by both final answer correctness and memory consistency. We further
recover perturbation-corrupted answer spans through a local denoising module
without exposing the original context to the external model. We provide theoretical
privacy analysis of DP-MIND and further conduct extensive empirical analysis
across multiple long-context benchmarks with context lengths up to the million-
token scale, demonstrating that DP-MIND consistently outperforms existing DP
and long-context inference baselines in both scalability and utility.

1 INTRODUCTION

Large language models (LLMs) have rapidly become a general-purpose interface for knowledge-
intensive tasks, including question answering, document analysis, code generation, personal assis-
tance, and decision support (Zhao et al.|[2026; [Song et al.| [2025)). Rather than deploying these models
locally, users increasingly access them through “LLM-as-a-Service” platforms (Brown et al., 2020
Ouyang et al.| 2022; |(Chowdhery et al., [2022; (Qwen Team), |2025)), where prompts and contextual
documents are submitted to remote model providers for inference. This service-oriented paradigm
makes advanced LL.Ms broadly accessible, but it also raises a fundamental privacy concern: users
often need to transmit sensitive context to remote model providers. Such context may contain private
conversations, medical or financial records, source code, legal documents, or other confidential
information (Chen et al., 2025} |Bai et al., 2025).

Differential privacy (DP) provides a principled approach to protecting sensitive user contexts during
remote LLM inference. Existing privacy-preserving inference methods primarily focus on improving
the privacy—utility trade-off. DP-Forward perturbs intermediate representations (Du et al., [2023]),
while ObfusLM combines embedding obfuscation and shuffling against inversion attacks (Lin et al.,
2025). Recent methods explore batch-level request sharing (Mai et al., [2026)) and token-level DP
that limits the influence of sensitive context tokens (Thareja et al.| [2026). To recover utility after
privacy protection, Split-and-Denoise and InferDPT employ denoising and response extraction,
respectively (Mai et al., [2024; |Tong et al.| [2025). DP? further extends the investi gation to multi-turn
inference, addressing privacy-budget consumption and semantic consistency (Zheng et al.| 2026).
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Although prior methods have made substantial efforts to improve the “privacy—utility” trade-off,
they are primarily designed for standard short- or moderate-context inference and do not address
the key challenges posed by million-token-scale inputs: context lengths that exceed the model’s
effective processing capacity, severe utility degradation caused by DP noise, and substantial inference
overhead. Even when the input fits within the context window, LLMs may struggle to reliably retrieve
and utilize relevant information from long contexts (Liu et al., 2024)).

Driven by the limitations of standard transformer inference, recent non-private long context methods
have explored several directions, including context-window extension, sparse or linear attention
and memory-augmented inference. Context-window extension methods enlarge the usable context
length through positional adaptation (Chen et al.,|2023b}; |Peng et al.| 2024} Ding et al., [2024; [Yang
et al., [2025), while sparse attention and memory-based methods improve long-context scalability
through efficient attention patterns and compact memory states (Beltagy et al., 2020; |Zaheer et al.,
2020; |Yu et al.| [2026). These techniques demonstrate the feasibility of scaling non-private long-
context inference and provide potential directions for DP long-context inference.

In this paper, we strive to bridge this gap by studying differentially private long-context inference
through the lens of memory-augmented inference that are previously under-explored in DP-literature.
We propose DP-MIND, a memory-guided framework for differentially private long-context inference.
To address the challenges of limited context capacity, DP-MIND partitions the long context into
locally perturbed chunks and processes them sequentially, while a compact memory propagates
task-relevant information across chunks without exposing the clean context. The memory policy is
further optimized directly under DP perturbation using reinforcement learning, guided jointly by
final answer correctness and memory consistency with the corresponding clean reference memory. In
addition, DP-MIND employs a trusted local denoising module that leverages the alignment between
clean and perturbed contexts to restore corrupted answer spans, improving answer utility without
exposing the clean context to the external LLM. Our main contributions are summarized as follows:

* To the best of our knowledge, we are the first to systematically study differentially private inference
in million-token-scale long-context settings, where existing DP inference methods face fundamental
challenges in scalability, utility, and efficiency.

* We propose DP-MIND, a memory-guided framework that combines chunk-wise perturbation
with sequential memory propagation for DP long-context inference, and provide a comprehensive
theoretical analysis of the privacy guarantee.

¢ We design a DP-aware reinforcement learning objective for memory construction, with a reward
that jointly captures final answer correctness and memory consistency under DP perturbation. We
further introduce a trusted local denoising module that restores corrupted answer spans while
keeping the clean context entirely local.

* We conduct extensive experiments across multiple long-context benchmarks, privacy budgets, and
context lengths up to the million-token scale. The results demonstrate that DP-MIND substantially
outperforms existing DP and long-context inference baselines under DP perturbation.

2 BACKGROUND AND RELATED WORK

2.1 DIFFERENTIALLY PRIVATE INFERENCE

Existing text privacy methods primarily protect sensitive inputs by perturbing tokens or intermediate
representations. Early approaches inject calibrated noise into token embeddings and project the
perturbed representations back to discrete tokens (Feyisetan et al.,2020; Xu et al.,2020). SanText and
CusText further improve private text perturbation through natural token replacement and customized
output sets, respectively (Yue et al., [2021} |Chen et al.l [2023a). For LLM inference, DP-Forward
perturbs input representations during the forward pass (Du et al.} 2023)), while ObfusLM combines
embedding obfuscation and shuffling to defend against embedding inversion attacks (Lin et al., [2025).
Recent approaches further explore model-agnostic prompt protection through batch-level request
sharing (Mai et al., [2026)) and token-level differential privacy by bounding the influence of sensitive
context tokens (Thareja et al.,[2026)). To improve inference utility, Split-and-Denoise and InferDPT
introduce denoising and response extraction strategies, respectively (Mai et al., 2024; [Tong et al.|
2025)), while DP? addresses privacy-budget consumption and semantic consistency in multi-turn



inference (Zheng et all |2026). Despite these advances, existing approaches do not systematically
address the scalability and utility challenges of DP inference over million-token contexts.

2.2 LONG-CONTEXT INFERENCE

Existing approaches to long-context inference can be broadly categorized into three directions below.
Context window extension methods enlarge the usable context length of pretrained LLMs through
positional interpolation or rescaling, such as Position Interpolation, YaRN, and LongRoPE (Chen
et al., [2023b; Peng et al., [2024; |Ding et al.l 2024). Sparse attention methods reduce the quadratic
cost of full attention by using local, global, or random attention patterns, as in Longformer and
BigBird (Beltagy et al., [2020; Zaheer et al., 2020). Memory-augmented inference offers another
approach by processing long contexts sequentially while maintaining compact representations of
previously observed information. MemAgent employs recurrent memory updates and reinforcement
learning for long-context reasoning (Yu et al.|[2026)), while LycheeMemory combines chunk-wise
compression, selective memory retrieval, and end-to-end reinforcement learning (Chen et al., 2026).
Despite their advances in scalability, existing long-context methods are primarily designed for clean
inputs and do not explicitly account for DP-induced information loss. Under DP perturbation, simply
extending the context window or reducing attention complexity cannot address corrupted evidence,
while compression and memory construction may further propagate errors from noisy inputs. These
limitations highlight the need for scalable DP inference that can robustly preserve and propagate
task-relevant information across long contexts.

3 PRELIMINARY

3.1 DIFFERENTIAL PRIVACY

Differential privacy (DP) (Dwork et al.|2006) provides a formal privacy guarantee, defined as follows:

Definition 3.1 ((¢, §)-Differential Privacy). A randomized mechanism M : D — R satisfies (¢, 9)-

differential privacy if for any two adjacent inputs C ~ C and any measurable set S C R,
Pr[M(C) € 8] < ¢ Pr[M(C) € 8] + 6.

When § = 0, the mechanism satisfies pure e-differential privacy.

We adopt metric differential privacy, where the privacy guarantee depends on a distance between
inputs (?Feyisetan et al., 2020).
Definition 3.2 (d,-Privacy). Let (X,d,) be a metric space where d,, denotes a distance metric

(e.g., Euclidean distance). A randomized mechanism M : X — ) satisfies e-d,.-privacy if for any
z,x' € X andany S C Y:

Pr[M(z) € 8] < ¢ x®#) Pr[M(2') € S). )]
Given a tokenized query sequence X = [z1,...,x,], the embedding layer maps it to X =
[€1,...,2,] € R"*9 via an embedding matrix E € R!VI*?, where [V is the vocabulary size

and d is the embedding dimension. Under the d, -privacy metric with parameter € and L, distance,
privacy is enforced by adding Laplacian noise z with density proportional to exp(—e||z||) (Wu et al.,
2017). Specifically, the noise is sampled as z = lv, where [ ~ T'(d, 1/¢) and v is uniformly drawn
from the unit ball B¢, yielding the privatized embedding M (x;) = x; + 2.

3.2 POST-PROCESSING PROPERTY

A key property of differential privacy is that privacy cannot be weakened by post-processing. That is,
once a mechanism produces a DP output, any further randomized or deterministic computation that
only depends on this DP output does not incur additional privacy loss (Dwork & Roth, 2014).

Theorem 3.3 (Post-processing(Dwork & Roth, [2014)). Let M be an (e, §)-DP mechanism, and let

f be any randomized mapping that does not access the original private input except through M(C).
Then the composed mechanism f(M(C)) is also (e, 0)-DP.

The same principle also applies to metric DP: if M satisfies ed y-privacy, then any post-processing
of M(x) satisfies the same ed y-privacy guarantee.



4 METHODOLOGY

In this section, we propose DP-MIND, a Differentially Private Memory-guided INference framework
with local Denoising for privacy-preserving long-context question answering. Given a long context C'
and a query (), DP-MIND aims to answer () without exposing the clean context to the external LLM.

4.1 CHUNK-WISE DP MEMORY INFERENCE

As shown in Figure[l] the first stage of DP-MIND performs chunk-wise DP memory inference. Given
a long context C and a query ), DP-MIND first partitions C into IV consecutive chunks,

C = (Cy,Ca,...,Cx).

Instead of exposing these clean chunks to the external LLM, DP-MIND applies a DP perturbation
mechanism to the whole context and obtains the corresponding DP-perturbed chunks:

(C{,Cé, .. ,C;V) — MDP(C).

Here, C/ denotes the noisy version of C; after applying DP perturbation to the original context.
Equivalently, the mechanism perturbs the tokens in the long context and then returns the noisy chunks
according to the same chunk partition. The external LLM only receives the DP-perturbed chunks
{C!}N_, and never observes the clean chunks {C; }¥ ;.

After DP perturbation, DP-MIND queries the ex-
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At the final step, DP-MIND generates a DP answer from the last memory state, the final DP-perturbed
chunk, and the query:

ADP — LLM(MNfl, Cj/\fv Q)
Therefore, the entire external inference process only depends on the DP-perturbed context, the
query, and the internal randomness of the external LLM. This preserves the privacy boundary of DP
inference: the external LLM only accesses DP-perturbed chunks and DP-derived memories, while
the clean context remains inside the trusted local environment.

4.2 PRIVACY ANALYSIS

We analyze the privacy guarantee of DP-MIND by showing that its entire external inference process
is a post-processing of the underlying DP perturbation mechanism.

Theorem 4.1 (Privacy Guarantee of DP-MIND). Ler Mpp : C — C' be the local context pertur-
bation mechanism used by DP-MIND. Assume that Mpp satisfies ed,-privacy, for a fixed query @,
define the DP-MIND mechanism

Mopp_minn(C; Q) := Funn (Mpp(C), Q),
where Fanp first splits C' = Mpp(C) into (C1, ..., Cl), and then performs
Mi — LLM(Mi—h 01/7 Q), = 1, ey N — 17 ADP “— LLM(MN_l, C;\/W Q)

The output of Mpp_mIND IS the complete external view of this interaction, including the DP-
perturbed chunks, generated memory states, and final DP answer. Then Mpp_\iND also satisfies
edy-privacy.



Algorithm 1 Mpp_ynp: Chunk-wise DP Memory Inference with Local Denoising

Require: Long context C' = (wy,...,wr), query @, external LLM LLM, maximum restoration
span length K
Ensure: Final answer Agpa
1: Apply the DP perturbation mechanism Mpp in Algorithm 3]to obtain

C”:(wll,...,w/L), (Ci,...,C;V)%MDP(C).

Record local alignment IT = {(w}, w;)}£;.
Initialize memory My < 0.
fori=1to N —1do

Update memory M; < LLM(M;_1,C}, Q).
end for
Generate DP answer App < LLM(My_1,CY%, Q).
Denoise answer Afy,) < Denoise(App, IT, K).
return Ag,.

R AN U

Proof. Let C' = Mpp(C). By assumption, Mpp satisfies ed,-privacy. After obtaining C’, DP-
MIND only performs post-processing on the perturbed context: it splits C” into chunks, sequentially
queries the LLM, updates the memory states, and generates the final DP answer. All these operations
depend only on C’, the fixed query @, and the internal randomness of the LLM, without accessing
the clean context C. Therefore,

Mopp_minp(C, Q) = Funp (Mpp(C), Q)

is a post-processing of Mpp(C). By the post-processing property of differential privacy (Dwork
& Rothl 2014), post-processing does not increase the privacy loss. Thus, Mpp_ninp satisfies the
same ed,-privacy guarantee as Mpp. O

4.3 LOCAL ANSWER DENOISING

Task-relevant tokens, such as entities, numbers, and short answer spans, may be corrupted by DP
perturbation, leading to utility loss in the generated answer. To recover such errors without revealing
the clean context to the external LLM, DP-MIND performs local answer denoising after inference.
During local DP perturbation, DP-MIND records the token-level alignment between the clean context
C = (w1, ...,wy) and the perturbed context C' = (wf, ..., w}):

= {(w;, wt)}tL:h

which is retained only in the trusted local environment. Using II, we construct restoration rules for
aligned spans of length up to K:

(wg,...,w£+k_1)—>(wt,...,wt+k_1), 1§k‘§K

Only perturbed spans with an unambiguous clean counterpart are included. Given the DP answer
App, the local module scans for matching noisy spans and replaces them with the corresponding
clean spans, preferring the longest valid match. The denoised answer is therefore obtained as

Afinal ¢ Denoise(App, I1, K).

Algorithm 2] summarizes this procedure. The denoising module only performs alignment-based span
restoration rather than regenerating the answer. Since the clean context and alignment IT remain
entirely within the trusted local environment, this step introduces no additional information leakage
to the external LLM under our threat model.

4.4 DP-AWARE MEMORY POLICY OPTIMIZATION

We optimize the memory construction policy directly under DP perturbation using reinforcement
learning. The training objective targets two key challenges introduced by DP noise. An answer
reward improves end-task utility by directly rewarding the correctness of the final denoised answer,



Algorithm 2 Local Answer Denoise in DP-MIND

Require: DP answer App, local alignment IT = {(w}, w;)}% ;, max restoration span length K
Ensure: Final answer Agna

1: Build restoration map R <— BuildRestoreMap(II, K).

2: Tokenize App as (a1, ..., am).

3: Initialize Agna — 0 and 7+ 1.

4: while r < mdo

5. (5,k) < LongestRestore(ay, . .., Gmin(r+K—1,m)s R)-
6: if k£ > 0 then

7: Append 5 to Agpa) and set r < r + k.

8: else

9: Append a,. to Agp, and set r < r + 1.
10:  end if

11: end while
12: return Agpa

while a memory-consistency reward improves robustness by encouraging DP-derived memory states
to remain close to their clean counterparts throughout sequential memory construction. Together, the
two rewards jointly optimize final prediction quality and the stability of intermediate memory under
DP perturbation. The overall reward is defined as

Rﬁnal = Rans + )\Rmema

where A controls the contribution of the memory-consistency reward.

Answer reward R,,s. The answer reward is designed to directly improve end-task utility under
DP perturbation. Given the DP-perturbed chunks (C1, ..., C}), the policy sequentially constructs
the memory trajectory

MPY — mg(MPY,CLQ), i=1,...,N—1,
and generates the final DP answer, which is subsequently denoised in the trusted local environment:
ADP < WQ(M]]\D[ED C;\/v Q), Aﬁnal — Denoise(ADp, H),

where II denotes the locally maintained alignment between the clean and perturbed contexts. We
then compute

Rans = ACC(Aﬁnah Y),
where Y is the gold answer. By evaluating the final denoised answer, R, directly optimizes the
utility of the complete DP-MIND inference pipeline.

Memory-consistency reward R,,.,. The memory-consistency reward is designed to improve the
robustness of sequential memory construction under DP noise. Since answer-level supervision only
provides a terminal signal, it does not directly constrain how well intermediate memories preserve
task-relevant information. We therefore construct a clean reference memory trajectory:

Miclcan Fﬂ-ref( clcan CzaQ) i = 1,...,N— 1’
and locally denoise the corresponding DP-derived memory:

MPY « Denoise(MPY 1I).

We define the memory-consistency reward as the negative average embedding distance between the
denoised DP-derived memory and its clean reference:

1 N—-1

Rnem = =77 ; |[Emb(3PF) — Emb(Mg'em)

(P

where Emb(-) maps a memory state to its embedding representation. A higher Ry, therefore
corresponds to a smaller discrepancy from the clean reference trajectory, encouraging the policy to
construct memory states that are more robust to DP perturbation.



Table 1: Sub-EM comparison on RULER-HQA under different privacy budgets and context lengths.
Qwen2.5-7B denotes the standard baseline, Sparse Attention denotes Longformer-style local sliding-
window attention (Beltagy et al.,[2020), Long-Context Scaling denotes direct inference with Qwen2.5-
7B-Instruct-1M (Yang et al.| |2025]), which is a variant designed for up to one million tokens of context,
and Memory-Augmented denotes direct chunk-wise querying with recurrent memory propagation.

Privacy Budget = Method 7K 14K 28K 56K 112K 224K 448K 896K 1.8M
Qwen2.5-7B (baseline)  36.72 3750  25.78
Sparse Attention 36.72 3750 25778 547 3.12 0.00
€e=26 Long-Context Scaling 40.62 40.62 35.16 32.03 22.66 18.75 8.56 0.00 -
Memory-Augmented 38.28 32.03 3359 2891 2500 17.97 8.59 6.25 0.00
DP-MIND 56.25 56.25 48.44 46.09 4453 47.66 53.12 49.22  39.06

Qwen2.5-7B (baseline)  47.66  46.09  40.62

Sparse Attention 47.66 46.09 40.62  6.25 4.69 0.00

e=17 Long-Context Scaling 46.09 53.12 4297 4531 3594 2656 938 0.00
Memory-Augmented 5859 4141 4453 3047 3047 29.69 2734 21.09 17.97
DP-MIND 75.78 7422 71.09 7344 68.56 7031 71.88 64.81 59.38

Qwen2.5-7B (baseline) 5547 49.22  50.00 - - - - - -

Sparse Attention 5547 49.22  50.00 4.69 3.12 0.00
e=28 Long-Context Scaling 5547 51.56 50.78 5547 4531 37.50 9.38 0.00
Memory-Augmented 59.38 4453 42119 39.06 42.19 3984 29.69 32.81 22.66
DP-MIND 8047 7500 77.34 8047 7344 7734 72.66 68.75 63.28
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Figure 2: Results on RULER-HQA under ¢ = 7. Chunk-only inference uses chunk-wise memory
processing and can scale to long contexts, but its utility drops quickly without RL-based memory
optimization. DP-MIND achieves the best overall performance.

5 EXPERIMENTS

5.1 EXPERIMENT SETUP

Models and Datasets. We evaluate DP-MIND using the Qwen2.5 family, including 7B and 14B
models (Yang et al.,[2024). For long-context scaling, we use the corresponding Qwen2.5-1M variants
which supports approximately 1M tokens (Yang et al.||2025)). We evaluate DP-MIND on RULER-
HQA and NIAH. RULER-HQA is constructed from HotpotQA following the RULER protocol (Yang
et al.,|2018}; |Hsieh et al.| 2024) and evaluates multi-hop QA over contexts from 7K to 1.8M tokens,
with 128 examples per length. NIAH follows the RULER needle-in-a-haystack setting (Hsieh et al.}
2024) and evaluates Single, Multi-Key, and Multi-Query retrieval at 32K, 128K, and 512K tokens.

5.2 LONG-CONTEXT INFERENCE TASK

DP-MIND is the only method that consistently supports ultra-long DP-perturbed contexts.
Table [T reports the SubEM results on RULER-HQA across different privacy budgets and context
lengths. Here, “~” indicates that the corresponding method cannot process the input because the
context length exceeds its supported context window or serving limit. The standard Qwen2.5-7B
baseline only supports up to 28K tokens. Sparse Attention extends the usable length to 224K tokens,
but still fails to handle 448K and longer contexts. Long-Context Scaling, implemented with Qwen2.5-
7B-Instruct-1M, can process up to 1.8M tokens, but it relies on a model with an enlarged context
window. In contrast, DP-MIND processes the context chunk by chunk and remains applicable across
the full range from 7K to 1.8M tokens.
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Figure 3: Scaling performance on RULER-HQA with Qwen2.5-14B under ¢ = 7. DP-MIND
consistently achieves the best overall performance, while the advantage of memory-based inference
becomes more pronounced as the context length increases.
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Figure 4: NIAH results under different privacy budgets and context lengths. Results are reported on
Single, Multi-Key (M-Key), and Multi-Query (M-Query) with length ranging from 32k to 512k.

DP-MIND achieves much higher utility than scalable baselines. Although Long-Context Scaling
can process ultra-long inputs, its utility degrades rapidly as the context grows, while Sparse Attention
deteriorates even earlier. Under e = 7, Long-Context Scaling drops from 45.31 SubEM at 56K to
26.56 at 224K and 0.00 at 896K and 1.8M, whereas DP-MIND maintains 73.44, 70.31, 64.81, and
59.38, respectively. These results demonstrate that simply extending the context window or adopting
sparse attention is insufficient under DP perturbation, while memory-guided inference preserves
task-relevant information more effectively.

DP-MIND consistently generalizes to the larger 14B backbone. We further evaluate DP-MIND
with Qwen2.5-14B to examine whether its effectiveness generalizes to a larger model scale. As
shown in Figure [3] DP-MIND achieves the best overall performance across all evaluated context
lengths. Compared with MemAgent, DP-MIND consistently improves performance at every context
length, showing that DP-aware RL training and local answer denoising remain effective when
scaling from 7B to 14B. Moreover, the benefit of the memory-based inference framework becomes
increasingly pronounced as the context grows. Compared with direct long-context scaling, Memory-
Augmented inference provides relatively modest gains in the short-context regime, but the gap widens
substantially at longer contexts, reaching approximately 19.5 SubEM points at 1.8M tokens. These
results further demonstrate that the advantage of DP-MIND is not specific to the 7B backbone and
that memory-guided inference becomes increasingly valuable in the ultra-long-context regime.

5.3 LONG-CONTEXT RETRIEVAL TASK

We further extend the evaluation to NIAH to examine long-context retrieval under DP perturbation.
As shown in Figure @ DP-MIND consistently outperforms the baselines across different context
lengths and privacy budgets. Across privacy budgets, DP-MIND remains effective under different
perturbation strengths. When ¢ = 6, severe DP noise makes retrieval challenging for all methods;
at e = 7, DP-MIND maintains relatively stable performance as the context length increases, while
the baselines degrade more noticeably; and at e = 8, DP-MIND achieves the largest overall gains.
The advantage of DP-MIND also becomes more pronounced as the retrieval context grows. The
performance gap between DP-MIND and the baselines generally widens at longer context lengths,
showing that memory-guided inference is particularly effective for preserving and retrieving sparse
target information from ultra-long DP-perturbed contexts.
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Figure 5: Impact of chunk size on utility and runtime. Larger chunks reduce inference time, while
moderate chunk sizes generally maintain stronger EM and SubEM across long contexts.

5.4 ABLATION STUDY

Chunk size provides a trade-off between utility and inference efficiency. As shown in Figure[5]
DP-MIND remains relatively stable across a wide range of chunk sizes, indicating that its performance
is not overly sensitive to this hyperparameter. For utility, chunk sizes of SK-10K generally achieve
competitive EM and SubEM across different context lengths, while an excessively large chunk size of
20K tends to degrade performance in the ultra-long regime. In contrast, runtime is more sensitive to
chunk size: larger chunks reduce the number of recurrent inference steps and therefore substantially
lower the time per sample, with the efficiency gap becoming increasingly pronounced as the context
length grows. Overall, a moderate chunk size provides a favorable balance between retrieval utility
and inference efficiency.

Memory propagation, DP-aware RL, and local de- Table 2: Robustness of DP-MIND under dif-
noising progressively improve long-context utility. ferent DP perturbation mechanisms.
Table 3] shows that Chunk-only inference degrades

rapidly as the context grows, while introducing mem- Perturbation Length Qwen-IM  DP-MIND
ory propagation substantially improves long-context S6K 4531 7344 (+28.13)
robustness. Training directly on DP-perturbed inputs — dy-privacy 12K 3594 68.56 (+3262)

(Feyisetan et al.}[2020) 224K 26.56  70.31 (+43.75)

provides further gains, and local answer denoising .

enables DP-MIND to achieve the best overall perfor-

mance. We further evaluate DP-MIND on the larger s 151621; 2332 gégi (+29.69)

. . anText A 91 (+28.13)
Qwen2.5-14B backbone. As shown 1n.F1gure DP- i e all Boz1) 2K 3750 78120 s060)
MIND consistently performs best, with the advan- 448K 625 75.00 (+ 68.75)

tage of memory-based inference becoming more pro-
nounced at longer context lengths.

DP-MIND remains effective across different DP
perturbation mechanisms.

56K 57.81 80.47 (+22.66)
InferDPT 112K 50.78 78.91 (+28.13)
(Tong et al., 2025) 224K 3438 78.12 (+43.74)
448K 7.81 71.88 (+64.07)

As shown in Table[2] to evaluate its robustness to dif-

ferent perturbation mechanism, we further adopt the perturbation mechanisms from SanText (Yue
et al., [2021) and InferDPT (Tong et al., 2025). Across all three settings and all evaluated context
lengths, DP-MIND consistently outperforms Qwen-1M. The gains become particularly pronounced
at 448K, reaching 62.50, 68.75, and 64.07 SubEM points under the three perturbation mechanisms,
respectively. These results demonstrate that DP-MIND remains effective across different DP pertur-
bation mechanism.

6 CONCLUSION

In this work, we study differentially private long-context inference at the million-token scale and pro-
pose DP-MIND, a memory-guided framework that sequentially processes DP-perturbed chunks while
propagating compact memory states across the context. DP-MIND preserves the privacy guarantee
of the underlying perturbation mechanism and improves utility through DP-aware reinforcement
learning for robust memory construction and trusted local denoising. Experiments on RULER-HQA
and NIAH across different privacy budgets, perturbation mechanisms, and model scales show that



DP-MIND maintains strong utility in the million-token regime, demonstrating the effectiveness of
memory-guided inference for scalable private LLM inference.
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A IMPLEMENTATION DETAILS

A.1 DP PERTURBATION

Before sending the context to the external LLM, DP-MIND locally applies a token-level DP perturba-
tion mechanism to protect the original context. Specifically, each token is mapped to its embedding
representation, perturbed with calibrated noise, and then projected back to the nearest token in the
vocabulary. The resulting DP-perturbed context is subsequently partitioned into sequential chunks
and used as the input to the memory-guided inference process. Algorithm 3]summarizes the complete
procedure.

Algorithm 3 Long-Context DP Perturbation Mechanism Mpp

Require: Long context C' = (wy,...,wr), number of chunks N, embedding map ¢ : W — R%,
vocabulary W, privacy parameter € > 0
Ensure: DP-perturbed chunks (C1{,...,Cl)
1: fort =1to L do
2:  Compute embedding ¢; < ¢(wy).
3:  Sample noise Z; with density pz(z) o exp(—¢||z]|2).
4 Perturb embedding ¢; < ¢ + Z;.
5:  Project back to token wj <— argmin, oy, || ¢(w) — @2
6: end for
7: Form the perturbed context C’ = (wf, ..., w} ) and split it into N chunks (C1, ..., CY}).
8: return (C1,...,C})

A.2 MEMORY-BASED INFERENCE DETAILS

For the chunk-based recurrent baseline, we first tokenize each input context using the Qwen2.5-
7B-Instruct tokenizer and partition it into sequential, non-overlapping chunks of 5,000 tokens, with
the last chunk allowed to contain fewer tokens. The chunks are processed in their original order.
For each chunk, the model receives the question, the current chunk, and the memory accumulated
from previous chunks, and updates the memory while preserving question-relevant information. The
memory is initialized as “No previous memory,” and each memory update is constrained to at most
1,024 generated tokens. After all chunks have been processed, the final answer is generated using
the question and the final accumulated memory. We use a temperature of 0.7 and top-p of 0.95, and
evaluate 128 examples under each experimental setting.

A.3 PROMPTS

We use fixed prompt templates for memory updating and final answer generation across all ex-
periments. The memory update prompt incrementally integrates task-relevant information from
each chunk, while the final answer prompt generates the prediction using only the accumulated
differentially private memory. The complete templates are provided below.
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Memory Update Prompt

You are given a problem, a section of an article that may contain information relevant to the
problem, and a previous memory. Read the section carefully and update the memory with
any new information that helps answer the problem. Preserve all relevant details from the
previous memory while adding useful information from the current section.

<problem>
{question}
</problem>

<memory>
{previous_memory}
</memory>

<section>
{current_chunk}
</section>

Updated memory:
. J

Final Answer Prompt

You are given a problem and a differentially private memory. The memory may contain noise
or omit some details due to privacy-preserving perturbation. Answer the problem using only
the memory, without attempting to reconstruct any original sensitive context.

Output format:
"Therefore, the answer is (insert answer here)".

<problem>
{question}
</problem>

<memory>
{final_ memory}
</memory>

Your answer:

-

-

B EVALUATION DETAILS

B.1 BENCHMARKS

RULER-HQA. RULER-HQA is constructed from HotpotQA (Yang et al, |2018) following the
RULER-style synthetic construction (Hsieh et al.,[2024). Each example contains supporting evidence
mixed with a large number of distractor documents, enabling controlled evaluation of long-context
extrapolation. We synthesize 128 examples for each context scale. The evaluated contexts range from
approximately 7K to 1.8M tokens.

NIAH. NIAH evaluates whether the model can retrieve a short target span from a long haystack.
We use three variants from RULER (Hsieh et al., [2024): repetitive haystack with a numeric needle,
essay haystack with a numeric needle, and essay haystack with a UUID needle. We evaluate 128
examples at each context length, ranging from 32K to 512K tokens.

B.2 EVALUATION METRICS

We normalize both predictions and gold answers by lowercasing, removing punctuation and articles,
and fixing whitespace. EM measures exact string match after normalization. F1 measures token-level
overlap between the prediction and the gold answer. SubEM counts a prediction as correct if it
contains the complete normalized gold answer span. When multiple gold answers are available, we

14



report the maximum score over all gold answers. For DP-MIND, local span restoration is applied
before evaluation on answer-based tasks, and EM, F1, and SubEM are computed on the restored
answer.

C ADDITIONAL EXPERIMENT RESULTS

This section provides additional experimental results on RULER-HQA to further support the effective-
ness of DP-MIND. We first present an ablation study under e = 7 to isolate the contribution of each
component, including DP-perturbed training and local answer denoising. We then report complete
comparisons across multiple privacy budgets and context lengths using F1, Exact Match (EM), and
Sub-Exact Match (SubEM). Overall, the results show that DP-MIND consistently improves over
sparse-attention, long-context scaling, and memory-augmented baselines, with especially clear gains
in ultra-long contexts.

Table 3: Ablation study of DP-MIND on RULER-HQA under € = 7, measured by SubEM. Chunk-
only splits the context into chunks and queries them without memory propagation. RL MemoryAgent
denotes the original memory-based inference method (Yu et al.| 2026). DP-RL MemoryAgent is
trained on DP-perturbed data. DP-MIND is our full method with local answer denoising. Numbers in
parentheses denote improvements over RL MemoryAgent.

Length Chunk-only RL MemoryAgent DP-RL MemoryAgent DP-MIND

7K 58.59 72.66 75.00 (+2.34) 75.78 (+3.12)
14K 41.41 67.97 71.88 (+3.91) 74.22 (+6.25)
28K 44.53 67.19 69.53 (+2.34) 71.09 (+3.90)
56K 30.47 67.97 67.97 (+0.00) 73.44 (+5.47)
112K 30.47 65.62 66.43 (+0.81) 68.56 (+2.13)
224K 17.97 69.53 69.53 (+0.00) 70.31 (+0.78)
448K 8.59 67.19 71.88 (+4.69) 71.88 (+4.69)
896K 6.25 60.16 62.59 (+2.43) 64.81 +2.22)
1.8M 0.00 56.25 57.81 (+1.56) 59.38 (+3.13)

Table 4: F1 comparison on RULER-HQA under different privacy budgets and context lengths. All
values are percentages.

Privacy Budget = Method 7K 14K 28K 56K 112K 224K 448K 896K 1.8M
Qwen2.5-7B (baseline)  36.12  37.84 2798
Sparse Attention 36.12  37.84 2798 481 2.56 0.00
e=6 Long-Context Scaling 4394 4229 3680 34.10 2723 21.69 1242  0.00 0.00
Memory-Augmented 39.98 3356 3438 27.88 2752 22.88 2651 20.09 2094
DP-MIND 53.30 5493 5357 48.11 4836 4823 5243 47.62 4241

Qwen2.5-7B (baseline) 41.70  45.15  40.90

Sparse Attention 4170  45.15 4090 5.27 3.18

e=17 Long-Context Scaling 50.38 51.08 4278 4542 3597 2817 888 4.69 0.00
Memory-Augmented 51.76 4330 4055 39.46 29.64 31.73 31.77 30.74 21.69
DP-MIND 7149 7192 6946 66.16 63.62 71.28 68.68 58.11 58.11

Qwen2.5-7B (baseline)  43.19 4090 4453

Sparse Attention 43.19 4090 4453 425 3.01 0.48

e=38 Long-Context Scaling 5577 5323 51.14 5453 4460 3732 1095  8.88 4.81
Memory-Augmented 5317 4129 4509 38.85 3747 40.06 30.74 34.14 2773
DP-MIND 7726 72.64 7421 7445 69.78 7248 69.86 6592 62.35
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Table 5: Exact Match (EM) comparison on RULER-HQA under different privacy budgets and context
lengths. All values are percentages.

Privacy Budget Method 7K 14K 28K 56K 112K 224K 448K 896K 1.8M
Qwen2.5-7B (baseline)  21.09 22.66 16.41
Sparse Attention 21.09 22,66 1641 0.78 0.00 0.00
e=6 Long-Context Scaling 26.56  25.00 21.88 1797 14.84 1406 7.03 2.56 0.00
Memory-Augmented 2422 1953 1953 1016 1406 1094 1250 8.9 10.16
DP-MIND 3359 39.84 3594 32.03 2891 3125 36.72 32.81 28.12

Qwen2.5-7B (baseline) 2422  29.69  29.69 - - - - - -

Sparse Attention 2422 29.69 2969 0.78 0.00

e=17 Long-Context Scaling 3516 32.03 2891 3125 21.88 1641 4.69 4.81 0.00
Memory-Augmented 3594 2891 2578 2344 1562 1953 2031 1250 14.84
DP-MIND 5547 5547 54.69 47.66 4844 5781 50.00 44.53 4531

Qwen2.5-7B (baseline)  28.12  26.56  32.81 - - - - - -

Sparse Attention 28.12 2656  32.81 0.00 0.00 0.00

e=28 Long-Context Scaling 3750 35.16 35.16 39.84 29.69 2422 1547 1641 14.06
Memory-Augmented 3594 2500 2891 2344 2031 2578 19.53 1875 17.19
DP-MIND 60.94 5547 60.16 5859 56.25 60.16 53.12 51.56 50.00

Table 6: F1 comparison on RULER-HQA for Qwen2.5-14B series under € = 7.

Method 7K 14K 28K 56K 112K 224K 448K 896K  1.8M
Qwen2.5-14B (baseline) 23.31 22.77 19.64 - - - - - -
Sparse Attention 23317 22777 19647 357 364 006

Long-Context Scaling 4852 3713 3496 3040 2723 2121 1587 1025
Memory-Augmented 5371 5505 5340 4097 4464 4427 3640 3635 32.80
DP-MIND 7577 7297 67156 7111 7143  72.69 66.00 6513 6223

Table 7: Exact Match (EM) comparison on RULER-HQA for Qwen2.5-14B series under ¢ = 7.

Method 7K 14K 28K 56K 112K 224K 448K 896K 1.8M
Qwen2.5-14B (baseline) 11.72 9.38 8.59 - - - - - —
Sparse Attention 11.72 9.38 8.59 3.12 391 0.00

Long-Context Scaling 3281 21.09 2422 1875 17.19 1250  6.25 2.34
Memory-Augmented 3750 36.72 3438 2578 2891 3125 22.66 2344 1953
DP-MIND 58.59 5312 4844 50.78 51.56 54.69 49.22 48.44 46.40

Table 8: Sub-Exact Match (Sub-EM) comparison on RULER-HQA for Qwen2.5-14B series under
e="1.

Method 7K 14K 28K 56K 112K 224K 448K 896K 1.8M
Qwen2.5-14B (baseline)  60.16  56.25 53.12 - - - - - -
Sparse Attention 60.16 56.25 53.12 391 1.56 0.00 - - -
Long-Context Scaling 65.62 5625 5938 5547 4922 3750 17.19  7.03
Memory-Augmented 56.25 60.16 5547 4453 5312  46.09 36.72 39.84 33.59
DP-MIND 81.31 7891 7422 8047 7891 8047 77.34 7422 7031

Table 9: NIAH results under different privacy budgets and context lengths. Results are reported on
Single, Multi-Key (M-Key), and Multi-Query (M-Query) settings, where 1 indicates higher is better.

Privacy Budget Method 2K 128K S12K

Singlet M-KeyT M-Query?T Singlet M-Keyt M-Queryt Singlet M-Keyt M-Query?

Qwen2.5-7B 391 2.34 2.34 - - - - - -

e=6 Qwen2.5-7B-IM  3.12 3.91 3.12 3.91 5.47 3.12 0.00 0.00 0.39
DP-MIND 5.47 7.03 3.32 4.69 5.47 4.10 5.47 3.12 3.32
Qwen2.5-7B 31.25 37.50 31.64 - - - - - -

e="T Qwen2.5-7B-1M  36.72 39.06 36.72 32.03 33.59 16.80 19.53 391 293
DP-MIND 42.19 4219 38.09 36.72 38.28 33.40 36.72 35.16 38.09
Qwen2.5-7B 71.09 74.22 75.78

e=28 Qwen2.5-7B-1M  80.47 77.34 80.66 76.56  71.88 23.83 64.84  21.88 19.34
DP-MIND 82.03 7891 79.30 78.91 75.00 76.56 7134 75.00 74.02
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