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Abstract
Designers and policymakers in sociotechnical domains like content
moderation, privacy interfaces, recommender systems and beyond,
must choose among a growing menu of proposed interventions,
but typically lack a principled basis for comparing them. Prior
work tends to evaluate interventions individually and mostly along
the effectiveness criteria, while implementation constraints such
as cost, effort and feasibility are often considered separately. We
present a multi-criteria framework for evaluating sociotechnical
interventions. This framework is instantiated through the case of
misinformation, a domain of intense focus for proposed counter-
measures. We survey 𝑁 = 39 researchers on 40 operationalized
interventions across five evaluative criteria: political feasibility, ef-
fectiveness, user acceptance, cost, and implementation effort. We
find that the interventions that experts judge to be the most effec-
tive are not always the most acceptable to the public or the most
feasible to implement. We also discuss how this tension has im-
plications for the design of sociotechnical interventions beyond
misinformation, and offer a decision framework for practitioners
navigating the trade-offs of sociotechnical interventions.

CCS Concepts
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1 Introduction
Social media platforms and the emerging generative-AI technology
that shapes them are quickly transforming the online information
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environment, bringing with them various interventions used to
address socio-technical harms [22, 62, 98]. Yet these interventions,
such as those for countering misinformation or detecting fraud, are
often developed and treated individually rather than analyzed as a
whole using a standardized set of criteria [27, 41]. Socio-technical
systems research has argued that such interventions cannot be
meaningfully evaluated outside the social context in which they en-
ter [99], and value-sensitive design calls for weighing a technology
against multiple, sometimes competing values rather than a single
metric [33]. Drawing on these two threads of research, we aim
to establish a comprehensive framework for developing effective
and practical countermeasures across the social media landscape.
Researchers, companies, and policymakers can use this framework
to evaluate the socio-technical interventions and consider their
trade-offs.

We develop a multi-criteria framework for socio-technical inter-
vention design through the case of misinformation. Throughout,
we use "intervention" to mean a deliberate countermeasure (i.e., a
policy, a platform design, an educational effort) that is deployed to
reduce a socio-technical harm. Misinformation is a domain where
the evaluation gap is especially visible. Countermeasures are prolif-
erating faster than the field’s capacity to compare them [93, 106],
and platforms tend to implement interventions reactively and in-
consistently [35]. Intervention design decisions typically require
trading effectiveness against the practical and normative consid-
erations that determine whether an intervention can or should be
be deployed [42, 95]. However, to the best of our knowledge, no
framework exists to support that reasoning. To develop the frame-
work, we integrate prior research with an expert elicitation survey
of 𝑁 = 39 researchers who evaluated 40 interventions across five
criteria: political feasibility, effectiveness, user acceptance, cost, and
effort level. Our main research question is: How can we identify
which interventions are both practical and effective, and under
what circumstances? More specifically:

• RQ1:What trade-offs emerge when misinformation interven-
tions are evaluated across political feasibility, effectiveness,
acceptance, cost, and effort?

• RQ2:Which intervention categories best balance user-centered
and implementation-centered criteria?

• RQ3: What design principles can guide practical misinfor-
mation intervention design?

The contributions of this work are threefold:

• First, we introduce a taxonomy of forty operationalized in-
terventions based off a harmonization of literature review.
These interventions are structured around eight categories,
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consisting of account moderation, content moderation, con-
tent distribution, generative AI-specific measures, content la-
beling, user-based measures, media literacy and educational
efforts, and other external and institutional measures.

• Second, we provide a multi-criteria expert evaluation of
those interventions across five criteria: political feasibility,
effectiveness, user acceptance, cost, and implementation ef-
fort. This expert elicitation survey shows that interventions
frequently vary in effectiveness, acceptance or political fea-
sibility, and the administrative effort or cost involved.

• Third, we translate these judgments into a decision frame-
work that maps practical operating constraints (budget, polit-
ical exposure, timeline, public trust) onto a starting cluster of
interventions, and the design investments needed to unlock
the next cluster.

Designers and policymakers often face similar tensions across
many sociotechnical domains: how to moderate content [50], how
much friction to add to privacy choices [2], or how to regulate
dark patterns in interface design [72]. In each case, the question
is not whether an intervention works, but which one to deploy
given the contextual constraints. Here, we study misinformation as
a case study to build a tool for this selection problem. This study
provides insights that we discuss on how and which intervention
types, scoped to the social media information environment, aremost
viable across different implementation constraints, and discusses
how different stakeholders can use this framework.

2 Related Work
2.1 Misinformation interventions and their

evaluation
Previous systematic review articles in the domain of misinformation
interventions show that interventions are typically characterized
by the part of the platform affected or the actor implementing them.
Blair et al. [17] groups interventions into four general categories (in-
formational, educational, sociopsychological, and institutional) and
evaluates them primarily on efficacy, while suggesting that other
dimensions like feasibility, scalability, and durability should also
be considered when selecting and designing interventions. Courch-
esne et al. [27] find a mismatch between the countermeasures that
are studied versus those that are implemented by platforms. Specif-
ically, fact-checking interventions and interventions emphasizing
source pre-bunking or user inoculation are widely studied, while
account-level interventions such as removal and user notifications,
and algorithmic interventions such as redirection and changes to
monetization policy, remain understudied. Finally Kozyreva et al.
[64] categorizes interventions into three general categories (nudges,
boosts and educational interventions, and refutation strategies) and
organizes implementation through the targeted outcome (i.e. be-
haviors, competence, and beliefs) and limitations.

While these three key review articles anchor the space of misin-
formation interventions, they stop short of the comparative evalua-
tion that design practice needs. These review articles find that most
prior research in this domain focuses narrowly on effectiveness or
user acceptance of the interventions, but rarely both axes, and al-
most never alongside implementation constraints. Our framework
closes this gap by comparing multiple dimensions of interventions

at once to facilitate identifying the appropriate interventions for
the context.

2.2 Intervention design features and trade-offs
To design and evaluate interventions based on their features using
multiple criteria, we first need to define what those features are. A
well-defined intervention has a set of descriptive, objective charac-
teristics, as well as potentially changing user perceptions of those
characteristics and the intervention as a whole. An intervention’s
objective characteristics refer to the relatively static features that
define how it is implemented and by whom. These features include
the implementer (which organization(s) are implementing the in-
tervention), the targeted phase of the information pipeline (such as
the creation, spread, or belief phases), the content being addressed,
platform design changes, and the policy’s description (how it is
being implemented and communicated) [58]. User perception refers
to how individuals evaluate the different objective characteristics of
interventions and includes factors such as perceived effectiveness,
fairness, intrusiveness, transparency, and problem awareness [42].
Interventions that are viewed as more effective (benefits outweigh
costs) and are more supported by users (practical) are more likely
to be implemented by platforms [39, 62, 68].

User perceptions are especially critical because they influence
the overall level of policy support. These perceptions affect whether
people believe a problem even needs intervention, whether they
think the interventionwill be effective andworth doing, andwhether
they trust the proposed implementer to enforce the new policies
fairly. Public policy support often depends on problem awareness
and the type of content addressed [42]. There is a higher level of
support for anti-smoking initiatives compared to alcohol consump-
tion or diet, which is partially explained by the public’s awareness
of the negative consequences associated with smoking [28]. Simi-
larly, in a social media context, individuals have indicated they are
more willing to engage in social corrections with close contacts
or for seriously harmful content [59, 61, 102]. Additionally, some
individuals may trust certain implementers more than others. For
example, partisanship is associated with lower levels of support for
government regulation [108].

Educational and messaging efforts could improve public per-
ceptions and support for interventions. A meta-analysis of public
policy interventions demonstrated that effectively communicating
a potential policy’s effectiveness increased overall support by ap-
proximately 4% [94]. Interventions that are more transparently im-
plemented also tend to gather more public support [42, 50]. Clearly
marked and communicated interventions can shape a user’s percep-
tion of the effectiveness and intrusiveness of the intervention [116].
However, more opaque policies may in turn be less exploitable by
malicious actors [50], illustrating the trade off with transparency.

2.3 Criteria selection for platform design
The field of Human-Computer Interaction has a substantial body of
work on how platform affordances and intervention design shape
user information behavior. Most of this work has independently
arrived at the same trade-off-centered framing, where there are
multiple criteria to balance simultaneously. Content moderation
work treats moderation not as a single optimization target but
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as a negotiation among competing values of efficiency, fairness,
and user trust [35]. Ethnographic accounts of Reddit’s moderation
tool describe this negotiation as part of the platform’s broader so-
ciotechnical system, where automated and human judgment must
be jointly accounted for [112]. Comparable trade-offs structure
privacy interface design, where the amount of friction a nudge
introduces is weighed against its protective benefit rather than
maximized outright [2]. Within misinformation specifically, recent
reviews converge on effectiveness, feasibility, scalability, and dura-
bility as the relevant criteria [17, 64]. Feasibility refers to how easily
an intervention can be implemented and whether it aligns with
user expectations and the intervention’s intent [41]. Scalability
and durability, both aspects of effectiveness, address how easily an
intervention can be expanded to reach a larger audience and the
longevity of its impact, respectively [47, 70, 86].

These criteria focus on the technical components or user inter-
actions with platforms, without considering external influences
outside the platforms. For that, we turn to public policy research.
In public policy, when comparing strategies for regulating socio-
technical platforms, research often evaluates proposals using mea-
sures like effectiveness, administrative difficulty or burden, cost,
and political acceptability [29, 65, 95]. The public policy perspective
on administrative burden relates to the concept of implementation
feasibility. Additionally, political acceptability is a similar concept
to user acceptance of an intervention, which has been shown to
influence support for that intervention, though it also incorporates
external governmental constraints [39, 62, 95].

3 The PEACE Framework
In this work, we first define a categorization of intervention types
and then develop a decision framework for evaluating intervention
quality and balancing trade-offs. The PEACE framework assesses
each intervention’s Political feasibility in the current environ-
ment, its Effectiveness in achieving the intended outcome, the
level of userAcceptance it is likely to receive, itsCost or cheapness,
and the Effort required for implementation. These five evaluative
criteria were drawn from literature, and insights from an expert
elicitation survey was used to inform the design of a corresponding
decision framework.

3.1 Intervention Categorization
To categorize intervention types, we selected and examined all the
studies cited by four recent, comprehensive review articles from
different fields: the Courchesne et al. [27] article published in an
interdisciplinary journal focused on social sciences, the Blair et al.
[17] article highlighting interventions from both the Global North
and Global South in a psychology journal, the Aghajari et al. [3]
article published in the proceedings of a prominent HCI conference,
and the Kozyreva et al. [64] article in Nature Human Behavior. We
augmented the literature review by pulling additional, relevant
articles on socio-technical interventions identified through a Sco-
pus search using the terms “misinformation” and “disinformation”
combined with either “interventions” or “counter”. We then cate-
gorized interventions on social media platforms by the stages of

the information life cycle they target [60]. More details on our cat-
egorization and the specific literature referenced can be found in
Appendix A.

The information lifecycle on social media generally includes
three phases: the creation of information-disseminating accounts
and the information itself, the dissemination of information through
organic and viral amplification, and the engagement with the in-
formation by correcting, contesting, or contextualizing it [25, 62,
79, 110]. The life cycle lens provides a frame for thinking about
where analysts could intervene. Because the volume and speed of
information spread are too fast for journalists and users to respond
promptly to incorrect or contested claims, such as with fact-checks,
exploring ways to intervene earlier in the pipeline, like slowing the
virality of misinformation, is an important consideration [25]. Table
1 provides a high-level overview of the intervention categories that
will be discussed throughout the rest of the paper [62]. Refer to Ap-
pendix B for detailed information on the 40 specified intervention
implementations. The appendix outlines how governments, plat-
forms, and institutions can implement these measures in practice.
The specific interventions were operationalized by reviewing the
literature and platform policies to identify examples for each inter-
vention type that have been implemented or proposed previously
[1, 95].

The first six categories (account moderation, content modera-
tion, content distribution, generative AI-specific, content labeling,
user-based measures) are interventions that occur directly on the
platforms. These interventions can be implemented by social me-
dia companies, users on those platforms, or imposed on the plat-
forms through government regulation [95]. These platform-level
interventions fall into two broad mechanisms: algorithmic inter-
ventions that govern what accounts and content can be created
and distributed (account moderation, content moderation, content
distribution, generative AI-specific) and front-end design choices
that govern how content is displayed and the affordances in which
it can be engaged with (content labeling, user-based measures).
More specifically, account moderation strategies target the infor-
mation creation phase by controlling account and content creation
permissions; content moderation, distribution, and generative AI-
assisted strategies target the information spread phase by reducing
or removing algorithmic amplification and managing the infor-
mation sharing process between users; and content labeling and
user-driven strategies occur after the information has been shared
to verify or contextualize claims.

The next two categories, media literacy and external institutional
measures, are strategies that occur primarily beyond the platform,
and can be implemented by platforms, governments or various civic
organizations. Media literacy and educational initiatives focus on
the prevention phase in the information pipeline, teaching students
how to identify and discern truth from misinformation and scams.
This includes learning how to recognize manipulation techniques,
logical fallacies, and AI-generated or edited content. Structural
strategies like regulation and data sharing may target any part
of the pipeline, and are meant to support a healthier information
environment.

In this study, we specifically examine the case of misinformation
spread through social media platforms. The information lifecycle
includes the creation of social media accounts and misinformation,
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Figure 1: The information lifecycle [62] and corresponding intervention categories.

Table 1: Categories of Socio-Technical Interventions, based on the information lifecycle [62]

Information Lifecycle Intervention Category Definition
Creation: accounts, content Account Moderation The moderation of user accounts such as by suspending,

banning, or limiting users
Spread: viral amplification,
individual sharing

Content Moderation The moderation of content such as by removing,
downranking, or correcting it

Content Distribution Affecting the distribution/ sharing of content such as by
using redirection, accuracy prompts, or friction

Generative AI-specific Employing genAI to address harmful or low-quality
content (e.g., using chatbots to dialogue with users, using
genAI to produce fact checks)

Belief: claim verification,
correction

Content Labeling The use of labeling or disclosure to notify users, provide
additional context, or verify claims

User-based Measures Relating to user-driven responses to the information, such
as social corrections or reporting

Prevention Media Literacy and
Education

Training efforts aimed at improving the public’s media
literacy and critical thinking skills

External Institutional Measures Measures taken outside the platform ecosystems such as
regulation, data sharing, and investing in journalism

the dissemination of misinformation, and the correction or preven-
tion of false beliefs and actions. The same lifecycle lens applies to
adjacent harms – scams, fraud, coordinated inauthentic behavior,
terrorist recruitment etc– that move through creation, spread, and
belief on the same platforms.

3.2 PEACE Criteria
For this study, five evaluative criteria were selected after reviewing
previous comprehensive review articles and policy analyses [17, 64,
95]. These criteria are: political feasibility, effectiveness, accep-
tance, cost, and effort level. The five main criteria are defined as
follows:

• Political feasibility: The likelihood of implementing an
intervention, incorporating the following factors as well as
external, political factors, such as stakeholder perspectives,
regulatory and legal constraints, and support from relevant
officials or organizations.

• Effectiveness: The extent to which an intervention suc-
cessfully targets the creation, spread, or belief phases in the
information lifecycle under different circumstances, such
as for some users, certain platforms, or particular types of
content.

• Acceptance: The degree of user support for an intervention,
which may be influenced by factors such as its perceived
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effectiveness, fairness, intrusiveness, transparency, and the
level of trust in the implementer.

• Cost: The financial burden on the users, platforms, or gov-
ernment entities involved in implementing and maintaining
the intervention.

• Effort: The level of administrative effort required to imple-
ment and maintain the intervention for the users, platforms,
or government entities involved.

The PEACE decision framework provides a balanced overview
of each intervention’s overall viability. The inherent characteristics
of an intervention, along with how users perceive it, directly affect
these five key evaluation criteria. More specifically, user perceptions
can impact the acceptance of the intervention, thereby affecting
public support for the policy, which in turn increases policy compli-
ance and effectiveness [42]. For example, political feasibility likely
affected Meta’s US fact-checking program in 2025, where despite
its effectiveness and broad user acceptance [91], external political
pressures led to the program’s termination [53, 115].

To provide a comprehensive set of recommendations across the
intervention landscape that researchers, companies, and policymak-
ers can use, we conducted an expert elicitation survey based on
these five evaluative criteria. Design and decision research have
long relied on structured expert judgment when the outcome data
for a given intervention is costly, slow or impossible to obtain at
the scale of comparison against alternatives [83]. Within misinfor-
mation research specifically, survey-based expert elicitation has
previously been used to gauge which interventions experts believe
should or would be effective, providing direct precedent for solicit-
ing comparative judgments across our criteria, rather than waiting
for outcome evidence for multiple interventions individually [7, 17].

4 Data and Methods
4.1 Survey Overview
We conducted an expert elicitation survey to obtain comparative
judgments of across the five evaluative criteria of political feasibil-
ity, effectiveness, user acceptance, cost, and effort level. The survey
was promoted to participants and invitees of the SUMMIT 2025
[Full summit name, host location, and dates removed for
peer review to preserve anonymity.] Our use of expert elici-
tation for survey judgment captures how experts anticipate the
impact of interventions, including their effectiveness in combatting
misinformation, how the public and users are likely to respond to
the interventions, and their expert evaluation of each intervention’s
feasibility, cost, and implementation effort.

The survey data was collected between January 23 and March
24, 2025 from thirty-nine researchers. The experts provided their
professional assessments of the effectiveness and acceptability of
the general intervention categories (Table 1) using a 1-7 Likert
scale. They also each evaluated 12 out of the 40 operationalized
interventions (Table 7) across the five evaluative metrics using a 1-5
Likert scale. The specific interventions assigned to each participant
were randomly selected. Because of the survey’s length, participants
were not assigned all 40 interventions. Instead, 12 were assigned
to each participant to ensure about 10 (or more) responses per
intervention. Informed consent was obtained from all participants.
See the supplemental file for a complete copy of the survey.

In the survey, a "1" on the Likert scale indicated low political fea-
sibility, effectiveness, acceptance, cost, and effort; and "5" indicated
high. During the analysis, cost and effort level scores were inverted
(i.e., a Likert score of "5" indicated low cost and effort), ensuring all
five metrics ran in the same direction, with higher scores reflecting
better results. The metrics were also renamed to cheapness and
ease of implementation for clarity in the Results section. This made
it possible to analyze an overall average score for each intervention
and conduct a cluster analysis.

4.2 Demographics
The demographics of the participants who completed the survey
are shown in Table 2.

Table 2: Participant Demographics (N = 39)

Category Response N %

Gender
Women 16 41.0
Men 22 56.4
Other / prefer not to say 1 2.6

Age

18–34 15 38.5
35–44 12 30.8
45+ 10 25.6
Prefer not to say 2 5.1

Academic Rank

Faculty 21 53.8
PhD Student 12 30.8
Industry 2 5.1
Postdoc 1 2.6
Other 3 7.7

Primary Discipline

Computational Social Sciences 17 43.6
Computer Science 10 25.6
Sociology 4 10.3
Communications and Media Studies 4 10.3
Political Science 2 5.1
Other 2 5.1

5 Results and Analysis
5.1 Category-Level Tradeoffs
To better understand how experts perceive the misinformation in-
terventions landscape, we first asked participants to rate the overall
effectiveness and user acceptance of each of the 8 intervention cat-
egories among the American public. Figure 2 shows the fraction of
participants who believed each category of countermeasures to be
effective or acceptable to the public. Content moderation, account
moderation, and media literacy / education are regarded as the
most effective, with over 70% of respondents agreeing they would
be effective. However, moderation, especially account moderation,
is viewed by experts as one of the least acceptable to the public.

To further investigate the apparent tension between effective-
ness and acceptance, Figure 3 illustrates the average Likert scores
and 95% confidence intervals for the effectiveness and acceptance
ratings. In this figure, we observe that media literacy / education
and external institutional measures rise in the effectiveness rank-
ings, bolstered by the proportion of participants who “strongly
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Figure 2: Stacked bar plot showing the percentage of responses on the effectiveness and acceptance of the general intervention
categories.

agree" regarding their effectiveness rather than more weakly agree-
ing. Content and account moderation remain at high levels. While
Figure 2 shows general agreement or disagreement among experts,
this figure incorporates the strength of their opinions by using the
Likert scores directly, making the differences in effectiveness and
acceptance across some intervention categories more apparent. Ac-
count moderation and user-based measures exhibit the largest gap
between effectiveness and acceptance, with effectiveness exceed-
ing acceptance in account moderation, and acceptance exceeding
effectiveness in user-based measures (both statistically significant
at 𝑝 < 0.05).

These results align with a similar survey of experts, conducted
by Altay et al. [7], which found that experts believed that media
literacy, labeling of false content, and fact-checking are the most
effective interventions. Each of these interventions received around
70% approval. Meanwhile, accuracy prompts (a form of content
distribution), source labeling, and inoculation ranked lower on the
list. These were the only interventions included in that survey
in a similarly structured question [7]. Altay et al. [7] also asked
experts if certain types of actions should be taken, and concluded
that platform design changes, algorithmic changes, and general
content moderation as the most popular (over 75% agree), and
penalizing misinformation sharing and shadow banning (a form of
account moderation) as the least popular. In fact, shadow banning
was the only suggested intervention where more experts disagreed
with its implementation than agreed. Similarly, Blair et al. [17]
found in a survey of experts that they recommended implementing
educational and institutional interventions (such as media literacy,
platform alterations, and journalist training) over other types of

interventions. However, the authors note that these interventions
tend to be among the least well-studied or have mixed evidence on
actual effectiveness [17].

5.2 Metric Tradeoffs
Beyond effectiveness and acceptance of the high-level interven-
tion categories, we also asked the experts to rate each individual
intervention across five criteria: political feasibility, effectiveness,
user acceptance, cheapness (inverted cost score), ease of imple-
mentation (inverted effort score). Figure 4 presents a heatmap that
illustrates the overall average metric scores, averaged by category
and ranked from highest to lowest. Content labeling, user-based
measures, and content distribution topped the list among the five
criteria. Content labeling and user-based measures scored well on
effectiveness, acceptance, and feasibility. Content distribution was
the most balanced category with the most similar average metric
values and the only category where all five metrics averaged above
a 3 on the Likert scale. Media literacy and external institutional
measures were ranked last, primarily due to their high overall costs
(low affordability) and required effort level. Taken together, these
results suggest that while some countermeasures are seen as effec-
tive, and some are even considered both effective and acceptable
by the public, they are not always regarded as practical by experts.
Interventions that require more administrative effort or resources
to implement tend to rank lower overall, despite their potential
positive impact.
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Figure 3: Average effectiveness and acceptance Likert scores per general intervention category.

Figure 4: A heatmap showing the average score for each metric across general intervention categories.

5.3 Top Interventions
To identify which individual interventions drive these category-
level tradeoffs, and what features they may have in common, we
rank interventions by their overall scores (average of the five met-
rics) in Table 3. In general, interventions in the content labeling,
user-based measures, and content distribution interventions domi-
nate the top 10. Only two interventions from moderation categories
(user control and demonetization) rank in the top 10 overall, and
these moderation interventions are among the least restrictive or
provide users with a high level of agency compared to other mod-
eration interventions.

Analyzing only the highest overall scores among individual inter-
ventions provides a limited view and fails to highlight the trade-offs
among the different metrics. When diving deeper into the top ten

interventions, we find that only three are also in the top ten for
effectiveness, five for acceptance, effort, and cost, and seven for
political feasibility; the interventions rate differently for different
metrics. Overall, most of the top interventions rank in the top ten
for only two or three metrics. To better analyze the trade-offs, we
used base R’s implementation of the Ward’s D2 clustering method
to group interventions based on similar criterion scores [76, 90]. We
identified four clusters that summarize recurring trade-off patterns.
Table 4 presents the average criteria values for each intervention
in each cluster:

(1) Balanced High Performers (well-rounded, high performing in-
terventions)
The second largest cluster included 12 interventions. These
weremostly platform-implemented interventions that scored
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Table 3: Interventions ranked by adjusted average score. The top-ranked intervention in each category is bolded.

Intervention Rank Category Score Intervention Rank Category Score

1. Government Labels Content Labeling 4.04 21. Virality Circuit Breakers Content Moderation 3.23
2. Limit Resharing Content Distribution 3.91 22. Ban Deepfakes Content Moderation 3.21
3. Limit Forwarding Content Distribution 3.91 23. Platform Alterations Content Distribution 3.20
4. Crowdsourcing Content Labeling 3.76 24. Data Sharing InstitutionalMeasures 3.20
5. AI Disclosure Content Labeling 3.62 25. Warning Labels Content Labeling 3.18
6. Friction Content Distribution 3.55 26. Redirection Content Distribution 3.16
7. Reporting User-based Measures 3.52 27. Digital Media Literacy Media Literacy 3.13
8. User Control Content Moderation 3.45 28. Inoculation Media Literacy 3.10
9. Alter Platform Metrics User-based Measures 3.45 29. Ban Political Ads Content Distribution 3.06
10. Demonetization Account Moderation 3.43 30. Account Suspensions Account Moderation 3.01
11. Social Norms User-based Measures 3.41 31. Deplatforming Account Moderation 2.98
12. Targeted Ads Institutional Measures 3.41 32. Gen AI Chatbots Generative AI 2.96
13. Algorithmic Changes Content Moderation 3.36 33. Gen AI Content Generative AI 2.96
14. Accuracy Prompts Content Distribution 3.35 34. Fact-Check Ads Content Distribution 2.91
15. Content Removal Content Moderation 3.31 35. Journalism Support Institutional Measures 2.89
16. Downranking Content Moderation 3.31 36. Media Support Institutional Measures 2.86
17. Shadowbanning Account Moderation 3.31 37. Taxes / Fines Institutional Measures 2.85
18. Source Labeling Content Labeling 3.27 38. Gov’t Regulation Institutional Measures 2.69
19. AI in Ads Content Distribution 3.26 39. Anti-Trust Action Institutional Measures 2.62
20. Fact-check Labels Content Labeling 3.24 40. Privacy Legislation Institutional Measures 2.45

relatively well across all five metrics. It included many of
the less intrusive or higher agency affording interventions
like demonetization of user accounts (rather than suspen-
sions or shadowbanning), limits on forwarding or resharing
content, and several labeling and user-based measures like
fact-checking labels and improved user reporting.

(2) Effective but Contested (effective and low-cost, but less popular
interventions)
The largest group of interventions (15) consisted of platform-
implemented controls that were rated as being low cost to
implement and effective to deploy. However, they have rela-
tively low user acceptance. Generally, this category includes
many of themore restrictive or intrusive accountmoderation,
content moderation, and content distribution interventions,
such as account suspensions, downranking, and banning
political ads.

(3) Effective but Costly (effective and acceptable, but resource-
intensive interventions)
This category included 9 interventions and mostly consisted
of almost all of the external institutional measures (such
as investing in journalism, pursuing privacy legislation or
anti-trust action) and the media literacy/educational mea-
sures. These interventions had by far the highest costs and
effort associated with implementing and maintaining these
programs, and ranked on the lower end of the spectrum for
political feasibility relative to other clusters.

(4) Easy Starters (politically feasible and popular, but low-impact
interventions)
The smallest cluster included only 4 interventions, and it
included the measures with by far the highest overall user
acceptance scores and highest likelihood of implementation
(such as crowdsourcing context labels, regulating deepfakes,

and regulating AI in ads). However, in general, they were
viewed as less effective than most other measures.

6 Discussion
In this study, 39 experts evaluated misinformation interventions
based on five evaluative criteria: political feasibility, effectiveness,
acceptance, cost, and effort. An intervention is never perfect; it is a
trade-off between these evaluative criteria. The trade-offs between
evaluative criteria for interventions are systematic and not random.
Across both category-level and individual-level interventions, the
data shows a recurring pattern, where interventions that are restric-
tive or opaque face acceptance and feasibility barriers regardless of
their effectiveness. Informational and user-empowering interven-
tions face the opposite problem of high acceptance but uncertain
effectiveness. This finding should inform how platforms build their
intervention portfolios, that they should diversify across multiple
intervention types rather than maximizing on any single metric.

The main findings suggest that, like in many other public pol-
icy domains, people prefer informational interventions that afford
them agency over more intrusive or restrictive ones [28, 44]. On
average, content labeling, user-based measures, and content distri-
bution interventions scored the highest among expert raters across
the five metrics. Among these top three categories, content labeling
interventions primarily target content after it has already spread, fo-
cusing on the belief phase of the misinformation pipeline. Content
distribution interventions generally target the spread of misinfor-
mation, either addressing the direct sharing component (such as
friction and accuracy prompts) or the amplification of the content
(by limiting resharing or forwarding). The top-ranked user-based
measures included improving user reporting, which also usually
targets the spread phase. When determining which interventions
to implement, these top categories unfortunately generally target
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Category Intervention N Feasibility Effectiveness Acceptance Cheapness Ease Overall
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Account Moderation Demonetization 12 3.58 (1.31) 4.00 (0.60) 3.75 (1.06) 2.92 (1.51) 2.92 (1.24) 3.43 (0.52)
Content Moderation Algorithmic Changes 11 3.64 (1.03) 4.09 (0.54) 3.55 (1.04) 3.00 (1.26) 2.55 (0.93) 3.36 (0.54)
Content Distribution Accuracy Prompts 8 3.38 (1.51) 3.62 (0.92) 3.50 (1.07) 2.88 (1.13) 3.38 (1.06) 3.35 (0.75)
Content Distribution Limit Forwarding 13 4.08 (0.86) 3.69 (0.63) 3.54 (1.05) 4.31 (0.85) 3.92 (1.04) 3.91 (0.49)
Content Distribution Limit Resharing 9 4.00 (1.22) 3.78 (0.44) 3.00 (1.22) 4.56 (0.53) 4.22 (0.67) 3.91 (0.45)
Content Labeling Fact-check Labels 15 3.53 (1.06) 3.87 (0.74) 3.80 (0.94) 2.79 (1.12) 2.21 (1.12) 3.26 (0.59)
Content Labeling Government Labels 5 4.00 (0.00) 3.80 (1.30) 4.00 (0.00) 4.40 (0.55) 4.00 (0.00) 4.04 (0.26)
Content Labeling AI Disclosure 14 3.71 (1.59) 3.71 (0.99) 4.07 (0.83) 3.31 (1.25) 3.31 (1.18) 3.64 (0.75)
User-based Measures Reporting 10 4.40 (0.52) 3.80 (0.79) 4.00 (0.94) 3.00 (1.49) 2.40 (1.07) 3.52 (0.45)
User-based Measures Social Norms 13 3.62 (0.77) 3.62 (0.96) 3.83 (0.94) 3.33 (1.23) 2.67 (1.37) 3.40 (0.60)
User-based Measures Alter Platform Metrics 12 4.08 (0.79) 3.92 (1.00) 3.75 (1.36) 3.00 (1.41) 2.50 (1.09) 3.45 (0.62)
Institutional Measures Targeted Ads 13 3.38 (1.19) 3.38 (0.65) 3.85 (0.80) 3.08 (1.38) 3.33 (1.30) 3.44 (0.64)

Cluster 1 mean 3.78 3.77 3.72 3.38 3.12 3.56
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Account Moderation Account Suspensions 15 2.80 (1.52) 3.53 (0.99) 2.86 (1.29) 3.47 (1.13) 2.40 (0.83) 3.02 (0.64)
Account Moderation Deplatforming 12 2.58 (1.31) 3.83 (0.83) 2.92 (1.00) 3.25 (1.36) 2.33 (1.07) 2.98 (0.38)
Account Moderation Shadow Banning 9 3.44 (1.24) 3.33 (1.32) 2.89 (1.05) 3.50 (1.69) 3.38 (1.51) 3.27 (0.90)
Content Moderation Content Removal 9 3.11 (1.17) 3.89 (0.93) 3.33 (0.87) 3.78 (0.97) 2.44 (1.24) 3.31 (0.66)
Content Moderation Downranking 13 3.15 (1.46) 3.92 (0.76) 3.23 (1.17) 3.15 (1.28) 3.08 (1.04) 3.31 (0.69)
Content Moderation Virality Circuit Breakers 12 3.58 (1.08) 3.58 (1.38) 3.08 (0.90) 3.00 (1.28) 2.92 (1.00) 3.23 (0.65)
Content Distribution Redirection 10 2.60 (1.35) 3.10 (0.99) 3.10 (1.10) 3.90 (0.88) 3.10 (1.10) 3.16 (0.45)
Content Distribution Friction 12 3.75 (0.97) 3.50 (1.00) 3.33 (1.07) 3.83 (1.47) 3.33 (1.15) 3.55 (0.67)
Content Distribution Platform Alterations 10 3.60 (1.07) 3.80 (1.32) 3.00 (0.94) 3.10 (1.37) 2.50 (0.97) 3.20 (0.65)
Content Distribution Ban Political Ads 15 2.20 (1.32) 3.00 (0.93) 3.21 (1.37) 3.27 (1.49) 3.60 (1.30) 3.05 (0.72)
Generative AI Gen AI Chatbots 18 3.39 (0.92) 3.24 (0.75) 2.71 (0.92) 2.65 (1.17) 2.82 (1.01) 2.96 (0.59)
Content Labeling Warning Labels 12 3.42 (1.08) 3.75 (0.97) 3.17 (1.03) 3.17 (1.40) 2.42 (1.08) 3.18 (0.67)
Content Labeling Source Labeling 9 3.11 (1.17) 3.67 (0.87) 3.67 (0.87) 3.56 (1.24) 2.33 (1.00) 3.27 (0.66)
Generative AI Gen AI Content 12 3.33 (0.65) 3.00 (0.85) 3.09 (0.83) 2.64 (0.81) 2.73 (0.79) 2.96 (0.50)
Institutional Measures Taxes / Fines 13 2.15 (0.99) 3.08 (1.26) 3.92 (1.32) 2.83 (1.64) 2.25 (1.48) 2.88 (0.77)

Cluster 2 mean 3.08 3.48 3.17 3.27 2.78 3.16
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e Content Distribution Fact-Check Ads 9 3.33 (1.00) 3.44 (0.73) 3.75 (0.71) 2.00 (0.93) 2.00 (0.93) 2.95 (0.62)

Media Literacy Digital Media Literacy 9 3.78 (0.83) 3.78 (1.20) 4.11 (0.93) 2.00 (1.12) 2.00 (1.12) 3.13 (0.51)
Media Literacy Inoculation 10 3.60 (0.84) 3.40 (0.84) 3.90 (0.88) 2.50 (0.97) 2.10 (0.99) 3.10 (0.56)
Institutional Measures Media Support 10 3.30 (1.34) 3.40 (1.07) 3.78 (0.67) 1.80 (0.92) 2.00 (0.94) 2.83 (0.66)
Institutional Measures Journalism Support 13 3.46 (1.20) 4.00 (0.71) 3.77 (1.01) 1.38 (0.51) 1.85 (0.80) 2.89 (0.42)
Institutional Measures Data Sharing 11 3.00 (1.41) 4.09 (0.83) 4.18 (0.75) 2.73 (1.01) 2.00 (1.41) 3.20 (0.86)
Institutional Measures Government Regulation 11 2.91 (1.14) 3.64 (1.12) 3.55 (0.82) 1.82 (0.60) 1.55 (1.04) 2.69 (0.40)
Institutional Measures Privacy Legislation 12 2.75 (1.48) 3.25 (1.36) 3.80 (0.92) 1.36 (0.50) 1.09 (0.30) 2.51 (0.86)
Institutional Measures Anti-Trust Action 10 2.20 (1.40) 3.60 (1.07) 4.20 (0.63) 1.40 (0.70) 1.70 (1.06) 2.62 (0.55)

Cluster 3 mean 3.15 3.62 3.89 1.89 1.81 2.88
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Content Moderation User Control 14 4.21 (1.12) 3.00 (1.18) 4.36 (0.84) 3.38 (1.39) 2.31 (0.95) 3.47 (0.70)
Content Distribution AI in Ads 18 3.61 (1.33) 2.94 (1.00) 3.89 (0.96) 2.83 (1.34) 3.00 (1.24) 3.26 (0.68)
Content Moderation Ban Deepfakes 11 4.00 (0.89) 2.55 (1.29) 4.10 (0.99) 3.00 (1.25) 2.40 (1.17) 3.26 (0.68)
Content Labeling Crowdsourcing 14 4.29 (0.61) 3.21 (0.80) 4.08 (0.64) 4.14 (1.17) 3.07 (1.27) 3.76 (0.60)

Cluster 4 mean 4.03 2.93 4.11 3.34 2.69 3.44

Table 4: Interventions sorted by cluster and category with mean scores and standard deviations (in parentheses). Cluster mean
rows show the average across interventions in that cluster.

only the spread and belief in misinformation rather than the cre-
ation of networks or content. An ideal enforcement strategy would
be to determine and implement the best interventions across the
misinformation pipeline.

However, two moderation strategies ranked among the top 10
highest-ranked interventions: altering platform metrics to reward
accuracy rather than engagement and using demonetization as an
account moderation strategy. These interventions target the incen-
tives associated with creating misinformation content and can also
affect the potential spread and amplification. Experts in the elicita-
tion survey ranked them among the most effective interventions
(5th and 3rd, respectively), although they are perceived to have
middling user acceptance and require a decent amount of effort or
cost to implement. The literature supports these results, suggest-
ing that reducing incentives to create and share misinformation

(or conversely, increasing either monetary or social incentives to
share accurate information) can considerably improve the quality
of content shared and improve user discernment [38, 54].

Further, comparing our results with a similar survey of public
opinion [7], we note that expert judgment does not necessarily
track public perception. For example, members of the public rate
friction-based interventions, like delaying users from posting con-
tent they have not viewed, as very intrusive and among the least
effective [62], but experts rate them asmoderately effective. Notably,
this expert-public mismatch is not uniform. For content moderation,
experts and the public converge on the trade-off structure itself, in-
dependently judging that both account and content moderation are
effective yet unpopular. This observation argues for participatory
design for sociotechnical interventions, where expert elicitation are
not treated as a direct stand in for public input, but user opinions



Conference acronym ’XX, June 03–05, 2018, Woodstock, NY Anonymous

are also folded into the decision process. This would surface dis-
agreements before deployment and create a more inclusive online
space.

Finally, these sets of interventions go beyond the scope of mis-
information. They target mechanisms of account and content vis-
ibility and distribution that recur across socio-technical systems
more broadly. For example, account and content moderation are
primary levers that platforms use to constrain the amplification
of undesired narratives by automated and coordinated inauthentic
accounts, regardless of whether the content is misinformation or
not [81].

Consider the case of coordinated inauthentic behavior, where net-
works of automated and human-operated accounts amplify desired
narratives [80]. The same five criteria apply, and they reproduce
the same tension we find in misinformation. Account-level take-
downs are effective, but opaque and contested [81], placing them in
the low-acceptance, high-effectiveness cluster; transparency mea-
sures such as behavioral labels are acceptable but effects may vary,
echoing the easy-starter cluster. The lifecycle gap recurs here too.
Takedowns act only after a network has already amplified content,
leaving account creation, the stage at which coordination is the eas-
iest to disrupt, largely unaddressed, because it is difficult to predict
if the account will later coordinate. Generally, the lifecycle lens and
the trade-off structure carry over, though the interventions may
need re-fitting to the domain.

6.1 Design Implications
Based on the main findings and the four calculated intervention
clusters, we derive design implications and then propose a decision
framework for practitioners.

6.1.1 Intervention Cluster Implications. The four calculated inter-
vention clusters point to specific design implications. See Section
5.3 and Table 4 for details on each of the four clusters.

(1) Balanced High Performers - Design for user agency where
the effectiveness case allows for it. Across the category-level
comparison in Figure 4 and the intervention-level analysis (Table
4), user agency is a recurring feature of themost acceptable platform
interventions in the cluster of well-balanced high performers. The
interventions that users find most acceptable preserve their ability
to interpret, contest, or act on information, rather than removing the
choice for them. Among the top 10 overall interventions (Table 3),
labeling government sources, crowdsourcing labels, AI disclosure,
encouraging user reporting, and allowing users to control their
news feeds directly all preserve a high level of information or agency
for the user, rather than restrict it.

(2) Effective but Contested - Acceptance should be a neces-
sary design target, not cost. Some of the most effective interven-
tions, including many that are low-cost and have a low adminis-
trative burden, are unfortunately not always acceptable to users.
As shown in Figure 2, large majorities of our expert participants
rated the account and content moderation categories as effective
(74% and 77%, respectively), but they also show the largest drop in
percentage that believe these interventions would be acceptable
to the general public (only 38% and 54%, respectively). This gap is
also acknowledged in public policy literature, where acceptance

is driven by the perceived fairness, transparency and trust in the
implementation, or the implementer, rather than the intervention’s
actual effectiveness [42]. Therefore, implementers should focus on
increasing user acceptance by improving trust in the systems and
also improving the public messaging. Prior HCI work also shows
that users tend to distrust what they cannot see or appeal [77, 81],
so labeling systems should reduce opacity and include recourse and
source transparency.

(3) Effective but Costly - Lower the cost of interventions that
are already rated as highly effective and acceptable. The media
literacy and external institutional measures in cluster 3 are rated
as both highly effective and among the most acceptable, yet their
overall scores on average are the lowest (see Table 4, Figure 4) be-
cause they are often too resource-intensive to be practiced. In this
case, the trade-off is not values-based (as in moderation), but the
burden of implementation. This points to a different design lever:
reducing delivery cost rather than reducing scope. Meta-analytic
work on media literacy interventions show that effectiveness is a
measure that is sensitive to how and where an intervention is de-
livered [47], suggesting that institutions without dedicated funding
should look to amortize these interventions into existing infras-
tructure. For example, literacy prompts could be embedded into
product onboarding flows rather than a freestanding curricular.

(4) Easy Starters - Emerging interventions that are straight-
forward and low-cost are a good first step. Cluster 4 includes
many newer interventions, such as regulating AI in social media
ads, controlling the use of deepfakes, crowdsourcing fact-checking
labels, and giving users control over their news feeds. These in-
terventions have less evidence of effectiveness than the more es-
tablished interventions in clusters 1-3, and their implementation
would likely require creating and deploying new features. As Table
4 shows, these interventions score poorly on effectiveness and ease
of implementation but rank highest among all clusters in political
feasibility and user acceptance. This may partly be because these
interventions are either high-agency-preserving or focus on regu-
lating or controlling AI, a technology which is currently relatively
unpopular across demographic groups in the US [73]. Since they are
also low-cost and relatively simple to deploy, requiring only that
platforms choose to do so, they present a low-risk option that plat-
forms could adopt. Implementers can quickly adopt them, monitor
user responses, and iterate to improve these interventions. These
changes could enhance their future effectiveness and acceptability.
We therefore recommend that practitioners view cluster 4 not as a
final set of solutions but as a starting point: low-cost interventions
that can be deployed quickly, are transparent, and empower users.
This can help establish the legitimacy and trust needed between
users and platforms to later implement more restrictive yet more
effective interventions.

6.1.2 General Implications. Beyond the cluster-level patterns, a
structural gap emerges when interventions are mapped onto the
information lifecycle (Figure 1). The most viable interventions,
i.e. those in Cluster 1, are concentrated at the spread and belief
phases, leaving the creation phase largely unaddressed. Of the
top 10 interventions overall (Table 3), only two (altering platform
metrics, demonetization), directly target the incentives that drive
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content creation. However, both have middling acceptance scores
(both average a 3.75 on a 5-pt Likert scale, and rank 19th/ 20th out
of 40 interventions on acceptance respectively). This aligns with
research showing that misinformation persists because of platform
incentive structures that favor engagement over accuracy at the
point of content creation [38]. This is not merely an artifact of what
has been studied, instead, it reflects a structural feature of the field:
the most mature, acceptable and deployable tools act downstream of
the incentive structures that generate the content in the first place,
and are unable to address the root cause of content creation [38].

This pipeline coverage gap has direct implications for platform
architecture. Closing it will require designing creation-phase in-
terventions that can occupy the same viable space as the spread
and belief phase interventions in Cluster 1 – transparency, agency-
preserving and low-burden interventions. For the existing creation-
phase interventions that come the closest (demonetization and
altering platform metrics), they are already pointing in this direc-
tion: these interventions work by restructuring incentives rather
than restricting behavior, which likely explains why they are better
received than more overtly restrictive creation-phase measures like
account suspension and deplatforming.

It is critical that all stages of the information lifecycle are ad-
dressed with interventions. Future intervention design should take
this as a signal: creation-phase interventions framed as restructur-
ing incentives, rather than restricting participation, may be more
likely to achieve the acceptance needed for sustained deployment.
More broadly, these findings argue against single-intervention
strategies, and that combining interventions across different mech-
anisms reduces the spread of viral misinformation [13]. Because
the most viable interventions cluster at the specific pipeline stages,
and trade-off against each other on the five criteria, an effective
implementation strategy requires a portfolio that deliberately spans
the lifecycle. It should pair high-acceptance spread and belief-phase
interventions with creation-phase measures whose acceptance can
be incrementally built. In the next section, we propose a decision
framework that is intended to support this kind of portfolio reason-
ing.

6.1.3 A Decision Framework. The four empirically derived clusters
translate directly into a decision framework for practitioners. Orga-
nizations deploying socio-technical interventions typically operate
under a specific set of constraints (i.e., budget, political exposure,
timeline, or public trust), and the clusters align cleanly with the
four constraint profiles. Table 5 maps each cluster to the conditions
under which it is the appropriate starting point, with representative
interventions and design considerations. This proposed decision
framework should be used as a navigation tool. It begins with where
the practitioner is constrained, which identifies the starting clus-
ter of interventions, then, what design investments are needed to
unlock the next cluster.

A key implication of this framework is that constraint profiles
change over time, and the clusters are designed to be used sequen-
tially as well as independently. Cluster 4 interventions (that are
low-cost, high user acceptance and politically feasible), are most ap-
propriate as a first step to build the legitimacy of the interventions,

establishing the trust between users and platforms. This is a precon-
dition for later deploying more effective but more contested inter-
ventions that are in Clusters 1 and 2. Cluster 3 interventions are both
highly effective and well-received but are resource-intensive, and
therefore should be pursued when coalition partners or dedicated
funding can amortize the delivery cost. For example, embedding
media literacy prompts into product onboarding flows rather than
standalone curricula, is one way to reduce the structural barrier
without reducing the intervention scope.

Critically, no single cluster is sufficient on its own. The pipeline
coverage gap identified in Section 6.1.2 means that an interven-
tion portfolio needs to balance across multiple clusters. For ex-
ample, sole reliance on Cluster 1 interventions will systematically
under-address account and content creation. Therefore, practition-
ers should pair any Cluster 1 deployment with at least one creation-
phase measure, most likely from Cluster 2. They should also invest
in the transparency and recourse mechanisms that can shift the
measure’s acceptance over time.

6.2 Limitations
While this study is among the first expert surveys on misinfor-
mation interventions and the only one so far to analyze multiple
evaluative metrics at once, several limitations are noted. First, our
sample was limited in both size (n = 39) and geographical reach.
The researchers surveyed were based predominantly at a North-
ern American academic institution, with researchers from
[[Host university name withheld]] in particular representing
a high fraction of respondents. Second, while the intervention list
had forty interventions, respondents only each rated twelve of the
interventions to limit the survey length and improve response rates.
This limited the sample size for each specific intervention, although
all respondents rated the overall effectiveness and acceptance of
the general countermeasures categories. Future work should con-
sider a larger sample size or a more diverse set of respondents. We
additionally weighted all five evaluative criteria equally, although
some are plausibly correlated. An extension of this work could
analyze the relationship between the metrics and how that may
affect overall ratings. Further, there may be metrics not included
in this work that may be relevant to practitioners or policymakers
that could be valuable to investigate in future research. Finally, this
survey captures expert judgment only, and not public perception
of interventions. While our discussion compares our expert ratings
against companion user findings from literature, that comparison
spans separate data collection efforts. Future work should expand
the survey to the general public for a paired measurement.

7 Conclusion
This work set out to give designers and policymakers a principled
basis for comparing sociotechnical interventions, rather than eval-
uating them one at a time on effectiveness alone. We defined eight
categories of interventions and forty operationalized interventions
that can be deployed along the information lifecycle. Instantiating
this through the case of misinformation, we surveyed 𝑁 = 39 re-
searchers on the forty interventions across five evaluative criteria.
The five criteria are: political feasibility, effectiveness, acceptance,
cost, and effort. Our results find that interventions that experts
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Table 5: A practitioner decision framework for selecting misinformation interventions, mapped to the four empirically derived
clusters in Table 4. † marks creation-phase interventions.

Cluster When to choose it Example interventions Design considerations

1 Well-balanced,
high-performing

Needs broadly viable wins
without requiring unusual
budget or political cover

Demonetization†; limits on
resharing/forwarding; fact-check
and government labels; reporting;
AI disclosure labels

Preserves users’ ability to interpret, contest,
or act on information rather than removing
the choice for them. Pair with at least one
creation-phase measure from cluster 2 and
invest in increasing that measure’s
acceptance

2 Effective and
affordable, but low
acceptance

Has an enforcement mandate
or legal cover and can absorb
public pushback

Account suspension†;
deplatforming†; shadow
banning†; downranking; content
removal

Acceptance cost is addressable, not fixed.
Invest in transparent criteria, reduced
opacity, recourse options, and error
minimization

3 Effective and
acceptable, but
resource-intensive

Has a long time horizon,
coalition partners, or
dedicated funding

Media literacy programs;
journalism/media support; data
sharing; regulation

Share cost across a coalition (platform + civil
society + government); look for delivery
channels that amortize costs

4 Emerging,
straightforward, and
low-cost

Needs to build public trust or
political capital before bigger
moves

Crowdsourcing; user control;
deepfake/AI-in-ads regulation

Useful as a legitimacy-building first step or
complement, designed with user agency in
mind. Treat as an initial testbed to iterate
and improve effectiveness, not as the
primary countermeasure

judge to be the most effective are often not those judged to be
most acceptable or feasible. User-based measures, content labeling
and content distribution measures scored the highest in multiple
evaluative metrics. Additionally, some provably effective interven-
tions, such as content and account moderation techniques, lack
user support and acceptance due to their perceived unfairness or
intrusiveness.

An intervention that experts rate highly effective can still fail in
deployment if it is unacceptable, too costly or politically infeasible.
The framework we presented is a first step towards a compara-
tive, multi-criteria evaluation of sociotechnical interventions. The
framework is intended to support principled design decisions by
policymakers and platform governance teams through identifying
trade-offs. This framework also extends naturally beyond misinfor-
mation, including to interventions targeting the automated coordi-
nated accounts that platforms moderate independently of content.
The five criteria, the lifecycle lens and the cluster logic separates
viable-but-limited interventions from effective-but-contested ones,
providing a repeatable method for designing and evaluating such
socio-technical interventions in different scenarios.
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A Intervention Categorization
This appendix describes the literature of interventions, in which
we used to develop our categorization taxonomy. We selected four
prominent review articles about misinformation interventions, all
published in different fields and journals (Aghajari et al. [3] in an
HCI conference, Blair et al. [17] in a psychology venue, Courch-
esne et al. [27] in an interdisciplinary social science journal, and
Kozyreva et al. [64] in Nature Human Behavior). Table 6 summarizes
the intervention categories analyzed by each paper in alphabetical
order.

The Courchesne et al. [27] article classifies types of interventions
based on those publicly announced as having been implemented
by various social media platforms. These 10 categories are adver-
tisement policy, content labeling, content / account moderation,
content reporting, content distribution / sharing, disinformation
disclosure, disinformation literacy, redirection, security / verifica-
tion, and other. The article notes that fact-checking was included
in the disinformation disclosure category, so this is categorized as
fact-checking in Table 6.

The Aghajari et al. [3] article categorizes interventions primarily
based on the driver of the misinformation that each intervention tar-
gets: Content, Source, Individual Users, or Community. For content-
based interventions, they discuss fact-checking, warning labels,
and platform alterations (reducing the size of misinformation). For
source-based interventions, they discuss source credibility labels
and the crowdsourcing of those labels. For user-based strategies,
they consider media literacy, accuracy prompts, and account re-
moval. Lastly, for community-based interventions, they address
social norms.

The Blair et al. [17] and Kozyreva et al. [64] articles categorize
interventions not just in terms of which parts of the platforms
are affected, but also what part of the social media misinforma-
tion pipeline is targeted (such as the creation, spread, belief phases
as well as prevention - see Figure 1). More specifically, the Blair
et al. [17] article categorizes 11 types of interventions into four
main groups: Informational (targets belief), Educational (targets
prevention), Sociopsychological (targets spread), and Institutional
(external). Information interventions include inoculation / prebunk-
ing, debunking, credibility labels / tags, and contextual labels / tags.
These interventions aim to correct misinformation. Under educa-
tional interventions, they define media literacy. This category of

https://www.R-project.org/
https://thehill.com/opinion/technology/5109667-sorry-zuckerberg-americans-actually-do-want-expert-content-moderation/
https://thehill.com/opinion/technology/5109667-sorry-zuckerberg-americans-actually-do-want-expert-content-moderation/
https://doi.org/10.1080/1369118X.2024.2346524
https://doi.org/10.1098/rsos.190522
https://doi.org/10.1080/10811680.2020.1735194
https://doi.org/10.1080/10811680.2020.1735194
https://doi.org/10.37016//mr-2020-008
https://doi.org/10.1145/3613904.3642333
https://doi.org/10.1016/j.cose.2021.102577
https://doi.org/10.1016/j.cose.2021.102577
https://doi.org/10.1177/1075547019890073
https://doi.org/10.1177/1464884919868325
https://doi.org/10.1073/pnas.2214080120
https://doi.org/10.1073/pnas.2214080120
https://doi.org/10.1080/21670811.2021.1977668
https://doi.org/10.1080/21670811.2021.1977668
https://doi.org/10.1080/15205436.2019.1604970
https://doi.org/10.2139/ssrn.4457400
https://www.pewresearch.org/short-reads/2022/05/13/support-for-more-regulation-of-tech-companies-has-declined-in-u-s-especially-among-republicans/
https://www.pewresearch.org/short-reads/2022/05/13/support-for-more-regulation-of-tech-companies-has-declined-in-u-s-especially-among-republicans/
https://www.pewresearch.org/short-reads/2022/05/13/support-for-more-regulation-of-tech-companies-has-declined-in-u-s-especially-among-republicans/
https://doi.org/10.1080/03637751.2018.1467564
https://rm.coe.int/information-disorder-toward-an-interdisciplinary-framework-for-researc/168076277c
https://rm.coe.int/information-disorder-toward-an-interdisciplinary-framework-for-researc/168076277c
https://doi.org/10.1177/1461444818773059
https://carnegieendowment.org/2020/11/30/countering-influence-operations-review-of-policy-proposals-since-2016-pub-83333
https://carnegieendowment.org/2020/11/30/countering-influence-operations-review-of-policy-proposals-since-2016-pub-83333
https://carnegieendowment.org/2021/01/25/platform-interventions-how-social-media-counters-influence-operations-pub-83698
https://carnegieendowment.org/2021/01/25/platform-interventions-how-social-media-counters-influence-operations-pub-83698
https://abcnews.go.com/US/why-did-meta-remove-fact-checkers-experts-explain/story?id=117417445
https://abcnews.go.com/US/why-did-meta-remove-fact-checkers-experts-explain/story?id=117417445
https://doi.org/10.1080/0144929X.2023.2281491
https://doi.org/10.1080/0144929X.2023.2281491


Conference acronym ’XX, June 03–05, 2018, Woodstock, NY Anonymous

Table 6: Categorizations of misinformation interventions in
the literature.

Type Courchesne et al.
(2021) [27]

Aghajari et al.
(2023) [3]

Blair et al. (2024)
[17]

Kozyreva et al.
(2024) [64]

Account Moderation ×
Account Removal ×
Accuracy Prompts × × ×
Advertising Policy ×
Content Distribution ×
Content Labeling ×
Content Moderation ×
Context Labels ×
Crowdsourcing ×
Debunking × ×
Fact-Checking × × ×
Friction × ×
Inoculation × ×
Journalist Training ×
Lateral Reading ×
Media Literacy × × × ×
Platform Alterations × ×
Politician Messaging ×
Redirection ×
Reporting ×
Security/Verification ×
Social Norms × × ×
Source Credibility Labels × × ×
Warning Labels × ×
Other ×

interventions seeks to prevent belief in misinformation. Sociopsy-
chological interventions include accuracy prompts, friction, and
social norms. These interventions aim to discourage users from
spreading misinformation. Lastly, they define platform alterations,
politician messaging, and journalist training under institutional
interventions.

The Kozyreva et al. [64]. article classifies nine types of inter-
ventions into three main categories [64]: Nudges (targets spread),
Boosts and Educational Interventions (targets prevention), and
Refutation Strategies (targets belief). The nudges category includes
accuracy prompts, friction, and social norms. These interventions
address sharing behavior by discouraging users from further dis-
tributing misinformation. The boosts/educational interventions
category includes inoculation, lateral reading and verification strate-
gies, and media literacy tips. These interventions aim to increase
user competence in evaluating content online and discerning mis-
information or untrustworthy content from reputable information.
Lastly, the refutation strategies category includes debunking and
rebuttals, warning and fact-checking labels, and source credibility
labels.

Many of the review articles used a similar categorization of coun-
termeasures; however, there is no common typology [3, 17, 27, 64].
Many of these defined categories overlap (e.g., lateral reading skills
vs. media literacy) or are sub-categories of other categories. For

example, redirection is a form of content distribution. Similarly,
context labels and source credibility labels are types of content
labeling. Additionally, specific categories are absent, particularly
user-led or institutional interventions such as government regula-
tion. User-based measures are an often overlooked aspect in the
fight against misinformation. Individual-level debunking, especially
from trusted messengers, is effective in various contexts [11, 19, 66].
In addition to user reporting and social norms, users can block
others or engage in social corrections. When misinformation is suc-
cessfully posted on social media, other users serve as the first line
of defense since they can flag or debunk it. While social corrections
can be considered a type of debunking or fact-checking, the social
context may be important to distinguish.

By synthesizing the categorizations used by four review arti-
cles, we developed eight general categories of countermeasures,
as shown in Table 1. These categories are primarily classified by
the part of the information lifecycle targeted and the part of the
platform affected. The following subsections describe these eight
general categories in more detail, as well as the subcategories of
intervention types often described in the literature for each general
category.

A.1 Account Moderation
Account moderation refers to platform interventions directed at
user accounts. These interventions include actions such as ac-
count suspensions or account removals, limiting account visibility
through shadowbanning, or demonetizing accounts, which restricts
their ability to monetize content[27, 111]. Specific interventions
include:

• Account Suspension - Account suspension involves tem-
porarily suspending or permanently banning accounts that
repeatedly violate platform policies, like repeatedly dissem-
inating misinformation. Deplatforming describes a coordi-
nated effort to remove a high-risk account across multiple
platforms, rather than just on a single platform [92, 103].

• ShadowBanning - Shadow banning suppresses an account’s
reach by limiting its visibility to others, while leaving the
account itself still active. Users are often not notified that
their content has been throttled [51, 111].

• Demonetization - Demonetization refers to platforms re-
moving or limiting an account’s monetization privileges [71].
Platforms typically apply such restrictions after repeated pol-
icy violations.

A.2 Content Moderation
Content moderation refers to a broad range of interventions regard-
ing the way content is presented, distributed, or displayed on social
media. These interventions range from evaluating the accuracy
of information to modifying its visibility or circulation, and may
be implemented through human moderators, users or automated
systems [50, 97]. Specific interventions include:

• Misinformation Detection - Misinformation detection
refers to the use of computational methods to identify con-
tent that is potentially false, misleading, or otherwise unreli-
able. These systems typically serve as an upstream compo-
nent of content moderation, identifying content that may
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be subsequently reviewed, labeled, downranked or removed
[56, 69].

• Fact-checking - Fact-checking assesses the accuracy of a
claim by comparing it against available evidence. It can be
carried out by experts, journalists, and platforms, and in-
cludes both text and video-based formats [20, 109].

• Debunking - Debunking goes beyond determining whether
a claim is accurate by providing additional evidence, explana-
tions or contextual information to correct misleading claims.
In this sense, debunking can be understood as a form of "nar-
rative intervention" that identifies falsehoods and provides
a more coherent and accurate account of the issue [23, 66].

• Algorithmic Moderation - Algorithmic content moder-
ation refers to the use of automated systems to identify,
evaluate and manage content at scale. Such systems would
automatically fact-check, label, remove, downrank or oth-
erwise reduce the visibility of content that violate policies,
like misinformation [15, 19, 36, 40]. Algorithmic moderation
can also function as a virality circuit breaker, temporarily
limiting the amplification of rapidly spreading, unverified
content, until its accuracy can be assessed [1].

• User Control - User control shifts some moderation respon-
sibilities from the platforms to the users, allowing users to
take a more active role in deciding what appears in their
feeds, rather than than leaving that decision entirely to the
platform’s algorithms [49].

A.3 Content Distribution
Content distribution refers to a broad category of interventions that
shape how content circulates, reaches audiences and is encountered
on social media platforms. Rather than directly removing or modi-
fying content, these interventions influence the pathways through
which information is spread on social media. Specific interventions
include:

• Account Limits - Another type of content distribution is to
impose account limits on users to restrict their forwarding
capabilities, which caps the number of recipients themessage
can be forwarded to [87], resharing limits that constrain
repeated dissemination, or disable sharing functionality after
content has had several rounds of redistribution [1].

• Friction - Friction introduces additional steps or delays,
such as an extra click or a confirmation window, into the
process of sharing content so that users can pause and possi-
bly reconsider before sharing [12, 55]. One example of such
friction would be to prevent users from re-sharing content
that they had not opened and prompting them to consider
reading the article first instead [88].

• Accuracy Prompts - Accuracy prompts, sometimes referred
to as "nudges," are brief questions or reminders about the im-
portance of accurate information sent to users and intended
to bring accuracy to the front of their minds when a user
is deciding whether or not to post a piece of content [85].
One implementation involves asking users to evaluate the
accuracy of one or more headlines to reflect the importance
of sharing accurate news before they can continue using the
platform [32].

• Redirection - Redirection intercepts a search query on a
potentially harmful or dangerous topic and directs the user
toward vetted and official information. In some cases, it may
suppress the search results entirely [18, 101]. Sometimes,
platforms may limit access to the requested content alto-
gether. A common example is surfacing guidelines from a
public health organization, such as the CDC or the WHO,
above or next to general search results when users search for
a topic like COVID-19 vaccines. Similarly, in the immediate
lead-up to an election in the United States, many platforms
highlight how to find one’s polling place using official gov-
ernment sources. [27, 114].

• Advertising Policy - Advertising policies govern how ad-
vertisements can be created, distributed, targeted or dis-
played on social media platforms [15, 27, 46]. These policies
govern the rules that platforms or regulators can impose on
advertising content, and they may include restrictions on
the type of content that can run and how it must be labeled
or displayed [15, 27, 46]. Examples include banning politi-
cal ads, prohibiting the use of AI or manipulated content
in political or targeted ads, requiring ads to undergo a fact-
checking process before posting, and labeling ads as "paid
for" [4, 24, 27].

• PlatformAlterations - Platform alterations refer to interface-
or architecture-level changes on social media platforms that
shape how content is surfaced, sized, or displayed to users,
which in turn affects how users interact with it [63]. Such
interventions can reduce the size or visibility of a post [36,
63, 100] or alter the platform interface to restructure how
users can share content, such as directing posts toward more
specific rather than general groups [57].

A.4 Generative AI-specific
This category is for interventions that explicitly use generative AI
tools like chatbots or LLM-written content to counter misinforma-
tion. Specific interventions include:

• Generative AI Content - Using AI-generated content to
create rebuttals against misinformation or to develop educa-
tional initiatives.

• Generative AI Chatbots - Deploying conversational AI
systems to dialogue with users as a way to reduce their
belief in conspiracy theories or false claims [26].

There are other generative AI-adjacent interventions, such as pro-
hibiting the use of AI or manipulated content to produce deepfakes
(Content Moderation), banning the use of AI in political or targeted
advertising (Content Distribution), or requiring clear disclosure
on any ads that incorporate AI-generated images, videos, or au-
dio (Content Labeling) [45]. However, these types of interventions
already fit into pre-existing categories.

A.5 Content Labeling
Content labeling refers to interventions that attach disclosures,
warnings or supplementary information to content in order to
communicate its accuracy, credibility, source, or broader context.
These interventions provide users with information through labels
that help them evaluate the content they encounter on social media.
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These labels include fact-checks (see Content Moderation section)
or source information or credibility [75, 114]. Specific interventions
include:

• Crowdsourcing - Crowdsourcing involves drawing on eval-
uations from ordinary users to access information and pro-
vide labels or contextual information. It shifts the labeling
task away from professionals and onto the user base, then ag-
gregates user judgments into a label or note [5]. One promi-
nent implementation of this approach is X’s Community
Notes program, in which users collaboratively contribute
and evaluate contextual notes that attached to the tweets
[6].

• Context Labels - Context labels attach additional contextual
information to posts so that users can better interpret or eval-
uate the content. These labels provide relevant background,
clarification or evidence to the post. X’s Community Notes
are context labels, and the program uses crowdsourcing to
create and maintain them [6].

• Source Labels - Source credibility labels provide users with
information about the reliability, identity, or institutional af-
filiation of the source behind a post. These interventions may,
for example, communicate assessments of a news source’s
reliability [34] or identify accounts associated with govern-
ment officials or state-run media sources [78].

• Warning Labels - Warning labels flag posts based on the
post’s content or sources that may be false, misleading, or
otherwise warrant additional scrutiny [84]. Some implemen-
tations require an active click to bypass an interstitial screen
before the user can view or share the underlying content
[100].

• Notification - Notifications directly inform users when
content they have been posted, shared or otherwise inter-
acted with has subsequently been flagged to contain harmful
or false information, or originating from state-run media
sources [27].

A.6 User-based Measures
User-based measures refer to interventions that empower individ-
uals and communities to respond directly to misinformation and
shape their own information environments [102]. Specific interven-
tions include:

• Social Norms - Social norm interventions leverage com-
munity expectations and social signals to encourage more
responsible information-sharing behaviors. Platforms can
support these norms by designing features or metrics that
reward accuracy rather than engagement [10, 31, 37].

• Social Corrections - Social corrections are peer-to-peer
corrections in which one user directly fact-checks another’s
post, sometimes occurring in the open (via a reply) and other
times occurring privately (via a direct message) [11, 19].

• Retractions - Retractions occur when users or organizations
delete or correct a false post that was previously published.
It may also involve efforts to notify users who previously
viewed the post. [8, 30].

• User Reporting - Reporting enables users to flag potentially
harmful or misleading posts or accounts for platform review
[82, 116].

• Blocking - Blocking gives users a way to reduce their ex-
posure to unwanted content, such as content from specific
users or on specific topics [102].

• Other/User Empowerment - Individualized measures pro-
vide users with tools or interventions that encourage self-
moderation and behavioral change, such as nudges which
will encourage users to reduce their social media use [107].

A.7 Media Literacy and Education
Media literacy and education encompasses interventions designed
to strengthen individuals’ ability to critically evaluate and engage
with information. These approaches seek to improve the public’s
ability to navigate digital sources and to think critically about the
media they encounter [43, 48]. Specific interventions include:

• Media Literacy - Media literacy and related educational in-
terventions include a range of initiatives intended to develop
or assess media literacy skills. These efforts may provide
practical guidance for identifying misinformation [43], eval-
uate individuals’ information, digital, or news literacy [52],
or develop and test communication strategies for improving
the effectiveness of media literacy education [105].

• Inoculation - Inoculation, sometimes called "pre-bunking"
in the literature, aims to build resistance to false information
before exposure occurs. These interventions typically warn
individuals about common misleading arguments or manip-
ulation techniques, and explain how they operate, making
users better prepared to recognize and resist subsequent
misinformation [67].

• Games - Games like fake news games are a specific type of
educational tool that use interactive, gamified experiences to
teach users how to recognize misinformation and strengthen
their critical evaluation skills. These games often expose
players to common misinformation strategies in a controlled
environment, helping them identify similar techniques in
future encounters [70, 74, 96].

A.8 Institutional Measures
Institutional measures refer to interventions undertaken by gov-
ernments, civil society organizations, news media, and other insti-
tutions [21]. Specific interventions include:

• Government Regulation - Government regulation encom-
passes laws and regulations designed to govern platforms
and increase their accountability. These measures can be
implemented at the local, state, or federal level [82, 95, 113].
Examples include modifying Section 230, developing com-
prehensive privacy laws similar to Europe’s GDPR, taking
anti-trust action to break up monopolistic technology com-
panies [95], or restriction of micro-targeted advertising [89].

• Media Support -Media support involves efforts to strengthen
the broader news ecosystem, including funding local media
outlets, giving credible local reporting greater visibility on
social media platforms [104], and providing training and
resources to support high-quality reporting [14, 21].
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• Data Sharing - Data sharing involves social media platforms
sharing raw data and internal findings with researchers,
thereby supporting greater transparency and independent
investigation [9, 15, 16].

• Other Institutional Measures - Other institutional mea-
sures include developing resources and tools to support civil
society and strengthening coordination and collaboration
among governments, researchers, media organizations, plat-
forms and other relevant institutions [21, 110].

B Operationalized Interventions
This section describes the 40 operationalized interventions partici-
pants were asked about in the expert survey. Each intervention is
a specific implementation of one or more interventions described
in the literature and in the previous appendix. On the survey, par-
ticipants were given the definitions of the specific intervention
implementations, as shown in the first column of the following
table.
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Specified Intervention Implementations Intervention Type(s)

Account Moderation
Account Suspensions - Permanently or temporarily ban certain users. Account Suspension
Deplatforming - Coordinated efforts to ban prominent misinformation spreaders. Account Suspension
Shadow Banning - Limit the visibility and the spread of posts from certain policy-violating accounts. Shadow Banning
Demonetization - Remove or restrict monetization features for a user account. Demonetization

Content Moderation
Content Removal - Remove posts verified to contain misinformation. Misinformation Detection
Ban Deepfakes - Prohibit the use of AI to misrepresent the speech or actions of public figures. Misinformation Detection
Downranking - De-emphasize posts in news feeds that contain misinformation. Algorithmic Moderation
Upranking - Uprank high-quality news sources and downrank low-quality ones. Algorithmic Moderation
Virality Circuit Breakers - Briefly halt algorithmic amplification of unverified content. Algorithmic Moderation
User Control - Give users more control over the algorithms powering their news feeds. User Control

Content Distribution
Limit Forwarding - Cap the number of users one can forward a given message to. Account Limits
Limit Resharing - Remove share buttons on posts after several levels of sharing. Account Limits
Friction - Temporarily delay users from posting content they did not open via a pop-up. Friction
Accuracy Prompts - Nudge or remind people to consider accuracy before posting or sharing content. Accuracy Prompts
Redirection - Redirect users to other content, such as official content or no content. Redirection
Ban Political Ads - Ban political ads on social media platforms. Advertising Policy
Fact-Check Ads - Fact-check ads on social media platforms. Advertising Policy
AI in Ads - Prohibit the use of AI or manipulated content in political or targeted ads. Advertising Policy
Platform Alterations - Reduce the size or visibility of a post containing misinformation. Platform Alterations

Generative AI
Gen AI Content - Generate rebuttals to misinformation or create educational initiatives. Generative AI
Gen AI Chatbots - Use chatbots to reduce belief in conspiracy theories or misinformation. Generative AI

Content Labeling
Crowdsourcing - Labels generated by the public rather than professionals (e.g., Community Notes). Crowdsourcing, Context Labels
Fact Check Labels - Link information from third-party fact-checkers on misinformation posts. Fact-Checking, Context Labels
Source Labels - Labels indicating the reliability of news sources. Source Labels
Government Labels - Label the accounts of government officials or state-run media. Source Labels
AI Disclosure - Require disclosures on advertisements that use AI-generated content. Source Labels, Context Labels
Click-through Warning Labels - Place misinformation posts behind click-through labels containing facts and
context.

Warning Labels

User-Based Measures
Social Norms - Use social or community norms to encourage social corrections and self-corrections. Social Corrections, Retractions
Alter Platform Metrics - Reward accuracy rather than engagement to discourage misinformation sharing. Social Norms
Reporting - Improved reporting functionality and transparency. User Reporting

Media Literacy / Education
Digital Media Literacy - Invest in and promote content on how to critically evaluate online information. Media Literacy
Inoculation - Inoculate people against misinformation with games or videos. Inoculation, Games

Institutional Measures
Government Regulation - Hold companies accountable for content on their platforms. Government Regulation
Privacy Legislation - Develop comprehensive privacy legislation, similar to Europe’s GDPR. Government Regulation
Anti-Trust Action - Break up monopolistic big tech companies. Government Regulation
Taxes / Fines - Tax or fine social media companies for their use of personal user data. Government Regulation
Targeted Advertising - Limit or ban micro-targeted advertising. Government Regulation
Media Support - Promote and invest in local media. Media Support
Journalism Support - Support and train the next generation of journalists. Media Support
Data Sharing - Have companies regularly release data and internal research reports to researchers. Data Sharing

Table 7: Operationalized misinformation interventions across the eight general categories.
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