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ABSTRACT

In the multi-agent path finding (MAPF) problem, a group of agents
search in a graph for a path for each agent where no two paths
collide. While in all applications of MAPF the agents must not
collide with each other, in some of them the agents may not wish
to share their paths due to privacy constraints. In this work, we
formulate two types of privacy constraints for MAPF and propose
algorithms that preserve them. The first type of privacy we consider
is planning-level privacy, which means that during planning, the
agents cannot identify exactly the planned location of the other
agents. We propose a general framework for obtaining planning-
level privacy, which works by adding mock agents to the planning
process. The second type of privacy we consider is execution-level
privacy, which is relevant when agents have limited sensing capa-
bilities. Execution-level privacy is preserved if none of the agents is
allowed to sense the location of the other agents during execution.
We show how to adapt two popular MAPF algorithms, namely PIBT
and LaCAM, such that they preserve execution-level privacy. Lastly,
we propose a post-processing technique that allows the agents to
reduce the sum of costs of the returned solution without losing any
privacy. We also implemented our algorithms and evaluated them
empirically, showing that the proposed post-processing technique
indeed improved cost significantly.
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1 INTRODUCTION

The Multi-Agent Path Finding (MAPF) problem arises when mul-
tiple mobile agents must each find a path from their respective
start locations to their goal locations on a shared graph. The pri-
mary requirement is that these paths are collision-free, meaning
that no two agents occupy the same location or swap locations
simultaneously. MAPF is motivated by a wide range of real-world
applications, such as automated warehouse robotics, airport ground
traffic management, and digital entertainment, where efficient and
safe coordination of multiple agents is essential.

Most work on MAPF has assumed centralized control and com-
plete information sharing between the agents. This is suitable for
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many use cases, such as warehouse robots controlled by a single
operating company. In this work, we consider a different setting,
where the agents are controlled by different entities that must col-
laborate to avoid collisions and optimize a shared objective function,
yet still wish to keep some information private from each other. A
primary motivation for such a setting is compartmentalization due
to security concerns. For example, consider an emergency response
scenario in a large city, where multiple organizations—such as fire
departments, police, and private security firms—deploy their own
autonomous vehicles or drones to respond to incidents. While these
organizations must coordinate to avoid traffic congestion and en-
sure rapid response, they may not wish to reveal the exact locations,
routes, or priorities of their units due to operational security or
privacy regulations. More use-cases for privacy-preserving MAPF
include coordinated trucks and drones of different logistics compa-
nies, coordinating routes of human taxi drivers, and coordinating
the movement of robots in shared environments. In this context,
MAPF algorithms must enable safe and efficient multi-agent coordi-
nation while preserving the confidentiality of each organization’s
sensitive information.

This form of privacy-preserving collaborative multi-agent plan-
ning has been studied in the context of other types of multi-agent
planning problems, including Multi-Agent STRIPS [2, 12, 14, 16],
Distributed Constraints Optimization (DCOP) [4, 6] and Distributed
Constraint Satisfaction Problem (DisCSP) [29, 30]. In this work we
explore different types of privacy requirements one may consider
in the context of MAPF and how one can achieve them.

We distinguish between two types of privacy in MAPF: planning-
level privacy and execution-level privacy. Planning-level privacy
means that the agents cannot infer from the information they share
during planning process any location and time any of the other
agents are planning to visit. Execution-level privacy means that
even if the agents are equipped with some sensing capabilities,
they would still be unable to infer the location of the other agents
during execution. Formally defining these types of privacy is the
first contribution of this work.

To obtain planning-level privacy, we propose a general frame-
work that works by adding mock agents to the planning process.
Each real agent is associated with several mock agents, each has a
fictitious start and goal location. Any MAPF algorithm can then be
used to plan for all agents, including both real and mock agents. We
discuss the type of strong privacy one obtains with this mechanism
and its weaknesses. Then, we show how one can obtain execution-
level privacy in two popular MAPF algorithms, namely PIBT [20]
and LaCAM* [19], given prior knowledge about the sensing capa-
bilities of the other agents.

To preserve privacy, the real agent cannot directly manipulate
the planning process to optimize its own cost over the costs of the
paths of the mock agents, as this may leak information about its
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true path. However, we show that the cost of the real agent can be
improved in a post-processing step that does not affect the privacy
guaranties. In this post-processing step, we identify safe zones in
the plan, which are locations and time steps where the real agent
can deviate from its planned path without risking a collision or
detection with other agents. We then use these safe zones to re-plan
locally for the real agent, improving its cost while maintaining the
overall privacy guaranties.

Finally, we implemented our privacy-preserving algorithms and
evaluated them empirically, showing the relation between the
amount of privacy we aim for and overall efficiency. Also, we show
when our post-processing can be very effective and when it does not
add significant gains. Overall, this work paves the way for future
research on privacy-preserving MAPF, highlighting the trade-offs
between privacy, efficiency, and solution quality in MAPF.

2 BACKGROUND AND PROBLEM SETUP

A classical MAPF problem with N agents is defined by a tuple
(G, s,t) where G = (V, E) is an undirected graph whose vertices are
the possible locations agents may occupy, and every edge (v, u) € E
represents that an agent can move from v to u without passing
through any other vertex. The functions s and t map each agent
to its initial and desired destination locations, respectively. Time
is discretized into time steps. In every time step, each agent can
either wait in its current location or move to a location adjacent to
its current location. A single-agent plan for an agent i is a sequence
of actions (wait or move) that if performed starting from s(i) will
end up in #(i). A joint plan is a set of single-agent plans, one for
each agent. For a joint plan II, we denote by II; its constituent
single-agent plan for agent i, and denote by II;(¢) as the vertex
agent i is planned to occupy at timestep t according to II;.

A pair of agents i and j have a vertex conflict in a joint plan II
if, according to their respective single-agent plans IT; and IT;, both
agents are planned to occupy the same vertex at the same time.
Similarly, agents have a swapping conflict in a joint plan if they are
planned to swap locations over the same edge at the same time. A
valid solution to a MAPF problem is a joint plan without any conflict.
Several solution cost functions have been proposed for MAPF. The
two most common are sum of costs (SOC) and makespan, which are
the sum and max, respectively, over the lengths of the single-agent
plans in the solution. Finding cost-optimal solution for either cost
function is NP-Hard [25, 31], and in directed graphs even finding a
solution is NP-Hard [15].

Nevertheless, many algorithms have been proposed for solving
classical MAPF [5, 26]. A MAPF algorithm is complete if it will
eventually find a valid solution if one exists, and is optimal if the
found solution minimizes the cost function. Some MAPF planners
are complete and optimal, such as CBS [23], others only complete,
such as LaCAM [18], and others neither complete nor optimal
yet are known to be very fast, such as PIBT [20]. Anytime MAPF
algorithms, such as LaCAM* [19], quickly find an initial solution
and then continuously improve it as long as additional runtime is
available. In this work, we build on PIBT and LaCAM* and therefore
describe them briefly below.

PIBT [20] is a sequential configuration generator, where a con-
figuration here is an N-sized vector representing the location of

each agent. In each time step, PIBT accepts a configuration of the
agents Q/7°™ and generates a new configuration Q' corresponding
to a possible valid move of all agents. An initial priority is set at
each timestep for all of the agents based on their distance to their
goal, where the closest agent that hasn’t already reached its goal
gains the highest priority. In order to determine Q*°, PIBT sequen-
tially assigns a vertex to each agent while avoiding collisions. The
order of assignment depends on the priority given to each agent,
but before assigning a vertex v to agent a;, PIBT first checks if
da; # a; : Qfrom [aj] =v.If such a; exists, then it must apply that
Q™[a;] # v because of the collision avoidance. If Q°[a;] was not
assigned yet, PIBT is run on a; to try and move it from v, and a;
gains the priority of a; to enable it to move lower priority agents
in order to clear the way for a;. If it was unable to move to another
location, PIBT backtracks and tries to assign the next best vertex
from the neighbors of Qf7°™ ;] for a;.

LaCAM* [19] is a two level-search algorithm, where each node
in the high level search holds the configuration and a constraint tree,
and search throughout the nodes in a depth-first manner. The low-
level search gradually grows the constraint tree, and picks the next
constraint node to explore, using a breadth-first manner. Then, after
picking both high-level and low-level nodes, LaCAM™* generates
a new configuration using a configuration generator. The config-
uration generator must satisfy the constraints from the low-level
node. The authors of LaCAM* chose to use PIBT as a configuration
generator, and so we also use it as such in our work.

In this work we also build on DisCSP [29, 30], and so describe it
briefly together with privacy preserving solvers.

A DisCSP is a tuple (A, X, D, C, &), where

o A={ay,ay,...,an} is a finite set of autonomous agents.

e X ={x1,Xx,...,X,} is a finite set of variables.

e D = {Dy,D,,...,D,} where each D; is a finite domain of
possible values for variable x;.

e C={cy,cy...,cr} where each constraint c; is defined over
a subset of variables and specifies the set of allowed tuples
for those variables. Constraints can be defined over variables
owned by the same agent or by different agents.

e o : X — A. The function « assigns each variable to exactly
one agent, meaning (1) Agent a(x;) is the owner of variable
x;. (2) Each agent controls the value assignment of its own
variables.

The work in [30] proposes a secure privacy-preserving DisCSP
algorithm that: (1) Uses public-key cryptography and multiple co-
operating servers to perform the search process on encrypted infor-
mation. (2) Ensures the distributed search (similar to chronological
backtracking) does not leak private information of any agent. (3)
Guarantees that neither other agents nor the servers can infer addi-
tional details about private variable values beyond the final agreed
solution. In other words, agents can collaboratively solve the con-
straint problem and reach agreement on a solution while keeping
each agent’s private information completely confidential.

Problem setup and assumptions. In this work, we consider a group
of agents faced with a classical MAPF problem (G, s, t). That is, each
agent i is initially located in an initial location s(i) and aims to reach
a target location (i) while avoiding collisions with the other agents.
The environment is static and the agents’ actions are deterministic.



Each agent is fully aware of the underlying graph G, yet it does
not know the initial and target location of the other agents. To
coordinate, the agents may send messages to each other directly
and immediately. Thus, without any privacy considerations the
agents could solve the problem by sending their initial and target
locations to one of the agents; have that agent reconstruct the
MAPF problem and use any MAPF algorithm to solve it; share the
solution with all agents; and finally have all agents safely execute
it. The fundamental challenge we focus on in this work is that each
agent does not wish the agents to know where it plans to visit in
every timestep on its way to its target. That is, for a MAPF solution
I1, agent i, and time step ¢, the private information agent i does
not wish to disclose is the location II;(t). Next, we consider two
stages where such information can be revealed or inferred — during
planning and during execution — and propose methods to preserve
privacy in these stages.

Our setting somewhat similar to prior work on distributed meth-
ods for solving MAPF [8, 9, 22, 27, 28]. One such approach [3, 9]
has each agent plan independently, coordinating and replanning
online with other agents that enter its field of view. In that scheme,
and in general in existing decentralized MAPF algorithms, agents
may know the partial path of other agents if they are close to each
other during the runtime. Thus, they do not provide any privacy
guarantees, which is our primary objective.

3 PLANNING-LEVEL PRIVACY

During planning, agents may be able to infer some knowledge about
the private information of other agents by analyzing the messages
sent by each agent. We denote by p the set of messages passed
between the agents during the planning process. The agents’ belief
about agent i at time ¢, denote b; (4, t), is the set of locations agent
i may occupy at time t according to p. In other words, the agents’
belief about agent i captures the uncertainty of the other agents
regarding the true location of i at timestamp t. The belief state of
the agents is the vector b = (by,...,by) containing all the agents’
beliefs.

DEFINITION 1 (K-PRIVACY). A belief state b is said to preserve k-
Privacy if for every agent i and time step t, it holds that |b! (p)| > k.

Intuitively, this means that for every agent i and time step ¢, the
messages sent during planning are not sufficient to allow the other
agents to narrow down the possible location of agent i to fewer
than k possible locations. Next, we consider the problem of finding
a solution to a given MAPF problem while preserving k-privacy
during the planning process. We call this problem the k-Privacy
Preserving MAPF (kPPMAPF) problem. Note that MAPF is a special
case of a KPPMAPF problem, where k = 1.

3.1 k-Privacy Preserving MAPF Planner

Now we describe the k-Privacy Preserving MAPF Planner (xPP),
which is a general algorithm for solving the kPPMAPF problem.
KPP works by having each agent i create a set of k — 1 mock agents,
each associated with a unique pair of initial and target locations.
Then, the agents collaboratively solve a larger MAPF problem that
includes non-conflicting single-agent plans for both real and mock
agents. Each (real) agent then follows the single-agent plan created

for it, discarding the plans created for the mock agents. Next, we
describe kKPP in more details.

In kPP, the agents start by designating randomly one of the
agents to be the planning agent. Then, each agent i performs the
steps described in Algorithm 1. First, it creates a set of k pairs of
initial and target locations, denoted AgGroup;. This set includes
the pair (s(i), t(i)), i.e., the agent’s real initial and target locations,
as well as k — 1 additional pairs. These pairs must be unique, i.e.,
different from (s(i), ¢(i)), from each other, and from the pairs used
by the other (real) agents. Then, the agent shuffles these pairs
randomly and shares them with all other agents (line 5 in Alg. 1).
Next, agent i waits until all agents have broadcast will receive the
agents groups of all agents. At this point, if i is the designated
planning agent, then it creates a MAPF problem with the initial
and target locations in all agent groups (a total of k - N “agents”).
Then, it calls any off-the-shelf MAPF solver to solve this MAPF
problem, and broadcasts the solution to all the agents. If i is not
the planning agent, then it waits for the solution to be broadcasted
by the planning agent. Finally, agent i extracts from the solution
created by the planning agent only the single-agent plan starting
from s(i) and ending in (i) (line 12).

Figure 1a(left) illustrates a KPPMAPF problem with two agents
and the solution created for it by kPP for k = 2. The mock agents
are marked in green and orange and the dashed lines mark the
plans created for them.

3.2 Choosing the Mock Agents

A critical step in KPP is how each agent chooses the initial and
target locations of its k — 1 mock agents (line 3).

We consider an assignment of mock agents to have a collision be-
tween two agents i, j, if there exists a tuple (real or mock) ¢s;,,. gi,,)
in the group of locations of agent i, and a tuple (real or mock)
(Sjn>gjn) in the group of agent j, where s;,, =s;, V gi,,, = gj,. Note
that if any collision is found between two assignments, we cannot
find a valid plan for the overall kPPMAPF. Also note that if two
agents collide in their published groups of locations, and one of
them (i) changes its previously published set S by replacing a subset
of locations L C S to be another set of size |L|, then all other agents
can understand that its real tuple (s(i), g(i)) € S \ L. This reduces
i’s privacy to k — |L| privacy instead of the wanted k privacy. So,

Algorithm 1: kPP for agent i

1 AgGroup; « (s(i), t(i))

2 for j =1tok do

3 s(ij),t(ij) < choose unique initial and target locations
L Add (s(i;), t(i;)) to AgGroup;

5 Shuffle AgGroup; and broadcast it to all agents

6 Wait for all agents to broadcast their agents group

4

7 if i is the designated planning agent then
IT « solve for all agent groups
Broadcast IT to all agents
10 else
1 L IT «— Wait for a solution from the planning agent

12 Extract single-agent plan for (s(i), ¢(i))




(a) KPPMAPF problem and the so-  (b) EKPPMAPF problem. Dashed
squares represent the FoV of
ao,, a1, at time step 3 of the plan.

lution created for it by xPP.

(c) FoV of each agent at time step
1 of the plan from figure 1b.

(d) PP¥PP solution with initial
and extended safe zones at time
step 2 of the ¥PP plan.

Figure 1: Examples of KPPMAPF (1a), EKPPMAPF (1b), FoV (1c), and of PPFPP (1d) with 2 agents (ay and a;) and k = 2. Squares
represents the initial location of each agent and stars represent the desired destination. The real agent of each group has a full
line in the path and the mock agent has a dotted line. An X on the path of an agent marks that the agent waits in place in that
spot for at least 1 timestep. The timestep of vertices in the plan appears near the vertex. In figure 1d the blue and red vertices
correspond to the initial safe zones for gy and a;, respectively, while green and orange correspond to the extended safe zones.

in order to keep the needed k privacy criteria, the algorithm used
to pick mock agents need to publish the actual groups of locations
only once, and to not have collisions. We will now consider different
options for selecting mock agents and discuss their pros and cons.

3.2.1 Choosing Mock Agents Randomly. One approach to do so is to
have each agent choose its group of locations randomly. A limitation
for this approach is that two agents may collide in their assignments,
as seen above. We will now calculate the probability of such collision
to occur. The probability of no collision in the assignment of mock
agents for a specific pair of agents in a graph with |V| vertices,
and a desire for k-privacy, when each agent chooses mock agents
randomly is calculated in the following way: Each agent i has a
predefined real tuple (s(i), g(i)), which do not collide with other
agents real tuple. Then each agent chooses k — 1 mock tuple, i.e.
2(k —1) vertices of the k — 1 mock tuples from the remaining |V| -1
IV|-1-2k
vertices, resulting in the following probability: % Therefore,
The probability of no collisions in the assignme(nt c;f N agents is
approximately:

(715 |

V-1
(20e-1))
As can be seen, this approach can lead to collisions with higher

probability as the number of agents planning grows. Next, we
explain some other methods for choosing mock agents.

N—>ook>1

3.22 Choosing Mock Agents using a DisCSP. We suggest another
approach for choosing the mock agents in a way that will both
not collide with other agents and will preserve the privacy of each
agent by not revealing the real (start, goal) tuple of each agent. We
can model the problem of choosing the mock agents in a privacy-
preserving manner as a DisCSP. Each agent will have 2(k — 1)
variables, representing the start and goal of its mock agents, and
two additional variables for the real start and goal. The domain of

each variable is all possible locations in the graph (V). The public
constraints are for agents to avoid conflicts. The private constraints
of each agent are to ensure that its real start and goal are assigned
to it. Solving this DisCSP will ensure that every agent will have its
real start and goal in its k-sized group, and there will be no conflicts,
while making sure that this assignment does not reveal any private
information.

The wanted privacy model here is to hide the private constraints
of the agents, and make sure other agents cannot distinguish be-
tween the real tuple of each agent and its mock tuples. This can
be solved securely using the method in [30], since they make the
search process in remote servers that do not know the values of the
variables since they are encrypted, and the agents do not know any
knowledge about the failed assignments that happens during the
search process (which could reveal the collision between two agents
groups), since they are not part of the search and only receive the
final assignments for their groups. Hence, we can conclude that no
agent can distinguish the other agents real start and goal vertices
from their set of disclosed locations.

Solving this DisCSP problem can be very expensive in large
graphs, with many agents and large values of k, so one can think
of using a different approach that we explain now.

3.2.3  Mock Agents Dispatcher. We suggest yet another approach
of choosing the mock agents, by using an external dispatcher agent
whose sole role is to centralize the process of generating a unique
initial and target location pairs when requested to do so by an agent
(line 3). This external dispatcher agent knows the real initial and
target locations of all agents and makes sure they do not collide.

This can be viewed as some loss of privacy. However, it is external
to the path planning agents, and so it does not know the plans the
agents end up selecting. Thus, unless the dispatcher collaborates
with one of the agents, the amount of privacy lost is limited to the
dispatcher knowing the start and goal locations of the agents.

In order to motivate the use of the external dispatcher, consider
a different problem setting, where the dispatcher maintains a large



pool of tasks and assigns k candidate tasks to each agent, without
knowing which of the k tasks the agent will actually commit to. This
provides a natural way to generate indistinguishable alternatives
without requiring plan-level information.

The kPP algorithm’s behavior is independent of the mock agents
selection method in use, and one can use whichever method it
prefers. We chose to implement our experiments in section 6 using
the external dispatcher method because of its simplicity.

3.3 Theoretical Analysis of kPP

Due to space constraints, we prove informally, the main theoret-
ical property of kPP, namely, that it outputs valid solutions that
preserves k privacy.

THEOREM 1 (KPP SoLvEs KPPMAPF PROBLEMS). If the designated
planning agent in KPP returns a valid MAPF solution, then KPP returns
a valid KPPMAPF solution.

Proof outline: A valid MAPF solution ensures there are no
conflicts between all agents. This includes conflicts between the
real agents and also conflicts between a real agent and the other
(mock) agents in its agent group. This means that at any point
in time the agents in an agent group occupy k different locations.
All messages sent between the agents are agnostic to who is the
main agent and who is the mock agents within an agent group.
Thus, the belief state will be the same regardless of who is the real
agent. Thus, a conflict-free solution has been found and k-privacy
preserved.

Unfortunately, KPP is not complete, since there could be a ran-
domized agent group initial locations and targets that would make
the original MAPF problem solvable but the new problem unsolv-
able. Similarly, kPP is not optimal even if the designated planning
agent uses an optimal MAPF algorithm.

4 EXECUTION-LEVEL PRIVACY

The agents in MAPF may be equipped with sensors that allow them
to sense the location of nearby agents. In such cases, the agents
risk revealing their locations during execution, even if they execute
a MAPF solution generated by a planning-level privacy preserving
MAPF algorithm. Next, we formally describe the problem that arises
in these cases and discuss how to ensure privacy is still preserved,
even during execution.

4.1 Conflicting Field of Views

We formalize the sensing capability of an agent i by a Field of View
(FoV) function F; that maps every possibly location v of agent i to
the locations agent i can sense when situated in v. If an agent can
sense the location of another agent during execution, i.e., it enters
if FoV, then that agent’s privacy has been compromised. We refer
to this as as FoV conflict and define it formally as follows.

DEFINITION 2 (FOV CoONFLICT). A pair of single agent plansII;
and I1; assigned to agents i and j, respectively, are said to have a
FoV conflict if there exists t such that either II;(t) € FoV;(I1;(t)) or
I0;(t) € FoVi(II;(t)).

An EPPMAPF problem is defined by a tuple (P*, F) where P*
is a classical MAPF problem, and {Fi, ..., Fy} is the agents’ FoV

functions. A solution IT for an EPPMAPF problem is called valid if it
is a valid solution for the underlying MAPF problem (P*) and it has
no FoV conflict. It is hard to motivate preserving privacy during
execution but not during planning. Thus, for the rest of this work
we require a valid EPPMAPF solution to also preserve k-privacy.

DEFINITION 3 (RUNTIME K-PRIVACY). An EPPMAPF solution I1
preserves Runtime k-Privacy if the belief state generated from finding
IT preserves k-Privacy and there are no FoV conflicts in II.

The ExPPMAPF problem is defined as the problem of finding
a runtime k-privacy solution for a given MAPF problem, desired
planning-level privacy k, and FoV functions.

Definition 3 is important, since it makes the runtime stage, where
agents are aware of the joint plan for all agents, k-privacy preserv-
ing, since if the agent a; saw a; at vertex v during the runtime, at
time ¢, it ruins the entire belief state of a; not only for b;, but also

for all bf |t # t, since a; can now understand in hindsight that the
path related to the v that a; is traversing in the joint plan, is its
real path. In a different case, if agent a; traverses near vertex v at
time t where v € b;(H) but g; can see that a; is not in v at time
t, then a; can reduce the belief state of a; to be b;.' — b;. \ {0},
and, again, it can do so for the entire path that is related to v in
the joint path, and by doing so, it reduces the privacy of a; from
k — Privacy to (k — 1) — Privacy. This is why it is important to
preserve Runtime k — Privacy when there are sensors in the agents
and k — Privacy is needed.

Figure 1b illustrates an example of a EKPPMAPF problem and
a valid solution for it for N = 2,k = 2,Vv : Fy(v) = Fi(v) =
{ullux —v.x| <1 & |u.y—o.y| < 1}. As can be seen, The plan
from figure 1a is not valid for the EkPPMAPF problem, since the
paths in that plan has FoV conflict. As a result a different path for
ay, is chosen, but in timestep 2, agent ao, must wait-in-place, since
otherwise it will collide with agent a;,. As can be seen, the FoV of
the two agents do not contain the other agent, and so the plan is
now valid. Figure 1c shows the FoV of the agents at time step 1.
Notice that the FoV of agents ay, and ay, contain the other agent,
but it is fine since they are both in the same agent-group.

Notice that kPPMAPF problem is a sub-problem of an EkPPMAPF
problem, where Va;Yv F;(v) = {v}.

A straightforward EKPPMAPF planner can be obtained by ex-
tending the kPP, resulting in the Field-of-View k-Privacy Preserving
Planner (FPP). FPP follows the standard kPP framework but modi-
fies the underlying MAPF planner to incorporate additional FoV’
conflicts that prevent agents from entering each other’s fields of
view. These FoV conflicts are enforced only between different agent
groups, and not between sub-agents within the same group, since
sub-agents represent hypothetical alternatives of a single real agent.
Consequently, visibility among sub-agents of the same group does
not compromise privacy during execution.

Note that when selecting the agent groups in line 3 of algorithm 1,
as seen in section 3.2, we need to consider a broader collision
definition, which also takes into account that in each tuple of start,
goal vertices the vertices are not in the FoV of other agents tuples.



4.2 Theoretical Analysis of FPP

By construction, FPP preserves runtime k privacy. As discussed in
section 3.3, KPP is neither complete not optimal, and so FPP is also
neither complete nor optimal. Section 5 proposes a post-processing
plan improvement step that can be performed on top of FPP to
reduce the cost of the solution returned without compromising the
required runtime k privacy requirement.

4.3 Implementing FPP

FPP requires the Sol used by it to avoid FoV conflicts with agents of
different agent groups. In order to support it, one can alter available
MAPF planners to support the FoV conflict avoidance. Of course,
there will be no conflict if a;, and a;, which are in the same agent
group a; will be in each other’s FoV, and so the sub-solver we use
should avoid considering this as a conflict. Next, we describe how
to do so in two state-of-the-art MAPF planners: PIBT [20] and
LaCAMx [17-19].

PIBT is built to have a priority inheritance stage and a backtrack-
ing stage, inside a loop. The priority inheritance means that if an
agent a; with higher priority wants to go to a vertex v where an
agent with lower priority a; resides currently, then it will start a
PIBT session for a; in order for it to move from v to some other
vertex and let a; go to v, and in the process move other agents, even
with higher priority than a;, but with lower priority than a;. If it
cannot move to another location then it will backtrack and a; will
have to find a different location to go to. In order to support FoV
conflicts resolution, we don’t move only the agent a; from its loca-
tion, but all agents in the set {a|IIx(t) € Fi(v) Vo € Fr(IIx(¢))}
must move to clear the way for a;, since otherwise there will be
a FoV conflict at time t. To do so we run PIBT on all of the set of
agents in the field of view of v, and if one of them fail (cannot move
from its current location), we backtrack all of the set (since they do
not longer have the priority of a;).

LaCAM* builds on PIBT to generate configuration. Thus, adapt-
ing it to support execution-level privacy is straightforward - simply
use the adapted PIBT described above. We note that LaCAM* also
includes a slight change to PIBT to support a swap operation which
increases performance. We did not implement this in our work as
it requires additional modifications that we leave to future work.

5 IMPROVING SOLUTION QUALITY

A key property of a runtime k-privacy solution is that for every
timestep t and agent i, all the locations planned for agent i and
associated k — 1 mock agents will not be in the FoV of any other
agent. We refer to such vertices, i.e., the vertices that are guaranteed
to not be sensed by any other agents, as the safe zone of agent i at
timestep . Each agent can choose a different plan for itself without
coordinating with the other agents as long is the new plan only
occupies vertices in corresponding safe zones. This can be beneficial,
as the agent may now prioritize its single-agent plan over those of
its k — 1 mock agents, potentially obtaining lower SOC for itself,
without compromising privacy. Next, we discuss how this can be
done.

5.1 Safe zones in EKPPMAPF plans

In this section we define notions to be used in the post process for
improving the plans originated from running rPP.

DEFINITION 4 (AGENT GrouP’s FoV). An agent group a;’s FoV
in timestep t on a given plan II generated by FPP on an EKPPMAPF
problem P, denoted FoV/ (T0), is the set {v|3a;,0 € F;(I1;(1))}.

In other words, FoV/ (II) is the set of vertices that are in the FoV
of any agent in the group of Mock; in time ¢ using the plan II.

DEFINITION 5 (INITIAL SAFE-ZONE). The initial safe-zone of an
agent group a; in a specific timestep t on a given plan I that was
generated from running FPP on an EKPPMAPF problem P, denoted
ISE(T0), is the set {v|F;(v) C FoV}(II)}.

In other words, IS?(TI) is the set of vertices that all of the vertices
in their FoV are in the agent group’s FoV.

DEFINITION 6 (SEPARATED SAFE ZONES). A set of safe-zones S(IT) =
{Si(I1)|Vi € A}, is called separated, if and only if:
ViVi € AVo € SI(ID)Vj # ifu € S;.(H) :u € Fi(v)||v € Fj(u).

In other words, A set of safe-zones S(II) is separated if all of the
vertices in each S;(IT) are out of the field of view of each other in
each timestep.

DEFINITION 7 (SYMMETRIC FIELD OF VIEW FUNCTION). A Field of
View function F is considered symmetric, if and only if Vo € VVu €
F(v) : v € F(u).

DEFINITION 8 (PATHCOST). A single agent i path cost, denoted
PathCost(I1;), is the amount of actions performed by agent i in I1;
until it reaches g(i) and stays there.

DEFINITION 9 (REAL AGENT SOC). A real-agent SoC of an EkPPMAPF
plan 11, denoted RSoC(11), is calculated as follows: RSoC(IT) «
Ya;ea PathCost(11[a;.real_agent]).

In other words, RSoC(II) is the sum of costs of the real agents’
paths.

5.2 Post-Processing FPP algorithm

Algorithm 2 is run by a shared planner. It first calculates the IS, as de-
fined in definition 5. Then using it, it calculates the ES, which is the
extended safe zone. It does so by using a;.ExtendSafeZone(ES").
a;.ExtendSafeZone(ES") is a function for each agent, that defines
the policy of the agent on picking the next vertex to add to its
extended safe zone ES;. Then, each agent group g; can use ES; to
calculate the best single agent plan for its real agent that passes only
inside of the ES; (this is the FindPathForRealAgent method in line 7
in Alg. 2). In our implementation, it is done by using SIPP [21],
since it handles well planning with safe intervals, which in our case
where the safe intervals from ES;.

DEFINITION 10 (RULES FOR EXTENDING SAFE ZONE). The function
a;.ExtendSafeZone(ES') is a function that a; uses for extending the
safe zone ES!. It must pick one vertexo to add to ES!. It returns TRUE
if found v that was added to ES!, FALSE otherwise, and it must follow
the following rules:

(1) v is a neighbor of some u € ES!.

(2) Vaj,v ¢ ESJ’.‘



(3) Va; # ai, Bu € ES:u € Fi(v) Vo € Fj(u).
(4) Using it must preserve the runtime k-Privacy of i, 11 after
running it.

For example, a function that qualifies for all of the rules above
is the function ExtendSafeZoneRandomly defined in algorithm 3.
Algorithm 3 can be implemented distributively, by setting the same
random seed and the order of agents to pass by in the for loop at
line 13 to each agent for ensuring that they all result in the same
ES.

Figure 1d shows an example for the initial and extended safe
zones, and for the plan generated from the extended safe zones
using the PPFPP algorithm. As can be seen, the FPP plan in figure 1b
is not the same as the PPFPP plan in figure 1d.

For example, ay, waited at time step 1, in the FPP plan, since
otherwise it would have a conflict with ay, which must wait at time
step 2. Although, in the PPFPP we can see that the initial safe zone
of ay contains the steps needed for ay, to continue without waiting
until it reaches its goal. This reduces the path cost of ao, which its
real agent is ao,, to 4 instead of 5.

Algorithm 2: Post-Processing (FPP) Solutions (PPFPP)

1 Input: I1: An EKPPMAPF solution
2 Output: IT" refined for all agent groups
3 Function PPfPP:

4 IS(IT) « initial safe zone as defined in definition 5 ;
5 ES(I1) « ExtendSafeZone(IS(II)) ;

6 foreach a; € A do

7 L a;.FindPathForReal Agent (ES;(I1)) ;

8 Function ExtendSafeZone(IS):

9 ES «IS;
10 foreacht € T do

1 do

12 done «— TRUE;

13 foreach a; € A do

14 picked « a;.ExtendSafeZone(ES") ;
15 L done « done A —picked ;

16 while —done;
17 return ES ;

Algorithm 3: Extend safe zone randomly.

1 Function a;.ExtendSafeZoneRandomly(ES"):

2 X «— {v|Fu € ES! : (u,v) € EV (v,u) € E}\ ES} ;
3 foreach a; # a; do

4 X(—X\ESj.\ES;’I;

5 X<—X\{0|EIueES§:ueFi(U)VUeFj(u)};
6 if | X| > 0 then

7 v « RandomPick(X) ;

8 ES! « ES; U {v};

9 | return TRUE ;

0 | return FALSE ;

ai, on the other hand, cannot continue to its goal on time step
2 based on its initial safe zone, since it contains only the vertex it
steps on in the FPP plan. But, the extended safe zone does contain
its goal at time step 2, and so it can continue to it. This reduces the
plan cost of ay, which its real agent is a,, to 2 instead of 8.

5.3 Theoretical Analysis of PPFPP

In this section we will show that the extension of safe zones is safe,
that PPFPP returns valid EKPPMAPF plans, and that the resulting
plan cost is less or equal to the original plan.

THEOREM 2 (INITIAL SAFE-ZONE SAFENESS). An initial safe-zone
IS(IT) calculated from definition 5, whenVa;,a; € AVo € V : Fi(v) =
Fj(v) & F;is symmetric, is safe.

THEOREM 3 (EXTENDED SAFE-ZONE SAFENESS). An extended safe-
zone ES(IT) calculated from running ExtendSafeZone in line 8 in
algorithm 2 on IS calculated from definition 5, when the function
a;.ExtendSafeZone(ES") from line 14 follows the rules from defini-
tion 10, when Va;,a; € AVo € V : F;(v) = Fj(v) & F; is symmetric,
is safe.

THEOREM 4 (PPFPP SoLves EKPPMAPF ProBLEMS). If ES was
calculated using a a;.ExtendSafeZone(ES") function that follows the
rules from definition 10, and Va;,aj € AVv € V : Fi(v) = Fj(v) &
F; is symmetric & Vu € v.neighbors : u € F;(v), then PPFPP
returns valid EKPPMAPF plans.

The proofs for theorems 2, theorem 3, and theorem 4 are pretty
straightforward, and hence are attached in the supplementary ma-
terial of this paper.

Even though xPPMAPF is a sub-problem of EkPPMAPF, we
cannot run KPPMAPF plans inside the PPFPP algorithm to improve
their plan cost, since in Theorem 4 we must have the neighbors of
each vertex inside the FoV function in order for it to return valid
plans (to avoid swapping conflicts).

THEOREM 5 (PPFPP IMPROVES RSoC(II)). If ES was calculated
using a a;.ExtendSafeZone(ES") function that follows the rules
from definition 10, and Va;,a; € AVo € V : Fi(v) = Fj(v) &
F; is symmetric, and I1' is the result of running PPFPP on a valid
EKPPMAPF plan 11, then RSoC(I1') < RSoC(II).

The proof of theorem 5 is trivial as the ES will always contain
the previous plan and SIPP is an optimal algorithm.

6 EXPERIMENTAL RESULTS

In this section, we evaluate our algorithms on a standard MAPF
benchmark [24] using the modified PIBT [20] and LaCAM* [19]
algorithms as described in Section 4.3.

We ran our experiments 4-neighborhood grids from the standard
grid-based MAPF benchmark [24]. Twelve grids were selected from
this benchmark with different size and sparseness. The maps chosen
to run experiments on, with their corresponding amount of vertices,
are: (1) brc202d (|V| = 43,151), (2) 1t_gallowstemplar_n (|V| =
10,021), (3) maze-32-32-2 (|V| = 666), (4) orz900d (|V| = 96,603),
(5) 0st003d (V| = 13,214), (6) random-32-32-20 (|V| = 819), (7)
random-64-64-20 (|V| = 3,270), (8) room-32-32-4 (|[V| = 682), (9)
room-64-64-16 (|V| = 3,646), (10) room-64-64-8 (V| = 3,232), (11)



warehouse-20-40-10-2-1 (|V| = 22,599), and (12) warehouse-20-40-
10-2-2 (V| = 38,756). In terms of sensing, we assumed an agent
can sense nearby agent based on the following parametric and
symmetric FoV function:

F(v) ={ullux—vx|<r & |luy—-ovy| <r} (1)

6.1 Results

In the first set of experiment, we varied the number of agents
N =10,20,...,50, desired k-privacy values of k = 1, 2, 3, and FoV
sizes r = 1,2, and 3. Each setting was run 3 times with different
random seeds, and was given 1 minute to finish. The experiments
ran on a cluster of computers, each with 20 CPUs and 40GB of RAM,
and in parallel with 4 processes running different instances.

Figure 2 shows a cactus chart of the RSoC of the problem against
the #solved problems for using both sub solvers LaCAM* and PIBT
in FPP with different k values. It was analyzed over the entire
experiment results, including all different agent amounts and FoV r
values. The x axis represents the amount of solved instances, and
the y axis represents the RSoC of the solved instance. As expected,
increasing k decreases the amount of solved instances, for example,
in figure 2c, we saw that using LaCAM* with k = 1 solved 56
instances, k = 2 solved 37 and k = 3 solved 29. In most cases,
using LaCAM* as the sub-solver of FPP solved more instances, for
example in figure 2a with k = 2, we saw that LaCAM" solved 38
while PIBT solved only 28 instances. Notice that the RSoC of the
instances that were solved by LaCAM* and not by PIBT (the harder
instances) was extremely high. This is due to the fact that LaCAM*
is an any-time algorithm that improves the SoC of the found plan
when more time is given, so on harder problems it found an initial
plan and improved it only a little in comparison to easier problems.
This trend can be seen for example in figures 2a and 2c.

Figure 3 shows a cactus chart similar to figure 2, but using differ-
ent FoV radius values. Increasing the FoV radius drastically impacts
both the amount of solved instances and the solution quality. For
example in the map maze-32-32-2 in figure 3b the only solved in-
stances were of FoV radius = 0. We also see that in figure 3d it was
not so drastically affected from the increase in FoV. We assume it is
because of the many narrow corridors within the map that make
the instances with FoV radius > 0 have a very little amount of FoV
conflicts, since they can just follow each other in the corridor in a
safe distance from each other and they will be able to pass without
a conflict.

Similar trends were observed in the other maps. We show these
results for both figures 2 and 3 in the supplementary material.

In the second set of experiments, we aimed to explore the impact
of higher values of k. Thus, we limited the range of values for
the other experiment parameters, namely we ran FPP on all maps
with k € [2,10], N = 10, r = 1, and using PIBT and LaCAM" as
sub-solvers. Every experiment was performed 30 times for each
configuration of parameters with different random seeds. For each
instance solved by FPP under 1 minute, we ran the PPFPP algorithm
with a timeout of 5 minutes. We ran this entire experiment on the
cluster, with each map running in a different node. Each node ran
with 40 CPUs for FPP and 50 CPUs for PPFPP and 60GB of RAM,
in parallel, with 8 processes running different instances and 10
threads running in each process for calculating the ES in parallel

Table 1: Average RSoC
( RSoC(fPP)—RSoC(PPfPP)

improvement%

RSoC(fPP)
median (med)) of PPFPP over FPP, across domains with
different k values. #S is the amount of solved instances
by FPP (all instances also were also solved by PP¥PP). *
and ** marks significant improvement of PPFPP over ¥PP
(Wilcoxon, p < 0.05 and p < 0.01 accordingly). FPP MS is the
makespan of the original plan created by FPP. Each map
shows the amount of vertices in it (|V]).

) * 100% (mean =+ std, max and

Map k RSoC Improvement% #S  time FPP
mean = std max med [s] MS
2 0.77+247% 1150 0.02 56 113.6 943.9
3 0.64+1.65" 7.25 0.02 55 1160 975.4
= 4 1.04%269" 1130 0.02 47 1212 10224
[% 5 106+266™ 11.27 0.00 40 1253 10413
§ T6  1.20£268" 1072 0.02 39 1240 1040.9
S 7 1.80£3.90" 1290 0.03 42 1310 10945
— 8 2.04+445" 1691 0.07 30 137.6 1170.1
9  321+640™ 2283 0.11 25 1434 1203.6
10 1.01£2.69™ 1321 0.07 25 143.8 1312.6
2 0.20%1.05" 775 0.00 56 03  90.5
- 3 0.62+1.89" 1034 0.00 48 03 967
To 4 073+184% 765 000 38 03 1003
S8 5 1.33£260% 1000 023 29 04  106.8
‘IE° T 6 1.04+230% 833 020 21 04 1204
S 7 070+1.24" 485 019 19 04 1464
g 8 0.93+188* 572 023 15 0.5 151.8
- 9  297+536" 1832 0.16 12 07  244.6
10 0.86+155° 3.64 0.16 5 09 2946
2 050+1.61" 11.50 0.00 518 195 2933
3 0.68+2.22% 2574 0.00 440 223 3369
4 0.49+1.55* 11.30 0.00 360 24.6 3747
= 5 0.93+235% 1911 0.02 289 264 4083
g 6 0.83+2.25% 17.06 0.00 244 30.2 4518
7 1.04+2.86™ 1833 0.03 202 37.7 507.6
8 1.06+278" 1691 0.04 176 36.2 518.6
9  1.66+3.90* 22.83 0.05 137 38.6 5487
10 0.71+1.93* 1321 0.05 119 41.5 630.2

over different time steps. The maps 0rz900d and maze-32-32-2 are
not shown in the results because of different reasons. orz900d does
not appear since it is a very large map (|V| = 96, 603) and when
running it in PPFPP in our implementation it generates an out of
memory exception on the node for many problems. maze-32-32-2
does not appear since no instance of it was solved by FPP when
using r > 0.

Table 1 shows the results of the experiment for two interesting
maps brc202d, random-64-64-20 and the mean over all maps. The
table contains results for both MAPF algorithms PIBT and LaCAM*
together since there were similar trends for each of them separately.
A table like this is shown in the supplementary material for the
rest of the maps. In almost all k value for each map, the RSoC
improvement is statistically significant. In some cases, such as in
k = 9 in both maps, the maximal RSoC improvement was very
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Figure 2: Cactus chart of RSoC for each configuration of k in each sub-solver (LaCAM/PIBT) over # of solved instances.
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Figure 3: Cactus chart of RSoC for each configuration of FoV in each sub-solver (LaCAM/PIBT) over # of solved instances.

high (22.83% for brc202d and 18.32% for random-64-64-20). As the k
value grows, the mean improvement grows as well, as can be seen
in both maps, and in the mean of all maps, notice that the median
value also grows with k, although it is very small. This consists
with our hypothesis where larger k values will result in larger RSoC
improvement. The runtime of PPFPP depends directly on the map
size, where larger maps take longer to generate the ES. This can be
seen for example in map brc202d where |V| = 43,151, the runtime
is extremely high, in comparison to map random-64-64-20 where
|V| = 3,270, and the runtime there is below one second for all k
values. The runtime also depends on the makespan of the original
plan generated by FPP, where the higher the makespan, the higher
the runtime of PPFPP. This is because we need to calculate ES for
each time step in the original plan, and go over all of the vertices.
It can be seen in both maps and in the mean over all maps.

7 RELATED WORK

In the field of Collaborative Privacy Preserving Planning (cppp)
there has been a lot of work regarding privacy in multi-agent plan-
ning scenarios [2, 11-14, 16]. It is a similar field, but privacy preserv-
ing MAPF is a special case of the cppp general field. It is important
to study privacy in MAPF as well, since it allows us to handle the
MAPF case with better suited algorithms than the general purpose
algorithms used in cppp. In the cppp field the privacy is measured by
not disclosing the variables and actions of the world of each agent
to the other agents (or disclose part of them keeping the other part
private) - in privacy preserving MAPF— which we properly define
in this paper for the first time, the actions are known to all agents
(move to any neighbor or stay in place). However, the vertices that

each agent is in at any given time is a private knowledge that needs
to be kept from other agents while not conflicting with other agents
in the same time - which is a hard task to achieve. Brafman [2]
suggests a strong type of privacy where a value of a variable is
strongly private if the other agents cannot deduce its existence
from the information available to them. In this paper we suggest a
privacy preserving MAPF problem where we do not seek a form of
fully strong privacy on the path of each agent, but we seek that the
other agents cannot deduce the location of the agent in a specific
time step exactly but from within a minimum of k possible values.

Another well-studied privacy preserving field is the privacy
preserving distributed constraint optimization problem (DCOP)
[4, 6, 7, 10], where the goal is to solve distributed combinatorial
problems in which the variables of the problem are owned by differ-
ent agents while keeping privacy over the constraints and variables
of the different agents. In this paper, we focus on the privacy pre-
serving MAPF problem we suggested, where, unlike privacy pre-
serving DCOP, the goal is to plan paths for a set of agents, instead
of optimizing some utility function.

Privacy has rarely been mentioned in the context of MAPF. One
exception is recent work on finding all optimal solutions in MAPF
[1]. They state that finding all solutions can help keep privacy about
the chosen paths. However, the privacy considered there is with
respect to an external agent, and not of hiding the paths of agents
from each other as we do in this work.

8 CONCLUSION AND FUTURE WORK

This paper introduces a new field in MAPF where privacy is con-
sidered. We defined two novel privacy preserving problems, the



KPPMAPF which is a problem where agents must find paths that
do not collide, without sharing their real path during planning, and
the EkPPMAPF which is an extension of the kPPMAPF with the
addition of also avoiding the paths of agents to be disclosed during
the execution stage when there are limited sensors on the agents by
keeping out of the field of view of other agents during planning. We
also provide two novel algorithms to solve the new problems, kKPP,
which solves the KPPMAPF problem by introducing mock agents to
confuse other agents during planning and the FPP, which extends
the kPP in order to solve the EKPPMAPF problem by also adapting
the sub-solver used to keep out of the field of view of agents in
different groups.

We also introduce the PPFPP algorithm, which improves the
cost of plans generated for the EKPPMAPF problem by defining a
concept of safe-zones where each agent group can walk freely in
and re-plan for the single real agent inside of it.

We also provide extensive theoretical and experimental eval-
uation of our algorithms, showing they preserve k-privacy and
Runtime k-privacy and that the PPFPP algorithm improves the cost
of the EKPPMAPF plans resulted by rPP.

In PPFPP, one can further research more complicated functions
other than the random function suggested in algorithm 3, that
follows the rules from definition 10, for improving the extension of
safe zones, and maybe improve the RSoC(II) even further.

Another future research direction is to explore other sub-planners
to use in the FPP algorithm, such as optimal MAPF planners, and
see whether the PPFPP improves their cost significantly, and makes
it closer to the optimal RSoC.

In our work we used a vanilla version of PIBT which does not
use the swap improvement introduced at [17]. A future research
direction could be to support FoV in the swap operation of PIBT
to improve the planning time of FPP while using LaCAM*, and
solving more instances while using PIBT.
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1 THEOREMS AND PROOFS FOR PPFPP

DEFINITION 1 (INITIAL SAFE-ZONE). The initial safe-zone of an
agent group a; in a specific timestep t on a given plan II that was
generated from running FPP on an EKPPMAPF problem P, denoted
ISH(T0), is the set {o|F;(v) € FoV/(I)}.

DEFINITION 2 (AGENT GRouP’s FoV). An agent group a;’s FoV
in timestep t on a given planII generated by FPP on an EKPPMAPF
problem P, denoted FoV/ (), is the set {v|3ai;0 € Fi(IL;(1))}.

DEFINITION 3 (RUNTIME K-PRIvacy). A MAPF solution I1 pre-
serves Runtime k-Privacy if the belief state generated from finding I1
preserves k-Privacy and there are no FoV conflicts in II.

DEFINITION 4 (SEPARATED SAFE ZONES). A set of safe-zones S(IT) =
{S;(I1)|Vi € A}, is called separated, if and only if:
ViVi € AVo € SI(I)V) # iBu € Si(I) = u € F;(0)|lo € Fj(u).

DEFINITION 5 (RULES FOR EXTENDING SAFE ZONE). The function
a;.ExtendSafeZone(ES") is a function that a; uses for extending the
safe zone ES!. It must pick one vertex v to add to ES!. It returns TRUE
if found v that was added to ES!, FALSE otherwise, and it must follow
the following rules:

(1) v is a neighbor of some u € ES!.

(2) Yaj,v ¢ ES]t..

(3) Va; # a;, Bu € ES! :u € Fi(v)|lo € Fj(u).

(4) Using it must preserve the runtime k-Privacy of i, 11 after

running it.

THEOREM 1 (INITIAL SAFE-ZONE SAFENESS). An initial safe-zone
IS(II) calculated from definition 1, whenVa;,a; € AVv € V : F;(v) =
F;j(v) & F; is symmetric, is safe.

Proor. Given an EKPPMAPF problem P, a valid plan II that
solves P, and was returned by using FPP on P, an initial safe-
zone IS(IT) calculated from definition 1, and Va;,a; € AVo €
V : Fi(v) = Fj(v) & F;issymmetric. Let a;,a; € Ala; #
aj,t € T. Also, let v € IS; (IT). Assume negatively that Ju € IS]’. :
(u € Fi(v)llv € Fj(u)), without loss of generality, assume u € F;(v).
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From definition 1, u € FoVi’ (IT), hence from definition 2, Ja;, :
u € F;(T1,(t)), because that F; is symmetric, = II,(t) € F;(u) and
because F; = F; = II,(t) € F;(u). Because of u € IS;.(H), then
Fj(u) Fijt(H) = I,(1) € Fijt(H), and so from definition 2,
Jaj, : y(t) € F;j(I4(t)). But a;, and a;, are of different agent
groups, and so this is a FoV conflict = from definition 3, II does
not preserve Runtime k-Privacy, and so II is not a valid EkPPMAPF
plan, in contradiction to the assumption that IT is a valid plan that
solves P. = Fu € IS; : (u € F;(v)||lv € Fj(u)) = from definition 4
IS(II) is considered safe. O

THEOREM 2 (EXTENDED SAFE-ZONE SAFENESS). An extended safe-
zone ES(IT) calculated from running ExtendSafeZone in line 8 in
algorithm 1 on IS calculated from definition 1, when the function
a;.ExtendSafeZone(ES') from line 14 follows the rules from defini-
tion 5, whenVa;,a; € AVv € V : Fi(v) = Fj(v) & F; is symmetric,
is safe.

Proor. Given an EKPPMAPF problem P, a valid plan IT that
solves P, and was returned by using FPP on P, an extended safe-
zone ES(IT) calculated from running ExtendSafeZone, where the
function a;.ExtendSafeZone(ES") from line 14 follows the rules
from definition 5, and Va;,a; € AVo € V : Fi(v) = Fj(v) &
F; is symmetric. Let a;, a; € Ala; # aj,t € T. Also,letv € ESI.'(H), ue
ES; (I1). There are four possible cases:

Algorithm 1: Post-Processing (FPP) Solutions (PPFPP)

1 Input: I1: An EKkPPMAPF solution
2 Output: I’ refined for all agent groups
3 Function PPfPP:

4 IS(IT) « initial safe zone as defined in definition 1 ;
5 ES(II) < ExtendSafeZone(IS(I1)) ;

6 foreach g; € Ado

7 L a;.FindPathForReal Agent(ES;(I1)) ;

8 Function ExtendSafeZone(IS):

9 ES «1IS;
10 foreach t € T do

11 do

12 done «<— TRUE;

13 foreach a; € Ado

14 picked « a;.ExtendSafeZone(ES") ;
15 L done « done A —picked ;

16 | while —done;
17 return ES ;
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velSIl) & ue IS}‘.(H): From theorem 1 and definition 4,
ugFi(v) & v¢Fj(u).

velSI(OI) & u¢ IS;(H): So in line 14 in algorithm 1, there
was some iteration where u was added to ES ; In this iteration
we called ;. ExtendSafeZone(ES") where IS/ C ES}, since
it was set at line 9 to be IS!, and u ¢ ES; since it was added

in this iteration to ES’. From definition 5, rule number 3 we
can conclude that u ¢ F;(v) & v ¢ Fj(u).
e0gISI(II) & ue IS]’.(H): Same as the previous case.
ev ¢ ISI(II) & u¢ IS]’. (TD): So, without loss of generality,
there was an iteration in line 14 in algorithm 1, where v was
added to ES;, and u was not yet added to ESJt.. This iteration is
the same as the previous case, and sou ¢ F;(v) & v ¢ F;(u).
As you can see, in all cases u ¢ Fi(v) & v ¢ F;j(u) = from
definition 4 ES(II) is considered safe. O

THEOREM 3 (PPFPP Sorves EKPPMAPF ProBLEMS). If ES was
calculated using a a;.ExtendSafeZone(ES") function that follows
the rules from definition 5, andVa;,a; € AVo € V : Fi(v) = F;(v) &
F; is symmetric & Yu € v.neighbors : u € F;(v), then PPFPP
returns valid EKPPMAPF plans.

ProoF. Given that ES in algorithm 1 is calculated using a
a;.ExtendSafeZone(ES') function that follows the rules from

definition 5, and Va;,a; € AYo € V : Fi(v) = Fj(v) &
F; is symmetric & VYu € v.neighbors : u € Fi(v). Also given
an EKPPMAPF problem P, a plan II originated from running the
FPP algorithm, and a plan IT" that returned from running PPFPP
on II. From theorem 2 we can conclude that ES(II) is safe. So
Va; € A, if we find a plan for a;.real_agent that stays only in
the safe-zone ES;, it will not conflict with any other a; # g; in
the FoV. Also, there will be no vertex conflicts, because of rule
number 2 in definition 5. Let a;,a; € A : a; # a; assume nega-
tively that 3t € T : there is a swapping conflict between a; and
a; in I on time steps t — 1,¢. Let v be the vertex g; is at time
t —1 on II" and u be the vertex g; is at time t — 1 on Pi’. From
the assumptions (Va; € AVu € VVu € v.neighbors : u € F;(v)),
= u € Fi(v) & v € Fj(u) = in time ¢ — 1 there is a FoV conflict
- but we proved (in this proof) that there are no FoV conflicts, so
there is a contradiction, = At € T : there is a swapping conflict be-
tween a; and a; in II” on time steps t —1, t = there are no swapping
conflicts in the resulting plan IT". So I’ is a valid plan for P. O

2 EXPERIMENTAL RESULTS

In this section we show all experimental results not shown in the
main paper. Trends are the same as in the main paper and so are
not discussed here.
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Figure 1: Cactus chart of RSoC for each configuration of k in each sub-solver (LaCAM/PIBT) over # of solved instances.
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Figure 2: Cactus chart of RSoC for each configuration of FoV in each sub-solver (LaCAM/PIBT) over # of solved instances.
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across domains with different k values. #S is the amount of solved instances by FPP (all instances also were also solved by
PPFPP). * and ** marks significant improvement of PPFPP over FPP (Wilcoxon, p < 0.05 and p < 0.01 accordingly). FPP MS is
the makespan of the original plan created by ¥PP. Each map shows the amount of vertices in it (|V|). This table contains part of
the maps we ran on, and the other part is in the second table 2 which also contains the mean over all maps.

Table 1: Average RSoC improvement% ( ) % 100% (mean + std, max and median (med)) of PPFPP over FPP,

Map k RSoC Improvement% #S time  FPP
mean + std max med [s] MS
2 077+247% 1150 002 56 113.6 943.9
3 0.64+165" 7.25 002 55 1160 9754
4 104269 1130 002 47 121.2 1022.4
bre202d 5 1.06+266™ 1127 000 40 1253 10413
V] = 43151 6 120+268" 1072 0.02 39 1240 1040.9
’ 7 1.80+£3.90% 1290 0.03 42 1310 10945
8  204+4457 1691 007 30 137.6 1170.1
9 3214640 2283 011 25 1434 12036
10 1.01+2.69" 13.21 007 25 1438 13126
2 064+166° 823 000 59 32 2452
3 088+177% 802 014 50 3.2 2703
4 024084 560 007 45 3.3 2844
It gallowstemplar n 5 0871657 514 014 34 37 3166
CWlto02r | 6 0741757 720 015 24 39 3480
’ 7 070251 1287 0.09 26 3.8 3424
8  089+206" 954 026 21 48 4210
9 206+343" 1030 036 12 50 41838
10 0.45+1.13" 403 015 12 59  508.2
2 059+184" 885 000 52 7.2 3466
3 1194314 1315 005 49 7.0  363.9
4 068+1.88" 927 004 40 69 3758
610034 5 122+286™ 1038 006 30 7.9 4108
V] = 13214 6 213+402% 1706 015 30 7.5 4012
’ 7 1294245 689 013 18 7.8  427.9
8 220+454" 1625 015 14 97 5184
9 2494375 1033 020 14 9.0 46138
10 0.10+0.06™ 017 011 8 129 6655
2 064+138" 48 000 43 00 483
3 214+351" 1066 041 30 01 615
dom-32-32-20
VT = 819 4 078+084™ 333 050 19 01 1085
5 173+266™ 838 041 11 01 1926
6 014+013 025 016 4 02 2865
2 020£105° 775 000 56 03 905
3 0.62+189" 1034 000 48 03 967
4 073+184" 7.65 000 38 03 1003
5 133+260" 1000 023 29 04 10638
-64-64-2
ranrlvofig ot 6 104£230" 833 020 21 04 1204
’ 7 070+124" 485 019 19 04 1464
8 093+188" 572 023 15 05 1518
9 297+536™ 1832 0.16 12 07 2446
10 0.86+155° 364 016 5 09 2946
room-32-32-4 2 117:161° 432 029 28 00 652

|V| =682 3 093+2.08" 684 032 10 0.1 123.9
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across domains with different k values. #S is the amount of solved instances by FPP (all instances also were also solved by
PPFPP). * and ** marks significant improvement of PPFPP over FPP (Wilcoxon, p < 0.05 and p < 0.01 accordingly). FPP MS is
the makespan of the original plan created by ¥FPP. Each map shows the amount of vertices in it (|V]). This is a complementary
table for the rest of the maps not shown in table 1 including the mean over all maps.

Table 2: Average RSoC improvement% ( ) % 100% (mean + std, max and median (med)) of PPFPP over FPP,

Map k RSoC Improvement% #S  time FPP

mean + std max med [s] MS
2 0.95+247" 1121 000 56 0.6  164.0
3 1.06+3.73 2574 0.4 50 0.5 172.4
4 050+0.98" 351 011 36 0.6  180.5
oomA6A16 5 1.80+3.98 19.11 019 27 07 1967
V] = 3,646 6  113+245% 11.09 011 22 08 2422
’ 7 276+564 1833 024 12 09 2587
8 2.02+353* 980 033 11 0.8 2395
9 0.08+011 015 008 2 11 3005
10 0.11+0.08 021 010 4 22 6355
2 032+111° 693 000 51 03 1256
3 0.13+0.14 038 011 34 04 1449
room-64-64-8 4 056+1.68" 802 017 22 05 1824
[V] = 3,232 5 0.66+1.29" 394 013 16 0.6  241.9
6 0.19+0.19° 045 006 5 0.8  350.2
7 01l+nan 011 011 1 05  197.0
2 0.00+001° 008 000 59 115 3412
3 0.00+001 005 000 59 11.1 3487
4 0.00+0.02° 008 000 56 11.2 3613
5 0.26+1.25% 9.03 000 57 114 367.8

house-20-40-10-2-1
T < 22,599 6 034117 491 000 55 115 3747
’ 7 0.67+2.16" 1098 000 50 11.9 3865
8  0.27+1.06% 499 000 50 119 384.4
9 0.99+239"% 929 000 49 127 408.0
10 0.95+2.14" 929 0.00 50 124 4045
2 005+022° 1.07 000 58 417 3772
3 0.04+0.17" 111 0.00 55 403 389.1
4 032+127% 697 000 57 362 392.9
5 0.63+1.75% 865 000 45 346 397.6
house-20-40-10-2-2

ware R}llsi 38756 6  0.19+0.60% 2.65 000 44 351 406.7
’ 7 0.35+1.46" 831 000 34 372 4283
8  075+1.73" 741 000 35 397 4557
9 0.16+0.65" 3.11 000 23 383 437.3
10 0.02+0.03* 012 000 15 359 4346
2 050+161° 1150 000 518 19.5 2933
3 0.68+222" 2574 000 440 223 3369
4 049+155" 1130 0.00 360 24.6 3747
5 0.93+235% 19.11 0.02 289 264 408.3
Mean 6 0.83+225% 17.06 0.00 244 302 451.8
7 1.04+2.86" 1833 003 202 377 507.6
8  1.06+2.78" 1691 004 176 36.2 518.6
9 1.66+3.90 22.83 005 137 38.6 548.7

0.71+1.93* 13.21 0.05 119 41.5 630.2

=
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