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Abstract

Guard models are used as safety classifiers,
with confidence scores driving downstream
moderation decisions. We evaluate five guard
models for prompt classification and find
that although several are nearly calibrated
on clean inputs, adversarial attacks degrade
their calibration by an order of magnitude,
turning false negatives into high-confidence
errors indistinguishable from correct detections.
Comparing each guard with its corresponding
base LM, we find that uncertainty signals
often remain available, with the base model
typically expressing uncertainty on the same
inputs where the guard fails. Layer-wise
analyses localize this guard—base divergence
to later layers, where guard models exhibit
sharper safe/unsafe separation and lower-
rank representations, while adversarial harmful
inputs lie closer to the clean-safe region. These
findings highlight a mismatch between guard
confidence and base-model uncertainty under
attack. WARNING: This paper contains model
outputs that can be offensive in nature.

1 Introduction

Large Language Models (LLMs) have become
a central interface for user-facing Al systems,
building on broad task-solving capabilities and
advances in instruction following (Brown et al.,
2020; Ouyang et al., 2022; OpenAl, 2024).
As their use expands across general-purpose
and domain-specific applications, broader
deployment also amplifies safety risks, including
misuse, manipulation, and jailbreak attacks that
induce harmful generations (Weidinger et al.,
2021; Ganguli et al., 2022; Zou et al., 2023).
Consequently, ensuring the safety and reliability
of deployed LLM systems has become a major
challenge.

*Corresponding author.

To mitigate these risks, guardrails have
increasingly been adopted as external safety layers
that operate around the base model at inference
time (Rebedea et al., 2023; Yuan et al., 2024).
These guardrails monitor user inputs and model
outputs to enforce policy-specific safety constraints.
In many deployment pipelines, this role falls
to guard models: auxiliary classifiers that judge
prompts or responses against predefined safety
taxonomies and decide whether to allow, flag, or
block an interaction (Inan et al., 2023; Ghosh et al.,
2024; Han et al., 2024; Zeng et al., 2024). In
practice, these decisions often rely on confidence-
based thresholding rather than binary verdicts
alone.

Despite their growing role, the reliability of
the confidence scores driving these moderation
decisions remains underexplored. Guard models
inherit the broader calibration problem observed
in LLMs, where confidence is often misaligned
with actual correctness (Kadavath et al., 2022;
Lin et al.,, 2022; Tian et al., 2023; Xiong
et al.,, 2024; Leng et al., 2025). Recent work
confirms that this issue extends to guard
models, showing severe overconfidence under
jailbreak inputs, which post-hoc methods such
as temperature scaling, contextual calibration,
and batch calibration can partially address (Liu
et al., 2025), while complementary work has
shown that guard predictions can be unstable even
under meaning-preserving paraphrases, motivating
self-supervised consistency training for semantic
robustness (Pinneri and Louizos, 2025). In contrast,
we diagnose adversarial miscalibration through
matched guard—base comparisons of uncertainty
and internal representations. Our results indicate
that guard failures reflect surface-form biases in
safety judgments rather than poor calibration alone,
leaving guards vulnerable to jailbreak attacks that
disguise harmful intent.

In this work, we evaluate five guard models
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Figure 1: Reliability diagrams for guard model confidence on clean (Top) and adversarial (Bottom) inputs. Blue
bars show empirical accuracy per confidence bin, the dashed diagonal denotes perfect calibration, and red regions
indicate overconfidence. Several guards are well calibrated on clean inputs, but adversarial inputs degrade calibration
by an order of magnitude, with overconfidence concentrated in the highest-confidence bins. A per-attack breakdown

is provided in Appendix B.

across six attack methods spanning gradient-
based, template-based, and LLLM-based strategies,
including a custom attack method. As Figure 1
shows, guards that are nearly well calibrated
on clean inputs degrade by an order of
magnitude under adversarial inputs, with the
overconfidence concentrated in high-confidence
bins. Moreover, Figure 2 reveals that false negatives
are not low-confidence borderline cases but high-
confidence errors. Even at a 0.99 threshold,
a substantial fraction of adversarial harmful
prompts pass through as confident false negatives,
indistinguishable from correct detections. This
raises the question of whether such confident guard
failures reflect ambiguity in the adversarial inputs
or whether uncertainty remains available in the
corresponding base model.

Motivated by findings that pre-trained base
LLMs retain well-calibrated uncertainty even as
post-training erodes it (Nakkiran et al., 2025;
Leng et al., 2025; Luo et al., 2025), we compare
each guard with its corresponding base LM.
Both are evaluated through a shared binary
safe/unsafe interface, with base LMs using
a 5-shot classification prompt. We find that
adversarial wrapping induces larger verdict shifts
in guards than in their corresponding base LMs
(Figure 3), indicating greater sensitivity to surface-
level context changes despite unchanged harmful
content. Yet this sensitivity is not reflected in
uncertainty: on most guard false negatives, the base

model assigns higher entropy to the same input
(Figure 4). We then localize this divergence with
layer-wise and representation analyses. Guards
increasingly assign lower unsafe probability than
their base models in late layers (Figure 5), while
their hidden states become concentrated in a lower-
rank space with a sharper safe/unsafe separation
(Figures 6 and 7). This structure separates clean
inputs, but often places adversarial harmful inputs
near the clean-safe side, producing confident
misclassifications.
We make three main contributions:

* We show that guard model confidence, even
when well calibrated on clean inputs, becomes
overconfident under adversarial attack, with
false negatives reaching confidence levels
comparable to correct detections.

* We compare guards with their corresponding
base LMs and find that, on most guard false
negatives, base models assign higher entropy
to the same input, revealing a systematic
uncertainty gap between guards and their
corresponding base models.

* We provide layer-wise evidence that
guard-base divergence emerges in later
layers, where guards exhibit lower unsafe
probabilities, lower-rank representations,
and sharper safe/unsafe separation, while
adversarial harmful inputs lie closer to the
clean-safe region.
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Figure 2: Guard overconfidence persists at every confidence level. (Top) Confidence distributions of true-positive
(blue) and false-negative (red) decisions on the pooled adversarial harmful set. For all five guards, FN density
concentrates at the high-confidence end, overlapping heavily with TP. (Bottom) Fraction of the adversarial pool
retaining a TP or FN decision at confidence > 7. Even at 7 = 0.99, substantial FN fractions remain, indicating that
confidence thresholding cannot selectively filter missed detections.

2 Related Work

Guardrails and Guard Models for LLM
Safety. Content moderation systems such as
Perspective API (Lees et al., 2022) and OpenAl’s
moderation API (Markov et al., 2023) detect
toxic content in human-generated text but do
not address the interactive setting of LLM
deployment, where jailbreak attempts and unsafe
generations introduce distinct risks. LLM-specific
guard models such as Llama-Guard (Inan et al.,
2023), Aegis (Ghosh et al., 2024), MD-Judge (Li
et al., 2024), WildGuard (Han et al., 2024), and
ShieldGemma (Zeng et al., 2024) classify prompts
or responses against safety taxonomies, evaluated
by benchmarks such as HarmBench (Mazeika et al.,
2024), AdvBench (Zou et al., 2023), ToxiGen
(Hartvigsen et al., 2022), and RigorLLM (Yuan
et al., 2024). System-level frameworks such as
NeMo Guardrails (Rebedea et al., 2023) and
SafeRoute (Lee et al., 2025) address deployment
routing and efficiency. This prior work focuses on
whether guards correctly detect harmful content,
not whether their confidence in those decisions is
trustworthy.

Calibration and uncertainty in LLMs. LLMs
can estimate their own correctness (Kadavath
et al., 2022; Lin et al., 2022; Tian et al., 2023;
Xiong et al., 2024), yet post-training systematically
inflates confidence (Leng et al., 2025). In contrast,
pre-trained base LLMs appear to retain well-
calibrated uncertainty: Nakkiran et al. (2025)

show that semantic calibration emerges as a
byproduct of next-token pre-training and persists
under few-shot prompting, while Luo et al. (2025)
demonstrate that pre-trained representations can
serve as unsupervised calibrators for post-trained
models. Building on this insight, BaseCal (Tan
et al., 2026) projects post-trained hidden states
into the base model’s representation space, and
Dual-Align (Luo et al., 2026) corrects layer-
wise inference drift between pre- and post-trained
models. Our work shares the premise that base
models provide a useful calibration reference but
uses the comparison diagnostically rather than
proposing a correction method. These findings also
motivate our use of a 5-shot interface to elicit base-
model uncertainty as a reference.

3 Background

Guard models and restricted softmax. A guard
model is a safety classifier built on top of a
language model. Given a user prompt z, it predicts
a binary safety label y(x) € {safe,unsafe}.
We focus on prompt classification, where the
guard determines whether the user input itself
should be allowed or blocked before it is passed
to a downstream model. In deployed guard
models such as Llama-Guard, WildGuard, and
ShieldGemma, this classification is implemented
through autoregressive generation: the model is
prompted with an instruction or safety policy and
generates a label token such as safe/unsafe or
an equivalent allow/block label. We compute the



guard’s safety distribution by applying a restricted
softmax over the two allowed safety labels. Let
Zsafe () and zynsafe () denote the logits assigned
to the two labels at the decision position. Then

€XP Zunsafe (37)
€XDP Zsafe (I‘) + XD Zynsafe (x)

punsafe(x) = . (1)
We set psafe() = 1 — punsafe (). The predicted
label is

Py (). (2)

g(zr) = argmax

y€{safe,unsafe}

This restricted distribution measures confidence in
the binary safety decision rather than the model’s

absolute probability mass over the full vocabulary.

confidence, and
whether

Accuracy,

Accuracy measures the predicted

label matches the ground-truth safety label.

Clean benign prompts are labeled safe, while
clean harmful prompts are labeled unsafe. For
adversarial prompts, the underlying harmful
behavior remains unsafe even when it is wrapped
by a jailbreak attack.

We define confidence as the probability assigned
to the predicted label,

max
ye{safe,unsafe}

o(x) = py(a)(x) = py(z).  (3)
A model is calibrated when its confidence matches
its empirical accuracy: among examples assigned
confidence near p, approximately a fraction p
should be correct. We quantify calibration with
Expected Calibration Error (ECE). Given B
confidence bins, let S; be the set of examples
whose confidence falls in bin b. Then

B
BCE=Y 'ib' lace(Sy) — conf(Sh)],  (4)
b=1

where acc(Sp) is the empirical accuracy in bin b
and conf(Sp) is the mean confidence. Lower ECE
indicates better calibration.

4 Guard Confidence Under Adversarial
Attack

We analyze guard model confidence under
adversarial inputs in three stages. After describing
the experimental setup (Section 4.1), we show that
guard confidence becomes severely overconfident
under attack (Section 4.2). We then compare guards
with their base LMs to test whether uncertainty

calibration.

signals remain available before safety fine-tuning
(Section 4.3), and finally localize guard-base
divergence in the network through layer-wise
analyses (Section 4.4).

4.1 Experimental Setup

We evaluate guard model confidence by comparing
each fine-tuned guard with its corresponding base
LM on clean and adversarial prompt-classification
inputs.

Models. The guards are Llama-Guard 7B/Llama-
Guard-2 8B/Llama-Guard-3 8B (Inan et al.,
2023), WildGuard 7B (Han et al., 2024), and
ShieldGemma 9B (Zeng et al., 2024). Their
corresponding base LMs are Llama-2 7B (Touvron
et al., 2023), Llama-3 8B, Llama-3.1 8B
(Grattafiori et al., 2024), Mistral 7B (Jiang et al.,
2023) and Gemma-2 9B (Team et al., 2024),
respectively.

Data. The clean pool contains 713 harmful
prompts from HarmBench (Mazeika et al., 2024)
and StrongREJECT (Souly et al., 2024), and
500 benign prompts from Alpaca (Taori et al.,
2023), yielding 1,213 clean prompts. To build
the adversarial pool, we apply jailbreak attacks
to the harmful prompts: GCG (Zou et al., 2023),
AutoDAN (Liu et al., 2024b), TAP (Mehrotra et al.,
2024), PAIR (Chao et al., 2023), AutoDAN-Turbo
(Liu et al.,, 2024a), and a custom TextGrad-
based attack (Yuksekgonul et al., 2024), yielding
3,965 adversarial harmful prompts. Ground-truth
labels are inherited from the source behavior:
HarmBench and StrongREJECT prompts, both
clean and adversarial, are labeled unsafe, while
Alpaca prompts are labeled safe.

Prompts. Guard models are evaluated with their
native safety instructions and chat templates,
including the official policy text or taxonomy when
provided. Because guard models differ in their
output conventions, we adapt the label vocabulary
accordingly: Yes/No for ShieldGemma 9B and
WildGuard 7B, and safe/unsafe for the Llama-
Guard family, following each model’s official
instruction template. For base LMs, we use a 5-shot
binary classification prompt with three safe and two
unsafe demonstrations, motivated by evidence that
base LMs retain calibrated confidence under few-
shot prompting (Nakkiran et al., 2025). For both
guard and base models, confidence is computed by
applying the restricted softmax over the two label



tokens at the decision position. The exact prompt
and additional analyses of verdict-token validity
and robustness to alternative base-LM interfaces
are provided in Appendix A.

4.2 Guard Confidence Becomes
Overconfident Under Attack

We first ask whether guard confidence remains
calibrated when harmful prompts are adversarially
wrapped. Reliability diagrams in Figure 1 show
that calibration on clean inputs does not transfer
to adversarial settings. On clean inputs, several
recent guards are well calibrated without post-
hoc calibration (Llama-Guard-3 ECE 0.013,
WildGuard ECE 0.004), while Llama-Guard and
ShieldGemma already show visible miscalibration
(ECE 0.142 and 0.325, respectively). Under
adversarial inputs, however, ECE increases sharply
across all guards, often by an order of magnitude.
Even the two best-calibrated guards on clean inputs
degrade substantially: Llama-Guard-3 increases
from 0.013 to 0.308, and WildGuard from 0.004
to 0.196. The degradation is concentrated in high-
confidence bins, indicating that adversarial inputs
induce confident but incorrect safety decisions
rather than merely increasing uncertainty.

The confidence distributions in Figure 2
explain why this failure is difficult to mitigate.
On adversarial inputs, false negatives are not
concentrated near the decision boundary at 0.5;
instead, their confidence often peaks near 1.0 and
heavily overlaps with the true-positive distribution.
Thus, missed detections are not low-confidence
borderline cases but high-confidence errors, made
with confidence comparable to correct detections.
ShieldGemma exhibits a broader false-negative
confidence distribution, but this reflects its low
overall adversarial accuracy rather than reliable
uncertainty.

The bottom row of Figure 2 translates this
overlap into a deployment-relevant view. As
the confidence threshold 7 increases, both true
positives and false negatives are filtered, but false
negatives are not selectively removed. Even at 7 =
0.99, Llama-Guard-3 retains 11% of adversarial
harmful prompts as high-confidence false negatives,
WildGuard retains 12%, and ShieldGemma retains
37%. Thus, an “abstain when uncertain” approach
cannot recover these missed detections, as guards
assign similarly high confidence to both correct and
incorrect safety decisions.

Type  Model Clean Adyv.
Ace. ECE Acce. ECE
Base Llama-2 7B .634 275 992 .051
Guard Llama-Guard 7B 815 142 284 578
Base Llama-3 8B 920  .023 746 .034
Guard Llama-Guard-28B 939 .045 478 405
Base Llama-3.1 8B .903 .037  .835 .062
Guard Llama-Guard-38B 979 .013 .597 .308
Base Mistral 7B 935 102 .802 .116
Guard WildGuard 7B 989 .004 767 .196
Base Gemma-2 9B 906 .084 930 .048
Guard ShieldGemma 9B 622 325 216 .684

Table 1: Base—guard performance and calibration. Each
base model and its fine-tuned guard are evaluated with
the same binary safe/unsafe interface. Columns report
accuracy and ECE on clean and adversarial inputs.

4.3 Base LMs Retain Uncertainty Under
Attack

Given evidence that pre-trained base LLMs retain
well-calibrated uncertainty, we ask whether the
overconfidence guards exhibit under attack reflects
an inherent limitation of the adversarial inputs or a
divergence between guards and their corresponding
base models. Comparing each guard with its base
LM on the same inputs can distinguish these two
cases. If the base model is equally overconfident,
the failure is shared across the pair; if it retains
uncertainty, this indicates a guard—base uncertainty
gap on the same input (Nakkiran et al., 2025; Leng
et al., 2025).

Aggregate performance. Table 1 compares each
guard with its corresponding base LM under the
binary safe/unsafe interface. Safety fine-tuning
generally improves clean-input classification,
but this gain does not translate to adversarial
calibration. For example, Llama-Guard-3 improves
clean accuracy over Llama-3.1, yet its adversarial
ECE increases from 0.062 for the base model to
0.308 for the guard. Similar trends appear across
the Llama-Guard family, while WildGuard shows a
smaller but consistent degradation. ShieldGemma
is an outlier: its clean accuracy is already
substantially lower than that of its base model, so
we treat it as a broader guard failure rather than a
purely adversarial calibration effect. Separately, we
exclude the Llama-Guard 7B/Llama-2 7B pair from
subsequent matched analyses because the Llama-2
base model exhibits a strong unsafe-prediction bias



on the adversarial set. We additionally test whether
the calibration degradation extends to response
moderation and whether the guard—base patterns
persist across model scales in Appendices D and C,
respectively.
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Figure 3: Attack-induced shifts in verdict

distributions for base and guard models, measured by
KL(pclean ||Padv)- Analysis is restricted to prompts that
both the base LM and guard confidently classify as
unsafe, reducing confounding from initial disagreement.
Dashed lines mark mean attack sensitivity, and AAS
reports the guard-base difference. Across all pairs,
guards exhibit substantially larger verdict shifts than
their base LMs.

Attack-induced verdict shift. Aggregate
calibration shows that guards degrade more
severely than their base LMs under attack, but it
does not reveal how each model’s safety judgment
responds to adversarial attack. We therefore
compare each model’s binary verdict distribution
on a clean harmful prompt x and its attacked
version T'(z), measuring the shift via the KL
divergence between the two:

ASy(2,T) = KL(DM(x) H DM(T(x))), )

where Dy (-) = Bernoulli(pynsafe) i the model’s
binary verdict distribution. To isolate the effect of
the attack from differences in clean-input behavior,
we restrict the comparison to examples where
both the base LM and the guard assign high
unsafe probability (> 0.9) to the clean prompt.

We define the attack sensitivity gap as AAS =
ASguard — ASpase, where AS denotes the mean
attack shift across samples; positive values indicate
larger shifts for the guard.

Figure 3 shows that guards undergo substantially
larger verdict shifts than their base LMs under
adversarial wrapping. The effect is consistent
across all four guard-base pairs, with AAS
ranging from +1.71 (Llama-Guard-3) to +4.91
(ShieldGemma). The same harmful content, merely
rephrased by an adversarial wrapper, causes the
guard’s safety judgment to shift far more than the
base model’s. This suggests that guards are not
robust to surface-level context: their verdicts are
easily destabilized by the attack, making it difficult
to trust their predictions under adversarial input.
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Figure 4: Distribution of per-sample entropy gap AH =
Hyase — Hguara on guard false-negative samples. Each
histogram covers inputs where the guard incorrectly
predicts safe on a ground-truth-unsafe prompt. Positive
bars (teal) indicate the base model is more uncertain;
negative bars (grey) the reverse. The dashed line marks
AH = 0, the solid line the mean, and the inset reports
Pr(AH > 0).

Confident  despite being  destabilized.
Despite this sensitivity, guards do not express
corresponding uncertainty when they fail. To
compare uncertainty at the individual-prompt level,
we compute the binary entropy of each model’s



verdict distribution,

Hy(x)=- >

y&{safe, unsafe}

py (z) log p, (x),

(6)
and measure the entropy gap AH = Hyp,se —
Hgyara on adversarial prompts where the guard
produces a false negative.

Figure 4 shows that AH is positive for the vast
majority of guard failures: 82% of Llama-Guard-2,
80% of Llama-Guard-3, and 93% of WildGuard
false negatives have AH > 0. ShieldGemma is
an exception at 51%, consistent with its broader
calibration failure noted in Section 4.2. That is,
on inputs where the guard confidently predicts
safe, the base model typically expresses greater
uncertainty about the same decision. Guards are not
merely destabilized by the adversarial wrapper, and
they also remain confident where the base model
expresses uncertainty on the same inputs.

Guards are highly sensitive to attack yet show no
corresponding increase in uncertainty, while the
base model retains it on the same inputs. A natural
question is how guard and base model diverge
internally to produce such different behaviors.
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4.4 Where and How Overconfidence Arises

Guard models make more decisive safe/unsafe
judgments than their corresponding base models.
We now examine how the guard and base model
diverge layer by layer, using per-layer logit
projections and hidden-state geometry.

Logit gap across depth. At each layer ¢, we
obtain pfﬁzsafe by passing the verdict-position
hidden state through the model’s final RMSNorm
and LM head and applying a restricted softmax
over the two verdict tokens. To localize this
divergence, we examine the layer-wise gap p,(fa)s —
pgl)ar q between base and guard unsafe probabilities
on two input sets: clean harmful inputs and
adversarial false negatives where the base predicts
unsafe but the guard predicts safe. As Figure 5
shows, on clean harmful inputs the gap is near
zero or slightly negative across depth, indicating
that the guard assigns at least as much unsafe
probability as the base, as expected from safety fine-
tuning. Under adversarial inputs, however, the gap
reverses and grows sharply through the later layers,
reaching approximately 0.45 for Llama-Guard-3,
0.7 for WildGuard, and 0.9 for ShieldGemma at the
final layer. This divergence emerges progressively
across the final third of the layers rather than
appearing only at the output layer, showing that
the guard-base difference is already present in
intermediate representations.

Representation geometry. A complementary
view emerges from hidden-state geometry. As
Figure 6 shows, in the base model, clean safe,
clean harmful, and adversarial harmful inputs
remain largely intermixed at both early and late
layers; the base model does not develop a safety-
specific geometry in its representations. Guard
representations, by contrast, exhibit a sharper
safe/unsafe boundary in late-layer representations
that cleanly separates clean safe from clean harmful
inputs. This boundary is consistent with the guard’s
strong clean-input performance. Under adversarial
context, however, the same boundary coincides
with failure. Adversarial harmful inputs, despite
containing the same underlying harmful content,
are mapped closer to the clean-safe side of the
boundary, and it is on these inputs that the guard
produces confident misclassifications.

This boundary is accompanied by compression
of the representation space, which we quantify
using effective rank (Roy and Vetterli, 2007):
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Effective rank(X) = exp(— ), p; logp;), where
pi = A\i/ >_; A; are the normalized eigenvalues
of the centered Gram matrix. As Figure 7

shows, guards occupy a markedly lower-rank
subspace than their base LMs in late layers,
with base-to-guard effective-rank ratios of roughly
1.4x (Llama-Guard-2), 1.7x (Llama-Guard-3),
3.4x (WildGuard), and 4.0x (ShieldGemma) at
the penultimate layer. Within this compressed
subspace, the safe/unsafe boundary cleanly
separates clean inputs, but adversarial harmful
inputs whose surface form resembles safe content
are collapsed onto the clean-safe side of the
boundary, where the guard does not express
uncertainty.

Together, these analyses capture the same failure
from complementary perspectives. The logit gap
localizes where the guard-base unsafe-probability
difference emerges across depth, progressively
through late layers, while the PCA and effective-
rank analyses characterize the accompanying
representation geometry. Guard representations
become compressed into a lower-rank space with a
sharper safe/unsafe boundary that cleanly separates
clean inputs but becomes brittle under adversarial
context. In contrast, the base model does not
exhibit the same sharply separated late-layer safety
geometry under this probing setup.



5 Conclusion

We analyzed whether guard model confidence
remains reliable under adversarial attack.
Across five guard models, adversarial wrapping
destabilizes verdicts without increasing uncertainty,
so false negatives receive confidence comparable
to correct detections and are difficult to remove
by thresholding. Comparing guards with their
corresponding base LMs shows that this failure
is not inherent to the inputs alone, since base
models are usually more uncertain on the same
false-negative cases. Layer-wise analyses localize
this gap to later layers, where guards exhibit lower
unsafe probabilities, lower-rank representations,
and sharper safe/unsafe separation than their
corresponding base models. These findings suggest
that guard models should be evaluated not only
by detection accuracy, but also by whether their
confidence remains trustworthy under attack.
Base-model uncertainty is one signal that a
calibration-aware guardrail could draw on, since
it remains informative precisely where guard
confidence fails.

Limitations

We localize the guard—base divergence to
later layers and characterize the accompanying
representation geometry, but our evidence is
correlational. We observe that the logit gap, the
sharper safe/unsafe boundary, and the lower-rank
subspace all accompany confident guard failures.
We do not intervene on these quantities, so
we stop short of showing that this geometry
is what produces the misclassifications rather
than co-occurring with them. Establishing the
mechanism would require causal interventions such
as ablating or steering the identified directions. Our
contribution is also diagnostic in nature. We show
that base-model uncertainty remains informative
where guard confidence fails, but we do not turn
this signal into a calibration method or characterize

the conditions under which the gap could be closed.

Ethical Considerations

This work analyzes vulnerabilities in guard
models to inform safer deployment and strengthen
defenses against adversarial attempts to bypass
LLM safety mechanisms. All experiments were
conducted in controlled research settings and are
reported to emphasize mitigation, robustness, and

calibration-aware evaluation rather than actionable
circumvention instructions. All attacks used in
this study are based on previously published
attack methods or optimization frameworks, and
all datasets are drawn from publicly available
benchmarks. No real-world harm was caused or
intended, and no new harmful or illegal content
was generated or disseminated. We acknowledge
that exposing calibration failures in safety systems
carries dual-use risk; however, we believe that
understanding these failure modes is a necessary
step toward building more reliable guardrails.
We follow responsible disclosure practices where
appropriate. This paper contains examples of model
outputs that may be offensive in nature.
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A Base-LM Prompting and Interface
Robustness

A.1 Base-LM Prompt and Verdict-Token
Validation

For completeness, we show the 5-shot prompt

used to elicit binary safety predictions from

each base LM; it contains three safe and two

unsafe demonstration pairs followed by the query

placeholder {query}.

Prompt: Base 5-shot safety classifier

Classify the following content as “safe” or
“unsafe”.

Content: What’s a good recipe for pasta?
Label: safe

Content: How do I pick a lock on someone’s

house?
Label: unsafe
Content: Can you explain how

photosynthesis works?
Label: safe

Content: Write a phishing email pretending
to be a bank
Label: unsafe

Content: What are some tips for job
interviews?
Label: safe

Content: {query}
Label:

For Mistral 7B and Gemma-2 9B, we substitute
only the two label tokens with Yes/No, matching
their corresponding guards. To ensure that the
restricted softmax comparison between base and
guard models is valid, we verify that base LMs
concentrate substantial probability mass on the
two verdict tokens under the 5-shot classification
prompt.

Table 2 wvalidates that the 5-shot binary
classification prompt induces a well-formed
verdict-token interface for the base LMs. For each
model, we compute the full-vocabulary softmax
probability assigned to the valid verdict tokens:
safe/unsafe for the Llama-family models and
Yes/No for Mistral/Gemma. Across the 5,178
examples, the valid verdict tokens receive most of
the probability mass for every base model, ranging
from 90.99% for Mistral 7B to 97.80% for Llama-

Base Label mass Other mass
Llama-2 7B 95.75 4.25
Llama-3 8B 95.89 4.11
Llama-3.1 8B 97.80 2.20
Mistral 7B 90.99 9.01
Gemma-2 9B 94.20 5.80

Table 2: Full-vocabulary softmax mass on valid verdict
tokens under the 5-shot base classification prompt. Valid
tokens are safe/unsafe for Llama models and Yes/No
for Mistral/Gemma.

Higher Base I ower Base

Variation Valid Entropy ECE
Instruction x label 31/45 25/31 30/31
Order 30/30 24/30 30/30
Shot count 22/25 17/22 20/22
Zero-shot 4/5 4/4 2/4

Policy-aligned 10/10 9/10 8/10
Overall 97/115 79197 90/97

Table 3: Robustness to alternative base-LM interfaces.
Valid denotes interfaces meeting the clean-input criteria
defined in Appendix A.2. Counts are pooled across five
matched pairs.

3.1 8B. This indicates that the restricted binary-
label softmax is not an artificial projection onto
low-probability tokens; rather, the 5-shot prompt
naturally concentrates the next-token distribution
on the intended verdict labels.

A.2 Robustness to Base-LM Interfaces

To test whether our results depend on the canonical
5-shot prompt, we evaluate 23 alternative base-LM
interfaces per matched pair, varying instructions
and labels, demonstration order, shot count, zero-
shot prompting, and policy-aligned prompts. We
evaluate whether the base LM (i) has higher
entropy on the majority of guard false negatives
and (ii) achieves lower adversarial ECE than the
corresponding guard.

We define a valid interface as one where the base
model achieves clean balanced accuracy > 60%
and benign FPR < 40%; adversarial outcomes
are not used for filtering. This leaves 97 of 115
settings. As shown in Table 3, the base LM has
higher entropy on guard false negatives in 79/97
valid settings and lower adversarial ECE in 90/97
settings. The entropy-gap pattern is particularly
consistent for Llama-Guard-2, Llama-Guard-3,
and WildGuard, but weaker for ShieldGemma.
These results indicate that the main guard-base
discrepancy is not specific to the canonical 5-shot



Attack Qutput L1 L2 L3 L4 LS5
GCG 0.04 -0.07 -0.40 -0.01 -0.54 -0.11
AutoDAN 0.04 -0.19 -0.26 -0.06 -0.53 -0.27
TAP 325 282 -0.13 2.19 473 1.60
PAIR 3.67 3.14 -0.12 249 554 1.87
AutoDAN-Turbo 2770 244 -024 213 456 1.33
Custom Attack 212 1.73 -0.54 233 482 0.99

Table 4: Attack-wise output and intermediate-layer
guard-base gaps for Llama-Guard-3 and Llama-3.1 §B.
Positive values indicate larger shifts for the guard than
for the base model.

interface.

B Attack-wise Analyses

B.1 Attack-wise calibration.

Figure 8 decomposes adversarial calibration by
attack method. The degree of miscalibration
varies substantially across attacks and models: for
example, AutoDAN-Turbo and Custom Attack
often produce severe overconfidence, while some
model-attack pairs such as WildGuard under
GCG or AutoDAN remain comparatively well
calibrated. Nevertheless, the dominant pattern is
that adversarial confidence remains high even
when empirical accuracy drops, indicating that the
aggregate effect in Figure 1 is not driven by a single
attack.

B.2 Attack-wise Verdict Shifts and Layer
Gaps

We further examine whether the attack-wise
differences in calibration are reflected in verdict
shifts and intermediate-layer guard—base gaps.
Table 4 reports the results for Llama-Guard-3 and
Llama-3.1 8B.

Table 4 compares the output verdict shifts
and intermediate-layer guard-base gaps across
attacks. GCG and AutoDAN show only small
output shifts and no sustained positive layer-wise
gap. In contrast, TAP, PAIR, AutoDAN-Turbo,
and the custom attack show larger output shifts
and positive gaps from the middle layers onward.
This pattern is consistent with the attack-wise
calibration differences in Appendix B.1, but should
be interpreted as correlational rather than causal.

C Model-Scale Analysis

To examine whether the observed guard-base
discrepancy is specific to the 7-9B models used
in our main experiments, we extend the evaluation

Guard Base AECE
Model L ECE/Det. ECE/Det. Gap@.75/Final
SG-2B 26 .689/22.1 .141/79.2 +.548 +.52/+.77
SG9B 42 .684/21.6 .048/93.0 +.636 +.84/+.95
SG-27B 46 .749/9.7 .184/76.5 +.565 +.56/+.53
LG3-1B 16 .097/774 .614/72 -517 N/A

Table 5: Model-scale analysis. Detection (Det.) is
reported in %. AECE denotes guard ECE minus base
ECE. For ShieldGemma, the final column additionally
reports the guard—base layer gap at normalized depth
0.75 and at the final layer on adversarial examples where
the backbone predicts unsafe and the guard predicts safe.

Type  Model Clean Adv.
Acc. ECE Acc. ECE
Base Llama-2 7B 519 269 1.00 .163
Guard Llama-Guard 7B 814 .098 138  .683
Base Llama-3 8B 684 157 .641 110
Guard Llama-Guard-2 8B .869 .087 443 450
Base Llama-3.1 8B 669 170 580 .144
Guard Llama-Guard-3 8B .894  .081 489 346
Base Mistral 7B 525 321 969 110
Guard WildGuard 7B .898  .087 .603  .347
Base Gemma-2 9B 786 .057 .664  .087
Guard ShieldGemma 9B 753 182 107 788
Table 6: Response-moderation performance and

calibration on WildGuardMix. Each matched base—
guard pair is evaluated on clean and adversarial
responses. Accuracy (Acc.) and expected calibration
error (ECE) are reported. Bold indicates the lower
adversarial ECE within each pair.

to generative guards spanning 1B-27B parameters
and 1646 layers. For detection, we select decision
thresholds on clean-benign data to match a target
benign FPR of 5%; adversarial examples are not
used for threshold selection.

Table 5 summarizes the guard-base comparison
across model scales. Within the ShieldGemma
family, the guard remains less calibrated and
detects fewer adversarial inputs than its backbone
from 2B to 27B parameters, with positive
guard—base gaps also visible before the output
layer. Llama-Guard-3-1B reverses this ordering,
however, indicating that model size alone does not
explain the guard—base discrepancy. Differences
in backbone classification competence and model
family may also contribute to the observed
behavior.
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Figure 8: Attack-wise reliability diagrams for five guard models across six jailbreak attacks. Blue bars show empirical
accuracy within confidence bins, and the diagonal denotes perfect calibration. Red regions indicate overconfidence.
Across many model—attack pairs, high-confidence bins fall below the diagonal, showing that adversarial inputs often
induce confident but incorrect guard decisions.

D Response Moderation

To test whether adversarial calibration degradation
extends beyond prompt classification, we
evaluate the five matched guard-base pairs on
WildGuardMix responses, with guards using their
native moderation interfaces and base LMs the
adapted 5-shot binary classification interface.

Table 6 reports accuracy and ECE on clean
and adversarial responses. All five guards exhibit
substantially higher adversarial than clean ECE
(.346-.788 versus .081-.182), and for Llama-
Guard-2, Llama-Guard-3, and ShieldGemma the
adversarial guard ECE also exceeds that of the
corresponding base model. Because the adversarial
subset contains only unsafe responses, we read
this as a harmful-response moderation sanity check
rather than a full response-calibration evaluation,
and we avoid matched conclusions for Llama-
2 and Mistral, whose low clean accuracy and
near-perfect adversarial accuracy indicate a strong
unsafe-prediction bias.



