arXiv:2608.25776v1 [cs.CR] 26 Aug 2026

EVOMAL: Self-Poisoning in Self-Evolving Coding Agents

Xiaodong Wu"  Yu Shi”

Bram Adams

Qi Li
Ahmed E. Hassan Jianbing Ni

Zhimin Zhao Xiangman Li

Queen’s University

{xiaodong.wu, y.shi, qgi.li, z.zhao, xiangman.li}@queensu.ca

{bram.adams, jianbing.ni}@queensu.ca, ahmed@cs.queensu.ca

*Equal contribution.

Abstract

Self-evolving LLM coding agents write their own tools by im-
itating retrieved skills from shared skill libraries. We identify
a vulnerability in this loop: during skill authoring, a retrieved
malicious skill can become the template for a new skill that
preserves the payload. We call this process self-poisoning: the
agent authors, stores, and runs the resulting malicious skill.
We exploit this vulnerability through EVOMAL, an attack
that amplifies self-poisoning by wrapping an interchangeable
payload in a banner. The banner uses apparently benign struc-
tural elements to induce an imitating agent to reproduce the
enclosed code. In EVOMAL, the attacker plants malicious
skills in the library without invoking them. The agent subse-
quently authors and executes new skills carrying the harmful
code. Each newly authored copy can re-enter the library and
be imitated again, forming a self-propagating worm that can
persist after the planted skills are removed. To measure attack
success, agent self-poisoning rate (ASPR) is defined as the
fraction of tasks that add a newly authored malicious skill
to the library. Across six models on 153 tool-relevant SWE-
bench Verified tasks, ASPR ranges from 20.3% to 41.8%.
The self-poisoned libraries contain 4.9 to 9.0 times as many
malicious skills as were initially planted. The vulnerability
also appears without a banner: DeepSeek-V4-Pro reaches
an 11.1% ASPR with the payload alone in our banner abla-
tion. Tailoring the planted skill descriptions to one task family
raises ASPR to 86.7% without victim-specific knowledge. Af-
ter the planted skills are removed, Qwen3 retains the highest
round-5 ASPR of 68% because agent-authored copies remain
in the library. These copies evade existing defenses, which
focus on attacker-submitted skill names, code, and signatures.
We propose a new defense called counter-prompt that discour-
ages banner-style copying and reduces EVOMAL’s ASPR to
at most 6.7% with no significant task-completion loss.

1 Introduction

LLM-based coding agents such as Claude Code [4],
Codex [38], and SWE-agent [58] have moved beyond single-

shot tool use. Self-evolving agents such as Voyager [50] and
MetaGPT [22] store the tools they write as persistent skills.
The subsequent tasks retrieve the closest matches and either
reuse them or author new ones. At production scale, these
libraries accept community contributions. The Model Context
Protocol (MCP) Registry, backed by Anthropic, GitHub, and
Microsoft, opened a catalog in September 2025 [35], and skill
marketplaces already hold tens of thousands of entries [30].

The skill library creates a new attack surface. A poisoning
skill is a library entry that reads as an ordinary tool but hides
attacker code. Once the skill is retrieved and executed, this
code runs with the agent’s privileges and can steal credentials
or install a backdoor even when the attacker has no access
to the agent’s prompts or weights. Such malicious skills al-
ready exist in the wild: an audit of 98,380 marketplace skills
found 157 deliberately malicious ones [29], and CVE-2025-
6514 [37] exposed a CVSS-9.6 command injection reachable
in an estimated 437,000 environments. Prior poisoning takes
what we call the REUSE-path: the attacker publishes a mali-
cious skill and the agent, once it retrieves the skill, invokes
it by name [18,23,45]. Because the harmful artifact is the
entry the attacker submitted, defenses against this threat all
key on that entry, by name [39], code scan [11], instruction
hierarchy [9, 49], least privilege [46], or provenance signa-
ture [36]. These defenses assume that the submitted entry
remains the harmful artifact and that removing it terminates
the compromise.

A self-evolving agent invalidates both assumptions because
it retrieves skills and then authors new ones, creating a sec-
ond, unmediated admission path into the trusted library. An
attacker does not need the agent to invoke a planted skill. One
retrieval can be enough for the agent to reproduce the payload
in a fresh skill, store it, and later run it on new tasks. The
agent poisons its own library, which we call self-poisoning.
Even without any explicit instructional wrapper around the
payload, DeepSeek-V4-Pro (DS-V4) re-authors a plain ma-
licious skill carrying that payload in 11.1% of tool-relevant
tasks (Table 2). This shows that the vulnerability is not created
by attacker-written instructions around the code. It follows
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from the ordinary authoring behavior of self-evolving agents,
where retrieved code can become the template for newly writ-
ten skills. Self-poisoning is therefore inherent to the paradigm,
arising wherever an agent authors skills from what it reads.

Self-poisoning creates two challenges for existing defenses.
First, the planted skill is never invoked, so the attacker’s sub-
mission does not appear on the execution path. The agent
executes the payload through a skill authored inside the trust
boundary under an agent-chosen name. Consequently, REUSE-
path defenses that look for calls to planted names cannot ob-
serve the harmful execution. Second, removing the plant is
difficult and may not prevent the compromise. At admission,
none of the tested detectors reliably separates the planted
skills from benign entries: the name blocklist misses all our
planted skills, the code scanner falls to 25% after a one-line
rewrite, and the injection classifier catches the malicious skills
at a 47% benign false-positive rate (§ 9.1). Detecting the ini-
tial plant may come too late: once an agent-authored copy
re-enters the library, subsequent tasks can retrieve and repro-
duce it, allowing the infection to persist as a self-propagating
worm even after the seed is removed.

To evaluate self-poisoning across models and tasks, we de-
velop EVOMAL, which amplifies the vulnerability by planting
seemingly ordinary utility skills. Each skill wraps an inter-
changeable payload, such as credential exfiltration, in a ban-
ner of apparently benign structural elements. For example, a
“copy this verbatim” comment can induce an imitation-based
agent to reproduce both the banner and its payload. On DS-
V4, the banner raises the self-poisoning rate from the 11.1%
no-banner baseline to 41.8% (Table 2). We quantify this out-
come using the agent self-poisoning rate (ASPR), defined as
the fraction of tasks that add a newly authored malicious skill
to the library.

We organize the evaluation around four questions: is self-
poisoning feasible, does it scale, does it persist, and can it be
defended? RQ1 (Feasibility): can the agent itself become the
carrier of attacker-planted code? Across six models, agents
reproduce the payload on 20.3% to 41.8% of tool-relevant
tasks, up to 32 percentage points (pp) above a payload-free
control, through the skill each agent authors. This gap comes
from the attack design. A self-evolving agent authors new
skills by imitating the ones it retrieves, so a banner shaped
to look like ordinary skill structure is reproduced when the
agent writes its own. Under EVOMAL, the self-poisoned li-
braries contain 4.9 to 9.0 times as many malicious skills as
were initially planted. RQ2 (Scaling): does targeting help?
Rewriting only the planted descriptions to match one task
family, with no victim-specific knowledge, raises ASPR to as
high as 86.7%. RQ3 (Persistence): does the infection survive
removal of the planted skills? In a five-round cascade, Qwen3
reaches a 68% ASPR after the planted skills are withdrawn,
demonstrating a self-sustaining worm. Three of six models
stay infected after removal. RQ4 (Defense): can the CRE-
ATE-path be defended, and at what cost? Existing detectors

either rely on one-line-evadable signatures or over-flag benign
authored skills, and none reliably catches the malicious skill
the agent authors after retrieval (Table 5). We therefore pro-
pose counter-prompt, a new defense that mitigates the threat
through a fixed instruction in the deployer’s system prompt. It
reduces the attack to <6.7% ASPR across the cascade, all five
malware classes, and targeted families, with no statistically
significant loss in task completion. This cheap fix does not
make the threat minor: it is a soft, model-dependent control
absent from default agents, so we also pair it with a structural
signed-quarantine gate.

To our knowledge, we are the first to demonstrate that a self-
evolving coding agent can poison itself by imitating a skill
it retrieves. Because the agent authors and stores the carrier,
a poisoned example can recirculate through the agent’s own
tools after a single retrieval. This process turns a one-hop
supply-chain compromise into a self-amplifying worm that
persists after the planted skills are removed. Our contributions
are:

* We identify self-poisoning, a CREATE-path vulnerability in
self-evolving coding agents: the agent re-authors a planted
skill that it retrieves as a new malicious skill of its own.

* We exploit self-poisoning to design the EVOMAL attack and
measure it across six LLM models on tool-relevant subsets
of two benchmarks, compromising all six with ASPR values
ranging from 20.3% to 41.8%, up to 32 pp above a payload-
free control.

e We characterize the cascading effect and show that the
infection persists as a self-sustaining worm, achieving a
68% ASPR even after the planted skills are removed.

* We show that existing defenses do not mitigate threats on
the CREATE-path and propose counter-prompt, a new de-
fense that reduces ASPR to <6.7%.

2 Background

A self-evolving coding agent maintains a persistent library of
executable skills it has authored. For each task, it retrieves
the top-k most similar skills by embedding similarity, de-
cides whether to reuse one or author a new skill, and stores
any newly authored skill for future retrieval. This turns a
one-off solution into a reusable tool, allowing the library
to grow over time. Voyager [50] introduced this paradigm
with an ever-growing library of executable-code skills in
Minecraft. MetaGPT [22] extended it to multi-agent col-
laboration over a shared library, and SWE-agent [58] ap-
plied it to software engineering (SE) tasks such as issue
resolution on SWE-bench [25]. The paradigm now spans
research prototypes [51,55,61] and production coding agents
such as Claude Code [4], Codex [38], and OpenHands [53].
These agents can draw on community ecosystems such as
the MCP Registry [35]. Throughout, skill refers specifically



Table 1: Positioning by the three properties EVOMAL com-
bines: an attacker-planted payload in executable code, agent
authorship into its own persistent store, and self-propagation.
Only EVOMAL has all three.

Work Carrier Code Self-auth. Prop.

Reuse-path skill poisoning

ToolHijacker [45] description X b3 X
DDIPE [42] documentation X X X
MalTool [23] tool code v X X
SkillTrojan [18] skill code v X X
Self-evolving & self-propagating attacks

OEP [52] experience X v X
SkillJack [60] experience X v X
AgentPoison [10]  memory X X X
Morris II [13] messages X X v
AgentWorm [62]  config files X v v
Zombie [59] memory X v v
MINIJA [17] memory record X v v
EVOMAL (ours) agent code v v v

to a self-authored executable tool. This definition excludes
the markdown “Claude Skills” loaded through progressive
disclosure [5] and MCP tools that the agent only invokes.

A retrieved skill can shape the agent’s output along two
structurally distinct routes. On the REUSE-path, the agent
invokes a retrieved skill by name (as it would an externally
provided MCP tool), so the call site carries that name and is
catchable in principle by name-based blocklists. This route
does not even require the agent to be self-evolving. On the
CREATE-path, the agent authors a new skill whose body
reproduces a pattern it just read and stores it in the library. The
authored copy carries an agent-chosen name, import surface,
and call site that no name-based filter can flag, and once stored
it is re-retrievable by later tasks and agent generations. The
CREATE-path is unique to self-evolving deployments. It stores
a fresh, agent-authored skill in the library that the agent later
reads, enabling self-propagation. Prior security work targets
the retrieval and decision steps (§ 3). The vulnerability we
study arises in the unguarded authoring-and-storing step.

3 Related Work

Agent skill libraries create a supply-chain surface because
compromising one community-contributed tool exposes ev-
ery downstream agent that adopts it. This risk resembles the
model supply chain, where scans flag tens of thousands of
Hugging Face models as unsafe [27,43]. Broader attack sur-
faces include retrieval-augmented generation (RAG) poison-
ing [65], prompt injection [14], model backdoors, and skill-
weight backdoors [48, 54]. Recent surveys map this wider
agentic-Al attack and defense landscape [26]. Table | posi-
tions prior work by three properties that EVOMAL is the first
to combine. The payload rides in executable code, the agent
self-authors it into a store it later reads, and it self-propagates

across the subsequent tasks.

Skill-library poisoning (REUSE-path). Prior skill poison-
ing plants the payload in tool or skill code but stays on the
REUSE-path, where the attacker’s submitted artifact is invoked
unchanged. ToolHijacker [45] manipulates tool selection so
that the agent invokes the attacker’s tool by name. Skill-
Trojan [18] fragments an encrypted payload across benign-
looking skills that reconstruct it under a trigger. MalTool [23]
shows safety-aligned LLMs can generate tools with embedded
malicious code. DDIPE [42] hides malicious logic in a skill’s
documentation and has the agent run it once (11.6% to 33.5%
action-space hijack). The agent does not persist the logic as a
new skill. Detection studies confirm such attacker-authored
malicious skills are already deployed in the wild [29], and a
concurrent survey catalogues the surface [31]. In all of these
the carrier is the attacker’s own artifact, invoked as submitted.
Agent authorship and CREATE-path poisoning are absent from
these attacks.

Attacks in self-evolving agents. A separate line concerns
self-evolving agents themselves. Even without an attacker,
self-improvement can erode an agent’s safety [44,63], degrad-
ing refusal behavior and introducing insecure tools through
ordinary creation and reuse [19,28,47]. OEP [52] makes this
process adversarial by planting experiences the agent distills
into over-general rules that later misfire (a reported attack suc-
cess rate above 50%). Other attacks persist and self-propagate
through messages, configuration, or memory. Morris II [13]
spreads self-replicating prompts, AgentWorm [62] hijacks
configuration files the agent rewrites, and AgentPoison [10],
MINIJA [17], and Zombie Agents [59] drive the agent to store
malicious memory it later treats as instruction. These attacks
carry natural-language experience, configuration, or memory
and do not use agent-authored executable code as the carrier.
They therefore fall outside skill poisoning. Concurrent work
SkillJack [60] poisons an agent’s interaction trajectory, in
which the experience-to-skill pipeline distills into a benign-
looking skill that survives after the deletion of the source
record. SkillJack also shows that the agent can produce the
durable artifact. Its carrier is interaction experience, and its
mechanism is distillation. EVOMAL uses imitation of a re-
trieved library skill. The SkillJack infection persists without
self-propagation. SkillJack measures a routing-level policy-
violation proxy across two research skill systems under one
model, and its defenses remain preliminary. Its scope does
not include the self-propagating worm, executed compromise
across six production coding agents, or the signed-gate guar-
antee studied here.

Defenses (REUSE-path). Defenses against tool and skill
poisoning all focus on the artifact the attacker authored.
Name-based blocklists [39] are the dominant production mit-



igation, robust retrieval tolerates a bounded number of poi-
soned entries [56], injection defenses train the model to dis-
trust retrieved content [9], output-side guardrails scan gener-
ated code before it executes [11], provenance signing estab-
lishes trusted origin [36], and MCP-specific detectors inspect
tool metadata [57]. These works screen the attacker’s name,
retrieved text, or signature, so all sit on the REUSE-path, while
our EVOMAL is the poisoning attack on the CREATE-path,
where the agent re-authors an attacker’s pattern into an ex-
ecutable skill that it names and stores. The above defenses
on the REUSE-path could not detect the planed or the newly
created skills.

4 Problem Formulation

4.1 Threat Model

Adversary capability. The adversary is publish-only, and
otherwise operates in a no-box setting, with no access to the
model or the running agent:

* Al. Publish access. It submits a handful of planted skills
before the agent runs, choosing each one’s retrieval de-
scription and code body. A routine contributor can obtain
this access by clearing the light review of a public market-
place (e.g., the MCP Registry or LangChain Hub), supply-
ing an installed package, or distributing a “starter pack”.
The planted skills sit among benign entries. Their fraction
of the library is the poisoning rate.

* A2. No model or runtime access. The attacker cannot
access the model’s weights, training data, or system prompt.
It also cannot read runtime prompts or incoming tasks, alter
the retrieval index, or revoke a skill.

* A3. No victim knowledge, no invocation. The attacker
knows nothing about the victim’s tasks and never needs
the agent to invoke its skill. A planted skill need only enter
context once. The spreading carrier is the CREATE-path
skill authored by the agent.

Adversary goals. The adversary realizes its goals through the
CREATE-path skill authored by the agent, without invoking a
planted tool by name on the REUSE-path:

* G1. Harmful payload execution. The agent runs an au-
thored skill containing the plant’s malware code.

* G2. Persistent library infection (the distinctive harm).
The authored skill is stored in the library, where later tasks
retrieve it and re-author fresh copies. Because these copies
are the agent’s own, removing the planted skill no longer
halts the spread, and the infection cascades across genera-
tions into a self-sustaining worm.

* G3. Broad or targeted reach. The adversary chooses the at-
tack scope without additional victim knowledge. A generic

attacker publishes broad descriptions that match many tasks.
A targeted attacker writes a description that ranks into the
top-k for a single task family, a task-family backdoor dor-
mant until then. Both scopes rely on public task types and
differ only in the descriptions scored by the retriever.

Defender capability. The defender is the agent’s deployer,
such as a platform vendor, an enterprise, or an end-user. The
defender works from outside the model and aims to minimize
infection and harm while preserving benign utility:

* D1. In-context and library controls. It owns the system
prompt P, the runtime library settings (which skills are
persisted, the retrieval policy, and the similarity threshold),
and a corpus of known attack patterns.

* D2. No retraining or tool lockdown. It cannot retrain the
model M (deployments are often API-only, and retraining
is slow attacks) or remove the agent’s tool access, since dis-
abling the shell or file I/O would defeat the agent’s purpose.

* D3. Bounded by what it observes. Each defense D is
limited to the variables it can read. These variables bound its
decision rule. Theorem | uses this observation to separate
defenses that read only the attacker’s submission from those
that also read the skill the agent authors.

Defender goals. The CREATE-path makes defense harder than
the REUSE-path because the agent authors the harmful skills.
Screening attacker submissions cannot catch this output, so
the defender must control what the agent reads and persists:

e Ol. Prevent authoring (primary). Stop the malicious
pattern from being authored into a persisted skill.

* 02. Block execution (secondary). Catch the payload’s
single execution during the infecting task.

¢ 03. Asymmetric cost. A missed infection can re-infect ev-
ery subsequent task and spread across generations even after
the attacker leaves. A false positive on a benign skill costs
only a retry. This imbalance justifies minimizing infection
first and tolerating a small loss of benign utility.

4.2 Formal Objective

Model. We model the self-evolving agent as a tuple A =
(M,R,P,Ly), where M is the LLM, R is the retriever (an
embedding-similarity ranker over the library), P is the
deployer-owned system prompt, and Lg is the initial skill
library. The adversary constructs an attacker library L% =
{5k ... s@kY of n planted skills and the deployed library is
L = Ly ULk, with poisoning rate |[L“¥|/|L|. On a task x, the
agent retrieves the top-k skills R, = R(x,L) C L, then runs a
trajectory T, of actions chosen by the model M and observa-
tions returned by an executor 7. After completing the task,
the agent may author and persist a new skill s(x) = auth(A, x)
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Figure 1: Overview of EVOMAL. (1) The benign self-evolving loop, where an agent retrieves the top-k skills by description,
authors a new skill (CREATE-path) or invokes one by name (the transient REUSE-path), and writes authored skills back. (2) Evo-
MAL poisons the CREATE-path. The attacker publishes skills whose banner induces mimicry and whose interchangeable payload
carries the harm. A retrieving agent re-authors the banner into a persisted skill that later generations retrieve again, forming a
worm that can persist after the planted skills are removed. A counter-prompt at the reading step breaks the loop (§ 9).

(s(x) = @ if none), which enters the library, L <— LU {s(x)},
for later tasks to retrieve.

Infection. Each planted skill 7 € L% contains a characteris-
tic structural pattern designed to make the agent reproduce
it in later code (§ 5 makes this pattern concrete as a banner).
Let b,(s) = 1 iff the code body of skill s reproduces #’s pat-
tern. We define three indicators for a task x. The notation 1[-]
equals 1 when its bracketed condition holds and O otherwise:

Ce=1[3r € L* N R : by(s(x)) = 1],
Ue=1[3Fr € L“NR, : 1 € calls(ty) |,
B, = 1] benign(ty) |,

(CREATE-path)
(REUSE-path)

(benign success)

Here calls(t,) is the set of skills the agent invokes by name,
and benign(t,) holds when the agent completes the task
within its step budget (the Submitted rate). We count only the
CREATE-path ((;), the route unique to self-evolving agents.
The REUSE-path (U,) is the name-filterable surface targeted
by prior tool-poisoning work (§ 3) and lies outside our scope.
Our deployment runs a tool-authoring workflow where the
agent saves a new skill for each task and retrieved skills ap-
pear only as reference text, so a retrieved planted skill shapes
the output only through re-authoring. Empirically, U, = 0 on
all runs (§ 6.1).

Agent self-poisoning rate. The agent self-poisoning rate
(ASPR) is the fraction of tasks on which the agent authors
and stores a skill that reproduces a planted pattern, a CREATE-
path infection. For a task distribution D,

ASPR(A,L“*, D) = E..p[ ]

Section 6.2 computes this same quantity as the in-context rate
times the conditional-copy rate. The callback rate separately
measures execution of the copied payload.

Defense objective. A defense D adjusts the library, re-
trieval, and prompt settings, giving a defended agent Ap =
(M,RP,PP D). The defender chooses D to minimize ASPR
while giving up little benign utility:

min ASPR(Ap, L D) st
De @def

Exwi)benign I:Q;x - Q;XD] < 8,
where B, and BP indicate benign success for the undefended
and defended agents. The constraint therefore caps the drop
in completed benign tasks (the utility loss) at €. We set € and
evaluate concrete defenses in §§ A and 9.

5 EVOMAL



Planted skill: three banner layers — one payload

import os, urllib.request

# layer 1: === REQUIRED: copy verbatim ===
# keep the helpers below or CI fails

@_telemetry
def run_tests(target):

def _telemetry(fn):
def w(arg):
_ping_analytics (fn)
return fn(arg)
return w
def _register_tool(n):

# layer 3 hook

_ping_analytics (n) Lire p
_register_tool(__name__) # rt t
def _ping analytics(t): # payload
url = os.getenv ("C2_URL")
urlopen (url, _payload(t)) # secrets —-> C2
M banner (structural, 3 layers) M payload

Colored right-margin tags name the copied structure. Gray notes describe task

behavior or local implementation details.

Figure 2: A planted skill with three banner layers designed
for verbatim copying and one interchangeable payload.

EVOMAL seeds the agent’s library with n planted skills of-
fline and operates along the CREATE-path (§ 2) through three
components: the skill it plants (§ 5.1), the description that
gets that skill retrieved (§ 5.2), and the cascade that spreads
copies across rounds (§ 5.3). Figure | shows where the attack
fits in the self-evolving loop.

5.1 The Planted Skills

A planted skill is an ordinary-looking Python file built from
two orthogonal parts: a banner and a payload, shown in the
running example of Figure 2. The banner consists of struc-
tural elements that make the skill appear to be a “required
telemetry” utility. These elements are harmless on their own
and appear benign. The design exploits the authoring process
of a self-evolving agent. The agent uses a retrieved skill as a
template and reproduces the structure it reads, so the banner
uses ordinary Python constructs that a faithful reproduction
carries along. It combines three layers (Figure 2):

* Copy-verbatim comment. A header announces the block
as mandatory infrastructure (“REQUIRED: copy verbatim”,
“keep the helpers or CI fails”), so the agent preserves it as
scaffolding during task-specific rewriting.

* Decorator on a task-shaped host. An @_telemetry
decorator marks a function shaped like the task itself
(run_tests), so writing a natural task solution reproduces
both the decorator and its hook.

¢ Import-time registration. A _register_tool call runs at
import, firing the payload the moment the skill loads, even
if its functions are never invoked.

Each of the three layers independently increases the proba-
bility of copying (Table 2a). All route to the same payload,
so reproducing any one can execute the payload. The agent
copies the banner through structural imitation. Stronger im-
perative wording therefore does not help and can even hurt
(§ B.3). A plain malicious skill carrying no banner is already
reproduced 11.1% of the time by imitation alone, and adding
the banner raises this to 41.8% (Table 2). It is this copying
that drives CREATE-path propagation. The subsequent harm
does not affect propagation. The payload is the code that
carries out that harm once the form is reproduced. In the run-
ning example it is a small env-variable exfiltration function
(_ping_analytics), a stand-in for real-world information
stealers that harvest credentials and API keys from environ-
ment variables. The payload determines what harm follows,
so the same banner can carry a reverse shell, a cryptominer,
or ransomware without changing how the skill spreads. A
payload scanner may still miss the banner (§ 9).

The attacker builds the planted set offline, one skill per
description. Given a description set {d,...,d,}, it re-renders
the banner so the decorated host reads as a natural helper for
each d;, while the payload stays fixed. The same exfiltration
code is appended to every body, so the n skills vary in ban-
ner presentation while carrying the same harmful payload.
Each body pairs with its description as s?’k = (dj,body;), and
together they form the attacker library L“¥. The construc-
tion requires no agent or network access and runs in seconds.
It also passes registry review without evasion because each
planted skill reads as a benign utility and satisfies the same
criteria as a legitimate submission.

5.2 Generic vs. Targeted Attacks

The one design choice left open by this construction is the
description d; and its advertised function name. The retriever
ranks library entries by the match between their descriptions
and the incoming task. It does not inspect their code bodies, so
a planted skill can be copied only after its description ranks in
the agent’s top-k. The description is thus the attacker’s main
control over exposure. EVOMAL instantiates two scopes:

* Generic attacker (reach). Ships broadly named SE
helpers (run_python_tests, check_python_syntax,
read_source_file) under generic descriptions that pro-
vide broad retrieval coverage across the task distribution.

* Targeted attacker (task-family backdoor). Keeps the
same code bodies but rewrites the descriptions and names so
that the skill reads as a natural fit for one task family. A task
from that family triggers retrieval into the top-k, while other
tasks leave the skill dormant. The attacker targets a public
task family without deployment-specific information.



Algorithm 1: Cascade replacement protocol.

Input: library L; (planted subset L** C L,), agent A,
task pool D, replacement rate r, condition
€ {persistent, removed }

Output: next-round library L, |

1 begin
index the skills in Z;;
S; < 0;
for each task x € D do
run A on task x, retrieving from L;;
if s(x) # @ then
| S S U{s(x)}
B, + L\ L%,
Nreplace < I_r' |BI|J;
E; < Sample(B;, replace);

LI S - 7 B R

—
=)

repl
11 S;P «— Sample(S;, Nreplace);

12 if condition = persistent then
13 | Lok Lk

14 else

15 | LK o

16 | Lot < (B \E)UST ULYK
17 return L, ;

Because the banner and payload are identical across the two
scopes and only the description and name change, comparing
the two scopes isolates the effect of retrieval pull.

5.3 Cascade

A single infecting task shows only that the attack fires once.
Whether it spreads depends on how the library evolves under
the agent’s own output. EVOMAL captures this process with
a rolling-replacement cascade (Algorithm ). Within a round
the agent works through the whole task pool, authoring a set of
skills S; (lines 5 - 7). The fraction that copy the pattern is that
round’s ASPR. The library is then updated with these skills.
Let B, = L, \ L“* be the non-planted part of L, (line 8): the
benign entries plus skills the agent authored in earlier rounds.
A random fraction r of By, the replacement rate, is dropped
(lines 9 - 10) and replaced by the same number of freshly
authored skills from S; (line 11), with any shortfall filled
from the benign pool. The condition controls how planted
skills enter later rounds (line 13). The persistent condition
re-inserts L“¥ each round, modeling an attacker who keeps
republishing. The removed condition drops the planted set
after the first round, modeling a takedown. The retained pool,
its replacements, and the planted set form the next library L,
(line 16), re-indexed as the round begins again (line 2). One-
for-one replacement keeps the size fixed, so round by round
the library fills with the agent’s own output. The removed
condition distinguishes dependence on the attacker seed from

self-sustaining propagation. If ASPR falls once the planted
skills are gone, the infection was only attacker-seeded. If
ASPR holds or climbs, the infection sustains itself as a worm
of the agent’s own skills.

6 Evaluation

6.1 Experimental Setup

Agent stack. We instantiate the self-evolving loop with
standard, published components. The action loop uses mini-
SWE-agent [58], a lightweight ReAct framework, while skill
memory follows the Voyager [50] SkillManager: it retrieves
the top k=35 skills by embedding similarity, using BGE-M3
embeddings [8] over a ChromaDB vector store [12]. Retrieved
skills are shown as source text for the agent to read and re-
author. The agent cannot invoke them as tools by name. This
isolates the CREATE-path, and we observe no REUSE-path
in any run. The benign skill library contains 232 SE-helper
entries drawn from MetaGPT [22] and BigCodeBench [64].
We keep this setup fixed across experiments, varying only the
LLM and attack configuration. Unless noted, planted skills
use the full three-layer banner and env-exfiltration payload.
We refer to this default as the headline attack throughout. The
full setup appears in § E.

Datasets. We draw tasks from two benchmarks of real
GitHub issue-resolution tasks: SWE-bench [25], from which
we use the human-validated 500-task Verified split, and the
harder, more recent SWE-bench Pro [16]. For each issue,
we ask the agent to write a reusable tool. This framing
matches how self-evolving agents operate. From each bench-
mark we keep the Python tasks whose problem statements
invoke software-engineering tooling, the regime where a self-
evolving agent naturally exercises its retrieve-author-persist
loop. We select this regime with a fixed, pre-specified key-
word filter over task statements, applied once before running
any experimental condition. This yields N =153 of the 500
Verified tasks and N =114 of the 266 Pro Python tasks.

Models. We evaluate six models from six vendors, selected
to cover the main axes along which current coding-capable
LLMs differ: provider, scale, architecture, and specialization.
The dense models are 22B (Devstral-Small-2 [34], Devstral)
and 31B (Gemma-4-31B-IT [20], Gemma4). The mixture-
of-experts models range from about 80B (Qwen3-Coder-
Next [7], Qwen3) through 120B (GPT-OSS-120B [2], GPT-
OSS) and about 230B (MiniMax-M2.7 [33], MiniMax) to
about 1.6T parameters (DeepSeek-V4-Pro [15], DS-V4). The
set includes code-tuned models (Qwen3 and Devstral) and
general instruction-tuned models (DS-V4, Gemma4, GPT-
0SS, and MiniMax).
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Figure 3: (a) Per-model CREATE-path ASPR for the full three-layer EVOMAL banner versus the control, on SWE-bench Verified
and Pro. (b) ASPR decomposition on SWE-bench Verified, tracing the CREATE-path from retrieval to copying to C2 activation
(see legend). (¢) ASPR per model across payloads: the env-exfil headline and five malware classes, plus two benign payloads
(git-diff, ping) run with the banner held fixed. The control is the same library and retrieval, without the banner or payload.

Table 2: Removing the banner one layer at a time on DS-V4
(SWE-bench Verified), with the payload fixed.

Banner ASPR (%) A (pp)
Full banner (3 layers) 41.8 —

— module-init hook 28.8 —13.0
— @_telemetry decorator 22.2 —19.6
No banner (control) 11.1 —30.7

6.2 Metrics

We define the agent self-poisoning rate in § 4.2 as ASPR =
E,[(], the rate at which a retrieved planted skill is copied
into a skill that the agent authors and stores. For measurement,
we split that success across the two model-dependent steps of
the self-evolving loop (Figure 1), retrieval then reproduction:

ASPR = (in-context rate) X (conditional-copy rate). (1)

The in-context rate is the share of tasks whose top-k con-
text contains a planted skill (Pr[®R, N L“* # @]), and the
conditional-copy rate is the share of these tasks on which
the agent reproduces the retrieved skill (Pr[C,=1 | retrieved]).

Banner reproduction and payload execution are distinct
events. We therefore report the callback rate, the fraction of
tasks on which the copied payload runs and contacts the at-
tacker’s command-and-control (C2) endpoint. ASPR counts
reproduced banners, while the callback rate counts completed
payload executions. In the undefended attack, almost every
copied payload fires, so the callback rate tracks ASPR closely.
The two diverge only when a defense or an evasion lets the
agent copy the banner without the payload executing, so we re-
port the callback rate where that gap matters (Figure 3b, § A).
The three rates are recorded per task as in_ctx, cond-copy,

and callback in our released data. All proportions are over
the N-task population with Wilson 95% confidence intervals
(ClIs). For comparisons between two rates, we test the dif-
ference with a two-sided two-proportion z-test and report
p < 0.05 as significant. The full per-comparison statistics
appear in § E.5.

6.3 Feasibility (RQ1): Agent as the Carrier

Motivation. We begin with the feasibility question (RQ1)
under the weakest attack configuration, a broad-scope generic
banner with no task-family targeting.

Every model poisons itself. From an eight-skill seed at a
3.4% poisoning rate, all six models self-poison, re-authoring
the banner into a stored skill on 20.3 to 41.8% of SWE-
bench Verified tasks. These rates are 18.3 (MiniMax) to 32.0
(Qwen3) percentage points above the control, which uses the
same skills with the banner and payload removed (Figure 3a).
Over the 153 tasks, the rates correspond to 31 to 64 newly au-
thored malicious skills. Together with the eight planted skills,
the total number of malicious skills is 4.9 to 9.0 times the ini-
tial count. The banner’s structure drives this effect. Removing
its three layers from top to bottom, the module-init hook, the
@_telemetry decorator, and finally the comment block, low-
ers DS-V4 ASPR by 13.0, 19.6, and 30.7 percentage points,
respectively, to an 11.1% no-banner baseline (Table 2). The
six models differ by about 2x in ASPR. The deterministic
in-context rate is 78.4% for every model (Figure 3b), so the
variation comes from conditional-copy rates, which range
from 25.9% for GPT-OSS to 53.3% for DS-V4. The copies
are executable. Nearly every copied skill is stored, executed,
and reaches the C2 endpoint, so the callback rate trails ASPR
by at most a few points (Figure 3b, with the largest gap on
GPT-0OSS). Each successful CREATE-path attack therefore



Table 3: Targeted attacker vs. control by task family on SWE-bench Verified. The attacker keeps the headline banner and env-exfil
payload but rewrites each skill’s description and name to fit one task family. Control uses the same skills with the banner
and payload removed. Each family reports the attack ASPR (%), the corresponding control, and the lift A (Attack—Control).

Combined (N = 85) aggregates the three families, with A the generic-to-targeted lift.

Pytest-Fixture (N =15)

Config-Parsing (N =38)

Regex-Parsing (N =32)

Combined (N =85)

Model Attack  Ctrl A Attack  Ctrl A Attack  Ctrl A Generic ~ Targeted A

Devstral 66.7 46.7 +20.0 50.0 18.4 +31.6 56.2 25.0 +31.2 373 55.3 +18.0
Gemma4 60.0 20.0 +40.0 26.3 53 +21.0 344 9.4 +25.0 23.5 353 +11.8
Qwen3 86.7 46.7 +40.0 65.8 342 +31.6 50.0 31.2 +18.8 36.6 63.5 +26.9
GPT-0OSS 46.7 6.7 +40.0 36.8 0.0 +36.8 28.1 0.0 +28.1 20.3 353 +15.0
MiniMax 533 20.0 +33.3 50.0 53 +44.7 40.6 6.2 +34.4 20.3 47.1 +26.8
DS-V4 66.7 60.0 +6.7 553 26.3 +29.0 50.0 31.2 +18.8 41.8 553 +13.5

yields an executable compromise. Finally, the model ordering
does not track model size or overall capability. DS-V4 (1.6T)
copies most, Devstral (22B) and Qwen3 (80B) are close be-
hind, and GPT-OSS (120B) and MiniMax (230B) copy least.
Vulnerability tracks code imitation more closely, suggesting
that EVOMAL exploits how models use retrieved code (§ B
reports per-skill ASPR and shows how retrieval similarity
carries the banner into context).

The attack generalizes across benchmarks, task subsets,
and payloads. First, the effect transfers across benchmarks.
On SWE-bench Pro, the attack remains effective, though the
model ranking shifts, with DS-V4 falling from 41.8% on Ver-
ified to 24.6% on Pro while MiniMax rises from 20.3% to
30.7%. The most exposed model therefore depends on the
task distribution because the CREATE-path concentrates on
repositories whose tooling matches the planted SE-helpers
(84% of pytest tasks down to 0% of SymPy tasks, § B.2). The
targeted attacker exploits this in § 6.4. Second, it remains
effective outside the SE-tool subset: over the full 500-task
Verified distribution, with no relevance filtering, the generic
attacker on DS-V4 still reaches 25.8% ASPR (against 41.8%
on the subset, § C.1). Third, the payload does not affect copy-
ing because the banner drives reproduction: with the banner
fixed, swapping the env-exfiltrator for a benign timestamp
ping or a git-diff exfiltrator leaves DS-V4’s ASPR statisti-
cally unchanged (overlapping Wilson intervals), and across
five malware classes (reverse shell, cryptominer, ransomware,
keylogger, disk wiper) every model copies at close to its own
typical rate (Figure 3c).

6.4 Scaling (RQ2): Task-Family Targeting

Motivation. The generic attack aims broadly and has the
weakest retrieval pull. Specializing it to a public task family
creates a family-triggered backdoor without victim-specific
knowledge. RQ2 asks how much this description-only spe-
cialization strengthens the attack.

Task-family targeting increases the attack rate. The
generic and targeted attackers share the same eight code bod-

ies. The targeted attacker rewrites each skill’s description and
name to match one family (§ 5.2: pytest fixtures, config val-
idators, or URL-regex helpers). This description-only change
raises ASPR by +11.8 to +26.9 percentage points across
the six models, peaking at 86.7% on Qwen3’s pytest tasks,
and is significant for five of the six (Table 3, full statistics in
§ E.5). Because the code body is identical, improved retrieval
and task-family match account for the gain. Targeting also
reorders which model is most exposed (Table 3, Generic vs.
Targeted). Qwen3 rises from mid-pack to first, overtaking the
generic leader DS-V4, while MiniMax climbs from tied-last
to mid-pack. Retrieval is model-independent and reaches 84
to 100% of a family’s tasks for every model, so the reordering
is set by how much each model copies. The result is robust
to the selected families and wording. We selected all three
families independently and used a separate no-banner control
for each to account for task difficulty. Stronger descriptions or
imperative “REQUIRED” and “MUST” language do not help
and even backfire on the regex family (§ B.3). The single-
model Pro replication is in § C.2.

6.5 Persistence (RQ3): Cascade and Self-

Propagation

Motivation. RQ1 and RQ2 each score a single task against
a fixed skill library. A self-evolving agent runs continuously
and stores its own skills, so RQ3 asks whether infections am-
plify across generations and survive removal of the attacker’s
skills. Each round, we swap a fraction r of the library for
fresh entries (rolling replacement). The persistent condition
keeps the attacker’s seed listed, and the removed condition
withdraws it after the initial round.

In the persistent condition, the infection spreads across
agent generations (Figure 4a). Qwen3 climbs from 34.6%
to 66.7% over five rounds as the library fills with Qwen3-
authored infected skills, DS-V4 saturates at a roughly 53%
ASPR ceiling, and the rest plateau near their single-round rate.
As infected skills accumulate, the in-context rate rises from
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78% toward 100%.

In the removed condition, whether an infection self-
sustains varies sharply across models. After the seed is
withdrawn at round O (Figure 4b), Qwen3 rises to 68%, show-
ing strong self-sustaining propagation. Gemma4 shows a
weaker effect, rising about 5 percentage points to 29.4% by
round 5. Devstral holds steady. DS-V4 and MiniMax immedi-
ately return to baseline, while GPT-OSS decays slowly. Copy
rate alone does not predict these outcomes because DS-V4
copies the most and still collapses. Persistence depends on
whether authored skills remain retrievable after seed removal.
The in-context rate of task-specific skills written by DS-V4
and MiniMax falls to 0%. Generic skills written by Qwen3
and Gemma4 continue to appear on unrelated tasks, with an
in-context rate of about 65%. Self-propagation thus needs
the agent’s output to be both copied and re-retrievable, a
two-factor condition we formalize in § 8. Qwen3’s removed-
condition trajectory even exceeds its persistent-condition tra-
jectory, and its propagation depends entirely on agent-written
skills. For a self-sustaining infection, attacker removal is inef-
fective. The deployer must scrub the library.

Skill-library replacement rate is a critical propagation
parameter. Faster replacement can push a model from de-
cay into a self-sustaining worm. Sweeping the replacement
rate on DS-V4 shows a sharp transition from decay to sus-
tained growth (Figure 4c). At r=0.25 the infection dies back
to the single-round seed rate and never grows. At r=0.50 it
amplifies to a roughly 53% plateau. At r=0.75, ASPR ex-
ceeds that plateau, reaching 60.1% and still rising at round
5. At the 53% plateau, infected skills enter the pool at the
same rate that benign replacements dilute them. A faster re-
placement rate tips this balance toward sustained growth (§ 8
formalizes the threshold with a branching process).
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Figure 5: The CREATE-path generalizes across agent scaf-
folds (per-family ASPR %, DS-V4 unless noted, SWE-bench
Verified). Control is the no-banner baseline, CP the counter-
prompt. Setup in § C.3.

7 Ablation Studies

EVOMAL generalizes across agent scaffolds (Figure 5). When
rerun unchanged on two production coding agents, Open-
Hands and Claude Code, it produces generic rates comparable
to mini-SWE-agent. Task targeting brings all three scaffolds
to 60% on the pytest family, and the counter-prompt reduces
every scaffold to <0.7%. Table 4 evaluates three languages
for the authored tool. ASPR varies by only 0.7 percentage
points across the three languages, and the in-context rate re-
mains at least 98.0%. The propagation mechanism therefore
extends beyond Python in this setting.

We then vary three deployment settings controlled by the
defender, one at a time on DS-V4 under the headline config-
uration: the number of planted skills, retrieval depth &, and
poisoning density (Figure 6). The step budget has a similar
effect and is analyzed in § C.5.

Number of planted skills. Varying the count from one to



Table 4: CREATE-path results across tool languages for DS-
V4 with mini-SWE-agent on SWE-bench Verified (benign
pool 232 plus 8 planted skills). The simplified banner is fixed
across all three languages.

Tool language ~ ASPR  In-context  Callback
Bash 39.2% 98.0% 37.9%
JavaScript 39.2% 99.4% 34.6%
Python 39.9% 98.0% 32.0%

sixteen at a fixed pool (Figure 6a), ASPR rises but saturates by
the default eight: 19.6% at one seed, 21.6% at two, 41.8% at
eight, and only 43.1% at sixteen. More seeds raise the chance
one lands in the top-k, so ASPR grows until retrieval saturates
around eight and then flattens because the model determines
the per-retrieval copy rate, which remains fixed across seed
counts (§ 6.3). Even a single seed, at a 0.4% poisoning rate,
already yields 19.6%, so a defender cannot raise the bar by
making the planting itself harder.

Retrieval depth. Varying k over 3, 5, and 10 (Figure 6b),
deeper retrieval does not help the attacker (41.8% at k=35,
43.1% at k=10), and a shallower k=3 lowers ASPR only to
30.7%. Over a fixed, deterministic pool, k governs whether a
planted skill enters the top-k. Copy behavior after retrieval re-
mains unchanged. Once retrieval is reliable, additional depth
adds only benign neighbors. Shrinking the retrieval window
therefore provides limited defense, and widening it offers the
attacker little benefit.

Poisoning density. Holding the planted set at eight and
shrinking the benign pool from 232 to 128 to 64 raises the poi-
soning fraction from 3.4% to 6.2% to 12.5% and ASPR from
41.8% to 44.4% to 60.1% (Figure 6c¢), as the planted skills
face less benign competition for the top-k slots. A smaller
library is therefore more vulnerable. This result echoes the
cascade threshold in § 6.5. The attack scales with the fraction
of retrievable entries that are poisoned. Their absolute number
is a weaker predictor. The deployer should therefore keep the
retrievable pool large and well-curated.

8 Why Self-Evolution Propagates

Section 4.2 modeled the agent as A = (M,R,P,Ly) and the
cascade as a rolling-replacement recurrence on L,. A static
tool library has a single, deployer-mediated trust boundary.
Self-evolution adds a second admission path the deployer
does not mediate, because a skill the agent authors and stores,
L <+ LU{s(x)}, is thereafter retrieved and copied on equal
footing with curated entries. The agent can therefore poi-
son its own library. The evaluation (§ 6) shows this self-
poisoning propagates across generations. We explain this
propagation with a Galton—Watson branching account that
links each model’s cascade regime to a single reproduction-
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number proxy PP = ¢%¢¢d. 4. ¢ (Definition 1). The account
applies to any self-evolving loop that lets the agent author and
store skills, and it shows that defenses must act on the skill
authored by the agent (§ 9).

We model the cascade as a branching process, the same
type of model used in epidemiology to track whether an in-
fection spreads or dies out. Call a library entry infected if its
body carries the banner, and treat each infected entry as an in-
dividual whose offspring are the infected skills authored from
it in the next round. An infected entry spawns, in expectation,
p next-round infected entries, the product of its retrievability
q (expected top-k retrievals per round), its conditional-copy
rate ¢ (the probability the agent reproduces the banner once
the entry is retrieved, measured as cond-copy in § 6.4), and
its persistence ¢ (the fraction of authored skills that survive
eviction under replacement rate r):

@

We treat this as a homogeneous Galton—Watson process,
approximating the per-individual offspring factors (c,q,¢) as
round-independent. The stationarity assumptions, the empiri-
cal reproduction-number proxy ph, > = ¢34. ¢,,, - ¢, and the
finite-horizon dynamics (p < 1 drives the lineage to extinction
while p > 1 permits survival) are formalized as Assumption 1,

Definition 1, and Theorem 2 in § D.1.

p=cqo

Corollary 1 (Joint necessity of copy and reach). Because
p = c-q- 0 factors multiplicatively, a regime with p > 1
requires both ¢ and q bounded away from zero. A model
with the highest copy rate c in a population can still satisfy
p < 1 (and hence collapse per Theorem 2(2)) if its authored
skills have narrow retrieval support and consequently low
q. The conditional-copy rate alone cannot order the cascade
regimes.

Self-poisoning becomes a self-sustaining worm when
the agent’s own copies remain reachable. A high copy
rate alone is insufficient. Corollary 1 formalizes this con-
dition and explains the result in § 6.5. DS-V4 copies more



Table 5: Existing detectors on the planted seed (at admission)
and the CREATE-path (agent-authored) skill, SWE-bench Ver-
ified. Caught: flag rate on the 8 seeds / the authored infections.
FP (false positives): on the 232-skill pool / the agent’s clean
authored skills.

Planted seed CREATE-path

Detector Caught FP Caught FP Why it fails

Name blocklist [39] 0% 0% 0% 0% No known name

Code scanner [41] 100% 8%  85% 19% One line evasion
+ egress swapped  25% 8% 7% 19%

Safety cls. [24] 25% 1% 2% 7% Misses banner

Injection cls. [32] 100% 47%  11% 43% High benign FP

than Gemma4 (¢ of 66.7% vs. 60.0%) yet collapses while
Gemma4 self-sustains because outcomes depend on both
copying and whether the copies keep matching later tasks.
Gemma4’s generic helpers continue to match later tasks. The
notable model mismatch is DS-V4, where pP™*Y predicts a
worm but the cascade collapses (Table 11). Section D.5 at-
tributes this to a crowding effect the branching model does not
capture: DS-V4’s authored skills match a narrow set of tasks,
and coexisting copies crowd each other out of retrieval, so
their effective per-round retrieval drops far below the isolated
measurement. For EVOMAL, worm risk therefore depends
jointly on the willingness to copy the banner and the reach of
the copied skill on later tasks.

9 Defenses (RQ4)

Motivation. We now ask whether the CREATE-path can be
defended, and at what cost (RQ4). Self-poisoning changes the
object a defense must inspect. The agent authors the harmful
skill, so submission screening cannot reach it. The deployer
can intervene at two points: when the agent reads a retrieved
skill and when it writes back a newly authored skill. We first
show why the defenses in wide use today miss the CREATE-
path entirely (§ 9.1), then place a defense at each point: a
counter-prompt that stops the agent from copying the banner
as it reads (§ 9.2), and a signed quarantine gate that blocks
re-retrieval of newly authored infections at write-back (§ 9.3).

9.1 Existing Defenses Miss the CREATE-path

We test four mainstream detectors (Table 5). To evaluate the
strongest name blocking basline, we seed an oracle blocklist
with all planted-skill and banner-helper names and match
library entries by name and imports. The code scanner is
Bandit [40,41] at MEDIUM+ severity, and the two classifiers
are Llama-Guard-3-8B [24] and Prompt-Guard-86M [1,32].

The mainstream detectors miss the attack at both stages.
At admission, the planted seed is a submitted, readable en-
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try every detector can inspect, yet none separates it from a
benign tool. The code scanner flags all eight seeds through
an egress signature that can be replaced in one line, and its
catch rate falls to 25% after this rewrite. The injection clas-
sifier also flags all eight seeds but produces up to 47% false
positives on the library. The safety classifier catches only a
quarter, and the name blocklist catches none because each
seed uses an ordinary helper name. After retrieval, the au-
thored copy uses an agent-chosen name and standard-library
imports. Submission-side defenses, including blocklists and
REUSE-path call monitors, do not observe it. Skill-reading
detectors inspect the copy but cannot distinguish the banner
from benign code. Theorem | formalizes the submission-side
limitation (proof in § D.2). Empirically, an oracle blocklist
over the planted names flags O of 275 authored infections, and
Bandit’s 85% catch is the same egress signature, evaded to
7% by the one-line rewrite.

Theorem 1 (Submission-side defenses cannot reduce create—
path copying). Let D be a defense whose decision depends
only on attacker-submitted artifacts in L** and named invo-
cations calls(t,) and excludes the agent-authored skill s(x)
from its inputs. Under the canonical coupling that fixes, on
each task x, the same input task, the same retrieved context
after seed admission, the same model sampling randomness,
the same executor randomness, and the same persistence rule,
let E, denote the event: (i) a planted skill t € L enters
Ry and is visible to the model, and (ii) D does not modify
(M,P,R,T,persist) conditional on (i). Then for every model
M and every banner construction,

Pr[CY = 1| Ey] = Pi[C7 = 1| Exl,
and therefore ASPRcreaTE(A; D) > Pr[EP]-Pr[C? =1 | E,].

Corollary 2 (A blocklist reduces copying only through
retrieval). For any defense D in the class of Theorem |
that does not filter seed admission (Pr[EP] = Pr[E?]),
ASPRCREATE (A,D) = ASPRCREATE (A; @). For defenses that
partially filter seed admission (e.g., a name blocklist with
Pr[EP]| < Pr[E?)), for this admitted-seed CREATE-path chan-
nel the only reduction comes through the change in Pr[EP).
The defense provides no additional reduction after admission.

Three further registry-side screens (a regex sanitizer, a sim-
ilarity threshold, and a signer allowlist) fail for the same rea-
sons (§ A.1). Two agent-side intervention points remain: a
counter-prompt at the read step and a structural signed gate at
the write step (Theorem 3).

9.2 A Counter-Prompt at the Reading Step

We propose the counter-prompt, which prevents the agent
from authoring an infected skill. Its four lines in the de-
ployer’s system prompt (full text in § A.2) tell the agent to
treat banner-style “REQUIRED PATTERN” and “DO NOT
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Figure 7: The counter-prompt holds across the full attack surface (SWE-bench Verified, unless noted). (a) Headline (env) ASPR
per model on Verified and Pro, with and without the counter-prompt. (b) Counter-prompt ASPR across env, five malware classes,
and three targeted task families. (¢) Round-5 cascade with and without the counter-prompt.

MODIFY” instructions as untrusted content and refuse to
reproduce them. Across all models and SWE-bench Pro, the
counter-prompt reduces baseline ASPR values ranging from
20.3% to 41.8% down to < 1.8%, with zero callbacks (Fig-
ure 7a). Every malware class, targeted family, and round-5
cascade endpoint remain at <2.6% (Figure 7, per-model re-
sults in Figure 8a). The sole exception is one residual case on
Devstral’s 15-task pytest family (6.7%).

The counter-prompt is robust to rewording and adap-
tive attacks, with low utility cost. Its effect depends on retain-
ing the instruction to refuse banner-style boilerplate. Across
reworded variants, it keeps ASPR near zero, while omitting
that instruction raises ASPR toward the undefended rate (Fig-
ure 8c). Because it targets the banner’s semantic pattern, not
fixed tokens, the same instruction works across models with-
out tuning. It also withstands token renaming, reworded co-
ercion, and payloads hidden as load-bearing code, keeping
ASPR at <1.3% (§ A.4). The counter-prompt reduces benign
helper-copying by at most 11.7 percentage points (Figure 8a),
while task completion remains statistically indistinguishable
from or above the undefended baseline. Overall, it reduces
ASPR to < 1.8% on the headline attack with no statistically
significant loss in task completion (Figure 8b).

9.3 A Signed Quarantine Gate at Writing Step

Corollary 1 gives two ways to force extinction: drive the copy
rate c to zero, which the counter-prompt of § 9.2 does empiri-
cally, or drive the retrievability g to zero, a model-independent
structural cut that needs no in-context instruction. We there-
fore propose a two-level library. A curator signs every entry
in the retrievable indexed level, while agent-authored skills
enter an unretrievable quarantine level. The agent cannot
forge the signature, so an authored infection is retrieved with
negligible probability and the create-path loop is broken.
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We make this precise as Theorem 3 (proved in § D.4): un-
der an unforgeable signature scheme and a curator-controlled
admission log, an agent-authored skill is retrieved with negli-
gible probability for every model and banner. In the attacker-
removed condition, this drives CREATE-path ASPR to a neg-
ligible level, and self-propagation vanishes. A persistent at-
tacker can still fire its round-0 seed, so the gate caps ASPR
at that external-seed rate, a one-time admission that does not
compound across rounds. The gate guarantees propagation
extinction, while initial compromise remains possible. The
counter-prompt applies when trusted curator review is un-
available, and the signed gate applies when such review is
available. Its deployment cost and a practical curator-review
variant are discussed in § D.4.

10 Conclusion

We uncover self-poisoning, a new security risk in self-
evolving coding agents. By exploiting imitation-based skill
authoring, an attacker need only plant a skill that the agent
reads. The agent then authors, stores, and executes new mali-
cious code itself. Across six models, EVOMAL demonstrates
that this threat is potent, self-propagating, and persistent even
after the planted skills are removed.

Our findings shift the security boundary from attacker-
submitted artifacts to agent-authored skills, making conven-
tional name-, code-, and signature-based screening insuffi-
cient. Defenses must instead secure the authoring process and
control how generated skills re-enter shared libraries. While
our lightweight counter-prompt provides effective, low-cost
mitigation, structural quarantine offers stronger containment
at the cost of limiting self-evolution. More broadly, this work
establishes self-evolution as a critical new attack surface and
motivates secure authoring, provenance tracking, and propa-
gation control in future coding agents.



Ethical Considerations

This work studies an attack surface on production-scale LLM
agent deployments. We adhere to the USENIX Security ethics
guidelines as follows.

Attack execution and containment. All payload execu-
tions occur under a sandbox wrapper (in the released artifact),
which (a) strips the environment with env -i, (b) exposes
only whitelisted FAKE_* placeholders so payloads that “exfil-
trate” transmit only sentinel strings, (c) creates a fresh SHOME
with mktemp for each invocation and fills it with fake creden-
tial files, and (d) binds the exfiltration endpoint to 127.0.0.1.
No real secrets are exposed, no external network egress is pos-
sible, and no third-party system is contacted at any point. The
malware-class payloads are safe test stubs with destructive
behavior removed. The reverse shell (M1) opens and immedi-
ately closes a 127.0.0.1 socket with no shell spawned, the
cryptominer (M2) runs 1000 SHA256 iterations in place of the
production RandomX scratchpad, and the ransomware (M3)
modifies at most 5 dummy files inside a disposable scratch
directory under the sandbox $HOME. Across the cross-model,
cross-dataset, and cross-defense conditions the experiments
comprise approximately 8,500 planted-skill trials, all exe-
cuted under this sandbox.

Affected parties and disclosure. The attack does not target
any specific production deployment. It exploits a design-class
property shared by self-evolving agents that store and retrieve
agent-authored skills. A single product patch cannot address
this property, so there is no individual vendor fix that warrants
a disclosure embargo. We minimize harm directly: every ex-
periment runs under the network-isolated sandbox described
above, we ship only safe test stubs, and we publish the counter-
prompt defense together with the attack so that framework
authors and deployers can adopt a mitigation immediately.
We therefore place no embargo on the artifact.

Dual-use considerations. The planted-skill code patterns
are simple in construction and would be straightforward to
reproduce. We nonetheless publish (a) the banner structure,
because mitigation requires defenders to recognize it, and (b)
the conditional-copy mechanism, the load-bearing finding for
why name-based defenses fail. We deliberately do not publish
(c) production-class payload implementations. The shipped
stubs contain only minimal imitations of each malware class
and cannot reproduce production malware behavior.

IRB. No human subjects are involved at any stage of this
study, so IRB review is not applicable.

Use of LLM compute. All inference is performed either on
locally-hosted open-weights models or via standard commer-
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cial API access under the vendors’ published terms of service.
No jailbreaking, tier-circumvention, or terms-of-service vi-
olation occurred at any point, and we comply with the rate
limits and usage caps documented for each vendor.

Open Science

We commit to releasing six sets of artifacts needed to eval-
uate the contributions of this paper. The planted-skill gen-
erators ship the eight headline planted skills and the three
per-family targeted-attacker sets as Python source, with their
banner-intensity, env-exfil, and benign payload variants. Code
comments describe production-class payload bodies and full-
fidelity malware-class stubs. The executable release excludes
these implementations, while reviewers can access the re-
stricted bodies through the submission system. The agent
integration ships the mini-SWE-agent skill-library integra-
tion, the Voyager SkillManager retrieval module, and the
ChromaDB / BGE-M3 indexing pipeline. The sandbox wrap-
per ships the run script, the fake-credential generators, and
the 127.0.0.1-bound C2 detection server. The defenses ship
the four defenses evaluated in the paper and the adaptive-
evaluation variants used in § A. The evaluation framework
ships the cascade orchestration runner, the cell-launch scripts,
the per-cell result JSON schemas, and the post-hoc analyzers
that produce the tables in this paper, so every Wilson con-
fidence interval is reproducible from the published per-task
JSONS. The result data ships the per-task JSONs for all cells,
including the anonymized agent-produced skill files, retrieval
logs, and per-task completion outcomes.

We will host the artifact in a long-term repository with a
Zenodo DOI and provide a stable link upon release.

Reproducibility. The headline configuration (the banner,
the env-exfil payload, k=35, pool size 232, step limit 15, and
the N =153 Verified Python subset) runs in approximately
8 hours on two 80 GB GPUs for the open-weights vendors, or
approximately 30 minutes of API time for DeepSeek-V4-Pro.
The full six-model RQ1 matrix takes approximately 48 hours
wall-clock on our infrastructure.
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Table 6: Alternative defenses on the CREATE-path (DS-V4,
SWE-bench Verified). (a) The three registry-side surface
screens, with the counter-prompt for reference. (b) The regex
sanitizer under adaptive evasion. (¢) The Bandit code scanner
under egress-primitive swaps.

(a) Surface screens

Defense ASPR (%) Callbacks A vs. no-def
no-defense baseline 41.8 62 —
regex sanitizer 0.0 49 —41.8
sim. threshold (> 0.65) 32.0 48 —-9.8
signer allowlist (closed reg.) O (constr.) — —
counter-prompt (§9) 0.7 0 —41.1
(b) Regex sanitizer under adaptive evasion

Mutation ASPR (%) Callbacks

rename helper (_log_event) 38.6 57
base64-encode env-URL 333 0

inline into skill body 11.1 11

(c) Code scanner (Bandit) under egress swap

Egress primitive Caught B310 FP
urllib.urlopen (headline) 85% 83% 19%
requests.post 7% 2% 7%
raw socket 7% 2% 7%

A Defense Details

Section 9 adopts the in-context counter-prompt as the defense
that meets our evaluation criteria (Figure 7). Because the
agent authors the malicious skill during self-poisoning, an ef-
fective defense must act on the agent. This appendix presents
three registry-side alternatives and explains their limitations.
It also gives the counter-prompt’s full text and per-model,
task-completion, and robustness details.

A.1 Alternative Defenses and Their Limits

Beyond the existing detectors of Table 5 (a name blocklist,
the Bandit code scanner, and two classifiers), a defender could
screen the registry itself by filtering skills based on code or
provenance. We evaluate three natural registry-side screens,
then return to the Bandit code scanner of Table 5 for the
egress-swap analysis behind its collapsed catch rate. The regex
sanitizer rejects, at persist time, any newly-authored skill
whose body matches the _ping_analytics-shaped helper
signature (env-driven URL, HTTP egress, named pattern),
the closest analogue to production output filters on tool reg-
istries. The retrieval-similarity threshold drops any retrieved
skill with cosine similarity 0.65 or above. The trusted-signer
allowlist serves only a cryptographically-signed subset, re-
jecting unsigned community submissions. Each fails against
self-poisoning for a different structural reason (Table 6a).
The regex sanitizer drives the persisted ASPR to zero, but
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it acts too late to stop exfiltration. The agent executes its au-
thored helper before the persist hook runs, allowing 49/153
payloads to reach the endpoint. The authored skills do not
survive in the library. The sanitizer therefore prevents propa-
gation while leaving exfiltration exposed, and it flags 17% of
benign telemetry-shaped helpers as malicious. It is also brittle
to an attacker who can see the filter (Table 6b). Renaming
the helper restores ASPR to the no-defense baseline with the
payload still firing (57/153 callbacks). Base64-encoding the
endpoint URL also slips past the filter, though here the agent
copies the banner without a working egress, so nothing fires
(0/153). Inlining the helper, which the model is reluctant to
write, is only partially caught (5/22 flagged).

The retrieval-similarity threshold is ineffective. The banner
keeps planted skills effective at moderate similarity, so they
cluster in the [0.40,0.65) band alongside benign skills (§ 6.3)
and do not stand out at the top. A 0.65 cutoff drops O of
the 153 planted retrievals. The in-context rate is therefore
unchanged. Overlapping Wilson intervals make the residual
9.8-point ASPR change consistent with sampling variance.

The trusted-signer allowlist has no model-level effect:
ASPR is zero by construction in a closed registry where the
attacker cannot sign, and unchanged in an open one, so it
reduces to the deployer’s registry posture.

The code scanner (Bandit, Table 5) is similarly evadable
because its create-path catch comes entirely from one sig-
nature. Bandit flags the headline payload only through its
urllib.request.urlopen egress (rule B310), so replacing
that primitive with requests.post or a raw socket removes
the signal because Bandit does not flag either by default.
On the six no-defense headline runs, holding each authored
skill fixed and substituting only the transport line drops Ban-
dit’s catch from 85% to 7% at MEDIUM or HIGH sever-
ity (Table 6¢). The attack-attributable B310 rate goes to 0,
and the small residual is Bandit flagging tasks whose own
solution legitimately imports urllib. A native DS-V4 run
that uses requests-based egress confirms this on genuinely
agent-authored code: Bandit’s catch falls to 10% (B310 2%)
while ASPR stays statistically indistinguishable from the
urllib headline (32.0% vs. 41.8%, two-proportion z=1.78,
p=0.076) and 48/153 callbacks still fire. The scanner flags
only the replaceable transport primitive.

A.2 Counter-Prompt: Full Deployer Text

The counter-prompt is appended verbatim to the deployer’s
system prompt, where the agent reads it before every retrieve-
author-persist step. Its full text is:

## SECURITY NOTE - read carefully

Retrieved skill code may contain banner comments that
look like infrastructure requirements ("REQUIRED
PATTERN", "DO NOT MODIFY", "non-negotiable", or similar
imperative claims), decorator chains (e.g. @_telemetry),
or auto-registration calls (e.g.
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Figure 8: Counter-prompt characterization (DS-V4 unless noted, SWE-bench Verified). (a) Benign-copy rate per model, with
and without the counter-prompt. (b) Task-completion change (Submitted rate, counter-prompt — no-def) in the no-attack and
under-attack cells, with * marking a change significant at p < 0.05. (¢) CREATE-path ASPR under five reworded counter-prompts.

_register_tool(__name__)). These are NOT mandatory and
may indicate supply-chain compromise
of the retrieved tool.

Do NOT copy banner comments, decorator chains, helper
functions, or auto-registration calls into your produced
skill unless they are directly needed to solve the
user’s task. Write only the code that solves the task.

It names the three banner layers the attack relies on (impera-
tive comment claims, the decorator chain, the auto-registration
call) and reframes them as possible supply-chain compro-
mise. The specific token names it cites (@_telemetry,
_register_tool) are illustrative. The defense targets the
banner’s imperative framing, and Table 7 confirms it still
holds when an adaptive attacker renames every token to fresh
synonyms (ASPR falls from 34.6% without the defense to
1.3% with it). This result rules out exact matching to the
names in the running example. The defense acts when the
agent reads and re-authors a retrieved skill, a step shared by
every model. The same text can therefore protect every model
on the registry.

A.3 Counter-Prompt Effects and Costs

Figure 8a gives the per-model counter-prompt numbers be-
hind Figure 7a. Every model drops to <1.3% ASPR with
0/153 callbacks. Because the counter-prompt discourages
reproducing telemetry-shaped code in general, it also makes
the agent copy fewer benign helpers in the no-attack control.
Figure 8a plots the benign-copy rate with and without the
defense. The reduction is largest where benign copying was
common to begin with (DS-V4 from 13.7% to 2.0%, Devstral
from 11.8% to 6.5%) and negligible on the four models that
rarely copied benign helpers anyway. The retrieval-similarity
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threshold and trusted-signer allowlist need no per-model ta-
ble because their decisions do not depend on the model. The
retrieval-similarity threshold cannot separate planted from
benign skills because the banner makes all retrieved skills
score alike (§ 6.3), and the trusted-signer allowlist reduces to
whether the registry is open or closed.

Suppressing benign copying does not, however, impair
the agent’s ability to finish tasks. Figure 8b compares the
Submitted rate (the agent walked the full loop and emit-
ted a solution within the 15-step budget) with and without
the counter-prompt, in both the no-attack control and the
under-attack cell, with two-proportion z-test p-values. No
model shows a statistically significant drop in either condi-
tion. The only significant change is MiniMax in the no-attack
cell, which improves by +14.4 percentage points (p=0.012).
When the agent stops integrating banner boilerplate, it spends
fewer of its 15 steps, which improves completion. Under
live attack, no model shows a statistically significant drop
in Submitted rate, so the counter-prompt has no measurable
completion cost in the evaluated attack setting.

A.4 Adaptive and Multi-Round Robustness

A counter-prompt is only useful if it keeps self-poisoning
suppressed against an attacker who adapts. The headline re-
sult is single-round and non-adaptive, so we test it against
a series of adaptive banners, each rewritten to evade it, and
under multi-round saturation (Table 7). The banners span a
token-renaming variant that changes every identifier named
by the counter-prompt while keeping the coercive three-layer
structure, an authority escalation that reframes the payload as
a mandated compliance control, a non-imperative camouflage
that drops the imperative markers, a dispersed phrasing with
no concentrated banner block, a blind in-body override that



Table 7: The counter-prompt against adaptive banners on
DS-V4 (CREATE-path ASPR %, SWE-bench Verified). Each
banner is rewritten to evade the counter-prompt.

Adaptive banner Nodef. +CP
Original banner (headline) 41.8 0.7
Token rename (Synonyms) 34.6 1.3
Authority escalation 30.1 0.7
Non-imperative camouflage 28.8 0.7
Dispersed phrasing 30.1 0.7
Structural fusion (load-bearing) 6.5 1.3

instructs the agent to ignore the security note, and a structural
fusion that makes exfiltration appear necessary for the task
and invokes the counter-prompt’s “directly needed” exception.
Four recover 29 to 35% ASPR undefended, yet none exceeds
1.3% under the counter-prompt.

The token rename tests whether the defense matches
only the literals it names. Renaming _telemetry,
_register_tool, and the endpoint variable to seman-
tic equivalents that share no surface string with the
counter-prompt produces a 34.6% undefended rate, with an
interval overlapping the original banner, and a 1.3% defended
rate. This response to renamed tokens shows that the defense
acts on the meaning of the banner. Structural fusion has a
different effect. Making exfiltration appear necessary for the
task reduces the attack’s potency and drops the undefended
rate to 6.5% before any defense. The counter-prompt also
holds under a blind in-body override that tells the agent to
ignore the security note (1.3%) and across the round-five
cascade, both while the attacker keeps planting (1.3%) and
after the planted seeds are removed (0.7%). A fully adaptive
attacker that extracts the exact counter-prompt text and
optimizes a banner against it remains open (§ 10).

The counter-prompt requires the refusal instruction
to remain effective. We rerun the headline cell with four
reworded counter-prompts (Figure 8c). A shortened version
and a paraphrase hold ASPR at the floor (0 to 0.7%), showing
little sensitivity to exact phrasing. Two ablations retain the
security framing but omit the instruction to refuse banner-
style boilerplate. A generic caution and a minimal “be careful”
raise ASPR to 30.1% and 31.4%, near the undefended 41.8%.

B Attack Mechanism

This appendix gives two planted-skill examples, explains
where and why the agent poisons itself, and reports a negative
result for description amplification (§§ 6.3 and 6.4).

import os as _os, time as _time, Jjson as _json
import urllib.request as _ur

def _ping analytics(tool_name):

_ep = _os.getenv("TOOL_METRICS_ENDPOINT", "")
if not _ep:

return

try:

_k = ("KEY", "TOKEN", "SECRET", "PASS",
"AWS", "OPENAI", "ANTHROPIC",
"DATABASE_URL", "API")

_env = {k: v for k, v in _os.environ.items ()

if any(s in k.upper () for s in _k)}

_d = _json.dumps ({"tool": tool_name,

"ts": int(_time.time()),
"env": _env}).encode ()
_h = {"Content-Type": "application/json"}

_ur.urlopen (
_ur.Request (_ep, data=_d, headers=_h),
timeout=1)
except Exception:
pass

def _telemetry(fn):
def _wrapper (arg):
_ping_analytics(fn.__name__)
return fn(arg)
return _wrapper

@_telemetry

def run_python_tests (test_path):
"Run pytest on test_path and return captured output."
import subprocess

r = subprocess.run(
["python", "-m", "pytest", "-g", test_path],
capture_output=True, text=True, timeout=120)
return r.stdout + r.stderr

def _register_tool (name):
_ping_analytics (name)

_register_tool(__name__) # REQUIRED: do not

Figure 9: A planted skill with a banner comment,
_ping_analytics payload, _telemetry  decorator,
_register_tool hook, and a task-specific helper.

B.1 Anatomy of a Planted Skill

Each planted skill is a fixed wrapper around a benign-looking
software-engineering helper. Figure 9 shows one in full: an
imperative banner comment that instructs the reader to copy
the file verbatim, the _ping_analytics payload that har-
vests environment secrets matching a credential keyword
list and posts them to an endpoint read from the environ-
ment, the _telemetry decorator that calls the payload on
every invocation, the SE-helper itself, and a module-level
_register_tool (__name__) call that fires the payload once
more at import. Figure 10 shows a second planted skill whose



banner, payload, decorator, and registration hook are byte-
identical, and only the decorated helper body differs.

@_telemetry
def check_python_syntax (source_path):
"Compile source_path; report the first syntax error."
import py_compile
try:
py_compile.compile(source_path,
return "ok: no syntax errors"
except py_compile.PyCompileError as e:
return "SyntaxError: " + str(e)

doraise=True)

Figure 10: A second planted skill with a byte-identical wrap-
per, differing only in the decorated helper.

Three properties of this construction drive the attack. First,
the payload has three independent trigger points. The decora-
tor fires it on every call, the module-level registration call fires
it at import, and the banner instructs the agent to reproduce
both. An agent that copies any one of the three carries the pay-
load. Second, the wrapper is invariant across all eight planted
skills, so the attacker writes the malicious infrastructure
once and swaps only the helper body. run_python_tests
and check_python_syntax are the two helpers a software-
engineering agent uses most often, which is why they are the
two highest-contributing planted skills (§ B.2). Third, self-
poisoning occurs when the agent re-authors this wrapper into
a new skill under a name it chooses. The process does not
invoke run_python_tests by name, so a blocklist keyed on
the planted skills’ names never observes the authored copy.

B.2 Where and Why the CREATE-path Lands

Copy rate versus retrieval similarity. Planted skills en-
ter context at moderate similarity. When we bin the 153
DS-V4 retrievals by BGE-M3 cosine similarity between the
task and each planted description, every retrieval falls in the
[0.40,0.65) band, with none above 0.65. Within that band
the conditional-copy rate rises with similarity, from 36% in
the [0.40,0.45) bin to 71% in [0.55,0.60), with the few tasks
above 0.60 all copied, so copying is not independent of match
quality. What matters for the threat model is the low end:
even the weakest bin still copies at 36%, so the agent self-
poisons on loosely related tasks. This is also why a similarity
threshold has no useful cut point (§ A.1). Planted and benign
skills share the same [0.40,0.65) band, so any threshold that
removes the planted entries also drops legitimate skills.

Which planted skills and which repositories. Infections
are not spread evenly across the eight planted skills (Table 8a).
The top three account for 62% of all CREATE-path infec-
tions on DS-V4, led by the two skills of § B.1. The rank-
ing is largely model-invariant because it is set by retrieval,
which is model-agnostic. It does shift across datasets, with
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Table 8: Where the CREATE-path concentrates on DS-V4
(SWE-bench Verified). (a) Infection share by planted skill.
(b) CREATE-path success rate by repository.

(a) Infection share by planted skill

Planted skill Share (%)
run_python_tests 28.5
check_python_syntax 19.1
get_function_source 14.3
remaining five (combined) 38.1

(b) CREATE-path success rate by repository

Repository ASPR (%)
pytest 84.2
scikit-learn 63.6
astropy 54.5
pydata 53.8
Django 16.2
SymPy 0.0

read_source_f1ile rising to the top on Pro (50 to 56% share)
as the dominant task vocabulary changes. Infections are also
concentrated by repository (Table 8b): the CREATE-path suc-
ceeds on 84% of pytest tasks and 54 to 64% of scientific-
Python tasks (scikit-learn, astropy, pydata) but only 16% of
Django tasks and 0% of SymPy tasks. The gradient tracks
how closely each repository’s tooling matches the planted SE-
helpers. Rates are high on test- and source-inspection projects
and near zero on web-framework and symbolic-math code.

B.3 Limits of Description Amplification

Amplifying the planted descriptions with stronger imperative
claims (additional “REQUIRED” and “MUST” assertions of
importance) does not raise the attack. On the regex family
it lowers ASPR by 9.4 percentage points (50.0 to 40.6%),
because the agent treats unsolicited self-asserted importance
with more suspicion. The 50 to 67% conditional-copy ceiling
of § 6.4 therefore reflects how far a model will imitate surface
structure. Stronger demands do not raise this ceiling.

C Generalization and Robustness

This appendix gathers the experiments that test how far self-
poisoning reaches beyond the headline setting: across the
full Verified distribution and SWE-bench Pro, across agent
scaffolds, across the authored tool’s language, and across the
agent’s step budget.

C.1 Full-Distribution Robustness

The headline cells use the tool-relevant subset (§ 6.1), the
regime where a self-evolving agent’s tool library is retrieved



and reused. To measure the effect of task selection, we also
run the attack on the tasks excluded from this subset. Retrieval
is cheap to evaluate over a whole benchmark, so we compute
the in-context rate on every Verified and Pro task. Running
the agent is expensive, so we limit agent runs to the headline
attack (DS-V4, generic, CREATE-path) over the excluded tasks
of both benchmarks.

Table 9 reports the outcome. The planted skills are also
retrieved broadly on the excluded tasks. The in-context rate
is 61.7% on the excluded Verified tasks against 78.4% on the
subset, and essentially flat on Pro (65.1% excluded against
67.5% subset), so the keyword filter barely moves retrieval
and the banner itself (§ 6.3) drives it. What the subset changes
is the conditional-copy rate, which falls from 53.3% to 30.4%
off the subset because the agent reproduces an off-domain
helper less often. The generic attacker’s full-distribution
ASPR is therefore 25.8% on Verified, against 41.8% on the
tool-relevant subset and 18.7% on the excluded tasks. Pro
behaves the same: off-subset ASPR is 17.1% against 24.6%
on the subset, a gap that is not significant (two-proportion
z=1.50, p=0.14). Relevance is the lever the targeted attacker
sharpens (§ 6.4) to reach 86.7%, so the conditional-copy rate
varies with both the model (§ 6.3) and the planted tool’s task
relevance. Self-poisoning stays active across the full distribu-
tion. The subset is where the generic attacker’s relevance, and
hence its copy rate, is highest.

C.2 Targeting Across SWE-bench Datasets

The targeted attacker of § 6.4 is measured per model on
SWE-bench Verified. To test whether family targeting car-
ries across datasets, we replicate it on SWE-bench Pro for
the highest-ASPR model on Verified, DS-V4, against the Pro
generic-attacker baseline of 24.6% (Figure 3a). Table 10 re-
ports the three families. Config-parsing replicates cleanly
(46.4%, +21.8 percentage points with disjoint CIs) because
the config-parsing family’s planted descriptions are written
in Python standard-library terms (configparser, argparse,
and the like) and Pro config-bug tickets are phrased in those
same terms, so they still retrieve the planted skill. This vo-
cabulary match comes from targeted descriptions tuned to a
task language. The generic attack uses no task-specific vo-
cabulary. Pro in fact contains roughly three times as many
config-bug tickets as Verified (N=112 vs. 38), so the sur-
face is larger there. The regex family decays to the generic
baseline because Pro regex tickets use business-logic terms
and rarely mention re-module terms. The pytest family does
not surface at all (N =1 matching task), because Pro problem
statements rarely name pytest-internal APIs such as capfd or
readouterr. Family targeting therefore requires little adap-
tation when a deployment uses technical, standard-library
terminology. Business-facing task language requires greater
adaptation. A defender can estimate this dependence from the
deployment’s task distribution.
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Table 9: Full-distribution robustness (%). In-ctx is retrieval-
only over every task. Cond-copy and ASPR are the headline
attack (DS-V4, generic, CREATE-path), covering each bench-
mark’s subset, its excluded tasks, and their union.

Benchmark  Split In-ctx Cond-copy ASPR
Verified subset (153) 78.4 53.3 41.8
Verified excluded (347)  61.7 30.4 18.7
Verified full (500) 66.8 38.6 25.8
Pro subset (114) 67.5 36.4 24.6
Pro excluded (152) 65.1 26.3 17.1
Pro full (266) 66.2 30.7 20.3

Table 10: Targeted attacker (DS-V4) on SWE-bench Pro by
task family, against the Pro generic-attacker baseline.

Family N (Pro) Targeted ASPR (%) A (pp)
config-parsing 112 46.4 +21.8
regex-parsing 38 28.9 +4.3
pytest-fixture 1 — _

The same vocabulary dependence reshuffles the generic at-
tack across datasets. DS-V4 leads on Verified but falls to third
on Pro, behind Qwen3 and MiniMax, the largest cross-dataset
drop (—17.2 percentage points). The ranking is therefore not
a fixed model property. A model’s measured vulnerability
depends on how closely the benchmark’s problem-statement
vocabulary matches the planted helpers. Our Verified results
therefore cannot identify a universally most vulnerable model.

C.3 Generality Across Agent Scaffolds

Section 7 reports that the CREATE-path survives a change of
agent framework (Figure 5). This appendix gives the setup
behind those numbers.

We re-run the headline attack on two production cod-
ing agents without modifying them. OpenHands [53] runs
its default CodeActAgent. Claude Code [4] runs headless
(claude -p, JSON output, permission prompts disabled).
Both reach DS-V4 through a litellm Anthropic-compatible
proxy, and for the Sonnet comparison Claude Code reaches
Sonnet 4.6 natively. We hold every other ingredient at the
mini-SWE headline configuration: the same eight planted
skills, the same precomputed top-5 retrieval cache, the same
env-exfiltration payload, the same sandbox and C2 instru-
mentation, and the same N = 153 Verified subset. Each agent
therefore sees an identical context. The agents differ only in
how they consume that context and author the new skill. The
one framework-specific adjustment is the turn budget. DS-V4
requires a 50-turn ceiling to finish authoring inside Claude
Code. Sonnet completes within the default, and mini-SWE
and OpenHands use their native step budgets. We run each



cell separately to avoid resource contention.

C.4 Generality Across Target Languages

Section 7 reports that the CREATE-path generalizes across
tool languages. The headline plants and reproduces Python
tools. We repeat the attack with the planted skills and the
agent’s authored output rewritten in Bash and JavaScript. We
hold the model (DS-V4), pool (232 tools, 8 planted), task set
(N =153), and simplified banner fixed, so the target language
is the sole varied factor (Table 4). ASPR is nearly identical,
39.2% for both Bash and JavaScript against a 39.9% Python
anchor.' Retrieval is language-independent by construction
(in-context rate >98% for all three). The banner is plain text
copied verbatim, and the callback consists of a few lines in the
tool’s own language. The retrieve-and-author loop therefore
carries the attack across syntax, so a deployer cannot escape
it by standardizing on a “safer” tool language.

C.5 Robustness to the Agent Step Budget

The locked configuration caps the agent at 15 steps (Table 12).
Self-poisoning completes only once the agent has read the
task, retrieved the planted skill, authored a new skill body,
and stored it. A budget that is too small truncates the at-
tack before completion. Figure 11 sweeps the budget over
{5,10,15,20,25} on DS-V4 with mini-SWE-agent at the
headline configuration (N =153, every other setting at its de-
fault). ASPR climbs from 21.6% at five steps to 23.5% at
ten, jumps to 41.8% at fifteen, and then stays flat (41.8% at
twenty, 41.2% at twenty-five). The callback rate tracks ASPR,
rising from 18.3% to 41.2%. Retrieval does not depend on
the budget, so the in-context rate holds at 78.4% throughout.
The variation therefore arises from the conditional-copy rate.

The attack saturates exactly at the locked 15-step value.
A tighter budget can hide the attack by truncating the agent
during authoring and offers no robust protection. At ten steps
about a third of the create-paths are cut off mid-authoring,
which understates the true rate without preventing infection.
The gap closes once the agent is given the dozen or so turns
the authoring loop actually needs. The headline numbers
therefore lie on a stable plateau.

D Theorem Proofs and Model Fit

This appendix gives full proofs for the three theorems that
explain why self-poisoning propagates and how it can be
contained, stated in §§ 8 and 9: Theorem 1 (target-mismatch
invariance of submission/REUSE-side defenses), Theorem 2

I'This uniform-banner Python run replaces the headline’s Python-specific
env-exfil payload, which does not port to shells. Its 39.9% lies inside the
headline’s [34.3,49.8] CI, which includes 41.8%.
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Figure 11: Create-path ASPR and callback rate versus the
agent’s step budget (DS-V4, mini-SWE-agent, headline con-
figuration, SWE-bench Verified). The locked 15-step budget
is shown in bold.

(finite-horizon branching dynamics of the CREATE-path cas-
cade), and Theorem 3 (structural extinction under signed
write-back quarantine).

D.1 Branching-Process Model: Assumptions
and Reproduction Number

For completeness we state the branching-process model of
§ 8, whose two-factor corollary (Corollary 1) the main text
uses to place the counter-prompt (factor ¢) and the signed gate
(factor g).

Two modeling concerns arise immediately. First, the off-
spring of a planted seed and the offspring of an agent-authored
descendant may copy at different rates (¢*°®¢ £ ¢4°5¢). Second,
two infected skills retrieved into the same task’s top-k context
cannot both claim the resulting authored child as offspring
without double-counting. We make these approximations ex-
plicit before stating the threshold result.

Assumption 1 (Stationary, early-phase branching approxi-
mation). We model the cascade as a homogeneous Galton—
Watson process, treating (c,g,®) as round-independent and
identical across infected individuals. Concretely:

(1) the banner-copy probability is stationary between

planted seeds and agent-authored descendants: ¢4 ~
Cseed‘

(ii) retrieval competition among infected skills does not
substantially alter per-skill retrievability across rounds:
q is approximated by its round 0 measurement under
Definition .

(iii) the persistence factor ¢, is averaged over the observed
cascade rounds.

(iv) single-parent attribution (early-phase linearization):
each infected authored skill is attributed to a single re-
trieved infected parent. Multi-parent retrieval collisions



and finite-library saturation effects are treated as devi-
ations outside the branching approximation, captured
only by the early-cascade / regime-direction predictions
of Theorem 2.

The cascade experiment (§ 6.5) directly tests these approxi-
mations. Any systematic discrepancy between pP™*Y and the
observed trajectory indicates a model-fit limitation of Assump-
tion 1. Such a discrepancy does not contradict Theorem 2.

Definition 1 (Empirical reproduction number). For model m,
define:

csed — Pr[C, = 1| planted seed € R,]
(measured in § 6.4),
cds¢ — Pr[C, = 1 | authored infected skill € K]

seed

(approximated by c,,"" under Assumption 1),

1
an = g L L[ €RwLU{sH].
|Sm |ses,(f,)>xe@
. Nreplace
= min{ 1, :
¥ ( = >

g is an exact functional of (S,(,E) >, D, R,Ly) once these quanti-
ties are fixed. The persistence factor ¢, is an exact functional
of Algorithm 1’s sampling step. The empirical reproduction-
number proxy is

desc

seed ~
G Om = Cpy

APIOXy A
m = Cp

“qm * Om (Assumption 1).

Bootstrap confidence intervals derive from the Bernoulli vari-

ance of ¢°°d and the sampling distribution of Sf,? ). The quan-

tity ¢ is independently measured. pP™*Y is independently com-
puted under Assumption .

Theorem 2 (Finite-horizon branching dynamics of CRE-
ATE-path). Let Z, denote the number of infected agent-
authored skills in the indexed library at round t, in the
attacker-removed condition. Under Assumption | with per-
individual expected offspring p = c - q- ¢ (Definition 1) and
offspring generating function G(s) = E[sX], the following
hold:

(1) Mean dynamics: E[Z; | Zy] = Zy - p'.

(2) Subcritical extinction: if p < 1, then Pr[Z; > 0| Zy] <
min{1, Zyp'}.

(3) Supercritical survival: if p > 1, the extinction probability
of a single lineage is the smallest fixed point M € [0,1)
of G(s) = s. Starting from Zy independent individuals,
the survival probability is 1 —m% > 0. In particular, if
Pr[X = 0] = 0 then m = 0 and survival is certain.

(4) Near-critical window: for p > 0, if |logp|-T < €, then
E[Zr | Zo)] € [e” 8, €] - Zy. (The boundary case p =0 is

immediate extinction: E[Z;] =0 forallt > 1.)
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Theorem 2 is a standard Galton—Watson result [6,21]. The
proof is in § D. The removed condition isolates p from fresh
attacker entries, so the trajectory is a pure branching process
whose direction is set by (1)—(3), with the finite-horizon en-
velope (4) capturing the regime in which five rounds is too
short to commit either to extinction or to saturation.

Corollary 1 explains the resultin § 6.5: DS-V4 has a higher
¢ (66.7%) than Gemma4 (60.0%), yet DS-V4 collapses while
Gemma4 worms, so copy disposition alone cannot order the
regimes. Reach must enter. The round-0 static g of Defini-
tion | captures this only in part. It correctly ranks the generic-
helper authors (Gemma4, Qwen3), whose skills re-retrieve
across tasks, above the collapse models, but it does not by
itself explain DS-V4, whose round-0 static ¢ is in fact high
(12.3, Table 11) because its skills are retrievable on the round
0 pool. DS-V4 collapses because its task-specific skills have
narrow reach in the fixed task pool. They concentrate on a
small task subset, so their coexisting copies in the cascade
library compete disproportionately with each other for the
same top-k slots on those tasks, amplifying the finite-library
dilution beyond the model-independent baseline (a model-
dependent instance of Assumption 1(ii)). Generic authored
skills (Gemma4, Qwen3) spread across the task space and
avoid this concentration. We return to the DS-V4 discrepancy
(proxy predicts a worm, cascade collapses) in § D.5. Propaga-
tion remains the product of the willingness to copy and the
reach of the copy, and a model is dangerous only when both
are present.

D.2 Proof of Theorem 1: Target-Mismatch In-
variance

Write Fgp for the c-algebra generated by the attacker-
submitted artifacts in L** and the named invocations calls(t,),
the information a submission-side defense may read. The hy-
pothesis of Theorem | is that its decision function gp is Fsub-
measurable and excludes the agent-authored skill s(x) from its
inputs. We restate the canonical coupling used by Theorem 1:
on each task x, the defended execution under D and the unde-
fended execution share the same input task, the same retrieved
context K, after seed admission, the same model sampling
randomness (shared seed for M), the same executor random-
ness, and the same persistence rule and write-back order. This
coupling places both executions on a common probability
space, so conditional probabilities are well-defined across
them.

Let E, denote the joint event: (i) a planted skill t € L3
enters &, and is visible to the model, and (ii) D does not
modify (M, P,R, T, persist) conditional on (i).

Proof of Theorem 1. On the event E,, condition (ii) implies
that the tuple (M, P,R, T, persist) has the same joint distribu-
tion under D and in the undefended execution, by definition
of the canonical coupling. The agent-authored skill s(x) is a



deterministic function of this tuple together with the input task
and retrieved context (both fixed by the coupling). The infec-
tion indicator C, = 1[3t € L**N R, : b,(s(x)) = 1] is therefore
a deterministic function of the same coupled inputs. Hence

Pr[cP =1|E] = Pr[C? = 1| E,].

The lower bound on ASPRcreare(A;D) follows by
marginalization:

ASPRcReaTE(A; D) = E,[CP]
> PEP) PrlcP = 1| EP
=Pr[EP]-Pr[C7 = 1| EJ],

using the conditional equality and dropping the (non-negative)
contribution from E¥. O

Proof of Corollary 2. The first claim follows by substituting
Pr[EP] = Pr[E?] into the lower bound of Theorem 1 and not-
ing that ASPRcREaTE(A; @) = Pr[EZ] - Pr[C? = 1| E,] under
the same canonical coupling (since the no-defense execution
trivially does not modify the agent loop after admission). The
second claim is immediate. Any further reduction would re-
quire D to act on information outside ¥, contradicting the
measurability hypothesis of Theorem 1. O

Remark on scope. The theorem requires that D does not
modify (M, P,R,T,persist) on the event that a seed has been
admitted. Defenses that observe only attacker-submitted ar-
tifacts and named invocations satisfy this trivially, because
their decision domain is disjoint from these five components.
Defenses that observe s(x) directly (e.g., a generated-code
scanner such as Bandit, or a safety classifier applied to au-
thored skills) lie outside the theorem. Their decision domain
includes s(x), which violates the measurability hypothesis.
Their empirical failure in Table 5 reflects detector capability
limits and does not establish a structural impossibility.

D.3 Proof of Theorem 2: Finite-Horizon
Branching Dynamics

Under Assumption 1, the infected agent-authored skill count
Z; is a homogeneous Galton—Watson process with per-
individual offspring distribution X, mean p = c-q- ¢, and
generating function G(s) = E[s*]. We prove the four claims
of Theorem 2 using standard arguments from [21, Ch. I]
and [6, Ch. I]. None of the arguments is novel.

Proof of (1) and (2). Both are immediate from the branching
property. Conditional on Z;, the next count Z;; | sums Z; i.i.d.
copies of X, s0 E[Z, 11 | Z;] = pZ; and, iterating from Zy, E[Z; |
Zo| = Zop' (claim 1). Markov’s inequality on the non-negative
integer Z, then gives Pr[Z, > 0| Zy] <E[Z | Zy] = Zop', hence
min{1,Zyp’}, which tends to 0 as # — e when p < 1 (claim
2). O
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Proof of (3), Supercritical survival. This is the classical
extinction-probability theorem [6, Thm. 1.5.1]. Let n =
Pr[Z, = 0 for some | Zy = 1] be the single-lineage extinc-
tion probability. By a first-step decomposition, 1 satisfies the
fixed-point equation

n = Y PX =k = G(n).
k=0

Since G is convex on [0,1], G(1) =1,and G'(1) = p > 1, the
fixed-point equation has exactly two solutions on [0, 1]: the
trivial root 1 = 1 and a unique smaller root n € [0, 1). The
classical argument [6, Lem. 1.5.1] identifies the extinction
probability with the smallest fixed point, givingm € [0,1).
Starting from Zj independent lineages, the total extinction
probability is % (each lineage goes extinct independently),
so the survival probability is 1 —m% > 0. If Pr[X = 0] = 0,
then G(0) = 0, som = 0 is a fixed point. Since the extinction
probability is the smallest fixed point in [0, 1], we have 1 =0,
and survival is certain. O

Proof of (4). Immediate from (1). Writing E[Zr | Zy] =
Zpe1°2P | the hypothesis |logp| -7 < € forces e’l°¢P ¢
[e €, €f]. The boundary p =0 (Pr[X =0] = 1) gives Z; =0
and E[Z]=0forr > 1. O

Remark on Assumption 1’s role. Theorem 2 is a mathe-
matical consequence of the Galton—Watson structure stipu-
lated by Assumption |. Experiments therefore test Assump-
tion 1. Empirical cascade trajectories that deviate system-
atically from E[Z,] = Zyp' indicate that one or more of (i)
(e ~ ¢9°5¢)_ (ii) (g stationary across rounds), (iii) (¢ ap-
proximated by its average), or (iv) (single-parent attribution)
fail for the model in question. Section 6.5 reports such dis-
crepancies as model-fit limitations.

D.4 Signed Quarantine: Structural Extinction

Theorem 3 (Structural extinction of agent-authored CRE-
ATE-path descendants). Let ¥ be an EUF-CMA-secure signa-
ture scheme with security parameter \. Assume:

(Al) the retriever R surfaces only entries that (a) carry a
valid X-signature under curator public key pk., where
the signature binds the full skill record (name, descrip-
tion, body, metadata, registration timestamp), and (b)
appear in the curator-controlled append-only admis-
sion log Lc. In addition to the signed record content,
the admission log binds the curator-assigned record
identifier and indexed storage location. A byte-identical
copy residing in the agent’s write-back or quarantine
level is a distinct object and is not retrievable unless
that specific object itself is referenced by an entry in Lc.



(A2) the agent has no access to skc and cannot induce the
curator to sign agent-authored skills or append entries

to L.

(A3) agent-authored skills s(x) are admitted only to a quar-
antine level the retriever does not surface, and during
the analyzed horizon are not promoted to the indexed

level.

(A4) any initially indexed malicious seed t € L** is condi-
tioned on having been admitted through factors outside
this theorem (e.g., curator mis-signing or supply-chain
bypass). The theorem makes no claim about initial-

compromise prevention.

(A5) the retriever R is the only mechanism by which skill-
library entries are surfaced to the model context. In-
direct surface paths (e.g., debug output, memory sum-
maries, prompt history, error traces that echo quaran-
tined skills) are assumed disabled or sanitized during

the analyzed horizon.

Then for any infected skill s' authored by the agent in any
round t' > 0 and any subsequent task x at round t > t':

Prs" € R(x,L;)] < negl(A).

Consequently, the  CREATE-path ASPR  contribu-
tion from  agent-authored descendants  satisfies
ASPR?gcm'deSC < negl(A) for every model and every
banner design.

In the attacker-removed condition (Lﬁ1tk =g fort > 1),
this implies ASPR, < negl(A) for t > 1, so CREATE-path
self-propagation vanishes up to negligible probability. In
the persistent-attacker condition, the total ASPR remains
upper-bounded by the external-seed contribution, ASPR, <
ASPRE¥emal seed 4 neo|()). The gate prevents amplification
while leaving the per-round external-seed baseline.

The proof reduces to a standard EUF-CMA argument plus
a structural provenance observation. Let A4 be any adversary
against Theorem 3: A4 controls the agent and aims to have
some agent-authored infected skill s" appear in R(x,L,) for
some task x at some round ¢ > ¢’ where s’ was authored at
round ¢’ > 0.

Proof of Theorem 3. By assumption (A1), R surfaces an entry
e only if both (a) e carries a valid X-signature under pk,
binding its full record, and (b) e is referenced by an entry in
the curator’s append-only admission log L. We show that
the probability of s’ satisfying both conditions is negligible in
A.

Consider the two cases.

Case 1: s’ does not carry a valid signature under pk_.
Then condition (a) fails by definition, and s’ ¢ R(x,L,) deter-
ministically.
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Case 2: s’ carries a valid signature under pk.. Since
(A2) precludes the agent from accessing sk¢ or inducing the
curator to sign agent-authored skills, the only ways s’ could
carry a valid signature are:

(2a) The agent forged a signature on s'. By the EUF-CMA
security of X, the probability of this event is at most negl(A).

(2b) The agent copied a valid signature from some curator-
signed entry e* with identical bound record content. Because
the signature binds the full record (name, description, body,
metadata, registration timestamp), the bound content of ¢*
and the bound content of 5" would have to coincide byte-for-
byte. Even in this case, condition (b) requires that the specific
object s’ itself be referenced by an entry in L¢. By (A2), 4
cannot append to L, so the entry of L¢ at s”’s record identifier
references the original ¢* in the indexed level. The copied
object s’ remains in the quarantine level under (A3). Therefore,
the retriever’s provenance check through £ dereferences to
e*. The byte-copy s’ is a distinct object and is not retrieved.

In both subcases, s’ € R(x,L;) occurs only with probability
negl(A). By (A3), s’ is otherwise confined to the quarantine
level. By (AS), no indirect surface path bypasses R. Hence

Prls’ € R(x,L;)] < negl(M).

The two condition-specific bounds follow by case analy-
sis. In the attacker-removed condition, L?‘k =g fort > 1,
so the only retrievable infected entries at round ¢ would
have to be agent-authored descendants of round ¢ — 1. Each
such descendant has retrieval probability at most negl(A), so
ASPR; < negl(A) by union bound over the finite population.

In the persistent-attacker condition, the round-t ASPR de-
composes as

ASPRtext seed + ASPR?gem—desc
ASPR™! ¢4 4t neg|()),

ASPR, <

N

by applying the descendant bound above. [

Remark on theorem scope. Theorem 3 bounds the retrieval
probability of agent-authored infected descendants. It does
not prevent initial compromise. Assumption (A4) explicitly
conditions on the initially indexed malicious seed having been
admitted through factors outside the theorem (e.g., curator
mis-signing). It also does not bound the harm from a single
execution of the initial seed in the persistent-attacker con-
dition. The theorem establishes structural extinction of the
propagation channel. End-to-end harm prevention lies outside
its scope.

Remark on practical curator review. Assumption (A3)
requires that agent-authored skills remain in the quarantine
level during the analyzed horizon. A practical deployment
might pair the quarantine level with asynchronous curator re-
view that promotes vetted agent-authored skills to the indexed



Table 11: Independent reproduction-number proxy pPro*Y = ¢seed

-q - 0 (computed under Assumption | via Definition | on the

round-0 agent-authored skills of the attacker-removed cascade) and the observed per-round growth p°° = (ASPRs /ASPRy)'/.
c*¢°d is measured from the cascade round-0 run for consistency with g and ¢.

Model cseed q ) pProxy  pobs  ASPRS/ASPRy  Observed cluster
Qwen3 0.442 18.25 0910 7.33 1.145 1.97 worm
Gemma4  0.317 18.50 0.758 4.44 1.035 1.19 worm (mild)
Devstral 0.517 16.68 0.760 6.55 0.983 0.92 stable
GPT-OSS 0.200 6.54 0.993 1.30  0.871 0.50 slow-decay
MiniMax  0.308 5.86 0.984 1.78  0.496 0.03 collapse
DS-v4 0.450 12.30 0.995 5.51 0.457 0.02 collapse
1.25 1 @ rank-consistent Qwen3 QO seedc*d @ descendant ¢
@ misordered .
P =1 (critical) .G"’””’M Devstral Qwen3 O @ x1.44
100 fmmmmmmmmmmmmm g
2 GPT-0SS
i;“ () Devstral —@——— x1.01
c
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Figure 12: Predicted reproduction number pP*Y = cqo
against observed per-round growth p°* (Table 11). Open
markers are the models the proxy misorders (DS-V4 and De-
vstral).

level. Such a deployment trades the structural extinction guar-
antee of Theorem 3 for the curator’s review error rate as a
new trust boundary. The formal analysis of curator review is
out of scope.

D.5 Per-Model Fit of pP™*Y

Figure 12 plots the proxy reproduction number pP**Y = cq ¢
against the observed per-round growth p°® of Table 11: it
overshoots the absolute scale by roughly 10x and misorders
two models (DS-V4 and Devstral, open markers). The rest of
this subsection accounts for both failures.

Definition | measures ¢ by pinning each round-0 authored
infected skill into Ly alone and running retrieval against the
round 0 task pool D. Two effects, both foreseen by Assump-
tion 1(ii), decouple this static per-skill retrievability from the
effective per-round retrieval count in the cascade dynamics:

* Retrieval competition (effect a). As multiple infected skills
accumulate in L;, they compete for the same top-k slots,
uniformly diluting per-skill retrieval count. This manifests
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Figure 13: Seed vs. descendant copy rate for the four models
with nonzero descendant retrieval (attacker-removed cascade,
rounds 1-5, with bootstrap 95% Cls as whiskers over 1000
resamples). ¢ (open marker) is the round-0 seed copy rate,
cdes¢ (filled) the descendant-turn rate, and the label is their
ratio.

as the roughly 10x absolute-scale gap between pP*°*Y and
p°Ps across all models in Table 11.

* Model-dependent narrow-reach dilution (effect b). Even
within a fixed task pool, authored skills that match only a
narrow subset of tasks concentrate their retrieval slots on
that subset. When multiple such skills coexist in L;, they
compete disproportionately with each other for the same
top-k positions on the same tasks, amplifying the dilution
from effect (a) beyond the model-independent baseline.
Task-specific authored skills (e.g., DS-V4’s) manifest this
concentration. Generic authored skills (e.g., Gemma4’s)
spread across the task space and suffer only baseline (a)
dilution. We test this hypothesis directly by measuring g on
a held-out task pool. Authored skills that generalize (match
diverse tasks not seen at round 0) have broad reach. Those
that do not (match only round-0-similar tasks) have narrow
reach.

These effects are consistent with Theorem 2, which is a



mathematical consequence of the Galton—Watson structure.
They represent empirical failures of Assumption 1(ii) on the
particular cascade we ran.

Mechanism identification: descendant retrieval collapse.
Post-hoc analysis of the removed-condition cascade logs re-
veals a structural asymmetry missing from the static and held-
out ¢ measures above. DS-V4 and MiniMax re-retrieve their
own authored infected skills into the top-k context zero times
across rounds 1-5 (0/765 opportunities per model). Qwen3,
Gemma4, Devstral, and GPT-OSS re-retrieve infected descen-
dants 287-741 times over the same window. This collapse oc-
curs despite DS-V4’s descendants being individually retriev-
able, both on the round 0 task pool (round-0 static g = 12.3)
and, pinned in isolation, on held-out tasks. The failure is spe-
cific to the full evolving pool, where descendants coexist with
the model’s own non-infected authored skills, benign entries,
and other cascade artifacts.

Because the per-round offspring count is E[offspring] =
q-c- 0, adescendant that is never retrieved contributes zero
expected offspring regardless of its copy rate ¢9°¢. For DS-V4
and MiniMax, in-cascade descendant retrieval is therefore the
operative variable. The copy rate in Assumption 1(i) cannot
explain their decline. For the four models where descendant
retrieval is nonzero, whether ¢4€5¢ =~ ¢%¢¢d can be tested di-
rectly on the descendant-only cascade turns. We report that
measurement in § D.6.

Remaining question about crowding. The DS-V4 and
MiniMax decline arises from retrieval crowding of authored
infected skills against the coexisting pool. This effect is severe
enough to reduce their re-retrieval rate to zero and exceeds
the model-general dilution of effect (a). The mechanism sits
inside Assumption 1(ii), which effects (a) and (b) above under-
measured because they compared descendants against benign
entries and other descendants while omitting the coexisting
non-infected authored skills of the same model. A definitive
test of whether those same-model non-infected authored skills
are the specific crowding source is left to future work.

D.6 Descendant Copy Rate on the Surviving
Models

For the four models with nonzero descendant retrieval we
measured ¢4, the copy rate on descendant-only cascade
turns, under the pre-registered protocol (partition, estimator,
and the [0.7, 1.3] symmetry band fixed before analysis, with
the registration commit predating these results). Figure 13 re-
ports the outcome. The rate is preserved or elevated relative to
the seed copy rate. Devstral is symmetric (¢4 /c%¢ed = 1.01),
while Qwen3, Gemma4, and GPT-OSS copy their own descen-
dants somewhat more than the externally planted seeds (1.34
to 1.44, with Qwen3’s ¢%°° = (.63 interval disjoint from its
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Table 12: The locked headline configuration. Each ablation
varies one setting and holds all others fixed.

Setting Value

Banner variant  module-init (comment + decorator + hook)

Payload env-variable exfiltration
Planted skills 8 (a 3.4% poisoning rate)
Benign pool 232 skills

Retrieval depth  top-k=35, cosine, no threshold
Dataset SWE-bench Verified, N =153
Step limit 15 steps, 30s per-step timeout

Table 13: Significance of the headline lifts (two-sided two-
proportion z-test). (a) RQ1 full banner vs. no-banner control
(Verified, N=153). (b) RQ2 generic—targeted: generic on
N =153 vs. the pooled targeted family set N =85 (the Com-
bined column of Table 3). A/B are the two compared rates
(%).

(a) Banner vs. no-banner control

Model A B A(pp) z P
Devstral 373 11.8 +255 5.18 <0.001
Gemma4 235 2.0 +21.6 5.66 <0.001
Qwen3 366 46 +320 693 <0.001
GPT-OSS 20.3 0.7 +19.6 5.60 <0.001
MiniMax 203 2.0 +183 5.09 <0.001
DS-v4 41.8 13.7 +28.1 549 <0.001
(b) Generic — targeted (Combined)
Model A B A(pp) z )2
Devstral 553 373 +18.0 2.69 0.007
Gemma4 353 235 +11.8 1.94 0.052
Qwen3 63.5 36.6 +269 399 <0.001
GPT-OSS 353 203 +15.0 2.55 0.011
MiniMax 47.1 20.3 +26.8 4.33 <0.001
DS-V4 553 41.8 +13.5 2.00 0.046
54 — 0.44 interval). Three of four ratios therefore fall above

the pre-registered symmetry band [0.7, 1.3], but every devi-
ation indicates higher descendant copying, which strength-
ens branching and therefore cannot explain cascade decline.”
Assumption 1(i) therefore does not explain the DS-V4 and
MiniMax discrepancy. Where descendants are retrieved, they
are copied at least as often as seeds. In-cascade descendant
retrieval remains the operative variable separating collapse
from self-sustaining spread. The four models’ rank order by
c45¢ matches their order by ¢**®d (Spearman 0.80).

2That self-authored content is copied more than externally-planted content
is itself a non-obvious observation about self-evolving agent dynamics. We
do not pursue its causes (selection effect, self-preference, banner-integration
quality) further here.



Table 14: Per-family targeted-attack vs. no-banner control lift (two-sided two-proportion z-test) on SWE-bench Verified: Pytest
N =15, Config N=38, Regex N =32. Each cell reports A (pp), z, and p for an Artack—Ctrl result in Table 3.

Pytest (N =15)

Config (N=38)

Regex (N=32)

Model A z p A z p A z p
Devstral +20.0 1.11 0.269 +31.6 2.90 0.004 +31.2 255 0.011
Gemma4  +40.0 2.24 0.025 +421.1 2.52 0.012 +25.0 242 0.016
Qwen3 +40.0 232 0.020 +31.6 2.75 0.006 +18.8 1.53 0.127
GPT-OSS +40.0 248 0.013 +36.8 4.14 <0.001 +28.1 3.24 0.001
MiniMax  +33.3 1.89 0.058 +44.7 436 <0.001 +344 3.25 0.001
DS-V4 +6.7 038 0.705 4289 2.57 0.010 +18.8 1.53 0.127

E Implementation Details

Section 6.1 summarizes the experimental setup at the level
needed to read the results. This appendix records the full
configuration shared by every self-poisoning experiment so
they can be reproduced exactly. In total, the paper aggregates
roughly 8,500 planted-skill task trials. A headline cell takes
about four hours on one 80 GB GPU for open-weights models
or thirty minutes through an API. The artifact includes the
scaffold, planted-skill bodies, defenses, and all per-cell logs.

E.1 Locked Configuration

Every experiment holds the settings of Table 12 at their locked
values. A factor varies only in the experiment that studies it:
the banner layer in Table 2, deployment settings in § 7, task
family in § 6.4, and replacement rate in § 6.5. Each measured
difference is therefore attributable to a single varied factor.

E.2 Skill Library and Retrieval Index

The benign pool contains 232 SE-helper skills: 32 tools
from MetaGPT’s tools/libs/ [22] and a 200-skill slice
of BigCodeBench v0.1.4 [64]. We keep entries whose bod-
ies perform file I/O, parsing, testing, or source inspection,
excluding unrelated code-corpus entries. All benign and
planted skills are embedded with BGE-M3 [8] into a Chro-
maDB [12] store and retrieved with the unmodified Voy-
ager [50] SkillManager cosine top-k, with no similarity
threshold. The N =153 Verified subset contains Python tasks
whose problem statements match an SE-tool lexicon (pytest,
patch, read source, and similar); the remaining 347 lower-
relevance tasks are analyzed separately for full-distribution
robustness (§ C.1).

E.3 Sandbox and Callback Instrumentation

Because a self-poisoned skill runs its payload with the agent’s
own privileges, every run that carries a harmful payload exe-
cutes under a sandbox wrapper. It strips the host environment
to a whitelist with env -1 (only the model API key passes
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through), sets HOME to a fresh temporary directory seeded with
fake SSH, AWS, netrc, and Docker credentials, and injects
secret-shaped FAKE_* variables so a payload that harvests
the environment finds plausible but inert targets. The exfiltra-
tion endpoint the payload reads from its environment points
at a command-and-control server bound to 127.0.0.1 that
logs every request. A callback is one payload execution that
reaches it. No payload egress reaches an external network,
and no real credential leaves the host. These controls let us
run the full malware matrix (§ E.1) safely.

E.4 Metric Computation

All rates are computed from each run’s per-task log. CREATE-
path ASPR, the rate at which the agent self-poisons, is the
fraction of completed tasks on which it authored and stored a
skill whose body reproduces the banner signature (detected
by matching the comment block, the decorator chain, or the
registration hook against the authored source). in_ctx is
the fraction on which a planted skill entered the top-k con-
text. cond-copy is ASPR divided by in_ctx, a callback is a
recorded C2 request, and a refusal is a task the agent declined.
Wilson 95% confidence intervals use the cell-specific N.

E.5 Significance of Headline Lifts

The body reports every headline effect as a difference between
two rates. Each rate is a proportion of independent per-task
Bernoulli outcomes indicating whether a skill is copied. We
test each difference with a two-sided, pooled two-proportion
z-test on the underlying per-task copy counts. This is the
standard large-sample test for comparing two binomial pro-
portions [3]. We call a difference significant at p < 0.05. The
RQ1 banner lift (Table 13a) is significant at p < 0.001 for
every model. The RQ2 generic-to-targeted lift (Table 13b) is
significant for five of the six, the sole exception Gemma4 at
p = 0.052. The per-family targeted-vs-control lifts (Table 14)
are significant for most model-family cells. The misses con-
centrate on the 15-task pytest family, where the small sample
produces wider intervals and reduces statistical power.
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