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Abstract

Large Language Models (LLMs) have become core cognitive components in
modern artificial intelligence (AI) systems, combining internal knowledge with
external context to perform complex tasks. However, LLMs typically treat all
accessible data indiscriminately, lacking inherent awareness of knowledge own-
ership and access boundaries. This deficiency heightens risks of sensitive data
leakage and adversarial manipulation, potentially enabling unauthorized system
access and severe security crises. Existing protection strategies rely on rigid, uni-
form defense that prevent dynamic authorization. Structural isolation methods
faces scalability bottlenecks, while prompt guidance methods struggle with fine-
grained permissions distinctions. Here, we propose the Chain-of-Authorization
(CoA) framework, a secure training and reasoning paradigm that internalizes
authorization logic into LLMs’ core capabilities. Unlike passive external def-
neses, CoA restructures the model’s information flow: it embeds permission
context at input and requires generating explicit authorization reasoning tra-
jectory that includes resource review, identity resolution, and decision-making
stages before final response. Through supervised fine-tuning on data covering var-
ious authorization status, CoA integrates policy execution with task responses,
making authorization a causal prerequisite for substantive responses. Extensive
evaluations show that CoA not only maintains comparable utility in autho-
rized scenarios but also overcomes the cognitive confusion when permissions
mismatches. It exhibits high rejection rates against various unauthorized and
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adversarial access. This mechanism leverages LLMs’ reasoning capability to per-
form dynamic authorization, using natural language understanding as a proactive
security mechanism for deploying reliable LLMs in modern AT systems.
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1 Main

Large Language Models (LLMs) have become the core cognitive component of mod-
ern artificial intelligence (AI) systems such as autonomous agents. By integrating
internal parametric knowledge with external context from retrieved documents or
tool-calling feedback, LLMs can perform complex downstream tasks such as reason-
ing Giadikiaroglou et al. (2024); Chen et al. (2025), question answering Kamalloo
et al. (2023); Yue (2025), and tool calling Li (2025); Masterman et al. (2024). However,
in processing information, LLMs often treat all accessible data equally, lacking the
inherent ability to recognize knowledge ownership and access boundaries. This cog-
nitive indiscriminateness hinders LLMs from establishing logical boundaries between
data with different permissions, fundamentally limiting the reliability of Al systems
based on them when processing sensitive information.

This lack of inherent cognitive ability exposes LLMSs to severe security challenges,
primarily manifested in the risks of unauthorized knowledge leakage and covert priv-
ilege escalation. Since LLMs cannot determine the data permissions during inference,
they are highly susceptible to unintentionally exposing sensitive content to unau-
thorized users. Furthermore, when prompted by adversarial prompts, LLMs often
violate security policies due to a lack of understanding of the required instruction per-
missions. Such permission violations not only cause model outputs to deviate from
alignment principles but may also serve as a springboard for unauthorized access to
interconnected systems, potentially triggering catastrophic data security crises.

Existing data protection strategies mainly rely on cleaning sensitive content during
the pre-processing stage (such as de-identifying and rewriting personally identifiable
information or copyrighted data), and introducing mechanisms such as differential
privacy during the training Yu et al. (2021); Mireshghallah et al. (2021) or inference
stage Ginart et al. (2022); Flemings et al. (2024), which aim to reduce the model’s
memorization of sensitive information. However, these methods uniformly block the
model’s access to sensitive information, compromising the integrity of knowledge and
failing to support authorized access. This rigid defense mechanism is difficult to meet
the needs of flexible access control. Especially within the Retrieval Augmentation
Generation (RAG) framework Wutschitz et al. (2023), even when retrieved docu-
ments carry different permission labels, LLMs still lack a principled mechanism for
dynamically evaluating and filtering authorized contextual information based on user
permissions.

To address the aforementioned challenges, current attempts mainly fall into two
categories (shown in Figure 1): structured isolation Tiwari et al. (2024); Segal et al.
(2025); Jayaraman et al. (2025) and prompt guidance methods Liu et al. (2025a); Saha
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Fig. 1: Overview of the Chain-of-Authorization (CoA) framework. The upper half
illustrates the mechanistic design, in which permission labels are injected into the
input, forcing the model to generate a structured authorization trajectory before the
final response. The lower half depicts the learning paradigm, which fine-tunes the LLM
with synthesized data reflecting three authorization states, ensuring the authorization
policy is embedded within the LLM.

et al. (2025). The former attempts to physically block unauthorized information flow
by sharding data and training independent sub-models. However, this paradigm faces
scalability bottlenecks that can lead to high computational and storage costs when
handling complex permissions. In contrast, prompt-guidance methods use a single
model and attempt to implement soft constraints via permissions embedded in system
prompts. While these methods avoid repetitive training, they can be bypassed by
adversarial inputs due to the decoupling of policy execution and internal inference Liu
et al. (2025b); Abdelnabi et al. (2023). More importantly, they struggle to differentiate
output content based on user permissions due to a lack of understanding of knowledge
permissions.

This gap reveals a key question: Can access control policies be internalized into
the reasoning process of LLMs, so that the model can proactively determine whether
the internal and external knowledge it relies on is within the current user’s authorized
scope before generating an answer?



To address these challenges, we propose Chain-of-Authorization (CoA), a novel
training and reasoning paradigm that internalizes authorization as an inherent cogni-
tive capability of LLMs. Unlike existing methods that rely on external authorization,
CoA systematically reconstructs the model’s information flow: on the input side, we
structurally embed user permissions with knowledge and tool permission labels to
establish a clear permission context; on the output side, we force the model to gener-
ate a structured authorization reasoning trajectory before generating the final answer,
autonomously determining permission boundaries through resource review, identity
resolution, and decision-making; during the training phase, we use structured data
with multiple authorization states (permission match, permission mismatch, and no
permissions) to fine-tune the model, integrate this "permission-aware reasoning prefix”
with downstream task logic through supervised fine-tuning. This paradigm transforms
authorization decisions from passive filtering after generation into causal premises
for generation, enabling the model to proactively define knowledge boundaries and
perform compliant reasoning in dynamic and complex permission environments.

We conducted extensive evaluations on five datasets covering internal knowl-
edge, external context, and tool calling, targeting models of varying sizes, including
Qwen3-1.7B Team (2025), Llama-3.1-8B-Instruct Grattafiori et al. (2024), and
Mistral-7B-v0.3 Jiang et al. (2023). Results show that, compared to baseline methods,
CoA maintains comparable accuracy in authorized scenarios and achieves a very high
compliance rejection rate in unauthorized scenarios. CoA also demonstrates robust-
ness against various adversarial attacks, effectively preventing the model from being
misled into leaking unauthorized information. By visualizing the hidden-state repre-
sentations on the WMDP Li et al. (2024) dataset, we revealed the intrinsic mechanism
of CoA in the representation space. Finally, we empirically demonstrated the causal
impact of internal reasoning trajectories on model security decisions by conducting
targeted intervention experiments on key stages of CoA.

2 Internalizing Authorization via Reasoning
Trajectories

The integration of LLMs as the cognitive core of modern Al systems has funda-
mentally shifted how information is processed and managed. In these systems, the
model serves as the central component, combining internal parametric knowledge with
external contextual feedback to generate textual responses or tool-calling decisions.
However, despite their advanced reasoning capabilities, these models often indiscrim-
inately utilize all available information, lacking an intrinsic recognition of the access
boundaries of the knowledge used or the decisions performed. To address this limi-
tation, we re-examine the interaction between LLMs and the environment from the
perspective of controlled information flow. We no longer view the operation of LLMs
as a simple query-response sequence, but rather as a cognitive process of observing
and controlling specific information flows within strict permission boundaries.



2.1 Formalizing Authorization and the Challenge of
Permission Mismatch

Typically, the interaction between LLMs as the cognitive core and the environment
can be formalized as a conditional probability distribution over outputs given a specific
input. The complete input sequence X € & received by LLMs encompasses the knowl-
edge needed to prompt the model to generate responses, including the user prompt @,
the external context F, and the available tools G, while the output sequence Y € Y
represents the natural language response or tool calling decision generated by the
LLM. This process is controlled by the LLM’s parameter 6, which can be represented
as a conditional probability 7y (Y| X). This mapping represents the fundamental infor-
mation processing capability of LLMs, combining internal parametric knowledge with
external information to respond to user prompts.

To systematically implement authorization, we introduce an explicit set of per-
mission tags C to mark the access boundaries of the information space. Specifically, a
user query @, the available tools G, and the external context E are associated with
permission labels Cy, Cy, Ce C C, respectively. These labels define the requirements
for accessing the corresponding information. Users are also assigned with permission
labels C,, C C to indicate their authorization status. We abstract complex real-world
access boundaries as a set-inclusion relationship, where authorization is determined
by whether the user’s permission set fully covers the permissions required by the tar-
get task. We define a policy function ¢ : C x C — {0, 1} to evaluate the information
flow for managing this topology relationship, where ¢({C, U C, U C.},C,) = 1 indi-
cates that the user has the right to access all the information required to respond to
the prompt X, otherwise ¢({C, U C, UC.},C,) = 0.

The fundamental challenge of access control in LLM thus lies in ensuring that
the transition from input space X to output space ) strictly adheres to the con-
straints defined by the policy ¢(-,-). We define the authorized LLM 7y (Y|Q, E, C) as
a conditional distribution that satisfies

79(Y‘Q,E7G)7 ¢({CQ?C€?CQ}7CU) = 1

Y Y E7 G’ C = .
(Y10 ) {5T€j(Y), otherwise

where d,.; denotes a degeneration distribution concentrated on refusal responses (i.e.,
"Sorry, I cannot tell you this.”). To generate a response that respects access boundaries,
the service must base the authorization decision on both the user’s permissions and
the knowledge implied by the query.

Cognitive challenges user complex permissions: Although the final decision
of the policy function is binary (compliant output or denial blocking), the underlying
reasons for triggering security constraints (¢ = 0) and the cognitive challenges they
pose to LLMs are highly heterogeneous. Specifically, the denial state encompasses two
distinct distributions in the feature space: one is complete lack of permissions, where
the user has no internal permission labels, in which case C,, = {c,up} (a special public
label), and the model only needs to establish a solid zero-trust baseline; the other is
permission mismatch, where the user holds some internal permission labels, but these
labels do not fully cover the permission required for the current prompt, in which



case Cy, € (Cy UC. UCy) and Cy, # {cpup}. The latter requires the model to have a
fine-grained understanding of permission relationships to prevent overgeneralization
of internal permissions.

Existing methods often treat policy function as an external component or a shal-
low soft constraint. These methods ignore the topological differences underlying refuse
states: sharding methods face severe scalability bottlenecks as permission structures
become more complex, whereas prompt-guided methods, as detailed in Section 3.2,
are prone to cognitive confusion when encountering permission mismatches. In con-
trast, our framework integrates authorization into the inference process, enabling the
model to naturally assess whether information is accessible or whether an operation
is executable, thereby generating a response.

2.2 Internalizing Policy Function via Chain-of-Authorization

To address the limitations of external security mechanisms, we propose explicitly mod-
eling the policy function ¢ as a structured reasoning process and internalizing it within
the LLM’s generation process. Specifically, we model the language model my (Y| X, C)
and the policy function @(-, -) together as a joint distribution my(Y, T|X; C) with rea-
soning trajectories, where the trajectory T' explicitly carries the execution process of
the policy function ¢(-,-). Thus, we treat authorization as an indivisible cognitive step
in the generation process, rather than as an external decision made before or after
generation.

To overcome the limitations imposed by external components or shallow soft
constraints, we systematically reconstruct the information flow of LLM through mech-
anism design and learning paradigms. This reconstruction aims to embed the policy
function ¢ into LLMSs’ reasoning process, transforming it from a passive external bar-
rier into an endogenous cognitive ability. In terms of mechanism design, we model
the language model my(Y|X,C) and the policy function ¢(-,-) together as a joint
distribution 7y (Y, T| X ; C'), where the reasoning trajectory T explicitly carries the exe-
cution process of the policy function ¢(-,-). In terms of the learning paradigm, we
place authorization reasoning and task outputs within the same sequence prediction
framework, enabling the model to naturally acquire the corresponding authorization
decision logic as it learns to complete downstream tasks.

2.2.1 Mechanistic Design: Permission-Aware Input-Output
Reformulation

To overcome the limitation of LLMs lacking explicit awareness of information own-
ership, we first establish a structured causal relationship between the LLM’s input
and output spaces. At the input end, we explicitly inject the permission context into
the LLM’s input sequence. Specifically, we first inject the user’s permission labels
C, into the system prompt, thereby maintaining semantic isolation from user input
and preventing direct manipulation by the user. Furthermore, the retrieved context
and available tools are also assigned with corresponding permission labels C, and
Cy to explicitly identify their knowledge ownership or access level. The reconstructed
complete input X is formalized as



X = Promptsys(Cy,Cy) ® Context(E,Ce) ® Q (1)
where C,, and C, represent the permission labels of the user and tools, respectively.
They are dynamically injected into the system prompts as global constraints for
inference. Context(F,C,) then explicitly annotates the external knowledge with per-
mission labels C.. After this reconstruction, the input received by LLMs is no longer a
simple instruction, but an authorization scenario with a clear identity and permission
relationship structure.

<think>
The question is about [Prompt Permission] // Resource review stage
The permission is about [User Permission] // Identity resolution stage
[Decision] // Decision-making stage
</think>
[Response] // Final output to user

Fig. 2: Chain-of-Authorization template for internal knowledge authorization. Here,
[Prompt Permission] identifies the specific permission required to access the internal
knowledge relevant to the prompt. [User Permission] retrieves the actual authoriza-
tion associated with the user. [Decision] signifies the logical conclusion (e.g., match,
mismatch or no permission). [Response] returns the final output generated for the
user, which is conditioned on the preceding authorization decision.

However, establishing permission boundaries merely at the input end is insufficient
to induce secure generation behavior. Therefore, at the output end, we introduce a
Chain-of-Authorization (CoA) mechanism, establishing authorization as a necessary
step before generating a substantial response Y. Based on the uniformly structured
input X described in Equation (1), we model this joint generation process as:

mo(Y,T|X) = mo(T|X) - m(Y|X, T)) (2)
The model needs to generate an auxiliary inference trajectory to reveal the
authorization process, which can be formalized as:

T = (T’l"657 Tid7 Tdec) (3)

where T,..s represents the resource review stage, used to analyze the permission of
the knowledge (Cy), retrieved context (C.), and tools (Cy) required to respond to the
prompt. T;4 corresponds to the identity resolution stage, used to identify and interpret
the current user’s permission status (C,,). Tye. represents the final decision-making
stage, providing a clear authorization conclusion based on the previous two stages and
constraining subsequent responses.

An extremely simple illustration is shown in Figure 2, where the 2 to 4 lines demon-
strate the resource review, identity resolution, and decision-making stage, respectively.
Tllustrations of external context authorization and tool-calling authorization are shown




in Figure 8 (later in Section 5). Through this structured joint reconstruction, we estab-
lish an intrinsic security reasoning paradigm with strict temporal dependencies for
the model.

2.2.2 Learning Paradigm: Internalizing Authorization via
Supervised Fine-tuning

After establishing the structured representation, the new challenge becomes how to
naturally internalize this authorization policy into the model parameters 6. The model
must learn not only to generate text, but also to judge whether a user has permission
to perform a given task. To this end, we categorize the relationship between the user
permissions C,, and task requirements C,.q = Cq U Ce U Cy into three authorization
states, and construct corresponding instruction fine-tuning data (X,7T,Y") from the
downstream dataset D = (C,X,Y) with permission requirements, thus forcing the
model to learn precise permission boundaries:

* Matched authorization (C,.; C C,): When the user’s permission fully encom-
passes the task’s permission requirements, the model is trained to generate a valid
authorization trajectory T and execute the downstream task, thereby preserving
system utility.

* Mismatched authorization (C,., ¢ C, and C, # {¢pus}): In scenarios where a
user possesses partial permissions but requests restricted information, CoA forces
the model to explicitly evaluate label discrepancies during the decision stage (Tye.).
By accurately identifying these unauthorized attempts and redirecting the output
Y to the rejection distribution d,;, this mechanism overcomes the cognitive confu-
sion inherent in prompt-guidance methods and provides the model with robustness
against unauthorized access.

* Public authorization (C, = {cpu}): For completely unauthenticated external
access, this type of sample forces the model to map the corresponding responses
directly to dye;.

Based on the synthetic data described above, we employ a unified supervised fine-
tuning framework. By minimizing the negative log-likelihood loss under the same
sequence prediction objective, we strongly bind the authorization decision to the
response generation:

LO) =~ Y logm(Y.TIX) (4)
(X, T,Y)eD

Through this design, we abandon complex multi-task objectives or auxiliary loss
functions. When optimizing a single-sequence prediction objective, the model natu-
rally learns the logical dependencies among different permission states and knowledge
access requirements. Compliance judgment is no longer a disconnected process, but is
deeply integrated with downstream tasks, making authorization an inherent attribute

of the model’s generation behavior.



3 Evaluation

In this section, by analyzing and presenting experimental results of Chain-of-
Authorization (CoA), we discuss whether CoA can endow Large Language Models
(LLMs) with robust intrinsic access control capabilities without compromising their
performance on downstream tasks.

3.1 Model Utility on Authorized States

In this section, we evaluate the performance of the proposed Chain of Authorization
(CoA) framework under authorization constraints across three different model archi-
tectures (Qwen3-1.7B, Llama3.1-8B-instruct, and Mistral-7B-v0.3). The evaluation
benchmarks are divided into three categories: internal parametric knowledge tasks,
including WMDP Li et al. (2024) and MMLU Hendrycks et al. (2021); external con-
text tasks, including SQuAD Rajpurkar et al. (2016) and CovidQA Friel et al. (2024);
Moller et al. (2020); and tool-calling tasks, represented by Mobile-Actions Google
(2026). We use accuracy to evaluate each model’s utility and policy adherence.

We compare CoA against several baselines, including the Base model, direct
supervised fine-tuning (SFT), extra classification model (SFT+Extra), PermissionL.M
(PermLM), and sudoLM. The SFT+Extra method employs a RoBERTa-base clas-
sifier to identify the required permission in user prompts, so the fine-tuned LLM
receives only relevant context in an authorized state. PermLM trains submodels for
WMDP and MMLU and employs a context-filtering strategy in SQuAD and CovidQA
to ensure LLMs receive contexts only from authorized documents.

Table 1 shows the results of different methods on three backbone models. The Base
model generally exhibits limited ability in specific tasks. Supervised fine-tuning (SFT)
sets a performance ceiling on most datasets, significantly improving SQuAD accuracy
to approximately 0.89. Our proposed CoA achieves competitive results to SF'T, espe-
cially on the Mobile-Actions dataset, where its accuracy ranges from 94.53% to 96.09%
across three backbone models. In contrast, alternative methods such as sudoLM suf-
fer from performance decrease, resulting in lower accuracy on some backbone models
and datasets. These experimental results demonstrate that CoA can effectively inter-
nalize complex permission logic while maintaining performance levels nearly identical
to those of direct supervised fine-tuning on downstream controlled tasks.

3.2 Authorization under Different Permissions

In this section, we evaluate the access control capabilities of our proposed Chain
of Authorization (CoA) framework across various permission-mismatch scenarios by
comparing it against several benchmark methods. We use accuracy (Acc) to measure
utility and rejection rate (Rej) to quantify access control performance. For external
classification benchmarks, we specifically train a RoBERTa-base model as an external
classifier for WMDP and MMLU. In contrast, for SQuAD and CovidQA, we employ
manual context filtering, where the model receives no input context in the public
state and four texts randomly selected from the unauthorized permission domain in
the mismatch state. Following the original definition of Permissioned LLM Jayaraman
et al. (2025), we trained sub-models for each permission on WMDP and MMLU,



Table 1: Accuracy (%) of various methods on different backbone models and datasets.
“/” denotes training failure or infeasible method. Subscripts show absolute difference
from SFT (A up, ¥ down), with blue highlighting results closest to SFT.

. Mobile
WMDP MMLU SQUAD  CovidQA |, 0
Base 28.00(v33.77) 50.00(v9.45) 31.95(v54.69) 48.40(v14.75) 62.03(v33.13)
SFT 61.77 59.45 86.64 63.15 95.16
Qwen3  Extra 61.22(v0.55) 46.27(v13.18) / / 94.84(v0.32)

1.7B  PermLM 51.84(v9.93) 56.00(v3.45) 31.95(v54.69) 27.50(¥35.65) 55.00(v40.16)
sudoLM 29.39(v32.38) 38.91(v20.51) 68.48(v18.16) 56.41(v6.74) 69.06(v26.10)
CoA  59.59(v2.18) 56.35(v3.10) 84.68(V1.96) 60.87(v2.28) 94.53(v0.63)

Base 48.00(v20.16) 62.00(v7.49) 54.19(v35.30) 45.10(v22.49) 78.12(v17.19)

SFT 68.16 69.49 89.49 67.59 95.31
Llama3.1 Extra 67.48(v0.68) 55.50(v13.99) / / 95.31(v0)
8B PermLM 65.17(v2.99) 67.00(v2.49) 53.90(v35.59) 43.08(v24.51) 77.97(v17.34)
sudoLM 24.35(v43.81) 14.42(v55.07) 14.76(v74.73) 19.99(v47.60) 66.56(V28.75)

) )
73) )

CoA  67.76(v0.40) 62.87(v6.62) 86.13(V3. 36) 62.14(v5.45) 95.00(v0.31)
57) )

Base 42.00(v25.48) 49.00(v18.32) 29.10(v60.57) 52.12(V13.85) 64.06(v31.72)

SFT 67.48 67.32 89.67 65.97 95.78
Mistral ~ Extra  65.03(v2.45) 53.57(v13.75) / / 95.47(v0.31)
7B PermLM 60.41(v7.07) 55.00(v12.32) 29.10(v60.57) 48.81(V17.16) 82.03(v13.75)
sudoLM 35.24(v32.24) 38.73(v28.59) 23.85(v65.82) 59.04(¥6.93) 56.09(v39.69)
CoA  68.98(A1.50) 57.00(V10. 32) 83.15(v6.52) 57.94(v5.03) 96.09(0.31)

calling the base model for public requests and the random sub-model in the case of
unauthorized mismatches. For SQuAD and CovidQA, Permissioned LLM adopts the
same context filtering strategy as the external classification benchmarks to ensure a
fair comparison between structural and semantic isolation.

Figure 3 illustrates the accuracy of different methods in the unauthorized state.
Since high accuracy in the unauthorized scenario usually indicates that unauthorized
information has been successfully utilized, the ideal authorized method should result
in the "Optimal Zone” in the lower-left corner, that is, maintaining extremely low
accuracy in both the public and mismatch states. Experimental results show that the
Base and SFT models still maintain high accuracy in the unauthorized state, reflect-
ing the lack of effective access control capabilities in the existing training paradigm.
Although slightly lower than SF'T in the public state, PermissionLLM still retains high
accuracy, failing to completely block information leakage. The accuracy of sudoLM
varies significantly across datasets and authorized states, indicating weak consistency.
In contrast, the proposed CoA consistently reduces accuracy to near 0 across all
datasets, with its results concentrated in the optimal zone, indicating its ability to
effectively block the model’s access to knowledge and capabilities in the unauthorized
state, thereby preventing unauthorized information leakage.

Figure 4 illustrates the rejection rate of different methods in different unauthorized
states. An ideal model should be located in the "Optimal Zone” in the upper-right
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Fig. 3: Accuracy across five datasets under mismatch and public authorization states,
where each circle represents the average accuracy of a method on a group of specific
datasets across three backbone models, with the line mapping to its variance.
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specific dataset across three backbone models, with the line mapping to its variance.

corner, maintaining a high rejection rate in both public and mismatched unauthorized
states. As shown in Figure 4, the base model and SF'T models lack basic authorization
awareness, with an almost zero rejection rate across all datasets. While PermissionLM
restricts information access through structural isolation, it also lacks an explicit rejec-
tion mechanism. The external module only demonstrates some rejection capability
on tasks primarily based on parameterized knowledge (such as WMDP and MMLU),
but its rejection rate drops significantly on tasks that depend on external context
(such as SQuAD and CovidQA). Meanwhile, sudoLM’s performance is unstable, espe-
cially in the mismatch state, where it often continues to generate normal answers. In
contrast, our proposed CoA consistently falls within the optimal zone on all models
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Table 2: Attack Success Rate (%) under the mismatch authorization state on WMDP.
Bold and italicized values indicate the best and second-best results, respectively.

Qwen3-1.7B Llama3-8B-Instruct Mistral-7B-v0.3

ASR()

SudoLM CoA SudoLM CoA SudoLM CoA
None 100.00 0.14 78.64 0.14 98.50 0.00
Prefix Injection 100.00 0.14 79.18 0.14 0.95 0.27
Style Injection 100.00 0.14 51.43 0.14 98.10 0.14
Misrepresentation 99.86 0.14 57.28 0.00 97.28 0.14
Logical Appeal 100.00 0.00 72.38 0.14 98.24 0.00
Authority Endorsement  100.00 0.00 66.12 0.00 97.42 0.00
Expert Endorsement 100.00 0.27 48.03 0.27 97.15 0.00
Evidence Persuasion 100.00 0.00 69.52 0.00 98.51 0.14
PAIR 6.39 0.00 0.27 0.00 12.52 0.00

and datasets, achieving a rejection rate of nearly 100% in both the public and mis-
match unauthorized states, demonstrating its ability to reliably identify fine-grained
authorization states.

3.3 Robustness Against Adversarial Prompts

We evaluated the robustness of our CoA framework using the WMDP dataset on 3
mainstream open-source model architectures: Qwen3-1.7B, Llama3-8B-Instruct, and
Mistral-7B-v0.3. Experiments covered three main adversarial strategies: manually
constructed jailbreak prompts, persuasive attacks generated by LLMs, and PAIR
automatic optimization attacks, aimed at simulating real-world security threats across
multiple dimensions. We tested the models under two typical authorization scenar-
ios: mismatch and public, to verify their ability to maintain authorization boundaries.
The attack success rate (ASR) was used as the core metric for evaluation; a lower
ASR indicates stronger defensive performance and robustness.

As shown in Table 2, under the mismatch authorization state, CoA exhibited
strong defensive consistency, obtaining the optimal or near-optimal ASR in most sce-
narios. Particularly in the style injection scenario, where the DPO baseline has an
obvious vulnerability, CoA successfully reduces the ASR. of the Llama-3-8B-Instruct
from 52.52% to 0.14%. This cross-model robustness demonstrates that CoA can effec-
tively filter out semantic perturbations intended to circumvent authorization policies
by embedding authorization decisions into the reasoning trajectory.

Table 3, on the other hand, demonstrates the robustness results under the public
authorization state, where CoA maintained a robust defense boundary. Despite facing
persuasive attacks driven by GPT-40, CoA repeatedly achieved an ASR of 0.00%
on both the Llama-3.1-8B-Instruct and Mistral-7B-v0.3. In contrast, sudoLM showed
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Table 3: Attack Success Rate (%) under the public authorization state on WMDP. Bold
and italicized values indicate the best and second-best results, respectively.

Qwen3-1.7B Llama3-8B-Instruct Mistral-7B-v0.3

ASR({)

SudoLM CoA SudoLLM CoA SudoLM CoA
None 3.67 6.54 9.25 0.00 17.82 0.00
Prefix Injection 3.27 6.80 0.00 0.00 0.00 0.00
Style Injection 99.86 9.12 7.89 0.14 66.12 0.00
Misrepresentation 0.00 5.58 4.90 0.00 1.77 0.00
Logical Appeal 0.00 5.44 3.68 0.00 0.69 0.00
Authority Endorsement 0.00 5.31 1.50 0.00 0.41 0.00
Expert Endorsement 0.00 4.49 2.32 0.00 0.82 0.00
Evidence Persuasion 0.28 5.44 1.91 0.00 0.14 0.00
PAIR 0.82 0.68 0.27 0.27 2.99 0.00

significant fluctuations with style injection, with its ASR rising to 66.12% on Mistral-
7B-v0.3, while CoA remained robust at 0.00%, further highlighting its reliability in
handling non-static authorization boundaries. In summary, experiments under two
authorization states jointly verify that CoA can effectively resist diverse malicious
attacks across models of different sizes.

3.4 Visualization: What does CoA do?

To delve deeper into how the CoA mechanism reshapes the model’s internal repre-
sentation space, we conducted a visualization analysis of the fine-tuned Qwen3-1.7B
model on the WMDP dataset, comparing it with its original version. First, we con-
structed three scenarios with clear real-world authorization implications for each
sample in the test set:

e Match: We assign the correct permission label to the question, simulating a scenario
in which a user can legitimately access the information.

e Mismatch: We assign labels of other permissions to the question, aiming to simulate
unauthorized access attempts.

e Public: We add the ”j—public—;” label to all samples to simulate a visitor’s access
scenario.

Subsequently, for the original model, we extracted the hidden state of the prompt’s
last token in the last Transformer layer. For the fine-tuned model, we extracted fea-
tures at two positions: one is the last token of the prompt, at which point the model
has absorbed complete semantic and permission input information; the other is the
last token before the authorization reasoning process ends and the final answer is
generated, containing the authorization decision information after reasoning. Finally,
we first use PCA to reduce the dimension to 50 to suppress noise and improve
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computational efficiency’, and then use t-SNE to reduce the dimension to 2 for
visualization.

Base Model (End of Prompt) CoA Model (End of Prompt) CoA Model (End of Reasoning)

AN YA
o)
RARA A

Feature Overlap Feature Overlap Clear Boundaries

@® Public @ Mismatch @ Match = Contours @ <|wmdp-bio|> M <|wmdp-chem|> A <|wmdp-cyber|>

Fig. 5: Visualization of hidden states across different authorization scenarios.

The visualization results are shown in Figure 5. The original model (prompt end)
shows the distribution of representations at the end of the prompt. Although the
public samples form independent clusters, the match and mismatch samples highly
overlap. This indicates that the original model cannot semantically distinguish the
prompt under different authorization states. CoA model (prompt end) shows the rep-
resentation at the same position in the fine-tuned model. Representations at the end of
the prompt still overlap, indicating that the model does not classify the authorization
status based solely on permission labels in the input. In contrast, the CoA model (rea-
soning end) shows a completely different distribution of representations before the final
response. The three sample types form distinct, non-overlapping clusters. This evo-
lution from overlapping to separation demonstrates that CoA successfully decouples
the authorization decision logic from the original semantics through the authorization
reasoning process, and maps it to different representation regions, thereby enabling
the model to accurately identify prompts under different authorization states.

3.5 Causal Analysis of CoA Trajectories

To delve into the causal impact of each stage of CoA on the LLM’s final response, we
conducted a mechanism analysis using targeted interventions on Qwen3-1.7B, which
was fine-tuned on the WMDP dataset using CoA. We introduced controllable logical
conflicts into the authorization process through prefix injection. Specifically, we inter-
vened at several key stages, including user permissions in system prompts and the
three stages of the CoA trajectory: resource review, identity resolution, and decision-
making. During inference, we injected contradictory judgments into these stages. For
example, even when a valid permission exists in the system prompt, we forced a con-
clusion of permission mismatch at the decision-making stage. This intervention-based

1We perform PCA first, following the official guidance of scikit-learn library https://scikit-learn.org/
stable/modules/generated /sklearn.manifold. TSNE.html.
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Fig. 6: Step-wise causal intervention on CoA trajectories.

experiment allowed us to test whether the model’s final decision was primarily influ-
enced by system prompts or by intermediate inference states generated during the
CoA process.

Figure 6 illustrates the evolution of the reasoning trajectory of CoA under tar-
geted intervention and its causal impact on the final answer. The experiment injected
conflict tokens into key stages of the authorization process, including the system
prompt, resource review, identity resolution, and decision-making, and compared the
model’s behavior under standard and intervention trajectories. The results show that
under the normal baseline without intervention, the model can stably complete the
task without rejection. However, when any key stage exhibits logical inconsistency
(e.g., invalid resource or permission mismatch), the reasoning trajectory undergoes
a systematic shift, ultimately triggering the rejection mechanism and increasing the
rejection rate from 0% to 100%. This result indicates that the security of CoA does
not stem from superficial prompt constraints, but is driven by the causal dependen-
cies between logical states in the authorization process. The internal consistency of
the reasoning trajectory plays a crucial role in the authorization process, enabling the
model to generate different responses depending on the authorization state.

3.6 Ablation Study

To systematically evaluate the impact of hyperparameters on model performance, we
conducted experiments on the WMDP dataset using the Llama3-8B-Instruct model
with a batch size of 4 and an epoch of 5. A cosine learning-rate scheduler was used,
and the first 10% of steps served as a linear warm-up phase to ensure optimization
stability. We saved checkpoints at the end of each epoch and performed evaluation on
the test set. The main evaluation metrics included accuracy (acc) and rejection rate
(rej), covering three authorization states: match, mismatch, and public.

The experimental results are shown in Figure 7. The learning rate determines
whether the model can learn to distinguish authorization states. When the learning
rate is greater than 1.00 x 10~%, the model begins to learn to recognize different

15



5x1074

Authorization State: Match

Authorization State: Mismatch

0.4 0.0 0.0 0.0 0.0

Authorization State: Public

0.8 0.0 0.0 0.0 0.0

o 60
2
5] X
& 1x10 0.0 26 05 0.3 0.1 0.0 0.0 0.0 0.1 0.1 50—
=) >
c 40 g
-l -
E 5x1075 041 341 144 125 67 00 00 00 0.1 00 0 3
] 0 &
1x10°5 199 274 261 263 252 214 267 267 264 263 10
1 2 3 4 5 1 2 3 4 5 1 2 3 4 5 0
100
5x107 04 01 00 01 01 o X
2 Y
5] 2
@ 1x10% 00 13 35 0.4 04 60 3
g g
Es5x105 23 75 | 459 396 242 o5
© 3]
1 o
- 20 o
1x107° 00 00 01 01 01 00 00 01 01 03 00 00 01 0.1 01 4

1 2 3 4 5 1 2 3 4 5 1 2 3 4 5
Epochs Epochs Epochs

Fig. 7: Impact of learning rate on accuracy and rejection rates under different autho-
rization states.

authorization states. Specifically, at a learning rate of 5.00 x 10~™%, the model quickly
learns to produce the correct answer when authorized, achieving an accuracy of 69.12%
in the third epoch. However, at a low learning rate of 1.00 x 1075, the model cannot
distinguish between authorization states and performs only random guessing. This
indicates that a sufficiently high learning rate is required to encourage the model to
adopt this new behavioral logic.

4 Discussion

The widespread application of LLMs is driving the development of Al systems. How-
ever, these models lack the intrinsic ability to distinguish between different data
ownership, posing a fundamental information security challenge due to this cogni-
tive indiscriminacy. To address this, this paper proposed a Chain-of-Authorization
(CoA) framework. Through a systematic redesign of the input structure, reasoning
trajectory, and training data organization, CoA enables the model to identify and
distinguish authorization states during inference. Through CoA, access control mecha-
nisms are internalized into the model’s generation process, transforming authorization
constraints from relying on external filtering to an auditing mechanism based on the
model’s internal inference.

Experimental results show that CoA improves the compliance rejection rate in
unauthorized scenarios while maintaining high task accuracy, achieving an effective
balance between utility and security. Further security assessments show that CoA
effectively suppresses unauthorized access behavior in three adversarial scenarios:
manually designed attacks, LLM-generated attacks, and automated iteration attacks.
Finally, through intervention experiments and representation analysis, we find that
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CoA causes the model to exhibit clear differences in authorization in the representa-
tion space, indicating that its behavior stems from permission-aware causal reasoning
rather than simple pattern matching.

5 Methods

In this section, we will describe the theoretical architecture and implementation path
of Chain-of-Authorization. We first formally define the data access control problem in
the context of Large Language Models (LLM), and then delve into the core mechanism
design and the corresponding learning paradigm.

5.1 Problem Definition

In the standard autoregressive generative paradigm, the cognitive and reasoning
processes of a large language model can be formalized as a conditional probability
mapping from a high-dimensional input information space X to an output space ).
Given a complete input sequence X € X, this sequence is typically constructed in
semantic space by concatenating the user prompt @), the external context E, and the
set of available tools G. The model is parameterized by 6, and its standard gener-
ative behavior can be represented as a conditional probability distribution over the
vocabulary:

Y|
7o (V1 X) = [ Polwe| X, <) (5)
t=1
Under this paradigm, the model treats all tokens in X as equally accessible contex-
tual backgrounds, lacking intrinsic awareness of information ownership and access
boundaries.

To establish access boundaries for information flow, we introduce a global
permission-label space C. Every element in the information space X must be mapped
to this permission space to establish its access threshold. Specifically, the permissions
required to access sensitive internal knowledge, read external context E, and avail-
able tools G' to answer user prompt ) are defined as subsets Cy,C.,Cy C C. The
comprehensive set of permission conditions required to complete the current complex
reasoning task constitutes the task requirement set Cy..q = Cy U C. U Cy. Meanwhile,
users are assigned identity credentials, defined as a set of user permissions C,, C C.
Therefore, the core logic of access control is abstracted into a policy evaluation func-
tion ¢, used to accurately calculate the inclusion relationship between user credentials
and the overall task requirements:

1, if Creq CCu
0, otherwise

d’(creqa OU) = { (6>

Under this formal framework, our goal is to construct a conditional probability
distribution mp(Y'|@, E, G, C) that incorporates permission-aware capabilities. This
distribution must be strictly subject to the mathematical constraints of the policy
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function ¢. We require the model to simultaneously satisfy the following utility and
security constraints during the generation phase:

» Utility constraint: When ¢({C. U C, U Cy},C,) = 1, the model output
should approximate the original unrestricted distribution, i.e., (Y |Q, E, G, C) =~
7T9(Y|Q7 E, G)

* Security constraint: When ¢({C. U C; U Cy},C,) = 0, the model output
distribution should be redirected to the rejection response distribution dye;.

The fundamental obstacle to achieving the aforementioned conditional distribution
lies in the structural decoupling between the model’s underlying cognitive mechanism
and external policy verification. When ¢(Ch.q, Cy) = 0, its underlying cause is hetero-
geneous: it may originate from an unauthorized attempt by the user (Cy, = {cpup}),
or it may originate from a permission mismatch where the user holds some permission
labels but not enough to cover specific confidential knowledge (Cyeq € Cy)-

Traditional access control paradigms treat ¢ as an external post-hoc filter or
a shallow prompt-level constraint, preventing the model from forming an internal
causal linkage between the authorization state C,, and the final response. As a result,
under permission mismatch or adversarial context perturbations, the model is prone
to feature-level ambiguity, leading to deviations toward unauthorized outputs rather
than 6,;(Y"). In the CoA framework, leveraging the auto-regressive nature of LLMs,
the LLM and policy function are unified as a joint distribution 7p(Y,T | X, E,C),
where the policy execution is instantiated as an explicit authorization inference trajec-
tory T (the chain-of-authorization), which serves as the causal premise for generating
the response Y:

(Y, T|X,E,G,C) =7(T|X,E,G,C) -mp(Y|T; X, E,G,C) (7)

With this formalization, the chain-of-authorization T determines the direction

of the final response: when ¢({Cy, Ce,Cy},Cy) = 1, T generates a decision for the

authorization state and guides the LLM to generate the expected response; conversely,

if T generates a decision result for an unauthorized state, the LLM collapses to the
rejection response distribution d,.; under the guidance of 7.

5.2 Methodology

To achieve the above goals, the CoA framework systematically reconstructs LLMSs’
information-processing methods along three dimensions: input semantic reorgani-
zation, output inference trajectory reconstruction, and training data synthesis and
paradigm alignment. It aims to transform access control strategies from external
defense mechanisms into internal cognitive capabilities.

Input restructuring and permission injection: To enable LLM to perceive
heterogeneous permission boundaries, we restructured the input prompt structure.
In the traditional paradigm, the model input only contains semantic content Iy.;y =
X @ E, where X is the user query and E is the retrieved or tool calling feedback
external context. System prompts and tool information are often treated as static
background or external components, and LLMs lack information about identity and
permissions.
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Unlike existing methods, we incorporate permission information into the LLM
input. By injecting user and tool permission tags into system-level prompts and adding
explicit permission tags to the external context, we construct a clear permission
context within the prompt words. The recombined input [ is defined as:

X = Promptgys(Cy,Cy) @ Context(E,C.) & X (8)

where C, and Cj, represent the permission tags for the user and available tools,
respectively, and are dynamically injected into the system-level prompt as global con-
straints for inference; Context(E, C,) then explicitly marks the permissions of external
knowledge with the permission tag C..

The problem is about [Prompt Permission]
Content [index] is about [Context Permission]
Content [index] is about [Context Permission]
User permission is about [User Permission]
Matching Process:
- problem permission [Prompt Permission]: [Decision].
- context [index] permission [Context Permission]: [Context Decision].
- context [index] permission [Context Permission]: [Context Decision].
Final Decision: [Final Decision]

(a) Chain-of-Authorization template for external context authorization.

User wants to [Target tool recognition]. Target tool: [Tool name].
Tool Permissions:
- [Permission dimension]: [Tool Permission]
- [Permission dimension]: [Tool Permission]
User Permissions:
- [Permission dimension]: [User Permission]
- [Permission dimension]: [User Permission]
Matching Process:
- [Permission dimension]:
User has [User Permission] vs Tool [Tool Permission], [Decision].
- [Permission dimension]:
User has [User Permission] vs Tool [Tool Permission], [Decision].
Final Decision: [Final Decision]

(b) Chain-of-Authorization template for tool calling authorization.

Fig. 8: Illustrations of experimental Chain-of-Authorization templates designed for
various authorization scenarios. Different colors indicate distinct authorization phases:
resource review (.), identity verification (.), and decision making (.)
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Output reasoning trajectory reconstruction: After input reconstruction, the
model needs to generate an explicit authorization inference trajectory T as a causal
prefix generated by the response O. The authorization chain 7' consists of three highly
coupled stages:

T = (T’l"687 /Tida Tdec) (9)

where T,..s represents the resource review stage, the LLM first parses the user’s intent
to query X and infers the permission label C, of the endogenous or exogenous knowl-
edge required to answer the query. It also parses the context label C, to clarify the
permissions required for the corresponding context. T;4 denotes the identity resolution
stage, in which the LLM extracts the user’s permission C,, from the system prompt.
If tool calls are involved, the model also needs to parse the specific tool permission
Cy, thereby establishing the access boundaries of the permission subject. Finally, Tge.
represents the decision-making process. Based on the parsing results of T;..; and Tjq,
the model applies the policy function to derive the authorization decision for the
user’s current query. This structured sequence-enforcing model must first establish a
logically consistent compliance proof before generating the final response.

Training data synthesis and paradigm alignment: To internalize the
aforementioned reasoning capabilities within the model, we designed an authorization-
aware structured training paradigm.

First, based on the extent to which user permissions cover the permissions required
for the model to generate compliant responses, we constructed three types of sample
sequences (C, X, T,Y) that cover different authorization states by permuting user per-
missions and model responses. This allows the model to learn fine-grained permission
matching relationships:

e Matched authorization: In the matched authorization state, C, covers all per-
mission required for responding prompt X. In this state, we use the union of the
permission labels of prompts, external context, and the tool to be called as the
user’s permission labels, i.e., {C. U C, U C,} = C,. The model responds normally
to the user prompt.

e Mismatched authorization: In the mismatched authorization state, C',, does not
cover the permission requirements of F, or does not satisfy the internal knowledge
and permission requirements of the tool to be invoked for response X. In this
state, we randomly select a subset of permission labels as the user’s permission, i.e.,
Cy € (Cy U Ce U Cy). Simultaneously, we randomly sample rejection responses for
model output from dy;.

e Public authorization: In the public authorization state, C\, does not possess any
valid permission labels. In this state, we use a special public permission label as the
user’s permission, i.e., C, = {cpup}, and then randomly sample rejection response
from 6,c;. This design aims to train the model to establish a security baseline of
default rejection.

Secondly, we adopt a unified supervised fine-tuning (SFT) framework. By mini-
mizing the negative log-likelihood loss under the same sequence prediction objective,
gradient descent is used to bind authorization decisions and response generation:

20



LO)=- Y logm(Y,T|X,E,C) (10)
(C,X,T,Y)eD
It is worth mentioning that we did not design complex multi-task objectives or
auxiliary loss functions. This general loss function makes CoA a completely data-
driven approach, independent of specific model architectures, and therefore widely
applicable to various mainstream LLMs.

5.3 Experiment Setup and Evaluation

To comprehensively evaluate the effectiveness, robustness, and interpretability of
the Authorization Chain (CoA) framework in a dynamic permission environment,
we designed a multidimensional evaluation system that covers a range of real-world
scenarios, from knowledge access control to tool-calling security.

5.3.1 Multidimensional Benchmarking Scenarios

We divided the evaluation task into three scenarios: internal parameterized knowl-
edge, external context, and tool invocation, to verify the generality of CoA in handling
heterogeneous information flows. In the internal parameterized knowledge control
scenario, we used the WMDP Li et al. (2024) and MMLU Hendrycks et al. (2021)
datasets. In the external context knowledge control scenario, we used the SQuAD
and COVID-QA datasets. Finally, in the tool calling control scenario, we used the
Mobile-Actions dataset. Information about the datasets used is described below:

* WMDP (Weapons of Mass Destruction Proxy) Li et al. (2024): WMDP is an open-
source benchmark from CAIS focused on biosafety, cybersecurity, and chemical
safety risks. We use subject-specific tags (such as Biology, Chemistry, and Cyber-
Security) as access control tags to test the model’s ability to control access to
high-risk knowledge.

* MMLU (Massive Multitask Language Understanding) Hendrycks et al. (2021):
MMLU is a comprehensive dataset from CAIS, covering 57 disciplines. We cate-
gorize access permissions by subject area to simulate knowledge access scenarios
under multiple permission labels.

* SQuAD (Stanford Question Answering Dataset) Rajpurkar et al. (2016): An open-
source reading comprehension question-answering dataset from Stanford University.
We use its document titles as permission labels to simulate document-source-based
authorization.

o COVID-QA Friel et al. (2024): A COVID-19 related question-answering dataset
built by the Allen Institute for AI based on CORD-19%. We mimic the SQuAD setup,
using its document titles as permission labels to simulate document-source-based
authorization.

* Mobile-Actions Google (2026): A mobile operation instruction understanding and
execution dataset released by Google. We construct seven access labels across two

2The original dataset is proposed by Moller et al. Méller et al. (2020), we used the subset collected in
RagBench Friel et al. (2024).
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Table 4: Dataset Details.

WMDP MMLU SQuAD Covid-QA  Mobile-Actions
Dataset Size (Train/Test) 2936/732  11233/2809  2262/2036 1252/155 5794/640
#Permission Labels 3 57 100 1234 5

dimensions: object type (system, information, communication) and operation per-
missions (read/write). We assign two access labels to each tool, corresponding to
the two dimensions mentioned above. This design aims to simulate the limitations
of tool access under different authorization states.

Detailed dataset statistics are provided in Table 4.

5.3.2 Backbone Models and Baseline methods

We tested the access control capabilities of CoA on three models of different scales
and architectures: Qwen3-1.7B Team (2025), Llama-3.1-8B-Instruct Grattafiori et al.
(2024), and Mistral-7B-Instruct-v0.3 Jiang et al. (2023). To comprehensively measure
the performance of CoA, we also introduced four representative baseline methods:

¢ Vanilla Base & SFT: Base models without security enhancements and standard
fine-tuned models, used to establish performance ceilings and basic instruction
compliance capabilities.

* PermissionLM Jayaraman et al. (2025): A structured isolation method that blocks
illegal information flow through physical sharding or training independent sub-
models.

e SudoLM Liu et al. (2025a): A prompt-guided method that guides the model to
execute access policies solely through permission tags embedded in system prompts.

¢ External Gateway: Simulates a two-phase audit architecture, using an external
model to first determine permissions and then decide whether to allow the main
model to generate a response. In our experiments, we fine-tuned Roberta-base Liu
et al. (2019) on the aforementioned datasets, using prompts as input and permission
labels as the target.

To evaluate CoA’s robustness to adversarial prompts, we also conducted robustness
experiments on the WMDP dataset. This dataset contains sensitive knowledge related
to biological, cyber, and chemical security, making it an ideal scenario for testing the
model’s authorization boundaries. We used three representative adversarial attack
methods to induce the model to output unauthorized content:

e Manual jailbreak attacks: These methods guide the model to bypass authorization
through manually designed jailbreak prompts. We employed two attack prompts
from EasyJailbreak Zhou et al. (2024): prefix injection and style injection. Prefix
injection alters responses by adding specific beginnings or tones to the prompt. Style
injection uses language-generation constraints (e.g., lexical or grammatical rules)
to induce the model to circumvent authorization.
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e LLM-generated jailbreak attacks: These methods automatically construct attack
prompts using the reasoning capabilities of LLMs. We employ the persuasive adver-
sarial prompt (PAP) Zeng et al. (2024) method, which leverages the model’s
tendency to respond to persuasive language (such as authoritative endorsements
or logical arguments) to rewrite unauthorized requests into prompts containing
psychological persuasion strategies, thereby inducing the model to bypass the autho-
rization strategy. In the experiment, we use GPT-40 to generate 5 types of PAP
jailbreak prompts for each prompt.

e Automated iterative jailbreak attack: These methods automatically optimize attack
prompts based on feedback from the target model through the attack model.
We employ the prompt automatic iterative refinement (PAIR) Chao et al. (2024)
method, which generates candidate prompts through the attack model, and the
judge model scores the attack effectiveness based on the target model’s response,
thereby iteratively optimizing the prompts and searching for jailbreak instruc-
tions that can bypass the authorization strategy. In the experiment, we use
DeepSeek-V3.2 as the attack model, and GPT-4.1-mini as the judge model.

To reveal the underlying mechanism of the security decision-making process in
CoA, we conducted a deep analysis of Qwen3-1.7B on the WMDP dataset. We used
dimensionality reduction techniques to visualize the hidden-layer representations and
observed that the chain-of-authorization guides the model in distinguishing prompts
across different authorization states in the representation space. Finally, to explore the
bottlenecks of LLMs in complex authorization scenarios, we conducted a qualitative
analysis of a few failure cases.

5.3.3 Evaluation Metrics and Implementation Details

We quantify model performance using two key dimensions: utility and security, to
measure the balance between these two aspects:

e Utility measures the model’s ability to correctly execute tasks under authorized
conditions. For the WMDP and MMLU datasets, since the data consists of single-
choice questions, we consider the model’s answer correct if it selects the correct
option. For SQuAD, COVID-QA, and Mobile-Actions, we follow the experimental
design in the original paper and use the official open-source evaluation script to eval-
uate the model’s correctness®. Ultimately, we use the accuracy rate, the percentage
of prompts where the model answered correctly out of all prompts, to reflect utility.

e Security measures the model’s ability to correctly trigger a rejection response in
unauthorized scenarios. For statistical convenience, we require all rejected responses
sampled in d,.; to begin with "Sorry”. We determine whether the model rejected the
question by counting the cases where the final response contains ”Sorry”. At last,
we use the rejection rate, the percentage of prompts for which the model rejected
the question out of all prompts, to reflect security.

3For SQUAD and COVID-QA, we use the open-sourced metric script from evaluate library https://github.
com/huggingface/evaluate/tree/main. For Mbile-Actions, we use the open-sourced function from Google’s
official repository https://github.com/google-gemini/gemma-cookbook/tree/main/FunctionGemma.
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Furthermore, in robustness experiments, we used the attack success rate to mea-
sure the frequency with which attack methods induce controlled knowledge leakage
from the model. Since we require all rejected responses sampled in d,..; to begin with
"Sorry”, we determined whether the attack method bypassed permission checks by
counting cases where the final response did not contain ”Sorry”. Finally, we used the
percentage of prompts that bypassed permission checks out of all prompts to reflect
the attack success rate.

Implementation Details. All methods were implemented within a unified,
parameter-efficient fine-tuning paradigm. We used Low-Rank Adaptation (LoRA) Hu
et al. (2022) to fine-tune the backbone model, applying the LoRA module to all linear
layers and uniformly setting the rank to 64.

All models are trained iteratively for 3 epochs on the full training set. To support
the newly added permission labels, we expand the vocabulary and embedding layer size
of the backbone model during the training of SudoLM and CoA. This improvement
ensures that permission labels have an independent semantic representation space,
avoiding conflicts with the representation of general vocabulary. We searched for the
optimal learning rate for different methods and datasets during training. For SFT,
PermissionL.M, and CoA, we use a learning rate of 1.0010~* on the WMDP, MMLU,
and Mobile-Actions datasets; and adjust it to 5.0010~% on SQuAD and COVID-QA,
which involve long contexts. For SudoLM, to maintain a balanced prompt guidance,
we uniformly use a more conservative learning rate of 5.00107% across all datasets.

Model training, inference, and evaluation tasks are all developed using the trl
and accelerate frameworks, and memory optimization is performed with the Deep-
Speed ZeRO-2 strategy. All experiments were conducted on a high-performance server
equipped with 4 NVIDIA A100 (80GB) GPUs.

6 Related Work

As LLMs become the cognitive core of Al systems like autonomous agents, effectively
constraining their ability to access internal knowledge and external tools has become
a key safety challenge. Existing methods to achieve this goal primarily fall into three
categories: structural isolation, prompt guidance, and safety alignment.

Structural isolation methods attempt to limit the information the model can
access through physical boundaries. For example, Tiwari et al. Tiwari et al. (2024)
and Jayaraman et al. Jayaraman et al. (2025) proposed training separate submod-
els for data with different access levels and using a modular structure to support
users with multiple permissions. DOMBA Segal et al. (2025) prevents unauthorized
access through structured isolation and aggregation of independent model outputs.
In the Retrieval Augmentation (RAG) scenario, Wutschitz et. al. Wutschitz et al.
(2023) proposed directly blocking unauthorized documents during the retrieval phase
of retrieval enhancement generation. However, this paradigm suffers from severe scal-
ability bottlenecks. When dealing with fine-grained, dynamically changing permission
relationships in enterprise environments, physical isolation not only incurs extremely
high computational and storage costs but also requires model retraining whenever
permission rules change. In contrast, CoA internalizes access control into a single
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model’s inference capability, enabling highly scalable dynamic authorization without
introducing additional models.

Prompt guidance methods aim to constrain model generation by explicitly intro-
ducing conditional information at the input. Early conditional training methods
(such as CTRL Keskar et al. (2019), Prefix-tuning Li and Liang (2021), and
PPLM Dathathri et al. (2020)) primarily focused on controlling the output format
and style, without considering strict access constraints. Recent prompt-guided meth-
ods, such as SudoLM Liu et al. (2025a), SudoLLM Saha et al. (2025), and role-aware
LLMs Almbheiri et al. (2025), are attempting to embed user permission credentials
into system cue words to impose soft constraints on large models. While these meth-
ods avoid the overhead of repeatedly training multiple models, they are prone to
cognitive confusion in complex scenarios such as valid yet incorrect authorization sta-
tus Almheiri et al. (2025), making them easily bypassed by adversarial inputs. Our
proposed CoA, by explicitly introducing authorization inference trajectories, trans-
forms authorization into a causal premise for the generation process, preventing a
disconnect between policy and inference and thereby allowing LLMs to discriminate
fine-grained authorization status.

Furthermore, some methods rely on privacy-preserving techniques and safety align-
ment to limit the output of sensitive information by LLMs. For example, differential
privacy fine-tuning Yu et al. (2024) and piecewise aggregation training reduce the
model’s memory of sensitive data by limiting the gradient of individual samples;
machine forgetting techniques modify weights to completely erase specific privacy
information from the model; and alignment paradigms such as reinforcement learning
based on human feedback (RLHF') use reward signals to encourage the model to learn
to refuse sensitive requests. However, these methods tend to globally suppress sensitive
information and are difficult to support identity-based differentiated access. In con-
trast, CoA does not rely on knowledge unlearning but learns permission boundaries
during inference, achieving fine-grained access control that is "visible on demand”.

7 Data availability

All models and datasets used in our experiments are open-sourced and are available
on Huggingface®.

8 Code availability
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