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ABSTRACT

Existing attacks on unlearned diffusion models assume that the erased concepts
are known in advance and focus on recovering them. In practice, however, model
providers may not disclose which concepts have been removed, and even with
access to the original base model, an adversary may still lack a clear target to
attack. In this paper, we aim to answer the following critical but overlooked ques-
tions: which concepts have been erased from the model, and how many have
been erased in total? To this end, we present TRACER, a framework that rapidly
and accurately identifies erased concepts and estimates their number. TRACER
efficiently identifies erased concepts without generating and classifying images.
By combining lightweight spectral analysis of weight footprints, it enables ef-
ficient search over large candidate vocabularies. To distinguish multiple erased
concepts, we introduce a footprint coverage objective that guides sequential discov-
ery. TRACER estimates the number of erased concepts by detecting a sharp decline
in candidate confidence as the selected concepts account for the erasure footprint,
without requiring labeled examples for calibration. The framework requires only
lightweight linear algebra and limited forward probes, with no prior knowledge
of the unlearning algorithm. Experiments across text-to-image and text-to-video
backbones and diverse unlearning methods demonstrate that TRACER identifies
erased concepts and estimates their number in seconds, achieving 150-137,000 X
and 133-20,000 X speedups over MIA and brute-force search on image and video
models, respectively, with substantially higher identification accuracy.

1 INTRODUCTION

Diffusion models (Rombach et al., 2022; Podell et al., 2023; Ding et al., 2022) exhibit powerful
generative capabilities. Despite these advances, their large-scale deployment has raised concerns
about copyright infringement and harmful or biased content generation. Concept unlearning (Bour-
toule et al., 2021; Xu et al., 2024) aims to suppress designated concepts while preserving other
generative capabilities. Most existing methods achieve this by modifying pretrained model weights,
demonstrating promising results in unlearning individual concepts or sets of concepts.

Existing attacks exploit vulnerabilities in unlearned models to regenerate erased content, but they
typically assume prior knowledge of the specific concepts to recover (Lu et al., 2026; Pham et al.,
2023; Rusanovsky et al., 2025; Zhang et al., 2024c; Chin et al., 2023; Tsai et al., 2024; Yang et al.,
2024; Petsiuk & Saenko, 2024; Liu et al., 2026; Xiang et al., 2026; Horwitz et al., 2024). In practice,
model providers may not disclose what they have removed. Even access to the original base model
does not directly reveal which of its many concepts the provider chose to erase. For example, a
provider may erase a small set of individuals’ identities for privacy reasons. Although the base
model may still generate depictions of these individuals, access to this capability alone does not tell
an adversary who was selected for protection. Identifying the erased concepts therefore provides
information beyond access to the original model: it reveals the provider’s undisclosed targets and
allows an adversary to focus subsequent attacks on the content the provider sought to suppress. This
raises two critical but overlooked questions: without any prior knowledge of the erasure targets,
can an adversary know which concepts have been erased from the model, and how many have
been erased in total? To the best of our knowledge, no existing method systematically addresses this
identification problem in unlearned diffusion models.
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Figure 1: (a) Motivation: existing unlearning attacks assume known unlearning targets, leaving the
identification of targets unexplored. (b) Current problem: adapted MIA and brute-force method incur
high computational costs and struggle to determine target counts and distinguish targets from affected
non-targets. (c) TRACER: identifies erased concepts and estimates their number in seconds without
prior target knowledge, knowledge of the unlearning algorithm, or image generation.

Potential approaches include adapting traditional membership inference attacks (MIAs) (Fu et al.,
2023; Kong et al., 2024; Duan et al., 2023; Wu et al., 2022; Matsumoto et al., 2023) or comparing
images generated by the original and unlearned models for each candidate. However, extending these
approaches to reliable and efficient identification of unknown erasure targets presents challenges.
First, unlearning can affect both target and non-target concepts. Changes in membership scores or
generated content therefore cannot reliably distinguish directly targeted concepts from indirectly
affected ones. Second, the number of erased concepts is unknown. Identifying the target set requires
determining which candidates to select and when to stop, without target labels for calibration. Third,
both approaches incur substantial computational costs even with a predefined candidate set. Without
a narrowly specified set, the search may span a vocabulary containing tens of thousands of words,
making repeated generation or MIA-based probing prohibitively expensive.

In this paper, we introduce a novel method, Tracing Concepts Erased by Unlearning (TRACER),
for rapidly and accurately identifying erased concepts and estimates their number without any
prior knowledge of the erasure targets. An intuitive but inconclusive approach is to compare the
unlearned model weights with its original base model. However, these weight differences span
distinct representation spaces, making it difficult to map them directly to erased concepts. To turn
these differences into usable evidence, TRACER constructs Gram matrices from weight differences
and uses a small set of probe words to identify compatible representation groups, then applies
spectral reweighting to balance signals before aggregation, producing an erasure footprint for each
group. These footprints provide the basis for identifying candidate concepts whose representations
collectively explain the observed changes. To identify multiple erased concepts, we formulate
identification as a subspace coverage problem, which measures how much of the erasure footprint a
set of candidate concepts can collectively explain. Specifically, starting from an empty set, TRACER
iteratively adds the candidate that best explains the remaining footprint energy, reducing redundant
selections and directing the search toward other erased concepts. To estimate the number of erased
concepts, we track candidate confidence throughout this coverage-based selection process. As the
selected concepts account for the dominant footprint energy, a sharp decline in confidence indicates a
cutoff in the selected sequence, allowing us to estimate the erased-set size without labeled calibration
data. We summarize our contributions as follows:

* To the best of our knowledge, we are the first to systematically study erasure-target identification
in unlearned diffusion models, exposing an overlooked vulnerability in diffusion unlearning.

* We propose TRACER, an efficient framework that accurately identifies multiple erased concepts
from large candidate vocabularies without generating or classifying images, making broad
searches for undisclosed erasure targets practical.

* TRACER automatically estimates how many concepts were erased, without labeled calibration
examples, knowledge of the unlearning algorithm, or information about which weights were
modified.



» Experiments across text-to-image and text-to-video backbones and diverse unlearning methods
show that TRACER accurately identifies erased concepts and estimates their number from large
candidate vocabularies in seconds, achieving 150-137,000x and 133-20,000 X speedups
over MIA and brute-force search on image and video models, respectively.

2 RELATED WORK

2.1 CONCEPT UNLEARNING IN DIFFUSION MODELS.

Fine-tuning methods steer target-concept noise toward anchor distributions (Gandikota et al., 2023;
Kumari et al., 2023; Zhang et al., 2024a; Heng & Soh, 2023; Fan et al., 2023; Lyu et al., 2024; Lu et al.,
2024; Zhao et al., 2024; Huang et al., 2024; Bui et al., 2025; Thakral et al., 2025; Li et al., 2025a;
Wu et al., 2025). Closed-form methods edit attention projections without retraining (Gandikota
et al., 2024; Orgad et al., 2023; Basu et al., 2024; Chavhan et al., 2024; Li et al., 2025¢c; Wang
et al., 2025; Deng et al., 2026b;a; Yao et al.; Biswas et al., 2026; Lee et al., 2025). Inference-time
methods suppress undesirable concepts via guidance or activation intervention (Schramowski et al.,
2023; Chen et al., 2025; Deja et al., 2025; Zhang et al., 2025). Recent work extends erasure to
flow-matching transformers, including SD3 and FLUX (Gao et al., 2025a; Ranjan et al., 2026; Jiang
et al., 2026; Lee et al., 2026). Parallel work targets text-to-video models through editing, low-rank
refusal vectors, and training-free safeguards (Liu & Tan, 2024; Yoon et al., 2025; Ye et al., 2025;
Xu et al., 2025; Facchiano et al., 2026). Robust methods resist adversarial prompts and subsequent
fine-tuning (Zhang et al., 2024b; Kim et al., 2024; Gong et al., 2024; Srivatsan et al., 2025; Bui et al.,
2024; Li et al., 2026b; Gao et al., 2025b; Li et al., 2026a).

2.2 ADVERSARIAL VULNERABILITIES OF UNLEARNED MODELS.

Recent analyses show erased concepts are often suppressed, not removed, resurfacing under subse-
quent benign fine-tuning or alternative sampling strategies (Rusanovsky et al., 2025; Suriyakumar
etal., 2024; Lu et al., 2026; Yuan et al., 2025). Adversarial attacks recover erased concepts. White-box
attacks exploit model gradients or internal signals (Yang et al., 2024; Chin et al., 2023; Zhang et al.,
2024c; Pham et al., 2023), whereas black-box attacks search adversarial prompts with query-only
model access (Tsai et al., 2024; Lyu et al., 2025; Yook et al., 2025). Non-prompt inference-time at-
tacks recover concepts via concept arithmetic, image-guided inversion, or text-free inversion (Petsiuk
& Saenko, 2024; Liu et al., 2026; Xiang et al., 2026), while weight-space attacks use fine-tuning or
pre-erasure weights (George et al., 2025; Horwitz et al., 2024).

Beyond unlearning attacks, diffusion models themselves also face classical privacy attacks on their
original training data. Membership inference attacks determine whether a given sample actually
belongs to the training set (Matsumoto et al., 2023; Duan et al., 2023; Kong et al., 2024; Fu et al.,
2023; Wu et al., 2022). Data extraction and memorization attacks reconstruct or replicate individual
training images from the model (Carlini et al., 2023; Somepalli et al., 2023a;b).

2.3 POSITIONING OF OUR STUDY.

Our study aims to identify the concepts targeted for erasure in an unlearned model. Existing
attacks (Sec 2.2) primarily recover content associated with known erased concepts. TRACER identifies
unknown erasure targets and estimates their number without image generation, fine-tuning, or
knowledge of the erasure algorithm. This setting shifts the focus from attacking a model to regenerate
known erased concepts to identifying which concepts were erased.

3 METHOD

3.1 UNLEARN THREAT MODEL

What the adversary holds. A publisher starts from public base weights W, applies a published
concept-unlearning method (Section 2.1) to erase an unknown set S* of concepts, and releases
the resulting edited weights W’. The adversary has access only to W, W’, and a vocabulary C of
ordinary words assumed to contain S*. In particular, the adversary knows neither |S*| nor which
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Figure 2: Overview of TRACER. (a) Erasure footprint assembly. Erasure imprints are grouped
by their probed input representations. Spectrally reshaped and reweighted Gram matrices are fused
within compatible groups into footprints G4. (b) Candidate encoding. Candidates are encoded in
each group’s input space, whitened to suppress shared structure, and normalized. (c) Unlearned
concept disclosure. TRACER iteratively selects concepts explaining the remaining footprint energy.
selection combines standardized gains across groups with confidence-based weights. Label-free
self-calibration fixes parameters and group weights. Confidence drops determine set size without
image generation or algorithm knowledge.

erasure algorithm was used, has no labelled examples of erased or non-erased models, and therefore
cannot construct shadow models for validation. The adversary may evaluate the full computation
graph on text inputs and record the inputs to all changed weight matrices, which are identified
directly by comparing W and W’. Text-encoder matrices are probed from the prompt alone, whereas
generative-backbone matrices are probed by pairing the prompt with a single fixed latent at several
noise levels. Both probes require only the available model weights and architecture. The sampling
loop is never executed, no image is decoded, and no model output is observed.

What the attack recovers. The goal of the attack is to recover the identities of the erased concepts:

a subset S C C that should coincide with S*, together with an inferred count n intended to match |S™|.
Because TRACER automatically searches all available aligned model matrices for weight changes
and reads the representations they receive, it requires no knowledge of either the erasure algorithm or
its edit locations. It therefore applies with minimal assumptions to weight-editing concept-unlearning
methods across different model components and architectures.

3.2 ERASURE FOOTPRINT ASSEMBLY

Erasure locations depend on the unlearning method and architecture: closed-form editors typically
modify cross-attention key and value projections, while fine-tuning may affect other attention and feed-
forward layers, including joint or temporal attention in diffusion-transformer and video backbones.
TRACER identifies changes from weight differences throughout the computation graph, without
knowledge of edit locations. For each matrix ¢, its imprint is AW, = W] — Wy; collectively,
non-negligible imprints form the erasure footprint. We retain ¢ in £ when its relative Frobenius
change |AW,||7/||We|| r exceeds 7 = 10~8. This threshold excludes numerical noise. It is four
orders of magnitude below the smallest relative imprint observed in our experiments.

Combining these imprints introduces two challenges. First, imprints may receive different represen-
tations: some act on text encodings; others receive internal activations with different dimensions and
semantics. We identify these representations using probe words rather than layer names. An imprint
is text-aware if, for every probe, its input has greater cosine similarity to the matching text encoding
than to any other probe encoding. This correspondence remains exact for imprints acting on text
encodings but can disappear as textual information mixes with image features. Text-aware imprints



share one representation group. Each imprint failing the test is text-agnostic and forms a singleton
group with location-specific input. Only imprints within the same group are aggregated.

Second, imprints within a group may have different output widths despite sharing an input repre-
sentation, preventing direct summation. The Gram matrix M, = AWJAW@ removes the output
dimension while preserving imprint strength along the shared input space, making these matrices
summable. Direct summation may let strongly edited matrices obscure weaker but informative
imprints. We therefore reshape each Gram matrix before aggregation. Writing M, = QAQ", the
eigenvectors in @ specify its principal directions, and each eigenvalue \ measures the corresponding
strength. Reshaping preserves these directions, raises eigenvalues normalized by A, to a power p,
and discards negligible directions. We additionally weight imprints by their inverse edit magnitude,
with strength controlled by 5:

Gy =Y 1AW M, [Me]], = Qdiag( (A TN Amax = 20])@T- (1)

leg

Here, 1[-] denotes the indicator function, and ¢ is the relative spectral cutoff. The self-calibrated
exponents p and 5 control the relative strengths of directions within each imprint and contributions
across imprints, respectively. This produces one aggregated footprint G, per representation group.

3.3 GEOMETRY-AWARE CANDIDATE ENCODING

Each vocabulary entry in C is a candidate. We encode each candidate in the input space of its group’s
footprint. We insert the candidate into a set 7" of neutral prompt templates, pass the prompts through
the network, and average the representations received by group g across templates to obtain . 4. One
template turns church into “a photo of a church.” For a text-aware group, we use the text encoding at
the token position specified by offset o. For a text-agnostic group, we use the internal activation at that
location, averaged over applicable token positions. Groups in the generative backbone additionally
average over fixed noise levels. Template averaging reduces sensitivity to phrasing and emphasizes
the candidate. Each candidate is represented separately in each group’s input space.

Candidate representations are unevenly distributed within each group’s input space: a few directions
carry much of the vocabulary energy, giving many candidates large shared components. Candidates
aligned with these directions may score highly against different footprints regardless of which
concepts were erased. We suppress this shared structure to emphasize candidate-specific information.
We construct a regularized second-moment matrix over the full vocabulary and normalize the
transformed representations:

2;’7/2xc,g
||29_’Y/253c,gH ’

where the expectation is the uncentered second moment and [ is the identity. We set ,, =
1073Ecec||ze,g|?/dg, where dg is the group’s input dimension. Regularization ensures positive

definiteness and limits amplification of weak directions. We compute E;W 2 through eigendecom-
position. Directions carrying more vocabulary energy are attenuated more strongly. <y controls
suppression from no transformation to full whitening. o and + are selected by self-calibration in
Section 3.4 before iterative candidate selection. Unit normalization prevents larger norms from
inflating candidate scores in footprint comparisons using Z. 4.

@
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3.4 UNLEARNED CONCEPT DISCLOSURE

Subspace Coverage Scoring. The footprint identifies a subspace whose eigenvectors may rotate
within eigenspaces with equal or nearly equal eigenvalues. We therefore match candidate spans to
the footprint rather than associate individual spectral directions with words. For S C C, coverage
measures the fraction of footprint energy captured by its candidate span:

_ tl"(P&gGgP&Q)
¢g(5) - W?

where Pg , projects orthogonally onto span{Z. 4 : ¢ € S} and tr(-) denotes the trace. The singleton
score s4(c) = ¢4({c}) defines the group’s initial field. Additional coverage measures contributions

(€)



beyond S, with zero gain for candidates within the span. To measure field separation, we define
max, s(¢) — med(s)

q1—r(s) —med(s) + e,

Here, s is the field over candidates, med(s) its median, and ¢;_,(s) its (1 — k)-quantile. x €

(0,1/2) specifies the upper-tail comparison range, while ¢. > 0 stabilizes the ratio. A constant

field has zero confidence. The numerator measures the leader’s separation from the median; the

denominator normalizes it by the upper-tail spread. This reduces sensitivity to score scale while

retaining dependence on the candidate vocabulary. Groups observe different representations, so we
standardize their gains and weight them by the separation of leading candidates in their initial fields:

By (S U {c}) — 9g(S) — 1g(S) ~ max{conf,(sy),e4}

zg(c, S) = ’ Yo >y max{conf,(sy),eq}’

04(5) + e
where 114(.S) and o, (.S) are the gain mean and standard deviation over C. The constants ¢, > 0 and
€4 > 0 stabilize standardization and ensure positive group weights, respectively. For any parameter

setting, the initial combined field is s (c) = 3= wyz4(c, @).

“

conf,(s) =

&)

Self-Calibration. Candidate fields depend on spectral shaping p, whitening v, imprint-amplitude
weighting 3, and the token offset 0. Without a labelled validation set, the adversary evaluates each
setting through its initial combined field, before selecting a candidate. Writing 6 = (8,+, p, 0),

we evaluate a predefined finite set © and select * = argmaxycgo confﬁ(sgl)). sél) is constructed
with the footprint operators, candidate representations, and group weights induced by 6. This
selection requires no knowledge of the erased-set size. The setting and its group weights remain fixed
throughout the search. Candidate gains and their standardization are updated as the span expands.

Progressive Concept Pursuit. With the calibrated setting, we greedily construct a candidate
sequence by maximizing additional coverage across groups. Overlapping vocabulary expressions
may remain prominent after a related candidate is selected because their representations need not
lie in its span. We suppress these lexical overlaps after each selection. Let F(c¢) contain ¢ and
all vocabulary entries whose token sets are subsets or supersets of its token set. These entries are
excluded from subsequent selection using only the vocabulary, without erased-concept labels or
an assumption of semantic equivalence. Starting from Sy = Dy = @, let S; and D; denote the
selected and excluded entries after step j. Each step combines the group gains into the global score
sW(c) =3 g Wazg(c, Sj—1). We select the candidate ¢; with the highest score among entries not in

D;_1. We add ¢; to the selected set and exclude all entries in F(c;) from subsequent selection. Other
suppressed entries are not added to the selected span. The search uses a fixed horizon J without prior
knowledge of the erased-set size. We record confidence over eligible candidates initially and after
each selection to determine how many selected candidates are retained in the output.

Erased-Set Size Detection. We determine the candidate sequence’s cutoff by tracking how clearly
the remaining field separates its leader from the background. A pronounced decline suggests
exhaustion of the dominant erasure signal. After selecting j candidates, we record a; = conf (sUH1)
for j = 0,...,J. Confidence is computed only over candidates that have neither been selected nor
excluded by lexical suppression. Thus, ap measures initial separation, while a ; measures separation
after the final selection. We measure the confidence decline following the ¢-th selection as

r; = logmax{a;_1,e,} — logmax{a;,e,}, i=1,...,J, 6)

where £, > 0 keeps logarithms defined. A positive 7; indicates a decline, with its magnitude
measuring the log confidence ratio. The largest decline provides the default size estimate. Some
profiles rise as selecting dominant candidates makes remaining targets more distinguishable, then
decline in stages because related vocabulary entries remain prominent. The largest decline may
therefore occur after the erased set has been selected. For these profiles, we identify the first
sufficiently large decline. The initial-rise condition holds when confidence increases in at least B — 1
of the first B transitions, where 3 < B < J is a fixed window length. Let r,,,x denote the largest log
confidence drop and « € (0, 1) a relative threshold. If the initial-rise condition holds and ry,.x > 0,
we estimate n = min{i : r; > armax} overi = 1,...,J, selecting the first drop reaching a fraction
« of the largest drop. Otherwise, n is the index of the largest drop, with ties resolved by choosing the



Table 1: Identification accuracy (%) of erased object concepts across three text-to-image backbones on
Imagenette-20. Shaded cells report evaluated results. “—" indicates an unevaluated setting.

Method Venue Erased-set size K Ave. ()
1 3 5 10 20
Stable Diffusion v1.5
ESD ICCV 2023 100 100 94 - - 98.0
UCE WACV 2024 100 100 100 100 100 100.0
MACE CVPR 2024 100 100 100 100 - 100.0
FMN CVPR 2024a 100 100 100 - - 100.0
ConceptPrune  ICLR 2024 100 100 100 94 - 98.5
Sculpting ICCV 2025b 100 100 100 100 - 100.0
SPEED ICLR 2025¢ 100 100 - - - 100.0
ScaPre ICLR 2026b 100 100 100 100 100 100.0
FIA ICML 2026a 100 100 100 100 - 100.0
AdvUnlearn NeurlPS 2024b 100 - - - - 100.0
STEREO CVPR 2025 100 100 - - - 100.0
Meta-Unlearning ICCV 2025b 100 - - - - 100.0
Stable Diffusion 3
UCE WACV 2024 100 100 94 - - 98.0
EraseFlow NeurlPS 2026 100 100 100 - - 100.0
FLUX.1
EraseAnything ICML 2025a 100 100 - - - 100.0
ScaPre ICLR 2026b 100 100 100 100 - 100.0

earliest selection. Both rules use only the confidence sequence. The estimate n determines the set

S =5, comprising the first n candidates. The horizon J bounds the search without prescribing the
output size. Implementation settings are detailed in Appendix A.l and Appendix A.2.

4 EXPERIMENT

4.1 EXPERIMENTAL SETTINGS

We evaluate TRACER on three text-to-image backbones: Stable Diffusion v1.5 (Rombach et al., 2022),
Stable Diffusion 3 (Esser et al., 2024), and FLUX.1 (Labs, 2024). The text-to-video backbones are
CogVideoX-5B (Yang et al., 2025) and Wan2.1-T2V-1.3B (Wan et al., 2025). We use official imple-
mentations and released checkpoints without modification. Object identification is evaluated on the ten
Imagenette classes (Howard et al., 2019). Explicit-content evaluation uses I2P prompts (Schramowski
et al., 2023). Artistic-style identification covers the artists evaluated by ESD (Gandikota et al., 2023)
and UCE (Gandikota et al., 2024). Generation quality is evaluated on MS COCO (Lin et al., 2014).
We construct Imagenette-20 by augmenting Imagenette’s ten classes (Howard et al., 2019) with 10
non-overlapping common object categories from ImageNet-1k (Russakovsky et al., 2015) to evaluate
identification across varying erased-set sizes. All experiments run on NVIDIA RTX A6000 GPUs.

4.2 DISCLOSING ERASED CONCEPT IN UNLEARNED MODELS

Reproducing unlearning methods with their official implementations reveals limits on stable erasure
capacity. Beyond these limits, models exhibit degraded forgetting or damaged generative capabilities.
Shaded cells in Table | indicate evaluated settings within these limits; excluded settings are marked
“~”. We evaluate varying erased-set sizes, where K denotes the number of concepts jointly erased
from each checkpoint. For each size, we sample concept sets from Imagenette-50, shared across
methods and backbones. Each set is jointly erased to produce a checkpoint. We define recovery
accuracy as the percentage of checkpoints whose recovered set exactly matches the ground-truth
erased set. Correct recovery identifies all erased concepts without extras, jointly testing concept
identities and inferred set size. Partial recovery counts as failure. The Avg. column averages recovery
accuracy over evaluated set sizes within each method’s stable erasure range, excluding “—". Higher
values indicate better performance (). Table 4 extends the same protocol to text-to-video models.
Evaluation is restricted to individual concepts and small groups, where the tested methods maintain
stable erasure. TRACER achieves perfect recovery for both methods on CogVideoX-5B and for
Refusal on Wan2.1-T2V-1.3B. For VideoEraser on Wan2.1-T2V-1.3B, recovery remains perfect for
individual concepts, with a modest decline under joint erasure. These results demonstrate that erasure



Table 2: Exact estimation accuracy (%) of the
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erased-set size K across evaluated image and video

unlearning methods. 14 UCE
Method Ground-truth size K 10-1- 3\ 5 10 \ 20

1 3 5 10 20 '~ — ——

text-to-image (Stable Diffusion v1.5) 10724 T T T T T

ESD 100 100 100 — - S 0 5 10 15 20 25
UCE 100 100 100 100 100 ~
MACE 100 100 100 100 - & Refusal
ConceptPrune 100 100 98 - - 1 1
SPEED 100 100 92 - - \ \ 10
ScaPre 100 100 100 100 100 10714 3\, 5 o

text-to-image (FLUX.I)

-2
EraseAnything 100 100 - - - 107"~ T T T
EraseFlow 100 100 100 - - 0 5 10 15
text-to-video (CogVideoX-5B) Number of selected candidates j

Refusal 100 100 100 - - Figure 3: Normalized confidence a;/ao drops at the
VideoEraser 100 100 - - -

true erased-set size K for UCE and Refusal.

Table 3: Recall@ K (%) with the true K provided, evaluated over Table 4: Identification accuracy (%) of
50 checkpoints per setting. erased object concepts across two text-to-
video backbones with K € {1, 3}, follow-

Baseline Method Recall @ K (1) Recall®10 o the protocol of Table 1.
K=1 K=3 K=5 ()
MIA 42.0 6.7 4.8 27.1 Size K Avg.
ESD  Brute-force  82.0 333 16.2 533 Method  Venue —
TRACER 100.0 100.0 100.0 100.0 1 3
MIA 60.0 24.0 14.0 39.6 CoaVideoX-5B
UCE  Bruteforce  92.0 68.7 36.6 722 o8 ideo
TRACER 100.0 100.0 100.0 100.0 VideoEraser EMNLP 2025 100 100  100.0
MIA 78.0 633 424 68.9 Refusal  ICLR2026 100 100  100.0
SPEED Brute-force  76.0 60.0 388 66.5
TRACER 100.0 100.0 100.0 100.0 Wan2.1-T2V-1.3B
MIA 80.0 72.0 482 747 )
ScaPre Brute-force 900 787 550 804 VideoEraser EMNLP 2025 100 90 95.0
TRACER 100.0 100.0 100.0 100.0 Refusal ICLR 2026 100 100 100.0

footprints remain informative across video architectures with different temporal modeling, enabling
accurate identification of both individual targets and jointly erased concept sets.

To assess size estimation separately from concept identification, Table 2 reports the percentage of
checkpoints whose inferred count matches the true erased-set size. TRACER achieves perfect size
estimation in most settings across image and video models, with occasional errors for ConceptPrune
and SPEED under joint erasure. Figure 3 illustrates the confidence dynamics for UCE and REFUSAL.
Normalized confidence remains high during early selections, then drops sharply once the selected
sequence reaches the true erased-set size. This decline reflects reduced separation between the leading
remaining candidate and the background, suggesting exhaustion of the dominant erasure signal. The
confidence-drop rule uses this transition to estimate the target count without prior size information.
Artistic-style identification results are reported in Appendix B.

4.3 COMPARISON WITH TRADITIONAL ADVERSARIAL METHODS

We compare TRACER with two approaches. Adapted MIA ranks concepts by aggregated changes
in sample-level membership scores. Brute-force probing ranks candidates by comparing images
generated before and after unlearning. Implementation details are provided in Appendix A.3. We
evaluate ESD, UCE, SPEED, and ScaPre on Stable Diffusion v1.5, with 50 checkpoints per erased-set
size K € {1, 3,5}. All approaches share checkpoints and 1,000-name vocabulary. To accommodate
conventional methods, all receive the true K; TRACER uses its iterative selection order without size

estimation. Unlike exact-set accuracy, this comparison credits partial recovery. Let T,%L) contain

the first L candidates for checkpoint . We compute Recall@L = 1% ;5,?:1 |TT(,1L) ns:l/K,
where S}, is the erased set. Table 3 reports Recall @ K for each K; recovering three of five targets
scores 60%. Recall@10 uses L = 10 with denominator K. Its reported value equally averages the

three K settings. TRACER maintains high recall across methods and set sizes, while baseline recall
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Figure 4: Runtime across three methods, showing the scalability of TRACER to large candidate sets.

Table 5: Component ablations in Recall@5 (%) with Table 6: Calibration and size-detection ablations in

the true number of erasure targets X = 5 provided. exact-set recovery accuracy (%).

Variant ESD UCE SPEED ScaPre variant ESD UCE SPEED  ScaPre
Full TRACER 100.0 - 100.0 1000 100.0 g g cpg 1000 1000 1000 100.0
Single imprint per group 84.0 94.8 88.4 91.6 o

w/o background suppression ~ 76.8  92.4 90.8 88.0  W/oself-calibration 78 84 92 86
w/o progressive selection 56.4 78.4 82.8 81.2  Largest-drop only 72 64 78 80

generally declines as K grows. Allowing ten candidates improves baseline coverage but leaves targets
unidentified, supporting the effectiveness of weight footprints beyond behavioral changes alone.

Figure 4 compares runtime across candidate vocabulary sizes on (a) Stable Diffusion v1.5, (b)
FLUX.1, and (c) CogVideoX-5B. TRACER exhibits modest runtime growth as the vocabulary ex-
pands across all backbones. Across the evaluated vocabulary sizes, TRACER achieves 150-137,000 x
and 133-20,000x speedups over MIA and brute-force probing on image and video models, respec-
tively. Weight analysis with limited forward probes avoids repeated image or video generation and
sample-level membership evaluation, enabling efficient concept identification over large candidate
vocabularies.

4.4 ABLATION STUDIES

We evaluate components on 50 checkpoints per unlearning method at K = 5. Table 5 provides K
to isolate concept identification from size estimation. The single imprint variant retains the imprint
with the highest initial confidence in each group. Removing background suppression sets v = 0
while preserving unit normalization. Removing progressive selection uses the initial ranking without
updating coverage gains, retaining lexical suppression. TRACER achieves 100% Recall@35 across four
methods. Using a single imprint reduces recall by 5.2 to 16.0 percentage points, supporting evidence
integration across weight changes. Removing background suppression causes declines of 7.6 to 23.2
points. Replacing progressive selection with static ranking produces the largest reduction across
methods, reaching 43.6 points on ESD. These results support updating candidate scores to capture
information beyond the selected span. Table 6 evaluates exact recovery of the erased set without
providing K. Replacing self-calibration with fixed parameters reduces accuracy to between 78%
and 92%. Always selecting the largest confidence drop, without accounting for an initial rise, yields
accuracy between 64% and 80%. The full method achieves 100% across four methods, supporting
both calibration for each checkpoint and size estimation adapted to the confidence profile.

5 CONCLUSION

We presented TRACER, which accurately identifies erasure targets and their number from publicly
released model weights in seconds without image generation. Experiments demonstrate its effective-
ness across image and video backbones and diverse unlearning methods. It enables label-free search
over large candidate vocabularies, achieving substantial speedups over membership inference attacks
and brute-force generation-based probing methods. Our work establishes erasure-target identification
as a distinct task and provides a practical and computationally efficient framework for assessing what
model weights reveal about erasure targets despite suppressed generation.
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A IMPLEMENTATION DETAILS AND EVALUATION PROTOCOLS

A.1 HYPERPARAMETER SETTINGS AND IMPLEMENTATION DETAILS

Self-calibration grid. We select § = (3, , p,0) by maximizing the confidence of the initial
combined field, as described in Section 3.4. Table 7 lists the candidate values. The predefined finite
set © is their full Cartesian product, yielding 2 x 2 x 3 x 2 = 24 settings for the main configuration.
The selected setting and its group weights remain fixed throughout the search. Candidate gains and
their standardization are updated as the selected span expands.

Table 7: Self-calibration search grid for the main configuration.

Parameter Candidate values Role

B {0,1} Controls imprint-amplitude weighting through | AW,||z**. Setting 8 = 0
removes amplitude weighting.

¥ {0,1} Controls background suppression, from no transformation to full regularized
whitening. Unit normalization is retained in both cases.

p {0,0.5,1} Controls spectral shaping within each imprint.

o {2,1} Specifies the token position relative to the non-padding sequence length for

token-based text encodings.

For p = 0, spectral reshaping produces the orthogonal projector onto the eigenspace retained by the
relative spectral cutoff € in Eq. equation 1. For p = 1, it retains the normalized eigenvalues A/ ax
above this cutoff. The intermediate setting p = 0.5 reduces the disparity between the strengths of
retained spectral directions.

Token Position Selection. For a text-aware group using token-based text encodings, the offset o
specifies the token position used to represent each prompt, as described in Section 3.3. Let L(p)
denote the number of non-padding tokens in prompt p, including special tokens. The zero-based
token index is

io(p) = max{L(p) — 0,0} @)
The position is determined separately for each prompt; larger offsets select earlier positions. For a
CLIP sequence consisting of a beginning-of-text token, content tokens, and an end-of-text token,
o = 1 selects the end-of-text token and o = 2 selects the last content token. Other tokenizers use
the same index rule with their respective non-padding sequence lengths. Groups using pooled text
representations are unaffected by o.

Confidence and Erased-Set Size Detection. Table 8 lists the fixed parameters for confidence
computation, erased-set size detection, and numerical stabilization. We use x = 0.25 for group
weighting, self-calibration, and size estimation, so q;_, in Eq. equation 4 is the 75th percentile. The
search uses a fixed horizon J = 96. For size detection, we set B = 8 and o« = 0.30: the initial-rise
condition requires increases in at least seven of the first eight transitions, and the first sufficiently large
decline must reach 30% of the largest log confidence drop. The cutoff follows the rule in Section 3.4.

Datasets and Candidate Vocabularies. We construct Imagenette-20 by extending the ten Ima-
genette classes Howard et al. (2019) with ten non-overlapping categories from ImageNet-1k Rus-
sakovsky et al. (2015): zebra, giant panda, pizza, banana, airliner, school bus, violin, laptop,
submarine, and umbrella. This expanded set enables evaluation across a wider range of erased-set
sizes. Artistic-style identification covers the artists evaluated by ESD Gandikota et al. (2023) and
UCE Gandikota et al. (2024).

The erased concepts are drawn from these evaluation sets, while identification searches a larger
candidate vocabulary C. For object recovery, the standard vocabulary contains the 1,000 ImageNet-1k
class names Russakovsky et al. (2015). We construct an expanded vocabulary of 73,406 entries by
combining these class names with an English word list from GNU Aspell’, including its spelling-
variant component. This vocabulary covers all 1,000 ImageNet class names under case-insensitive

"https://aspell.net/
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Table 8: Fixed parameters for confidence computation, erased-set size detection, and numerical
stabilization in the main configuration.

Parameter Value Role

K 0.25 Specifies the upper-tail comparison range in the confidence statistic.
J 96 Sets the fixed search horizon.

B 8 Sets the window length for the initial-rise condition.

o 0.30 Sets the relative threshold for the first sufficiently large decline.

€0 107%  Sets the relative spectral cutoff in Eq. equation 1.

Ec 107!  Stabilizes the confidence denominator in Eq. equation 4.

€z 107°  Stabilizes gain standardization in Eq. equation 5.

€g 107%  Ensures positive group weights in Eq. equation 5.

€a 1073%  Keeps logarithms defined in Eq. equation 6.

Table 9: Prompt templates for probe matching and candidate encoding. Each placeholder is replaced
with the complete vocabulary entry.

Index  Object templates Artistic-style templates
1 a photo of a {} art by {}
2 {3
3 an image of a {} painting by {}
4 a picture of a {} artwork by {}
5 a photo of the {} style of {}

matching and retains multiword names and capitalized proper names. The 70,000-entry vocabulary
used in the runtime comparison is a subset of this expanded pool. We will release the complete
candidate vocabulary with our code.

Probe Selection and Prompt Templates. We use probe words for the representation-matching test
in Section 3.2. Each probe is inserted into the applicable prompt templates in 7', and its representations
are averaged across templates. The test compares the inputs to edited matrices with the corresponding
text encodings to distinguish text-aware from text-agnostic imprints.

Table 9 lists the template sets used for probe matching and candidate encoding. Each set contains five
templates, including one that uses the vocabulary entry without additional text. Each placeholder is
replaced with the complete entry. Template averaging reduces sensitivity to phrasing, as described in
Section 3.3. Artistic-style experiments are conducted separately with both sets to assess sensitivity to
the choice of templates.

A.2 EXTENSION TO MULTIWORD CONCEPT IDENTIFICATION

TRACER treats each entry in C as a complete candidate, which may contain multiple words. Identifying
a multiword concept already present in C requires no change to the main pipeline. This section
describes an iterative search extension that constructs candidate phrases from individual words.
The extension uses the text-aware footprint to guide expansion and selects a phrase length without
knowing the target length in advance.

Candidate Initialization and Expansion. We construct a candidate word vocabulary V from
alphabetic CLIP tokenizer entries ending with </w>. Each entry contains at least two characters after
removing the marker and is represented by a single token. The initial candidate set C(!) contains all
single-word entries in V. Candidates at expansion round j contain exactly j words. This construction
covers phrases whose constituent words are each represented by a retained token. At round j, we
retain the b highest-scoring candidates in a set (). Each retained candidate is expanded by inserting
a word from V at every possible position:

cuth) = {Insert(c,v,i) ceBY vev, i= O,...,j}. 8)
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Here, Insert(c, v, i) inserts v after the first ¢ words of ¢, including before the first word and after
the last. Duplicate sequences are removed, while distinct word orders remain separate candidates.
Expansion draws from the full vocabulary V, allowing words with low individual scores to contribute
to a phrase.

Phrase Encoding and Footprint Scoring. At expansion round j, each candidate ¢ =
(v1,...,v;) € CY is encoded as [BOS, vy, . .., v;, EOS], where BOS and EOS mark the beginning
and end of the sequence. We extract the CLIP hidden state at the final content-token position,
corresponding to v;. Causal attention allows this representation to incorporate all preceding words.
The extension uses the bare phrase with a fixed extraction position, without template averaging or
token-offset search. We center the candidate representations, apply regularized covariance whitening
with exponent -, and perform ¢, normalization. The resulting unit vector for candidate ¢ at round
j is denoted by 5&7). The mean and covariance are recomputed over CY) at each expansion round.
The initial single-word representations can be reused across checkpoints sharing the same base text
encoder and preprocessing settings.

Following Section 3.2, we fuse spectrally reshaped weight footprints within the compatible text-aware
group to construct G This extension uses the 768-dimensional CLIP input space. Each candidate
is scored by

Jtxt *

sD(e) = (@) G 7Y, ©)
The quadratic form measures the footprint energy along the candidate’s normalized representation.
Dividing it by tr(Gy,,, ) gives the singleton subspace coverage in this group. We use the unnormalized

score and standardize it within each round as described below.

Cross-Length Comparison and Stopping. We standardize candidate scores within each expansion
round and apply a length penalty:

s (c) — ud”

(4) _
u'(c) = .
a‘gj) + &,

— A -1, (10)

where j denotes the current expansion round and the number of words in each candidate. The
quantities pgj ) and Jéj ) are the mean and standard deviation of scores over C¥), and €, stabilizes the
denominator. The standardized term measures a candidate’s prominence relative to other candidates
of the same word length. The coefficient \ penalizes each additional word beyond the first. Within
a round, this transformation preserves candidate rankings and therefore leaves beam selection

unchanged.

Let ¢f = argmax,cc) u(7) (¢) denote the highest-scoring candidate at round j. We initialize the
best phrase with c7. For each subsequent round j > 2, we update the best phrase only when

() (e* (@) (*

u“’(cr) > max uw?(c 11
(c) > max u(cq), (1n
where ¢ indexes preceding expansion rounds and cj is the highest-scoring candidate at round g. This
condition requires the current round’s best penalized score to exceed the best score from all preceding
rounds. If it holds, we retain ¢} and continue expansion unless the maximum permitted length has
been reached. Otherwise, the search stops and returns the best phrase from the preceding rounds. We

use a beam size of b = 8, a length penalty of A = 0.05, and a maximum of three words.

This stopping rule selects the word length of an individual candidate. It is separate from erased-set
size detection, which estimates the number of erased concepts. Cross-length comparison is heuristic
because both the representation statistics and score distributions change across rounds. The search
may therefore return a shorter phrase even when the complete target has been generated.

A.3 BASELINE IMPLEMENTATIONS

We compare TRACER with brute-force generation probing and an adapted membership inference
attack (Kong et al., 2024). Both baselines assign a score to each candidate ¢ € C based on changes
between the public base model W and the unlearned model WW’. Candidates are ranked in descending
order of these scores.

18



Brute-Force Generation Probing. This baseline evaluates whether a candidate concept becomes
less evident in generated images after unlearning. For each candidate ¢, we construct prompts
containing the complete candidate name and generate images using both W and W’. Let Zy, (¢) and
Zw(c) denote the corresponding image sets. We score the candidate by the decrease in average
concept evidence:

sBF(c)z# Z a(l,c) — L Z a(l,c), (12)

Iw (@l 1T w2

where a(I, ¢) measures the evidence for concept ¢ in image I. A larger score indicates a greater
decline in the model’s ability to generate the candidate concept. The same evaluation function is used
for both models.

This procedure requires image generation for every candidate in C. Changes in generated content
may also reflect effects on related non-target concepts, which can receive high scores despite not
being directly targeted.

Adapted Membership Inference Attack. We adapt PIA Kong et al. (2024) from sample-level
membership inference to concept-level identification. For each candidate c, let X, denote its associated
evaluation samples. We apply the PIA error statistic to the same samples under W and W' and
aggregate the differences:

1
spra(e) = 3 > lrwe(w,¢) = rw(z,0)], (13)
¢ TEX,

where ry (x, ¢) denotes the sample-level PIA error computed using model W with concept condi-
tioning c. A larger score indicates a greater increase in error after unlearning. Averaging over X,
converts the sample-level changes into a single candidate score.

The adaptation ranks concepts by changes in the PIA statistic rather than making binary membership
decisions for individual samples. Its concept scores may capture both direct erasure effects and
changes affecting non-target concepts.
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Table 10: Identification accuracy (%) of erased artistic styles across three text-to-image backbones.
K denotes the number of jointly erased styles. Shaded cells report evaluated results. “—” indicates an
unevaluated setting. Avg. is the arithmetic mean over evaluated settings within each row.

Erased-set size K

Method Venue 1 3 5 10 20 Avg. 1
Stable Diffusion vi.5

ESD ICCV 2023 100 100 100 92 - 98.0

UCE WACV 2024 100 100 100 100 100 100.0
MACE CVPR 2024 100 100 100 100 - 100.0
FMN CVPR 2024a 100 100 100 - - 100.0
ConceptPrune ICLR 2024 100 100 100 100 - 100.0
Sculpting ICCV 2025b 100 100 100 100 - 100.0
SPEED ICLR 2025¢ 100 100 - - - 100.0
ScaPre ICLR 2026b 100 100 100 100 100 100.0
FIA ICML 20262 100 100 100 100 100 100.0
AdvUnlearn NeurlPS 2024b 100 - - - - 100.0
STEREO CVPR 2025 100 100 - - - 100.0
Meta-Unlearning ICCV 2025b 100 - - - - 100.0

Stable Diffusion 3
UCE WACV 2024 100 100 100 - - 100.0
EraseFlow NeurIPS 2026 100 100 100 - - 100.0
FLUX.1

EraseAnything ICML 2025a 100 100 - - - 100.0
ScaPre ICLR 2026b 100 100 100 100 - 100.0

B ADDITIONAL EXPERIMENTAL RESULTS

Table 10 reports the identification accuracy of erased artistic styles across three text-to-image back-
bones. TRACER achieves perfect identification in nearly all evaluated settings. On Stable Diffusion
v1.5, ESD reaches 92% when ten styles are erased jointly, yielding an average accuracy of 98.0%.
All other evaluated configurations achieve 100% accuracy. UCE, ScaPre, and FIA maintain perfect
identification with twenty jointly erased styles. These results demonstrate that weight footprints
reveal erasure targets beyond object concepts, extending to artistic styles across different backbones
and unlearning methods.

We exclude facial-identity unlearning from this evaluation. In our preliminary checks, the tested
methods suppress target identities but also degrade the generation of non-target content. These
checkpoints therefore provide a limited basis for evaluating target identification under selective
unlearning, as their weight changes also reflect broader losses in generative capability.
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C CODE SOURCES FOR UNLEARNING AND ATTACK METHODS

We list the public code repositories for the unlearning methods and the MIA baseline used in our
experiments.

ESD: https://github.com/rohitgandikota/erasing

UCE: https://github.com/rohitgandikota/
unified-concept-editing

MACE: https://github.com/Shilin-LU/MACE

FMN: https://github.com/SHI-Labs/Forget—-Me—-Not

SPM: https://github.com/THU-MIG/SPM

ConceptPrune: https://github.com/ruchikachavhan/concept-prune

Sculpting: https://github.com/coulsonlee/
Sculpting—-Memory-ICCV-2025

SPEED: https://github.com/Ouxiang—Li/SPEED

ScaPre: https://github.com/kaiyuan02415/ScaPre

FIA: https://github.com/kaiyuan02415/Forget-It-All
AdvUnlearn: https://github.com/OPTML-Group/AdvUnlearn

STEREO: https://github.com/koushiksrivats/
robust-concept—-erasing

Meta-Unlearning: https://github.com/sail-sg/Meta-Unlearning
EraseFlow: https://github.com/Abhiramkns/EraseFlow
EraseAnything: https://github.com/tomguluson92/EraseAnything

Refusal: https://github.com/4idrossifenil—etanammide/
Video-Unlearning

VideoEraser: https://github.com/bluedream02/VideoEraser
SAFREE: https://github.com/jaehong31/SAFREE
MIA baseline (PIA): https://github.com/kongl3661/PIA
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