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Abstract

As Al becomes increasingly embedded across societal domains, understanding how future Al
practitioners—particularly technology students—perceive its risks is essential for responsible
development and adoption. This study analyzed responses from 139 students in Computer
Science, Data Science/Data Analytics, and other disciplines using both explicit Al risk rat-
ings and scenario-based assessments of risk and adoption willingness. Four key findings
emerged: (1) Students expressed substantially higher concern for concrete, explicitly stated
risks than for abstract or scenario-embedded risks; (2) Perceived risk and willingness to adopt
AT demonstrated a clear inverse relationship; (3) Although technical education narrowed gen-
der differences in risk awareness, male students reported higher adoption willingness; and
(4) A form of “risk underappreciation” was observed, wherein students in Al-related spe-
cializations showed both elevated explicit risk awareness and higher willingness to adopt
Al, despite lower recognition of risks in applied scenarios. These findings underscore the
need for differentiated Al literacy strategies that bridge the gap between awareness and re-
sponsible adoption and offer valuable insights for educators, policymakers, industry leaders,
and academic institutions aiming to cultivate ethically informed and socially responsible Al
practitioners.
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1. Introduction

Artificial Intelligence (AI) is reshaping modern society across sectors such as healthcare,
education, transportation, and entertainment (Shaheen, 2021; Zhai et al.; 2021). Its integra-
tion delivers substantial benefits—including efficiency gains, new discoveries, and improved
convenience (Lee et al.,[2023)—while simultaneously introducing well-documented risks such
as privacy breaches, algorithmic bias, job displacement, and misuse (Yu and Carroll, 2023]).
Despite growing public exposure to Al, awareness of these risks remains uneven (Yu et al.
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2024a; Brauner et al., [2023)), at times leading to uninformed adoption and inadequate scrutiny
(Yu et al| 2024¢c). The rapid expansion of generative Al in both educational and professional
settings has intensified the need to understand how emerging practitioners assess Al-related
risks.

Within computing and engineering education, scholars emphasize that future Al prac-
titioners require explicit preparation for ethical reasoning and responsible design practices
(Kasinidou et al.l 2021b; Brown et al., 2024; |Archambault et al., [2024). Technology stu-
dents—who will become the developers, analysts, and engineers responsible for building and
governing Al systems—represent a particularly consequential population. Their perceptions
of Al risks shape not only their own adoption behaviors but also the decisions they will make
as future professionals. However, although prior studies have examined student attitudes to-
ward Al (Séaez-Velasco et al., [2025; [Stohr et al.| 2024)) and perceptions of AIl’s benefits and
risks in educational contexts (Li et al., 2025} [Tierney et al., 2025), comparatively little work
has jointly examined (a) explicit risk awareness, (b) scenario-based recognition of risks in
applied contexts, and (c) how these relate to willingness to adopt Al technologies. Key
questions therefore persist:

What types of Al risks are tech students most concerned with?

Are there patterns or gaps in their understanding of Al risks that need to be addressed?

How does their awareness of risks shape their willingness to adopt, develop, or advocate
for Al technologies?

Are there differences in the understanding of AT risks based on technical specialization?

Existing studies examine students’ attitudes toward Al adoption (Saez-Velasco et al.,
2025) and their perceptions of Al’s benefits and risks in educational contexts (Li et al., 2025}
Tierney et al., [2025). Some works investigate general student populations (Delello et al.
2023) or center on adoption determinants rather than risk awareness (Wang et al 2021)),
leaving technology students’ Al risk understanding comparatively underexamined. Research
in computing education and FATE further documents uneven recognition of fairness and
safety issues in real-world systems (Kasinidou et al., 2021bJa; Brown et al., [2024} Archam-
bault et al., [2024; Pierson, 2017)), underscoring the need for empirical work that situates risk
awareness as a core construct in understanding responsible Al adoption.

This gap limits the development of targeted Al literacy programs that prepare students
to navigate and mitigate risks responsibly. To address this need, the present study investi-
gates the current state of Al risk awareness among technology students, examines patterns in
explicit and scenario-based assessments, and analyzes how these perceptions shape willing-
ness to adopt Al technologies. By integrating both explicit and scenario-based assessments,
the study also provides a more comprehensive view of how students articulate risks in the
abstract and how they recognize them in applied contexts.

By uncovering these relationships, this work seeks to inform curriculum design and policy
development aimed at fostering responsible Al use and development. Ultimately, the study
contributes to bridging the gap between rapid Al innovation and informed, ethical practice.



2. Background

2.1. Al Risks and Challenges

A growing body of research highlights the multifaceted risks associated with Al systems
across technical, ethical, and societal dimensions. Concerns about privacy and data security
are among the most frequently discussed, particularly as Al technologies increasingly rely
on large-scale personal data and often enable secondary uses beyond individuals’ awareness
(Yu et al., 2023; Manikonda et al. [2018; Naudé| [2020). Alongside privacy issues, scholars
have extensively documented how algorithmic systems reproduce or even amplify social bi-
ases, leading to unfair outcomes in high-stakes settings such as hiring, lending, or policing
(Roselli et al, 2019; Raghavan et al., 2020; |Albaroudi et al. [2024). Technical vulnerabilities
also represent an important class of risks: adversarial attacks and other forms of system ma-
nipulation can compromise the reliability of AI models deployed in critical domains (Chen
et al., [2019; Manikonda et al., [2018).

Beyond these technical concerns, Al’s broader societal implications have also drawn in-
creasing scholarly attention. Automation-related job displacement continues to raise ques-
tions about economic inequality and the need for large-scale workforce adaptation (Rawashdehl,
2025, [Yu and Carroll, [2023). The rapid spread of misinformation—including deepfakes and
synthetic media—illustrates how Al can be leveraged to distort public discourse and ma-
nipulate public opinion (Aimeur et al., 2023; Al-Asadi and Tasdemir, 2021; Agarwal et al.
2020)). In parallel, the expansion of Al-enabled autonomous weapons has intensified ethical
and accountability debates, especially regarding the delegation of lethal decision-making to
non-human agents (Angel Gomez de Agreda, 2020; Yu and Carroll, [2022al).

Lack of transparency further complicates responsible AI deployment. “Black-box” sys-
tems limit users’ and regulators’ ability to understand or contest automated decisions, rais-
ing particular concerns in areas such as criminal justice and healthcare (Larsson and Heintz,
2020; Von Eschenbach| 2021} Bernal and Mazo, 2022). These transparency challenges in-
tersect with a broader set of ethical issues—including autonomy, consent, and civil liber-
ties—that scholars have argued are central to assessing the real-world impact of Al tech-
nologies (Stahl and Stahl, 2021; Benzinger et al., 2023} Saheb, [2023). Al systems also pose
psychological and behavioral risks, influencing creativity, critical thinking, social interac-
tion, and exposure to diverse perspectives through personalization and algorithmic filtering
(Torres et al., 2024; |Zhai et al.| 2024} Yu et al| 2024bj Park and Park, [2024)).

Finally, researchers have emphasized that Al has the potential to exacerbate existing
social inequalities by embedding structural disadvantages present in training data or institu-
tional contexts (Zajkol 2022; 'Yu and Carroll, [2022bj Capraro et al., 2024)). These concerns
intersect with the broader risk of Al misuse—ranging from targeted disinformation cam-
paigns to surveillance and political manipulation—enabled by the scale and efficiency of
contemporary Al systems (Anderljung et al., 2024; |[Yu and Carroll, 2022a)).

Together, these strands of scholarship identify a comprehensive set of Al-related risks
that inform the conceptual framing of this study and underpin the explicit Al risk awareness
items used in the survey instrument.



2.2. Al Risk Perception and Adoption

Risk perception often diverges between abstract judgments and applied, context-dependent
decisions. Foundational work shows that framing, salience, and bounded rationality shape
how individuals weigh risks and benefits (Slovic, 2016; Kahneman and Tversky|, 2013]).
Technology-adoption research similarly models how perceived risk moderates intention (Venkatesh
et al} 2003; |Ajzen) 1991). In education settings, studies report mixed patterns in students’
AT risk judgments and adoption tendencies, with gaps between perceived usefulness and
concerns about accuracy, bias, and learning effects (Crockett et al., 2020; Oc et al., 2024;
Schei et al., 2024)). These literatures motivate our use of both explicit and scenario-based
measures: the former elicits articulated concerns about named risks; the latter probes ap-
plied recognition when risks are not made salient a priori, which prior research suggests can
surface different judgments (Slovic, [2016; Kahneman and Tversky|, 2013).

2.3. Al Literacy Education in Higher Education

Universities increasingly incorporate ethical and societal dimensions into computing cur-
ricula, yet implementations vary and often emphasize principles over applied risk judgment
(Brown et al. [2024)). Empirical studies show that while students can articulate aspects of
fairness, accountability, and transparency, recognition of risks in realistic systems is uneven
and sensitive to disciplinary identity and context (Kasinidou et al., |2021bja; |Pierson) 2017}
Archambault et al.| [2024). Policy frameworks likewise foreground responsible Al and crit-
ical Al literacy (UNESCO, [2021; [European Union, 2024)), but evidence-based guidance on
integrating scenario-based risk recognition into technical programs remains limited. This
background motivates curricula that combine explicit instruction with applied, scenario-
centered activities to strengthen transfer from concepts to practice (Kasinidou et al., 2021b;
Archambault et al., [2024)).

2.4. Al Risk: The Missing Piece of a Tech Curriculum

Although AI perceptions and adoption have been widely studied, most existing work
examines the general public or broad student populations rather than technology students
(Crockett et all [2020; Saez-Velasco et al., 2025; [Tierney et al., [2025). Prior studies often
highlight general attitudes toward Al and concerns such as rapid technological change or
unemployment, but they rarely assess concrete risk domains such as bias, privacy, or misuse
in technically trained groups (Jeffrey], 2020; Ghotbi and Ho|, |2021)). Research on ChatGPT
adoption focuses on usability and credibility while overlooking students’ awareness of poten-
tial risks (Masa'deh et al., [2024)). As a result, relatively less is known about how different
dimensions of Al risk awareness relate to students’ willingness to adopt or develop AI sys-
tems.

This gap is important because technology students are the future developers, engineers,
and decision-makers who will influence the ethical direction of AI (Yu et al., 2024al). Under-
standing their risk awareness is essential for clarifying how such awareness shapes responsible
adoption and for determining whether students are prepared to incorporate ethical consid-
erations into system design. Addressing this gap requires empirical study and educational
models that explicitly connect risk perception, adoption behavior, and ethical development
practices (Mittelstadt|, 2019; [Floridi, 2010)).



This study responds to this need by examining technology students’ awareness of a range
of Al risks and their willingness to adopt Al technologies. The findings are intended to sup-
port Al ethics education and curriculum design that better prepare students for responsible
AT development.

3. Methodology

3.1. Research Design

This study utilized a cross-sectional, mixed-methods survey to investigate technology stu-
dents’ awareness of Al risks and their willingness to adopt Al technologies. The instrument
contained four sections: demographic characteristics, explicit Al risk awareness (quanti-
tative), scenario-based evaluation (quantitative), and a short set of open-ended questions
(qualitative) designed to elicit students’ broader views on Al, perceived risks, and expecta-
tions for Al risk education. The full survey instrument is provided in the Supplementary
Material.

The present manuscript analyzes only the quantitative components, which provide struc-
tured measures of explicit and scenario-based risk awareness and adoption willingness. The
qualitative responses will be examined and reported in a separate manuscript, where they will
offer complementary insight into students’ interpretations of Al risks and their perspectives
on educational needs.

3.2. Sample and Participants

This study targeted students and recent graduates (within one year) enrolled in AT/MIL-
related graduate programs (e.g., Computer Science, Data Science, Data Analytics) at a
private university in the United States. These programs include structured coursework in
artificial intelligence and machine learning and therefore provide access to students with
substantial exposure to Al technologies.

Participants were recruited through multiple channels: (1) distribution of the anonymous
Qualtrics survey link during class sessions with instructor permission, (2) the university’s
SONA Research Participation System, which allowed eligible volunteers to complete the
study for course credit, (3) direct email invitations sent to students in the target programs,
and (4) voluntary snowball sampling in which participants shared the anonymous survey
link with peers. All data were collected online, and no referral incentives were offered.

A total of 189 responses were recorded between November 19, 2024, and February 19,
2025. After removing 50 incomplete or inconsistent submissions, and with no exclusions
based on demographic characteristics, 139 valid responses remained. Of these, 116 partici-
pants were enrolled in Al-focused programs (Computer Science: n = 48; Data Science/Data
Analytics: n = 68). An additional 23 respondents were obtained through snowball sam-
pling from programs with varying degrees of Al exposure, including Information Technology,
Human-Computer Interaction, Interactive Media, Game Design, Psychology, and Biology.
These comparative groups were included to examine how differences in formal Al training
relate to risk perception and adoption patterns.

Throughout this manuscript, “CS” refers to Computer Science, “DS/DA” to Data Science
or Data Analytics, and “Other” to interdisciplinary or non-technical fields represented in the
sample.



Demographic profile. The sample was predominantly young, with 63.3% aged 18-24
and 34.5% aged 25-34, and 2.2% aged 35-44. Gender distribution was nearly balanced,
with 51.1% identifying as female and 48.9% as male. The majority identified as Asian
(77.7%), followed by White or Caucasian (10.8%), Hispanic or Latino (4.3%), Black or
African American (2.2%), Mixed or Multiple Ethnicities (2.9%), and 2.2% who preferred not
to disclose. Most participants were current graduate students (Master’s or PhD, 75.5%),
with undergraduates comprising 21.6%; recent graduates and working professionals formed
a small minority. By specialization, 48.9% reported Data Science/Data Analytics, 34.5%
Computer Science, and 16.5% other fields. Regarding experience, 47.5% reported 1-3 years
in the technology field, 28.1% less than one year, 21.6% 4-6 years, and 2.9% more than 7
years. Self-rated Al knowledge was generally high: 46.0% moderate, 19.4% proficient, 6.5%
expert, 24.5% basic, and 3.6% no understanding. See Table [2] for full details.

3.83. Materials and Measures

The survey instrument consisted of four sections: (a) seven demographic items; (b) one
matrix-style item assessing explicit awareness across twelve Al risk domains; (c) ten scenario-
based items, each measuring both perceived risk and willingness to adopt the technology;
and (d) six open-ended qualitative questions, which are analyzed in a separate manuscript.
One attention-check item was included to ensure response quality.

Explicit AI Risk Awareness. Participants rated their concern for 12 explicitly named
AT risk domains (1 = Not concerned at all, 5 = Very concerned). These domains reflect
widely documented categories of Al-related risks across Al ethics, governance, and HCI
scholarship.

Scenario-Based Risk Awareness and Adoption Willingness. Ten realistic Al
applications were presented without naming the underlying risks. For each application,
participants rated (a) perceived risk and (b) willingness to adopt the system (1 = Not at all,
5 = Very). This design draws on research showing that risk judgments differ when individuals
evaluate concrete contexts rather than abstract descriptions (Slovic, 2016; Kahneman and
Tversky], |2013)). Applications included hiring platforms, healthcare diagnostics, financial
advisory tools, public surveillance, manufacturing automation, personalized learning, and
smart-home systems.

Table[I] provides an overview of how the twelve explicit Al risk domains correspond to the
ten scenario-based applications. This mapping clarifies the conceptual alignment between
explicit risk categories and their applied manifestations.



Table 1: Mapping of Explicit AT Risk Domains to Scenario-Based Survey Items

Risk domain

Scenario example (Survey item)

General AT risks
Privacy / Data security
Bias / Fairness
Security vulnerabilities

Job displacement
Misinformation / Manipulation
Autonomous weapons

Transparency issues

Ethical implications
Psychological / Cognitive im-
pacts

Social inequalities

No direct scenario counterpart

Smart-home assistant learning user habits (Q13)
Job-matching platform ranking applicants (Q14)

Al financial advisory system analyzing spending patterns
(Q15)

Al-driven automation in manufacturing (Q16)

Al-curated personalized news feeds (Q17)

Autonomous drones used for automated threat response
(Q18)

AT diagnostic tool predicting medical conditions (Q19)
Al-enabled public surveillance systems (Q20)

AT assistant managing tasks and routines (Q21)

Adaptive learning platform personalizing content (Q22)

Misuse / Abuse No direct scenario counterpart

Note. Scenario descriptions correspond to Survey Items Q13—-Q22 in Supplementary Material. Supporting
literature for each explicit risk domain: privacy/data security (Yu et al. [2023; [Manikonda et al.| [2018;
Naudé, [2020); bias/fairness (Raghavan et al., [2020} [Roselli et al., [2019; |Albaroudi et al., 2024); security
vulnerabilities (Chen et al., 2019; Manikonda et al., 2018); job displacement (Rawashdeh, 2025; Yu and |
Carroll, 2023); misinformation (Aimeur et al., 2023; Agarwal et al., |2020; |Al-Asadi and Tasdemir) |2021);
autonomous weapons (Angel Gomez de Agredal, [2020; [Yu and Carroll, [2022a)); transparency (Larsson and |
Heintz, |2020; Von Eschenbach, |2021)); ethical implications (Stahl and Stahl, |2021; Benzinger et al., [2023;
Saheb), [2023)); psychological/cognitive impacts (Zhai et all, 2024} Torres et al., 2024; Yu et al., 2024b; Park |
and Park, [2024)); social inequalities (Zajkol 2022; [Yu and Carroll, [2022b} (Capraro et al., [2024). General Al
risks and Misuse/Abuse appear only as explicit items because they represent broad, cross-cutting concerns
that do not map cleanly to a single application context.

3.4. Procedure

The survey was administered online via Qualtrics, ensuring anonymity and data security.
Participants provided informed consent through an electronic page detailing the study’s
purpose, voluntary nature, and confidentiality. Those declining consent were redirected to a
closing page. In-class participants could opt for an alternative task, and SONA participants
received course credits. A quality check question identified inattentive responses.

This study was approved by the Institutional Review Board at Clark University (Protocol
No. 701). All participants provided informed consent prior to participation. No personally
identifiable information was collected.

3.5. Validation

The instrument underwent a two-stage validation process prior to deployment. First,
three faculty members with expertise in Al ethics and human-computer interaction reviewed
all items for clarity, relevance, and completeness. Their feedback informed revisions to item



wording and alignment across risk domains. Second, a small cognitive pilot with 12 tech-
nology students was conducted to evaluate item comprehension, survey flow, and response
burden. Minor adjustments were made based on participants’ comments before releasing the
final instrument.

3.6. Data Analysis

Quantitative data were analyzed using SPSS (v29). Data preparation included screening
for completeness and removal of patterned or low-quality responses. Normality was assessed
using Shapiro-Wilk tests. Reliability of the survey scales was evaluated using Cronbach’s
alpha. Descriptive statistics were calculated for all key variables.

Group comparisons by gender and specialization were conducted using independent-
samples t-tests and one-way ANOVA for normally distributed variables, and Mann-Whitney
U and Kruskal-Wallis tests for variables violating normality assumptions. This selection
ensures that the statistical tests align appropriately with the distributional characteristics
of each variable.

The relationship between risk awareness and adoption willingness was assessed using
Pearson or Spearman correlation coefficients, depending on normality. Detailed results of
reliability analysis, descriptive statistics, and inferential tests are reported in the Results
section.

4. Results

4.1. Demographic Overview

Table [2| summarizes the demographic characteristics of the final sample (N = 139),
including age, gender, ethnicity, student status, specialization, years of experience, and self-
rated Al knowledge. Descriptive information is further detailed in Section 3.2. These distri-
butions provide important contextual information for interpreting subsequent analyses.

4.2. Reliability and Descriptive Statistics

Table [3] reports reliability and descriptive statistics for the three composite scales. All
scales demonstrated acceptable to excellent reliability (Explicit: o = .93; Scenario-based:
a = .88; Adoption willingness: o = .86). Composite mean scores were used for all subsequent
analyses.

Effect sizes (Cohen’s d for t-tests and r for non-parametric tests) were computed to
complement p-values and provide estimates of practical significance.

4.8. Comparative Analysis

Comparisons were conducted across gender and academic specialization for explicit aware-
ness, scenario-based awareness, and adoption willingness.



Table 2: Demographic Information of Participants (N = 139)

Count %
Age
18-24 years 88 63.3
25-34 years 48 34.5
3544 years 3 22
Gender
Male 68 48.9
Female 71 51.1
Ethnicity
Asian 108 77.7
Black or African American 3 22
Hispanic or Latino 6 4.3
White or Caucasian 15 10.8
Mixed or Multiple Ethnicities 4 29
Prefer not to say 3 22
Status
Current Undergraduate Student 30 21.6
Current Graduate Student 105 75.5
Recent Graduate 3 22
Working Professional 107
Specialization
Computer Science 48 34.5
Data Science / Data Analytics 68 48.9
Other 23 16.5
Experience
Less than 1 year 39 28.1
1-3 years 66 47.5
4-6 years 30 21.6
7+ years 4 29
AT Knowledge
Not understanding 5 3.6
Basic understanding 34 245
Moderate understanding 64 46.0
Proficient understanding 27 194
Expert 9 6.5

Note: Percentages may not sum to 100 due to rounding.



Table 3: Reliability and Descriptive Statistics for Survey Scales

Scale Explicit Risk Scenario Risk Adoption Willingness
Items 12 10 10
Cronbach’s « 0.93 0.88 0.86

Mean (SD) 3.70 (0.29) 3.10 (0.35) 3.40 (0.28)

Item mean range 2.99-4.01 2.39-3.46 2.95-3.86
Inter-item correlations 0.30-0.76 0.18-0.66 0.09-0.64
Item-total correlations 0.50-0.77 0.48-0.70 0.39-0.68

4.8.1. Explicit AI Risk Awareness

Descriptive patterns across risk categories by gender and specialization are presented
in Table [l Visual patterns of specialization differences are further illustrated in Figure [T}
which highlights higher explicit risk awareness among CS and DS/DA students relative to
the Other group.

Explicit Al risk awareness showed no gender difference, U = 2315.50, p = .678, d = 0.14,
95% CI [—0.198, 0.468].

Specialization differences were significant, Kruskal-Wallis x%(2) = 13.91, p < .001. Post-
hoc comparisons indicated: CS > Other (p < .001, r = .41, 95% CI [.018, .191]); DS/DA >
Other (p = .014, r = .26, 95% CI [.004, .179]).

Table 4: Mean (SD) of Explicit AI Risk Awareness by Gender and Specialization (N = 139)

Risk Category Male Female CS DS/DA Other Total

General Al risks 3.04 (1.20) 293 (1.19) 3.02 (1.30) 3.09 (1.09) 2.61 (1.23) 2.99 (1.19)
Privacy/data security — 4.19 (1.03) 3.77 (1.31) 4.25 (1.18) 3.97 (1.04) 3.43 (1.50) 3.98 (1.20)
Bias/fairness 3.35 (1.09) 3.39 (1.29) 3.56 (1.40) 3.38 (1.05) 2.96 (1.07) 3.37 (1.19)
Security vulnerabilities 3.87 (1.11) 3.80 (1.20) 4.10 (1.13) 3.84 (1.09) 3.26 (1.21) 3.83 (1.15)
Job displacement 3.76 (1.28) 3.62 (1.35) 4.08 (1.15) 3.62 (1.27) 3.00 (1.54) 3.69 (1.31)
Misinformation 3.91 (1.12) 3.99 (1.17) 4.08 (1.13) 3.87 (1.18) 3.91 (1.04) 3.95 (1.14)
Autonomous weapons  4.06 (1.05) 3.58 (1.33) 4.08 (1.20) 3.99 (1.07) 2.74 (1.14) 3.81 (1.22)
Transparency issues 3.90 (1.05) 3.72 (1.20) 4.10 (1.04) 3.79 (1.11) 3.22 (1.17) 3.81 (1.13)
Ethical implications ~ 3.84 (1.03) 3.73 (1.16) 4.10 (1.04) 3.76 (1.02) 3.17 (1.19) 3.78 (1.10)
Psychological impacts ~ 3.65 (1.28) 3.61 (1.35) 4.04 (1.22) 3.51 (1.26) 3.09 (1.41) 3.63 (1.31)
Social inequalities 353 (1.13) 3.56 (1.30) 3.96 (1.18) 3.46 (1.13) 2.96 (1.26) 3.55 (1.21)
Misuse /abuse 404 (1.23) 3.99 (1.25) 4.33 (1.14) 4.03 (1.17) 3.30 (1.36) 4.01 (1.23)

4.8.2. Scenario-Based Al Risk Awareness

Scenario-based risk ratings for each application context are shown in Table 5] These
results indicate substantial variability across scenarios but limited differences across demo-
graphic groups.

Gender difference: ¢(137) = —0.23, p = .819, d = —0.06, 95% CI [—0.390, 0.275].

Specialization: non-significant, Kruskal-Wallis x*(2) = 3.83, p = .148, n* = .028, 95%
CI [-0.015, 0.078].
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Figure 1: Explicit AT Risk Awareness by Academic Specialization. CS and DS/DA students showed signifi-
cantly higher scores than the Other group.

Table 5: Mean (SD) of Scenario-Based AI Risk Awareness by Gender and Specialization (N = 139)
Risk Category Male Female Cs DS/DA Other Total

) 3.32 (1.20) 3.13 (1.48) 3.34 (1.30) 2.22 (1.09) 3.14 (1.33)
(1.47) 3.08 (1.42) 3.25 (1.60) 3.07 (1.34) 2.87 (1.39) 3.10 (1.44)
(1.32) 3.06 (1.34) 3.35 (1.36) 2.81 (1.34) 3.26 (1.10) 3.07 (1.33)
Job displacement 279 (1.40) 2.85 (1.25) 3.02 (1.42) 2.76 (1.33) 2.57 (1.04) 2.82 (1.32)
Misinformation 3.41 (1.40) 3.18 (1.41) 3.75 (1.28) 3.07 (1.40) 3.00 (1.48) 3.29 (1.40)
Autonomous weapons 3.40 (1.39) 3.49 (1.42) 3.54 (1.44) 3.32 (1.32) 3.61 (1.41) 3.45 (1.37)
(1.40) (1.39) (1.38) (1.39) (1.27) (1.39)
(1.39) (1.43) (1.44) (1.38) (1.36) (1.41)
(1.30) (1.19) (1.33) (1.23) (1.07) (1.24)
(1.38) (1.22) (1.52) (1.17) (1.08) (1.30)
(0.99) (0.91) (1.05) (0.90) (0.83) (0.95)

Personal privacy 2.96 (1.43
Bias 3.12 (1.47
Security vulnerability — 3.09 (1.32

Transparency 3.04 (1.40) 3.28 (1.39) 3.38 (1.38) 2.85(1.39) 3.65 (1.27) 3.17 (1.39
Misuse/abuse 2.76 (1.39) 3.03 (1.43) 2.88 (1.44) 2.63 (1.38) 3.74 (1.36) 2.90 (1.41
Psychological impacts 2.44 (1.30) 2.32 (1.19) 2.38 (1.33) 2.29 (1.23) 2.65 (1.07) 2.38 (1.24
Social inequalities 247 (1.38) 2.39 (1.22) 2.69 (1.52) 2.21 (1.17) 2.57 (1.08) 2.43 (1.30

0.99) 3.00 (0.91) 3.14 (1.05) 2.83 (0.90) 3.11 (0.83) 2.98 (0.95

Composite Score 2.96

4.8.8. Scenario-Based Adoption Willingness

Figure [2] provides a comparison of scenario-specific risk awareness and adoption willing-
ness across all ten applications, illustrating the inverse trend between perceived risk and
willingness to adopt.

Scenario-level willingness-to-adopt scores are reported in Table [6] Figure [3] provides
a visualization of group differences, demonstrating that CS and DS/DA students exhibit
notably higher adoption willingness than students from other fields.

Gender difference present: ¢(137) = 2.02, p = .046, d = 0.34, 95% CI [0.007, 0.677].

Specialization differences significant: ANOVA F(2,136) = 9.85, p < .001, n* = .127, 95%
CI [.035, .226].
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Figure 2: Scenario-Based Risk Awareness and Adoption Willingness Across Application Contexts. A clear
inverse relationship appears: scenarios rated as higher risk consistently show lower willingness to adopt,
whereas lower-risk scenarios show higher willingness.

Table 6: Scenario-Based AI Risk Awareness and Adoption Willingness (N = 139)

Risk Type Risk Awareness Adoption Willingness
Mean SD Mean SD
Personal Privacy 3.14 1.33 3.44 1.19
Bias 3.10 1.44 3.31 1.23
Security Vulnerability — 3.07 1.33 3.22 1.25
Job displacement 2.82 1.32 3.55 1.22
Misinformation 3.29 1.40 3.17 1.32
Autonomous weapons  3.45 1.37 2.95 1.41
Transparency 3.17 1.39 3.28 1.30
Misuse/abuse 2.90 1.44 3.42 1.31
Psychological impacts  2.38 1.24 3.83 1.15
Social inequalities 2.43 1.30 3.86 1.21

4.8.4. Ezplicit vs. Scenario-Based Al Risk Awareness

Results of the Wilcoxon signed-rank tests comparing explicit and scenario-based risk
ratings are presented in Table [7]] These findings confirm consistent and statistically signif-
icant differences between explicit and contextualized evaluations across nearly all matched
domains.

Explicit awareness (M = 3.70) significantly exceeded scenario-based awareness (M =
2.98) for nearly all risks, with largest effects for psychological impacts and social inequalities.

5. Discussion

Before interpreting the findings, it is important to note that the study’s cross-sectional
design permits only correlational inferences; causal relationships between Al risk perception
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Figure 3: Scenario-Based Adoption Willingness by Academic Specialization. CS and DS/DA students re-
ported significantly higher willingness than students in Other disciplines.

Table 7: Wilcoxon Signed-Rank Test: Explicit vs. Scenario-Based AI Risk Awareness

Risk/Scenario Z P
Privacy in automation -5.409 < .001
Bias in hiring -1.822  .068
Security in banking -5.074 < .001
Job displacement in manufacturing -5.858 < .001
Manipulation in social media -4.616 < .001
Autonomous weapons in drones -2.211  .027
Transparency in healthcare -3.980 < .001
Misuse in mass surveillance -6.061 < .001
Psychological impacts of assistants -7.200 < .001
Social inequalities in education -6.730 < .001

and adoption willingness cannot be established.

5.1. Key Findings
5.1.1. Eaxplicit Risks Elicit Stronger Concern than Scenario-Based Risks

The results reveal a critical divergence in technology students’ Al risk perception: ex-
plicitly stated risks elicit substantially stronger concern than risks embedded within specific
application scenarios. A clear example appears in the domain of privacy: students rated
explicit privacy/data security risks highly (M = 3.98), yet their concern declined markedly
(M = 3.14) when the same risk was embedded in a realistic smart-home scenario. Across
the full sample, the overall mean of explicit Al risk ratings was 3.70, notably higher than
the 3.10 observed for scenario-based Al risk ratings.
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These findings suggest that students recognize and articulate AI risks more strongly
when risks are directly named and conceptually framed, a pattern consistent with research
showing that abstract descriptions can activate higher-level evaluative reasoning (Trope and
Liberman, 2010). However, this awareness weakens when those same risks are presented
in concrete, operational contexts. In short, explicit risk knowledge does not fully transfer
to contextualized risk recognition, highlighting a gap between abstract understanding and
applied judgment.

5.1.2. Perceived Risk and Adoption Willingness Are Inversely Related

The results provide strong evidence for an inverse relationship between perceived con-
textual risk and willingness to adopt Al technologies. Across all scenarios, students showed
the lowest adoption willingness in domains they perceived as high-risk—most notably au-
tonomous weapons (M;isx = 3.45, Madopt = 2.95) and misinformation/manipulation (Mg =
3.29, Magopt = 3.17). In contrast, the highest adoption willingness occurred in domains per-
ceived as lower-risk, such as psychological impacts (M = 2.38, Maaopt = 3.83) and social
inequalities (Myisk = 2.43, Maaopt = 3.86). This consistent pattern demonstrates that adop-
tion judgments are shaped less by general attitudes toward AI and more by scenario-specific
risk cues.

Taken together, the findings show that lower perceived risk reliably predicts greater
willingness to adopt Al, even within the same student population and using parallelized
scenario formats. This inverse association highlights the need for Al literacy and ethics
education to incorporate contextualized risk assessments rather than relying solely on general
or abstract discussions of Al safety.

5.1.8. FEducation FEqualizes Risk Awareness but Gender Differences Persist in Adoption

The results show that formal technical education effectively equalizes gender differences
in Al risk perception. Male and female students demonstrated statistically equivalent levels
of explicit risk awareness (p = .678) and scenario-based risk awareness (p = .819), indicat-
ing that domain-specific instruction provides a shared framework for evaluating Al-related
harms.

Despite this convergence in risk perception, a clear behavioral divergence emerged. Male
students reported significantly higher willingness to adopt Al technologies than female stu-
dents (Mpale = 3.55 vS. Miemale = 3.26, p = .046, d = 0.34). This suggests that equalizing
cognitive understanding of risks does not necessarily translate into equal adoption behavior.

This dissociation between awareness and behavior aligns with prior research showing
that gender differences in uncertainty tolerance, trust, and perceived behavioral control can
influence technology-related decisions (Venkatesh et al., 2003} |Byrnes et al., |1999; Gefen and
Straub), [1997). Taken together, these findings highlight that while technical education may
narrow gender gaps in evaluative judgments, it does not eliminate underlying psychological or
sociocultural factors that shape willingness to adopt AL. As such, Al literacy initiatives should
complement technical instruction with strategies that address these behavioral dimensions
to support equitable engagement with Al technologies.
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5.1.4. Specialization Differences Reveal Evidence of Applied Risk Underappreciation

A clear pattern emerged when comparing Al-related specializations with students from
non-technical fields. Computer Science (CS) and Data Science/Data Analytics (DS/DA)
students demonstrated higher explicit Al risk awareness than students in the “Other” group,
consistent with their stronger curricular exposure to Al systems. However, these same CS and
DS/DA students did not show correspondingly higher recognition of risks when evaluating
scenario-based applications, where their average scenario-awareness scores were comparable
to or only marginally higher than those of non-technical peers.

Despite this parallel in scenario-based risk perception, CS and DS /DA students expressed
substantially greater willingness to adopt Al technologies across nearly all application con-
texts. Students from non-technical fields, by contrast, showed markedly lower adoption
willingness, even when their scenario-based risk assessments were similar. This divergence
suggests that technical specialization strengthens confidence and perceived control over Al
systems, which in turn elevates willingness to adopt Al regardless of contextualized risk cues.

Taken together, these results point to a form of risk underappreciation among students
in Al-related fields: they exhibit high explicit awareness of Al risks yet demonstrate muted
sensitivity to those same risks when embedded in applied scenarios, while simultaneously
showing strong enthusiasm for adoption. A plausible mechanism underlying this pattern
is that greater domain familiarity can increase perceived control and reduce sensitivity to
potential harms, a tendency documented in research showing that expertise often promotes
overconfidence and higher risk-taking (Hilary and Menzly, 2006; Said et al., 2023). The
present findings extend this work by providing quantitative evidence of risk underapprecia-
tion within the context of university-level Al education.

5.2. Implications and Practical Recommendations

The four key findings of this study collectively reveal several important implications for Al
education, curriculum design, and responsible Al practice. These implications extend beyond
the empirical patterns reported earlier and point to concrete opportunities for strengthening
students’ ability to evaluate and engage with Al systems responsibly.

In addition to these empirical findings, the study also contributes to broader work on Al
risk perception and Al literacy. First, it offers a combined analysis of explicit and scenario-
based Al risk awareness within the same population, enabling a direct comparison of artic-
ulated versus contextualized judgments—an approach that remains relatively uncommon in
existing research. Second, it provides empirical evidence of how perceived contextual risk
relates to adoption willingness across different application domains. Third, it highlights how
gender and disciplinary identity shape adoption behavior even when risk awareness itself is
comparable. Together, these contributions help refine theoretical understanding of Al risk
perception and guide the development of more effective Al risk education strategies.

1. Strengthening Transfer Between Abstract Risk Knowledge and Applied Contexts

Section showed that students recognize Al risks more strongly when they are explic-
itly labeled than when the same risks are embedded in realistic scenarios. This gap suggests
that existing Al curricula may succeed in conveying conceptual terminology but fall short
in preparing students to detect risks in operational settings. To address this disconnect,
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educational programs should integrate scenario-based reasoning throughout instruction—
for example, by embedding case analyses, incident walkthroughs, and structured reflection
exercises that require students to identify risks without being prompted by explicit labels.
These strategies can support the transfer of abstract risk knowledge into applied judgment,
a capacity essential for responsible Al development.

2. Embedding Contextualized Risk Evaluation Into Al Literacy

Section demonstrated that adoption willingness closely follows contextual risk per-
ception, highlighting the importance of teaching students how to evaluate risks not just
at the conceptual level but within specific application domains. To cultivate more cali-
brated decision-making, AI ethics modules should incorporate domain-specific exemplars
across health, security, education, entertainment, and workplace contexts. Asking students
to articulate both the potential harms and justifications for adoption in each context can
strengthen their ability to weigh domain-relevant trade-offs and avoid over-reliance on gen-
eral attitudes toward Al.

3. Addressing Behavioral Disparities Through Psychological and Sociocultural Support

Although section [5.1.3] showed that technical education equalized gender differences in
risk perception, it also revealed that gender gaps persist in adoption behaviors. This indicates
that cognitive understanding alone is insufficient for equitable engagement. Al curricula
should therefore integrate interventions that address psychological and sociocultural factors
shaping adoption decisions. Activities that build self-efficacy, reduce uncertainty aversion,
and strengthen calibrated trust in Al systems may help reduce gender-linked behavioral
disparities. Importantly, such interventions should be framed not as remediation but as part
of a broader commitment to supporting diverse forms of engagement with Al.

4. Expanding Al Literacy Beyond Technical Majors to Counteract Overconfidence and Vul-
nerability

Section highlighted a dual challenge: students in Al-related majors demonstrate
strong explicit awareness yet show muted sensitivity to contextualized risks and elevated
willingness to adopt Al technologies. Meanwhile, students in non-technical fields show lower
adoption willingness despite comparable scenario-based awareness. These patterns indicate
that both groups would benefit from tailored educational strategies. For technical ma-
jors, instruction should emphasize critical self-reflection and highlight the limits of expertise
to reduce overconfidence and mitigate forms of risk underappreciation. For non-technical
students, Al literacy programs should focus on building foundational understanding and
confidence, ensuring they are not marginalized in technology discourse or decision-making.

5. Building Institution-Level Frameworks for Responsible AI Education

Across section [b.1.4] a consistent theme emerges: students require structured op-
portunities to integrate conceptual understanding, contextual reasoning, and reflective judg-
ment. Institutions can support this integration by adopting program-wide frameworks that
map Al risk competencies across curricula, ensuring that explicit instruction, scenario-based
reasoning, and reflective activities appear throughout a student’s academic trajectory. Pe-
riodic needs assessments, informed by student feedback and evolving AI technologies, can
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help institutions adapt Al risk education to diverse learner profiles and emerging societal
challenges.

5.8. Limatations of the Study

While this study provides meaningful insights into technology students’ Al risk aware-
ness and adoption behavior, several limitations should be acknowledged to contextualize the
findings.

First, the data were collected from a single private university in the United States, which
limits generalizability beyond similar institutional and disciplinary contexts. Participation
was voluntary, which may have attracted students with higher interest in or familiarity with
Al As a result, the levels of risk awareness and adoption willingness observed in this sample
may not fully reflect those of the broader student population.

Second, although the sample included students from Computer Science, Data Science/Data
Analytics, and a range of other majors, the “Other” group was comparatively small. This
limits the ability to draw strong conclusions about non-technical fields and constrains the
interpretation of disciplinary differences. Future research with more balanced representation
across academic disciplines would strengthen the robustness of these comparisons.

Third, the study relied on self-reported measures of risk perception, self-assessed Al
knowledge, and adoption intentions. Such measures are susceptible to social desirability
bias and may not fully correspond to actual behavior or objective proficiency. Incorporat-
ing performance-based assessments, behavioral tasks, or multimodal measures would help
validate and extend the present findings.

Fourth, the cross-sectional design restricts interpretation to correlational relationships.
Because all variables were measured at a single time point, it is not possible to infer causal
pathways between Al risk perception and adoption willingness, nor to examine how these
perceptions evolve as students progress through their academic programs or gain professional
experience. Longitudinal or repeated-measures studies would allow for analysis of develop-
mental trajectories and provide stronger evidence on the impact of educational interventions.

These limitations highlight the need for cautious interpretation of the findings and indi-
cate clear opportunities for future research to build on and expand the present work.

6. Conclusion

As Al technologies become increasingly integrated into society, understanding how future
professionals evaluate Al-related risks is essential. This study examined technology students’
explicit and scenario-based Al risk awareness, their adoption willingness across application
domains, and the influence of gender and disciplinary background on these judgments.

Four consistent patterns emerged. First, students expressed substantially stronger con-
cern for explicitly stated Al risks than for the same risks embedded in realistic scenarios,
indicating that abstract knowledge does not readily translate into contextual risk recognition.
Second, adoption willingness declined systematically as perceived contextual risk increased,
demonstrating that students’ acceptance of Al systems is closely tied to their appraisal of
domain-specific risks. Third, although technical training appeared to equalize gender differ-
ences in risk awareness, male students consistently reported higher willingness to adopt Al
technologies, revealing a behavioral gap not explained by differences in evaluative judgment.
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Fourth, students in Al-intensive majors such as Computer Science and Data Science showed
both higher explicit risk awareness and higher adoption willingness than their non-technical
peers—a pattern consistent with the form of “risk underappreciation” in which technical
familiarity coexists with reduced caution in applied contexts.

Together, these findings show that technology students’ engagement with Al is shaped
by both how risks are framed and who is evaluating them. Strengthening responsible Al
practice will therefore require educational approaches that pair explicit instruction with
scenario-based reasoning, address behavioral and psychological dimensions of adoption, and
support more calibrated decision-making across disciplinary groups. Such efforts will be
critical as Al continues to expand across academic and professional environments.
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