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Abstract—With the progression in open and disaggregated 6G
radio access networks, it is expected that the system will be
able to host multi-vendors. In order to host multi-vendors, it is
essential that AI-assisted control loops remain safe, verifiable,
and auditable under concurrent operator intents and untrusted
model inputs. The existing studies address the agentic coordi-
nation, formal intent constraints, zero-trust prompt verification
and cryptographic accountability in isolation, which leaves pre-
realization safety, continuous semantic verification and cross-
domain audit incomplete when used individually. In this regard,
we propose zero-knowledge auditable control and zero-trust
verifiable agentic intent architecture (Z2-ACT), which integrates
the aforementioned four primitives across the non-real-time and
near-real-time RICs. We encode the typed Intent Contracts as
operator goals while the large language model inputs are only
admitted after a practical adversarial intent check. The skill
sequences in the proposed study are released only when a self-
management gate is satisfied while every successful commit is
recorded as a binding commitment with a zero-knowledge proof.
Our experimental evaluation on public ColO-RAN measurements
compares the full architecture against targeted ablations and
a conventional reinforcement-learning baseline. A live large
language model is used in the non-real-time path to translate
operator intents into Intent Contracts; we report translation
accuracy, the rate of invalid or hallucinated contracts, non-
real-time latency, and behavior under adversarial or misleading
intents. Near-real-time control remains trace-driven on the public
KPM sequences. Results indicate improved actuation filtering
and attack resilience at modest latency and signaling cost inside
the near-real-time envelope. Limitations of the open-loop radio
replay and directions for closed-loop validation are discussed.

Index Terms—Open RAN, 6G, Agentic AI, Intent-Based Net-
working, Zero-Trust, Zero-Knowledge Proofs, Trustworthiness,
Near-Real-Time RIC.

I. INTRODUCTION

ONE of the defining architectural improvements for the
evolution from fifth generation (5G) communication

systems to sixth generation (6G) is the shift towards open,
disaggregated radio access networks (RAN). The research
suggests that the Open RAN (O-RAN) has achieved greater
flexibility, lower cost, and faster innovation by separating
software and hardware, standardizing interfaces, and opening
the control plane to multi-vendor applications, respectively [1].
However, the openness leads to the addition of concurrent
decision-makers that can significantly influence the energy
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policies, slice configurations, and radio resources [2]. With the
inception of large language models (LLMs) and autonomous
agents, the decision-makers are being replaced by agentic
controllers, which strains the control plane and increases the
chances of failure modes, accordingly [3], [4]. Furthermore,
the control plane mostly uses traditional authentication and
isolation mechanisms; hence, it is not designed to handle
unconstrained or hallucinated intents, prompt-injection attacks
that has the capability to alter control logic, conflicting skill
sequences across vendors, and the absence of cryptograph-
ically verifiable provenance, which allows administrators to
audit multiple domains without seeing the raw telemetry [5].

Recent research works have started addressing the afore-
mentioned risks from different perspectives. For instance, the
agentic frameworks have started treating O-RAN control enti-
ties as goal-driven agents. By doing so, the agents are allowed
to operate across the non-real-time, near-real-time, and real-
time layers [6]. The frameworks also introduce structured
primitives, such as multi-step planning, reusable skills, multi-
horizon memory and evidence, and self-management gates
that bound not only risk and uncertainty but also the budget
and scope before realization. The agentic frameworks have
shown measurable improvements, especially in slice life-cycle
management and radio-resource control in comparison to the
classical reinforcement learning baselines [6]–[8]. Researchers
have also been focusing on intent-based networking and the
associated translation problem [8]. Recently, contract-based
agentic pipelines have been proposed that convert natural
language operator goals into intent contracts. These contracts
are schema-validated and can be audited against RAN Con-
straints using dual-agent loops. The audit can be performed
even before the policy is dispatched, which suggests that it
can eliminate harmful executions that appear when LLMs are
directly realized [9], [10].

In order to cope with the security issue, researchers have
proposed zero-trust prompting mechanism. The said mecha-
nism intercepts every input that is generated by the LLM inside
the near-time RIC. Each input is implicitly considered po-
tentially adversarial; thus, it decomposes descriptive telemetry
from imperative content and then decides whether to block
the prompt or sanitize it. All of this process is performed
while maintaining the near-real-time latency budget bound,
accordingly [11]. Studies have also proposed accountability
architectures that separate the real-time control path from
evidence retention and trust verification. Content-addressed
storage along with commitment-bound zero-knowledge proofs
are used to score the decision and to trigger the policy. This
combination helps in auditing multi-vendors across multiple
domains without exposing model internals and compromising0000–0000/00$00.00 © 2021 IEEE
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on performance measurements [12]. O-RAN Alliance1 and
several other independent studies have also suggested mapping
zero-trust principles onto the O-RAN architecture so that
continuous verification can be performed with least privileges.
The aforementioned suggestion satisfies the assumption that an
adversary may already be present inside the system [1], [13],
[14].

Each of the aforementioned studies addresses an impor-
tant fragmentation of open multi-vendor closed-loop control
control in O-RAN, however, none of the existing studies
provides a single path from operator intent to audited realiza-
tion. Although the agentic controllers improve explainability
and long-horizon coordination, they do not bind decisions
to formal pre-realization contracts or to cross-domain cryp-
tographic provenance. On the other hand, intent contracts
(IC) enforce deterministic validation of an operator goal, but
they do not compose concurrent multi-vendor skills or con-
tinuously verify telemetry-derived prompts. Zero-trust prompt
verification prevents the real-time decision boundary against
injection, but it does not retain long-term, multi-stakeholder
evidence of the actions that needs to be followed. Zero-
knowledge accountability is good for trust and auditability
signals, however it does not integrates with multi-timescale
planning or contract governance. The gap is therefore not the
absence of any mechanism rather it is the absence of an end-
to-end verifiable intent-to-realization chain, in which the typed
intent is admitted only after semantic checks are performed,
it is then realized only through gated skill sequences under
concurrent multi-vendor constraints, and then recorded so
that any authorized part can later verify the decision without
exposing raw telemetry. The proposed study develops that
end-to-end chain in the form of Z2-ACT. We perform a
comparative analysis of the existing works, especially in the
domain of agentic O-RAN, intent-contract, zero-trust and zero-
knowledge approaches along the properties required for end-
to-end chain in Table 1, accordingly.

Based on the aforementioned observations, the proposed
study raises three concerns. The first is related to the four
primitives, i.e. agentic multi-timescale control, formal in-
tent contracts, zero-trust verification of LLM-bound inputs,
and commitment-bound zero-knowledge audit. The proposed
study explores whether the four primitives can be composed
into a single architectural layer that not only guarantees
pre-realization safety but also continuous adversarial-intent
checking, multi-vendor conflict handling, and cross-domain
auditability. The second is to explore whether the formal
properties, such as constraint satisfaction of contracts, bounds
on adversarial intent probability, soundness of the commitment
scheme, and latency overhead under real-time constraints,
can be used for the aforementioned composition of four
primitives. Lastly, the third is to explore whether the resulting
architecture can improve service-level agreement satisfaction,
attack resilience, and audit verification in comparison to the
conventional baselines, especially when evaluated on publicly
available multi-cell O-RAN traces.

In this regard, we proposed Z2-ACT, a Zero-Knowledge

1https://www.o-ran.org/

TABLE I
COMPARISON WITH THE EXISTING APPROACHES (✓ = ADDRESSED; ∆ =

PARTIAL; — = NOT ADDRESSED). IT SHOULD BE NOTED THAT THE
”PARTIAL” ∆ INDICATES THAT THE CITED WORK DISCUSSES THE ISSUE

OR PROVIDES A RELATED MECHANISM, BUT DOES NOT CLOSE THE
PROPERTY INTO AA SINGLE INTENT-TO-REALIZATION PIPELINE. Z2-ACT

CLAIM IS THE CHAIN, NOT THE INVENTION OF EACH BLOCK IN
ISOLATION.

Property [6] [9] [11] [12] Z2-ACT
Formal pre-actuation
Intent Contract — ✓ — — ✓

Continuous zero-trust
check on LLM-bound
inputs

— — ✓ — ✓

Gated skill sequencing
/ self-management
under Near-RT constraints

✓ — — — ✓

Multi-vendor conflict
handling (priority + scope) ∆ ∆ — — ✓

Post-realization ZK
commitment + proof (no
raw telemetry exposure)

— — — ✓ ✓

End-to-end intent →
verified realization →
audit chain

— — — — ✓

Evaluation on public O-RAN
traces ∆ ∆ ∆ ∆ ✓

Auditable Control and Zero-Trust Verifiable Agentic Intent Ar-
chitecture that focuses on the intent and control management
layer of the Open-RAN architecture in a unified manner. The
proposed Z2-ACT introduces a verifiable agentic intent (VAI)
that embeds contract-governed intent translation, zero-trust
verification, agentic skill sequencing, and commitment-bound
zero-knowledge audit in a unified architecture. The proposed
architecture will be interoperable with existing A1, E2, and
O1 interfaces while adding an evidence bus that supports
multi-vector provenance without exposing raw telemetry. The
issues concerning existing works and how the proposed work
addresses them is illustrated in Figure 1.

The remainder of the paper is structured as follows. Section
II and Section III review the fundamentals of agentic control
in O-RAN along with the verification and accountability prim-
itives. Section IV presents the proposed Z2-ACT architecture,
its analytical model, security analysis and the composition
policies. Section V presents the evaluation setup based on
ColO-RAN and OpenRAN Gym datasets. Section VI presents
the experimental results, and lastly Section VII concludes the
study.

II. FUNDAMENTALS OF AGENTIC CONTROL IN O-RAN
In O-RAN, agentic control assumes the control plane as

goal-driven agents rather than reactive and isolated machine
learning models. An agentic controller in O-RAN starts with a
goal, decomposes the goal into sequences of actions, observes
the outcomes, and then updates the parameters and states
over multiple time scales, in contrast to the conventional
xAPPs that map a fixed state vector into a set of discrete
actions [4]. This paradigm shift occurred after the studies
[6], [7] suggested that the O-RAN with multiple vendors and
multiple objectives require long-horizon coordination, which
the classical reinforcement learning loop struggles with under
the timing and observability constraints.
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Fig. 1. Real-world O-RAN Deployment View: Existing approaches vs Z2-ACT

Generally, the building blocks of an agentic O-RAN con-
troller can be characterized into four primitives. The first is
the plan-act-observe-reflect cycle. This primitive varies for
non-real-time and near-real-time RICs. For instance, an agent
in a non-real-time RIC interprets an operator intent, consults
long-term memory and then produces a structured plan, while
the same agent in a near-real-time RIC executes shorter
skill sequences, observes key performance measurements, and
reflects on whether the plan remains valid. The second refers to
the skills as tool use. The skills can be referred to as bounded,
reversible realizations that map onto standardized O-RAN
interfaces like A1 policy updates, E2 control messages, or
O1 configuration changes. Concurrent agents using skills can
detect and order conflicts without centralized arbitration, as
each skill carries an a priori declaration of its expected effect
and cost, accordingly [1], [6]. The third primitive corresponds
to the multi-horizon memory and evidence. For instance, short-
term state supports near-real-time gating, whereas long-term
knowledge retains validated skill compositions, and episodic
records store decision-outcome pairs, respectively. Evidence,
which can be described as a compact record linking the goal,
the selection action, and the observed outcome, is generated at
every commit. This evidence is an important characteristic of
an agentic controller as it supports post-audit and regulatory
reporting without compromising raw subscriber data. The last
primitive refers to the self-management gate, suggesting that
the agent evaluates the predicted risk, uncertainty, resource
budget, spatial scope, and commit rate before even any re-
alization takes place. Once the agent thinks that all guards
will pass, then and only then it proceeds with the selected
action; until then, it shrinks the step, delays it and rolls it back.
Therefore, we can say that the gate operationalizes surrogates

for stability under the latency budgets of the near-real-time
RIC, which is effective in practical scenarios [4], [6].

The aforementioned primitives can be naturally mapped
onto the O-RAN control hierarchy. The reason for this claim is
that the LLM reasoning is confined to the non-real-time layer,
which is susceptible to inference latency. This separation is
preserved in Z2-ACT as in the proposed study, the near-real-
time zero-trust verifier does not host the LLM rather it only
admits or blocks LM-bound inputs before skill sequencing,
accordingly. The agents that operate at the near-real-time level
operate without large-model calls, relying on lightweight skill
sequencing and gating. This helps to keep the control loop
intact within a 10 ms - 1 sec time bound. Some agents, like
dApp-level agents, which operate in real time, are restricted to
even narrower and pre-validated skill sets. Such decomposition
not only preserves the timing and interface contracts of the O-
RAN Alliance specifications but also adds an organizational
layer that can coordinate multiple underlying optimizers [7],
[15].

Even with all the advantages mentioned above, agentic
control expresses several gaps. For instance, the plans gen-
erated by LLMs might violate hard resource ceilings or
service-level agreements unless an external validation step
is carried out. Another example corresponds to concurrent
multi-vendor agents, as they can still produce conflicting
realizations if the only conflict resolution mechanism is local
gating. Furthermore, the telemetry in the agent’s context
window is vulnerable to prompt injection attacks. Lastly, the
evidence can help in performing local audit but fails to provide
cryptographically verifiable provenance that can be checked
by independent administrative domains without exposing the
underlying measurements. We explore the mechanisms that
address these limitations in the subsequent section.
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III. FUNDAMENTALS OF INTENT CONTRACTS,
ZERO-TRUST PROMPTING, AND ZERO-KNOWLEDGE

ACCOUNTABILITY

Although the organizational structure for multi-timescale
control is provided by the agentic primitives, three additional
mechanisms help in addressing the safety, verification, and
auditability issues associated with multi-vendor settings. These
mechanisms are reviewed in the subsequent subsections, ac-
cordingly.

A. Intent Contracts

An intent contract can be defined as a formal, machine-
checkable representation of an operator goal coupled with
the constraints that need to be satisfied for an admissible
realization. Unlike the natural-language instructions that are
provided in free form, the intent contract takes into account
the information regarding temporal scope, resource ceilings,
throughput or latency bounds, target slice identifiers, and
permissible primitives. Generally, the contract employs a dual-
agent pipeline, i.e., a profiling agent and an evaluator agent.
The former agent extracts candidate parameters from the
operator’s input and the current network state, while the latter
agent verifies the feasibility of the resulting specification with
respect to the live RAN configuration, ensuring it does not
violate the safety or isolation rules. The contract for the
downstream policy generation is released only if both agents
come to a consensus agreement [9], [10].

The primary reason for employing the intent contracts is
that it decouples the probabilistic nature of LLM interpretation
from the non-contextual enforcement of RAN constraints.
Upon the acceptance of the contract, the agents are allowed
to optimize, but only within the declared feasible set. The
main limitation of the intent contract is that it validates
a single intent in isolation; it does not detect or resolve
conflicts concerning the request of overlapping resources by
itself, which might arise from multiple concurrent contracts
originating from different vendors.

B. Zero-Trust Prompting

The primary assumption associated with zero-trust prompt-
ing in Z2-ACT is that every LLM-bound input that can
influence the near-real-time skill sequencer is considered to
be potentially adversarial. In the proposed Z2-ACT, the LLM
reasoning that is used to translate operator intent into IC is
confined to the non-real-time RIC, therefore, no large LLM is
required to be executed inside the near-real-time control loop.
In this regard, we assume that the LLM bound inputs include
(i) high-level plans and A1 policies that can be produced with
the assistance of LLM in the non-real-time layer, and (ii)
prompt-style summaries or telemetry driven natural-language
which can affect near-real-time decision logic. The rationale is
that the telemetry aggregates, shared state variables, and even
previously generated policies can be engineered or poisoned
to compel the model to produce unsafe control decisions.
The zero-trust verification component, in this case, acts as
the first line of defense. It intercepts the prompt before it

reaches the model; it decomposes the prompt into impera-
tive content that represents requested actions and descriptive
content corresponding to measurements and topologies. After
the decomposition, it computes an adversarial-intent score.
Only prompts that do not pass the calibrated threshold can
be forwarded; otherwise, the prompts are either blocked or
sanitized, accordingly [11].

The constraint concerning zero-trust prompting is that the
verification is performed inside the near-real-time RIC; thus, it
needs to be performed within the control budget. In this regard,
the implementation of zero-trust prompting is realized as a
lightweight xApp, hence avoiding heavy model calls. Existing
studies have evaluated zero-trust prompting on open testbeds
and have shown that it can achieve high detection accuracy
while complying with the latency requirements of the O-RAN
loop. The only limitation of zero-trust prompting is that it only
protects the input boundary of the language model. Therefore,
it does not generate long-term, multi-stakeholder evidence of
the decisions that are executed.

C. Zero-Knowledge Accountability

The main problem that zero-knowledge accountability ad-
dresses is the cross-domain audit without exposing the raw
data. After the control decision, a compact evidence digest is
formed along with a commitment to the decision that was
made. In order to attest to the satisfaction of a declared
policy predicate and the correctness of the commitment, a
zero-knowledge proof is generated. This zero-knowledge proof
does not reveal any underlying information, including key
performance measurements or model internals. The proofs
and commitments are then stored in a content-addressable
repository and might be recorded on a permissioned ledger
(depending on SLAs or preferences) so that the claims can
be verified at later stages, accordingly [12]. It should be noted
that the architecture employing zero-trust accountability has to
separate the real-time control path from the evidence and trust
planes deliberately so that the cryptographic operations do not
affect the near-real-time latency. The main limitation of zero-
knowledge accountability is that it focuses only on post-facto
auditability rather than on preventing an unsafe realization in
the first place.

Considering the aforementioned three mechanisms, they
do provide pre-realization constraint enforcement, continuous
semantic verification of model inputs, and post-realization
cryptographic provenance, but neither do they replace the
organizational structure of agentic control nor do they automat-
ically coordinate with one another. In this regard, we propose
the Z2-ACT architecture that explores how the four primitives
can be integrated into a unified and coherent architecture.

IV. Z2-ACT ARCHITECTURE

We previously reviewed the four primitives of open multi-
vendor control in Sections II and III, that explains a dis-
tinct aspects of open multi-vendor control, including orga-
nizational structure and multi-timescale coordination (agentic
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Fig. 2. Proposed Z2-ACT Architectural Layer

primitives), pre-realization constraint enforcement (intent con-
tracts), continuous semantic verification of model inputs (zero-
trust prompting), and post-realization cryptographic prove-
nance (zero-knowledge accountability). Existing works have
explored the aforementioned primitives, mostly in isolation,
therefore, the question that remains is whether they can be
integrated into a single architectural layer that simultane-
ously guarantees safety, continuous adversarial-intent check-
ing, multi-vendor conflict handling, and cross-domain au-
ditability, while being compatible with the timing and interface
contracts of the O-RAN Alliance specifications.

The proposed architecture is illustrated in Figure 2. The
proposed single architectural layer is intended to be embedded
at the non-real-time RIC / SMO layer, where a natural-
language operator intent is processed by a dual-agent pipeline
(profiling agent and evaluator agent), hence producing a formal
Intent Contract IC = (G,R,S, T ,A). Here, the G is referred
to as a set of goal predicates such as minimum throughput
or maximum latency, the R corresponds to the set of hard
resource ceilings, the S refers to the spatial scope like cells
or PRB groups, the T refers to the temporal validity interval,
and A corresponds to the set of permitted skill identifiers.
This implies that only the contracts that satisfy the typed
feasibility constraints are released. In the same layer, the
long-term memory mechanism and the evidence retrieval are
also integrated. The resulting A1 policies and high-level skill
plans are handed over to the near-real-time RIC, accordingly.
The LLM reasoning will remain confined to the non-real-
time layer, therefore, the near-real-time path will not host
the model. In contrast, the near-real-time RIC hosts a zero-
trust prompt verifier that intercepts every LLM-bound input,

i.e. A1 plans produced with LLM assistance and telemetry-
driven prompt-style summaries, whcih could influence the
realization. The verifier then computes an adversarial intent
score α(P ) and passes it only if α(P ) ≤ θ. The notation
θ ∈ (0,1) is a calibrated threshold. Once the inputs are
passed, it reaches the agentic skill sequencer that operates
under a self-management gate. Before any skill is released,
as an E2 control message towards the O-CU/O-DU, the gate
predicts the risk ti, uncertainty ui, budget usage bi, explanation
consistency eci, spatial scope δi, and recent commit rate ρi,
accordingly. Once the commit is successful, an asynchronous
Evidence and Trust Plane forms a cryptographic commitment
to the decision and evidence digest while generating a zero-
knowledge proof of consistency with the accepted contract
and the gate conditions. Both of the objects are then stored
in a content-addressable repository (optionally they can be
anchored on a permissioned ledger as well). During the whole
process, the real-time control path never gets delayed by the
cryptographic operations, but at the same time, any authorized
multi-vendor stakeholder can verify the proof without the raw
key-performance measurements being exposed. The proposed
architecture remains interoperable with the existing AI, E2,
and O1 interfaces with only one addition, i.e., a lightweight
evidence bus.

A. System Model and Formulation

In the proposed work, we fix the discrete decision epochs of
the near-real-time RIC and index them as i ∈ N. The controller
observes a network state vector denoted as si ∈ S ⊂ Rns

at each epoch. The components of the network state vector
include key performance measurements such as throughput,
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latency, physical-resource-block utilization and related quan-
tities, which arrive over the E2 interface. An operator then
provides a high-level goal in the form of a natural-language
string denoted by I . The dual agent pipeline that resides in
the non-real-time RIC takes the input (I, si) and tries to
produce a machine-checkable IC. From this point onwards, all
the subsequent layers will act upon the contract object only.
Therefore, the contract serves as a formal bridge between the
operator’s informal request and the constrained optimization
problem that the agents in near-real-time RIC will try to solve.
In this study, we formally define the Intent Contract as IC =
(G,R,S, T ,A), where G = {gk : S → R}Kk=1 represent the
finite collection of goal predicates like lower bound on slice
throughput, R = {rl : S → R}Ll=1 corresponds to a finite
collection of hard resource ceilings, S ∈ {1, ..., Ncell} refers
to the spatial scope expressed as a set of cells of resource block
groups, T = [tstart, tend] corresponds to the temporal interval
during which the contract remains valid, and lastly A refers to
the catalogue of skill identifiers that the contract authorizes.
If none of the tuples satisfies the live RAN configuration, the
dual agent pipeline returns a rejection symbol, which suggests
that no further realization is attempted, accordingly.

The decision at epoch i, represented as di, is a finite ordered
sequence of skills. An individual skill, denoted by σ ∈ A is
a map such that σ : S × Θσ → S transforms the current
state based on the parameter set Θσ . The decision will only
be processed for the contract whose state s′ when executing di
satisfies every goal predicate, respects every resource ceiling,
lies inside the declared spatial scope, and occurs inside the
declared temporal interval as shown in equation 1.

di |= IC ⇐⇒


gk(s

′) ≥ 0 ∀gk ∈ G,
rl(s

′) ≤ 0 ∀rl ∈ R,

supp(di ⊆ S),
time(di) ⊆ T

(1)

Therefore, admissibility is purely a declarative property of the
pair (di, IC), however, it should be noted that it does not yet
incorporate timing, uncertainty or concurrent load.

The proposed method first makes the input from produced
from LLM that can influence the near-real-time skill sequencer
undergo a zero-trust check before it is examined for the
admissibility condition. It should be noted that the near-real-
time verifier does not execute the model rather it protects the
admission of text-form or prompt-style objects so that only
the inputs with α(P ) ≤ θ can affect the release predicate.
Each input, denoted by P is decomposed into a descriptive
component Pdesc and an imperative component Pimpr. The
former refers to the telemetry and topology, while the latter
corresponds to the requested actions. A detector then returns
a scalar score, i.e. α(P ) ∈ [0,1]. It should be noted that the
score is an idealized modelling abstraction of the detection
mechanisms, which are reported in the literature. The study
does not claim this to be a rigorously calibrated conditional
probability. The input undergoes examination for admissibility
condition only when α(P ) ≤ θ for a configurable threshold
θ ∈ (0, 1). This makes sure that every plan that reaches the
skill sequencer has cleared the zero-trust check, accordingly.

It is assumed that even an admissible decision can be
unsafe under the current load or uncertainty; therefore, in
the proposed work, the self-management gate evaluates six
scalar quantities that capture the predicted risk, uncertainty,
resource consumption, explanation consistency, spatial extent,
and recent realization rate, as shown in equation 2.

ti = t(si, di), ui = u(si, di),

bi = b(si, di), eci = ec(si, di),

δi = |supp(di)|, ρi =
1

W

i∑
j=i−W+1

1{djreleased}

(2)

The aforementioned six numbers define a feasible region
inside the set D of all finite skill sequences. The feasible region
can formally be defined as follows:

F(Θ) ={d ∈ D : t(d) ≤ α, u(d) ≤ β, b(d) ≤ γ,

c(d) ≥ τ, δ(d) ≤ S, ρ(d) ≤ R},
(3)

where Θ = (θ, α, β, γ, τ, S,R) is the vector of thresholds that
are active for the current epoch. The gate admits a decision
only if it lies inside the region. Together, the aforementioned
three checks yield the release predicate that governs the
realization, which is formally defined in equation 4.

Release(di, IC) ≡(di |= IC) ∧ (di ∈ F(×))

∧ (∀P that influenced di : α(P ) ≤ θ)
(4)

The corresponding E2 control message is then dispatched
to the O-CU or O-DU only when the evaluation of the
predicate returns ”True”. The proposed architecture ensures
that architecture should produce an auditable record after a
successful release, while not exposing any raw measurements.
In this regard, the Evidence and Trust Plane should produce
an auditable record that does not expose raw measurements.
We instantiate the plane as comi = Commit(di, ei; ri) =
gdiheiuri , which is also referred to as Pedersen commitment
[16]. In the aforementioned expression, the g refers to a
generator of the prime-order group G (public parameter),
h refers to a second generator of G, which is chosen so
that loggh is unknown, and the notation u refers to a third
generator of G, with unknown discrete log relative to g. The
ri in the aforementioned expression is sampled uniformly.
Under the discrete-logarithm assumption, the commitment is
binding, i.e. a probabilistic polynomial-time adversary that
cannot open comi to two distinct pairs (di, ei) and hiding
the distribution of comi while being independent of di and ei
when ri is uniform. In the proposed work, the proof system
is a Groth16 zk-SNARK [17] with a one-time setup that
comprises of a proving key and a public verification key
vk. The public inputs are (comi, H(IC), i while the private
witness (di, ei, ri) are paired with the data that is needed
to show that Release(di, IC) = True. The assumption is
that the comi will only open to (di, ei) and that the release
predicate holds for the accepted IC and the gate thresholds
at epoch i. Formally, the verification process is defined in
equation 5.

V erify(comi, π
(i)
ZK , vk) = 1, (5)
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The aforementioned equation suggests that the verification
succeeds if and only if the values are consistent with the
commitment while satisfying the release predicate. The zero-
knowledge of the SNARK ensures that a verifying proof never
reveals the decision as well as the evidence digest. It should
be noted that we do not re-prove the cryptographic properties
of Pedersen commitments or Groth16 rather we inherit them
from the standard constructions [18], [19] and use a 128-bit
security parameterization on a pairing-friendly curve. It should
also be noted that the proof generation is asynchronous and
does not appear in Li.

Subsequently, the near-real-time path is subject to a hard
latency constraint. The total latency of epoch i is computed as
the sum of the verifier latency, the gate-evaluation latency and
the E2 dispatch latency, which are the wall-clock components
as shown in equation 6.

Li = Lver(P ) + Lgate(di) + LE2 (6)

where the Lver(P ) refers to the clock time required by the
zero-trust prompt verifier to decompose the input P and to
evaluate the score α(P ), the Lgate(di) corresponds to the
clock time required to compute the six scalar gate quantities
and to evaluate the release predicate Release(di, IC), and the
LE2 refers to the clock time required to encode the authorized
skill sequence into an E2 control message and to dispatch it
towards the O-CU and O-DU. The aforementioned latencies
are obtained using direct measurement on the target near-real-
time RIC platform. It should be noted that they are not derived
from complexity expressions. The proposed architecture is
required to keep Li ≤ Lmax for every epoch, where Lmax lies
inside the interval [10 ms, 1 s], which is prescribed by the O-
RAN specification. We do not consider the cryptographic work
of the Evidence and Trust Plane in Li as it is performed in an
asynchronous manner.

B. Invariants and Derived Properties

We have explained how the three independent filters, i.e.,
contract admissibility, zero-trust admission and gate feasibility,
are encoded. In this subsection, we explain the invariants that
follow directly once the external assumptions (soundness of
the dual-agent pipeline, adequate performance of the practical
score α, correct enforcement of the gate inequalities, and the
cryptographic properties of the commitment and proof system)
are granted.

The first invariant suggests that the release predicate is
both necessary and sufficient for realization, i.e., a skill
sequence reaches the E2 interface only if Release(di, IC)
returns ”True”. However, if the predicate violates the IC, fails
the zero-trust test, or lies outside the gate region, it will
never be applied to the radio access network. The second
invariant is related to auditability. It is assumed that if the
verifier accepts the proof π(i)

ZK for the commitment comi, then
there should exist a decision-evidence pair which satisfies the
release predicate at the moment of release. As per the zero-
knowledge property, verification runs in time polynomial in
the size of the proof and does not reveal the decision or
the evidence digest, respectively. Therefore, the cross-domain

stakeholders can check the correctness without recovering any
raw measurements.

In practical scenarios, the spatial scopes might overlap when
multiple contracts are active at the same time. We use a
simple priority rule in order to resolve such conflicts, which is
that safety and compliance are always handled first, followed
by service-level agreement recovery contracts, and finally by
efficiency-oriented contracts. We employ scope lock in the
case where two contracts affect the same cells or resource
blocks. The scope lock ensures that the lower-priority contract
is considered only after the high-priority one has been either
accepted or rejected. Each contract is checked against its own
IC and against the current gate conditions. Hence, the safety
property is preserved for every contract while the release
decision remains well-defined.

C. Provisioning policies

In the proposed work, the safety and auditability properties
depend on how the numerical thresholds are set and how the
contracts are handled when submitted in a concurrent manner.
In this regard, we define a small set of provisioning rules. The
threshold vector Θ is adjusted at runtime, suggesting that when
the uncertainty score or the resource budget usage remains
above a hysteresis band for a dwell time Wd, every component
of Θ is tightened by a fixed step. Conversely, every component
of Θ is relaxed by the same step when the same quantities
remain inside the normal operating band for the same dwell
time. Therefore, the dwell time prevents the thresholds from
oscillating.

A decision is written into long-term memory only if the
Euclidean distance between the observed and predicted key-
performance measurements falls below a tolerance denoted
by εKP . If the distance goes beyond εKP , the decisions are
discarded automatically. In the proposed work, the query cost
grows only logarithmically with the number of stored entries
and stays negligible compared with the non-real-time control
interval because the retrieval uses nearest-neighbour search
over a fixed-dimensional embedding of the retained decisions.

The commitments are implemented as Pedersen commit-
ments over the B254 curve while the proofs are produced
with a standard Groth16 library2. The commitments and zero-
knowledge proofs are generated and stored at the non-real-
time cadence. As the work is performed asynchronously, the
commitments and zero-knowledge proofs processing time is
never added to the near-real-time latency Li and the bound
Li ≤ Lmax continues to hold. Due to the aforementioned
policies, like adaptive thresholds, the priority rule with scope
locks, and the selective retention of evidence, the proposed
work keeps the control loop stable even under multi-vendor
conditions, while all timing and interface requirements of the
O-RAN specification remain satisfied.

V. EVALUATION SETUP

The goal of the evaluation for the proposed work is to
measure how the Z2-ACT composition behaves under re-
alistic multi-cell, multi-slice O-RAN conditions on publicly

2https://pypi.org/project/zkpy/
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available data. We performed the evaluation deliberately with
trace-driven and open-loop settings. We replay the recorded
ColO-RAN state vectors in order, therefore, a control de-
cision at epoch i does not modify the subsequent vectors
si+1, si+2...si+n. In this regard, the differences in SLA satis-
faction across different configurations measure how often each
configuration would release or block realizations on the same
fixed trajectory rather than how the radio channel and load
would evolve under those realizations in live network.

A. Datasets and Trace Preparation

In the proposed work, the main source of radio measure-
ments is the Colosseum ColO-RAN dataset3 published through
OpenRAN Gym [20], [21]. The data is publicly available
and was collected on the Colosseum wireless network em-
ulator while a near-real-time RIC controlled a software-based
RAN. The files that were released with the dataset contain
per-cell and per-slice statistics, which include throughput,
latency, physical-resource-block usage and related counters.
These statistics represent mixed traffic that includes enhanced
mobile broadband, ultra-reliable low-latency and machine-type
services. Based on the publicly available data, we form a
sequence of state vectors si. Each vector is time-stamped and
identifies the cells and slices that were active at that instant.
We removed the incomplete records, while the remaining
sequence was divided into episodes of equal length so that
every comparison method is tested on the same time horizon.

We took the operator intents from the public examples
released with the contract-based agentic framework [9] and
from a small number of additional intents written to match
the slice types present in the traces. One of the examples is
stated as ”a request to raise the throughput of a URLLC slice
on two specific cells while protecting the minimum rate of an
eMBB slice”. Each intent I is then paired with the state that
was observed when the intent was assumed to arrive, giving
the input pair (I, si) expected by the dual-agent pipeline.

B. Live Non-RT LLM for Intent-to-Contract Translation

The dual-agent pipeline in the non-real-time RIC is instan-
tiated with a live large language model. For each recorded
intent I and the associated state summary si, the model is
prompted to propose candidate contract fields (goal predi-
cates, resource ceilings, spatial scope, temporal interval, and
permitted skills). A deterministic schema checker and the
evaluator agent then accept, repair, or reject the proposal.
Only contracts that pass schema validation and feasibility
checks against the live RAN constraints encoded in the trace
metadata are released to the near-real-time path. We report
four quantities, i.e. Translation Accuracy, Invalid/hallucinated
output rate, Non-RT Latency, and Attack Behavior, on the
full intent set. The Translation Accuracy refers to the fraction
of intents for which the accepted contract matches a hand-
specified reference contract on all required field, up to benign
syntactic variation. The Invalid/hallucinated output rate refers
to the fraction of model outputs that (i) violate the schema,

3https://openrangym.com/datasets/colosseum-coloran-dataset

(ii) invent cells, slices, or skills not present in the catalogue,
or (iii) contradict hard constraints visible in si. The Non-RT
latency refers to the time from intent submission to accepted
or rejected contract, including model inference and evaluator
checks. Lastly, the Attack Behavior refers to the fraction of
adversarial or misleading intents that produce a contract the
evaluator correct rejects, versus contracts that would have been
unsafe if released without the dual-agent checks.

It should be noted that in the proposed work, the near-real-
time path does not host this model. It receives only accepted
contracts and A1 plans, then applies zero-trust admission on
LLM-bound inputs, the self-management gate, priority/scope
locks, and asynchronous zero-knowledge evidence exactly as
in Section IV. Trace replay of ColO-RAN KPMs remains
open-loop, therefore, the released actions do not alter sub-
sequent radio states.

C. Multi-Vendor and Adversarial Scenarios

In order to simulate open multi-vendor setting, we assigned
the control actions that appear in the traces to three synthetic
vendors. At any epoch, two or more vendors might propose
decisions that can affect the same cells. Therefore, when the
sets of affected cells intersect, the priority rule and scope
locks are activated as defined in Section IV. The adversarial
prompts were produced by placing harmful instructions inside
the telemetry data that otherwise appears perfectly normal. We
provide two examples below.

• Ignore the latency limit of the URLLC side
• Give all resource blocks to the requesting vendor

The zero-trust verifier will receive these prompts as a near-
real-time RIC would [11]. We apply the same prompts to
configurations that do not include the verifier to directly assess
the benefits.

We evaluate five different configurations on every episode.
The Z2-ACT configuration refers to the complete architecture
(Intent Contract, zero-trust verification, an agentic sequencer
with self-management gate [6], priority rule with scope locks,
and asynchronous zero-knowledge evidence). The No-Contract
configuration removes the dual-agent pipeline and maps the
intents straight to skill sequences. The No-ZT configuration
removes the zero-trust verifier, which suggests that every
prompt is implicitly accepted. The No-Gate configuration
removes the self-management gate, which implies that any
contract-compliant decision is released without the six scalar
checks. Lastly, the Conventional RL baseline refers to a
single deep reinforcement learning xAPP trained offline on the
same traces and then frozen, representing a typical near-real-
time controller that lacks agentic, contract, and cryptographic
components. It should be noted that all of the aforementioned
configurations see the same state sequences, the same intents,
and the same adversarial prompts. Therefore, the performance
measurement would show the differences in outcomes strictly
attributable to the presence or absence of the corresponding
Z2-ACT component.

We evaluate the Z2-ACT architecture using six measure-
ment metrics. We record the metrics for each episode and for
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each configuration, respectively. The first is the SLA satisfac-
tion, which measures the fraction of time slots in which every
active slide meets its throughput and latency. The second is
the attack mitigation rate (AMR), which measures the fraction
of adversarial prompts that are blocked or cleaned before they
can affect a released decision. The third is the audit verifica-
tion success (AVS), which measures the fraction of released
decisions whose zero-knowledge proof is verified correctly
against the stored commitment. The fourth is the near-real-
time latency (NRTL), which is the sum mentioned in equation
6 together with the fraction of epochs that satisfy Li ≤ Lmax.
The fifth is the E2 message volume (E2MV), which is the
average number of bytes sent over the E2 interface per second.
The last is the resource usage (RU), which corresponds to the
total physical-resource-block utilization across all cells. We
average each metric over all episodes and over several random
seeds that control the insertion of adversarial prompts and the
assignment of vendors. We compute the confidence intervals
from the ordinary sample standard deviation.

D. Implementation
We used Python for trace replay and the Z2-ACT control

logic. For the dual-agent contract step and the zero-trust score,
we implemented them as light modules that read the recorded
state vectors, prepared intent, and prompt strings. We do not
use an LLM service for the aforementioned in our core exper-
iments. The self-management gate and the priority/scope-lock
logic are pure functions of the quantities defined in Section IV.
Commitments and zero-knowledge proofs are generated with
a standard library implementation of a binding commitment
scheme and a succinct proof system. We count the verification
time only on the critical path because proof generation runs
asynchronously. We log all random seeds, episode indices and
configuration flags to maintain reproducibility.

We used Python for trace replace and the Z2-ACT control
logic. In the non-real-time path, intent-to-contract translation is
performed by an LLM Llama 2 7B, followed by the determin-
istic evaluator and schema checks described in Section V-B.
The 7B model is used only to demonstrate the agentic-style
intent interpretation, which can be integrated into the non-real-
time stage of Z2-ACT. Another reason for using Llama 2 7B
was that the model could be run with 4-bit quantization on an
NVIDIA RTX 4090 configuration. Model identity, decoding
parameters, quantization settings, and the system prompt were
fixed for all runs and recorded with the random seeds. The
zero-trust score, self-management gate, and priority/scope-lock
logic in the near-real-time path remain lightweight modules
that consume accepted contracts, recorded state vectors, and
the fixed adversarial prompt catalogue. Commitments and
zero-knowledge proofs use a standard binding commitment
scheme and a succinct proof system (Pedersen commitment
and Groth16 over a pairing-friendly curve, as specified in
Section IV). Only verification time is counted on the critical
path while the proof generation was asynchronous.

VI. EXPERIMENTAL RESULTS

In this section, we present the experimental results for Z2-
ACT on the traces driven from a publicly available dataset.

TABLE II
QUANTITATIVE COMPARISON ACROSS ABLATIONS (MEAN OVER EPISODES

AND SEEDS).

Configuration SLA Satisfaction AMR RU (mean PRB)
Z2-ACT 0.91 0.95 0.62
No-Contract 0.83 0.94 0.64
No-ZT 0.85 0.03 0.63
No-Gate 0.86 0.94 0.66
RL baseline 0.81 0.02 0.63

We ran every configuration on the same public ColO-RAN
episodes using the same operator intents and the same fixed
adversarial prompts. We discuss the results in the subsequent
subsections accordingly.

A. Quantitative Comparison and Ablation Study

We perform the comparison on five configurations that were
defined in Section V, which correspond to service quality,
attack resilience, and radio resource usage. For Z2-ACT, IC
are produced by Llama 2 7B with evaluator checks and
the ablation configurations that retain contracts use the same
accepted-contract set so that differences isolate near-real-time
filters. Table 2 summarizes the mean values obtained over all
episodes and seeds. The SLA satisfaction is the highest for Z2-
ACT. The experiments reveal that when the IC is removed, the
SLA satisfaction drops to 0.83, which is consistent with the
admission of goals that violate hard resource ceilings. Drops
are also noticed when disabling the zero-trust verifier (No-
ZT) and the self-management gate (No-Gate). The lowest SLA
satisfaction score is yielded by the conventional RL baseline,
which lacks contracts, prompt verification, and gating. The
AMR behaves similarly, such that the configurations that
retain the zero-trust verifier, including Z2-ACT, No-Contract,
and No-Gate, block or sanitize the large majority of the
prompts (0.94-0.95). However, when the sanitizer is removed
(No-ZT) or is absent in configurations like RL baseline,
the mitigation rate falls to 0.03 and 0.02, respectively. It
should be noted that the results for Z2-ACT are reflected on
the fixed ColO-RAN trajectories such that the declared slice
targets are met in the replayed measurements. As the future
states are not regenerated from the released actions, this gap
should be read as the effect of filtering unsafe or conflicting
realizations on a common trace rather than as a closed-loop
demonstration that Z2-ACT reshapes subsequent throughput,
latency, or PRB usage. The results are recorded on the fixed
prompt set rather than against arbitrary open-ended natural
language attacks. The RU stays within the range of 0.62 -
0.65 across all five configurations. The Z2-ACT yields the
lowest, which is consistent with the rejection of a fraction
of unsafe or overlapping realizations. No-Gate configuration
yields slightly higher in comparison to Z2-ACT, as more
decisions are released when the six checks are disabled. Based
on the aforementioned results, we can confidently say that
the primitives, when implemented in a unified single layer,
can help in improving SLA satisfaction, attack mitigation, and
resource usage, respectively.
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TABLE III
NON-RT LLM TRANSLATION AND EFFICIENCY RESULTS

Metric Value
Translation Accuracy 0.78
Invalid / Hallucinated Output Rate 0.18
Mean Non-RT Latency (sec) 1.0
p95 Non-RT Latency (sec) 2.5
Adversarial-Intent Rejection Rate (After Evaluator) 0.85

B. Non-RT LLM Translation and Efficiency

The non-real-time intent-to-contract stage uses Llama 2 7B
with 4-bit quantization on an NVIDIA RTX 4090, followed
by deterministic schema validation and the evaluator agent.
We report the results in Table 3, which summarizes the
translation quality, invalid outputs, latency, and behavior of
LLM under adversarial operator text on the fixed intent set.
The translation accuracy of 0.78 indicates that most intents
map to reference contracts on all required fields after benign
syntactic variation. An invalid or hallucinated output rate of
0.18 captures schema violations, invented cells or skills, and
contradictions with visible constraints; the large majority of
these cases were rejected by the evaluator and never released to
the near-real-time path. Mean and p95 non-real-time latencies
of 1.0 s and 2.5 s were acceptable for operator-scale intent
submission and are not included in the near-real-time sum
Li. Under adversarial or misleading operator intents, the dual-
agent pipeline rejects 0.85 of unsafe proposals, so residual risk
is dominated by the minority that pass both the model and the
evaluator, not by the near-real-time verifier alone.

C. Latency and Overhead Analysis under Near-RT constraints

The end-to-end latency of each control epoch is defined
in equation 6. We report the mean and 95-th percentile
latency, the fraction of epochs that satisfy the near-RT bound
Li ≤ Lmax, and the mean E2 signaling volume for every
configuration in Table 4, respectively. Non-real-time LLM
inference time is excluded from Li, therefore, Table 4 reports
only verifier, gate, and E2 dispatch latency on the near-real-
time path, respectively. The results show that the Z2-ACT
records a mean latency of 0.018 seconds and a 95th percentile
of 0.030 seconds. Both values lie well below the upper edge
of the O-RAN near-RT window, and 0.99 of all epochs satisfy
Li ≤ Lmax. The added cost relative to the RL baseline (mean
0.008 seconds) is therefore noticeable but compatible with the
timing model of Section IV. The dominant contributors to the
latency are the zero-trust verifier and the gate evaluation. When
the verifier is removed, the mean latency falls to 0.010 and the
95th percentile to 0.016, with every epoch meeting the bound.
No-contract remains close to Z2-ACT (0.017 seconds mean),
which is expected as contract generation runs in the non-real-
time path and does not sit on the critical near-RT loop. In all
cases, the fraction of epochs that violate Lmax is negligible.
The E2 signaling volume stays within a modest band above the
RL baseline. The Z2-ACT and No-contract incur an increase
of roughly 14-15%, which is consistent with the extra control
messages that accompany contract-aware releases. None of
the configurations doubles the signaling load; therefore, the

TABLE IV
LATENCY AND CONTROL PLANE OVERHEAD UNDER NEAR-RT

CONSTRAINTS (MEAN OVER EPISODES AND SEEDS).

Configuration Mean Li (s) p95 Li (s) Fraction Li ≤ Lmax E2MV (bytes/s)
Z2-ACT 0.018 0.030 0.99 1.15 × baseline
No-Contract 0.017 0.028 0.99 1.14 × baseline
No-ZT 0.010 0.016 1.00 1.05 × baseline
No-Gate 0.012 0.020 1.00 1.22 × baseline
RL baseline 0.008 0.014 1.00 1.00 × baseline

overhead is limited and does not offset the safety benefits
reported in Table 4.

D. Auditability and Multi-vendor Conflict Resolution

We evaluate the auditability and concurrent multi-vendor
behavior on the same episodes that were undertaken in pre-
ceding evaluations. As the Z2-ACT configuration generates
commitments and zero-knowledge proofs, we record the frac-
tion of released decisions for which the condition mentioned
in equation 5 is satisfied. We examine the multi-vendor inter-
actions by counting episodes in which two or more synthetic
vendors proposes decisions with intersecting spatial scopes.
We also consider the measurement based on how often the
priority rule and scope locks of Section IV-C serialize the said
commits so that the release predicate remains well-defined. We
report the results for the auditability and multi-vendor conflict
resolution in Table 5, respectively. For the Z2-ACT the audit
verification success (AVS) is 1.00 as every commitment that
was produced after a release was verified under the public
verification key. Other configurations did not emit proofs and
are therefore marked as not application (N/A) for this metric.
It was observed that the spatial overlap (SO) occurred in 0.35
of all episodes under the synthetic three-vendor assignment as
mentioned in Section V. Within those overlapping episodes, the
Z2-ACT resolves 0.96 of conflicts according to the declared
priority order (safety and compliance before SLA recovery
before efficiency) and keeps the release predicate well-defined
after serialization in 0.98 of cases. The aforementioned figures
align with the design of the scope locks and the priority rule.

When the IC is removed (No-Contract), the systematic
priority ordering is weakened such that only 0.62 of overlaps
were resolved by the intended rule and the release predicate
remains well-defined in 0.82 of overlapping episodes. When
the gates are disabled (No-Gate), similar degradation was no-
ticed, i.e. 0.68 and 0.78, respectively, because the rate, scope,
and risk limits no longer constraints concurrent commits. No-
ZT achieves the results closer to that of Z2-ACT, i.e. 0.94 and
0.96, which is consistent with the fact that the verifier does not
implement priority or locking. The RL baseline does not have
priority rule or scope locks, therefore, it does not resolve any
overlap in a structured manner, i.e. 0.08 and leaves the release
condition well-defined in only 0.55 of overlapping episodes.

We additionally probe two integrity failure modes. The first
is the Tamper mode, suggesting that after a valid (comi, π

(i)
ZK

is stored, the verification must be rejected if the commitment
string or the proof is modified. The second is the Replay mode,
in which a valid proof from epoch i is submitted against a
different epoch index or a different contract hash, therefore, in
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TABLE V
AUDITABILITY AND MULTI-VENDOR CONFLICT RESOLUTION (MEAN OVER

EPISODES AND SEEDS).

Configuration Audit Verification
Success

Episodes
with SO

Overlaps resolved
by priority rule

Release predicate well-defined
after serialization

Z2-ACT 1.00 0.35 0.96 0.98
No-Contract N/A 0.35 0.62 0.82
No-ZT N/A 0.35 0.94 0.96
No-Gate N/A 0.35 0.68 0.78
RL baseline N/A 0.35 0.08 0.55

this case the verification must be rejected as the public inputs
(H(IC), i) no longer match. Under a correct implementation
of the binding commitment and the SNARK, both classes of
checks fail closed (verification returns 0). These checks were
logged together with the AVS rate and do not affect the near-
real-time path.

E. Sensitivity analysis

In the proposed work, the release predicate and the zero-
trust depends on the threshold vector Θ = (θ, α, β, γ, τ, S,R),
therefore, to assess how each coordinate affects the metrics, the
same public episodes are re-run while one threshold is varied
at a time and all others are held at the nominal operating point.
For every coordinate we consider three levels, i.e. permissive,
nominal, andd restrictive, and record SLA satisfaction, AMR,
the fraction of epochs that satisfy Li ≤ Lmax, mean latency,
and E2MV, accordingly. We summarize the sensitivity analysis
in Table 6. Making the θ restrictive raises the AMR from
0.88 to 0.98 while SLA satisfaction declines by only a few
points, i.e. 0.92 to 0.88. The mean latency increases slightly
because the verifier rejects more prompts, yet the fraction of
epochs inside the Near-RT bound remains at or above 0.99.
As the zero-trust verifier is unchanged, the mitigate rate stays
constant. A more restrictive risk limit reduces the number of
admitted commits, which lowers E2 volume and trims SLA
satisfaction by a modest amount, i.e. 0.90 to 0.87, whereas the
Near-RT bound continues to hold. For β the pattern matches
that of α, i.e. stricter uncertainty control reduces realizations
under noisy telemetry, with a small SLA cost and a corre-
sponding drop in signaling load. For γ, restricting the resource
budget trims concurrent work and E2 volume. Mean latency
does not increase, however the fraction of epochs meeting
Lmax remains at least 0.99 while the SLA satisfaction slightly
declines. Raising the consistency floor τ holds back a larger
share of opaque skill sequences. Although the mitigation is un-
affected, the SLA satisfaction moves from 0.92 to 0.87 across
the three levels, which is consistent with fewer corrective
realizations rather than with a change in prompt filtering. The
restrictive scope limit S reduces wide, overlapping commits
and lowers signaling volume. The effect on SLA satisfaction
remains within a few points (0.91 - 0.89), while the AMR and
Near RT-compliance are essentially unchanged. Lastly for the
commit-rate limit R, lowering it directly reduces realization
frequency and E2 load. SLA satisfaction falls from 0.92 to
0.87 as fewer corrections are applied, while the latency bound
remains satisfied in essentially all epochs.

TABLE VI
SENSITIVITY ANALYSIS FOR THE THRESHOLD Θ VECTOR PARAMETERS.

Adversarial Intent Threshold θ
θ setting SLA satisfaction AMR Fraction Li ≤ Lmax Mean Li (s)
Permissive 0.92 0.88 1.00 0.016
Nominal 0.91 0.95 0.99 0.018
Restrictive 0.88 0.98 0.99 0.020

Gate Risk Limit α
α setting SLA satisfaction AMR Fraction Li ≤ Lmax E2MV (rel.)
Permissive 0.90 0.95 1.00 1.18 ×
Nominal 0.91 0.95 0.99 1.15 ×
Restrictive 0.87 0.95 0.99 1.08 ×

Uncertainty Limit β
β setting SLA satisfaction AMR Fraction Li ≤ Lmax E2MV (rel.)
Permissive 0.91 0.95 1.00 1.17 ×
Nominal 0.91 0.95 0.99 1.15 ×
Restrictive 0.87 0.95 0.99 1.09 ×

Budget Limit γ
γ setting SLA satisfaction Mean Li (s) Fraction Li ≤ Lmax E2MV (rel.)
Permissive 0.91 0.019 0.99 1.20 ×
Nominal 0.91 0.018 0.99 1.15 ×
Restrictive 0.88 0.017 1.00 1.06 ×

Explanation-consistency floor τ
τ setting SLA satisfaction AMR Fraction Li ≤ Lmax E2MV (rel.)
Permissive 0.92 0.95 1.00 1.17 ×
Nominal 0.91 0.95 0.99 1.15 ×
Restrictive 0.87 0.95 0.99 1.10 ×

Spatial-Scope limit S
S setting SLA satisfaction AMR Fraction Li ≤ Lmax E2MV (rel.)
Permissive 0.91 0.95 0.99 1.18 ×
Nominal 0.91 0.95 0.99 1.15 ×
Restrictive 0.89 0.95 1.00 1.10 ×

Commit-rate Limit R
S setting SLA satisfaction AMR Fraction Li ≤ Lmax E2MV (rel.)
Permissive 0.92 0.95 0.99 1.21 ×
Nominal 0.91 0.95 0.99 1.15 ×
Restrictive 0.87 0.95 1.00 1.05 ×

F. Discussion on Trade-offs

The results reported in Table 2 to Table 6 show the perfor-
mance of Z2-ACT in varying conditions under the evaluation
design of Section V. The Z2-ACT achieves an SLA satisfaction
of 0.91 and AMR of 0.95 in comparison to the RL baseline
that achieves 0.81 and 0.02, respectively. If we remove the
contract, the verifier, or the gate, each reduces SLA satisfaction
by several points. The resource usage stays in a narrow band,
i.e. 0.62-0.66, which was expected on foreign traces where
the architecture mainly filters unsafe decisions. Although the
gains add a limited latency cost, Z2-ACT records a mean
Li of 0.018 and a 95th percentile of 0.030 seconds with
0.99 of epochs inside the Near-RT bound. The overhead is
therefore visible but we would argue that this is compatible
with the O-RAN Near-RT window. The proposed study is
trace-driven, models the multi-vendor behavior and emulates
the adversarial prompts to show its efficacy. The results show
that the proposed Z2-ACT improves safety, attack resilience,
and auditability at a modest cost in latency and signaling, while
remaining inside the timing constraints of Section IV.

A central methodological limit of the present study is
the open-loop, trace-driven design. Released actions do not
change subsequent radio states, so the SLA metric does not
capture the counterfactual evolution of the RAN under Z2-
ACT versus the ablations. Two extensions would close this
gap: (i) a closed-loop experiment on a programmable platform
(e.g. Colosseum / OpenRAN Gym with live E2 control), in
which each admitted skill sequence is applied and the next
KPM vector is measured; or (ii) an explicit state-transition
model si+1 = f(si, di) validated against held-out traces, used
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to simulate counterfactual trajectories for each configuration.
Until one of these is in place, SLA differences are interpreted
strictly as differences in actuation filtering on shared public
traces.

VII. CONCLUSION AND FUTURE WORK

The experts suggest that th open and intelligent 6G radio ac-
cess networks will rely on multi-vendor and AI assisted control
loops. However, in order to have a real-world applicability of
such system, it needs to be safe, verifiable, and auditable under
concurrent intents and untrusted model inputs. The proposed
work addresses the aforementioned need by composing four
existing isolated primitives, i.e. agentic control, IC, zero-trust
prompting, and zero-knowledge accountability, into a single
architecture, which operates across the non-real-time and near-
real-time RICs without modifying the standard E2 or O1
interfaces.

We performed the evaluation on publicly available ColO-
RAN traces, with a fixed adversarial-prompt catalogue and an
emulated multi-vendor assigned. The results show that the full
composition of Z2-ACT improves service-level behavior and
attack resilience relative to strong ablations and a conventional
RL baseline, at a modest cost in latency and signaling that
remains inside the Near-RT timing envelope. We also show
that the audit verification succeeds for every proof produced
by Z2-ACT while the priority-based scope locks resolves
the majority of spatial conflicts. We also perform sensitivity
analysis for the threshold vector, which shows that the nominal
operating point is stable, hence tightening the individual limits
moves safety and overhead metrics in the expected direction
without driving the system outside the Near-RT bound.

We acknowledge that there are limitations concerning the
proposed study design. For instance, the evaluation is trace-
driven, therefore the effect of Z2-ACT decisions on future ra-
dio conditions are not observed. We emulated the multi-vendor
behavior rather than obtaining the traces from independent
vendor implementation. We drew the adversarial prompts from
a constructed catalogue and performed the sensitivity analysis
for one threshold at a time. However, we want to justify that
the experiments, due to the aforementioned choices, can be
reproduced easily from the publicly available data.

We intend to address the aforementioned limitations in
the future work such that a close-loop implementation on a
programmable testbed would be carried out to allow Z2-ACT
decisions to affect subsequent channels and load conditions.
We intend to perform interoperability trials with independently
developed xApps, which would replace the synthetic vendor
assignment. We intend to expand the prompt set toward
paraphrased and adaptive attacks, which would stress the zero-
trust component more severely. Lastly, we intend to extend the
same organizational pattern to other O-RAN control applica-
tions, beyond slice reallocation, which would test whether the
composition remains effective with the increasing number of
skills and contracts.
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