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Reliable learning-based vulnerability detection requires high-quality labels, yet widely used datasets built
from vulnerability-fixing commits may label functions as vulnerable simply because they were changed by a
security patch. Such label errors can affect both model training and evaluation. We present VULVALIDATE,
a framework that uses LLM agents to coordinate dynamic analysis tools and build vulnerability-triggering
experiments from runtime feedback. Given a labeled function and its fixing patch, VULVALIDATE reconstructs
the historical vulnerable and fixed revisions, analyzes the possible vulnerability, selects suitable tools and
execution paths, iteratively refines triggering inputs, and compares runtime behavior across the two revisions.
The resulting evidence is used to assess whether the observed defect can be attributed to the labeled function
and is preserved for inspection and replay. We apply VULVALIDATE to all 35,849 instances originally labeled
vulnerable in BigVul, PrimeVul, and DiverseVul. Of these, 20,510 are confirmed (57.2%), 6,819 receive label
corrections (19.0%), 7,981 remain attacked but undecided (22.3%), and 539 are not successfully measured (1.5%).
After resolving identified label conflicts and removing byte-exact duplicates, the corrected release contains
15,890 distinct confirmed vulnerable function bodies. In a blinded review of 581 decisions randomly sampled
from the three datasets and outcome groups, the final reviewer consensus supports 90.0%-92.0% of sampled
confirmations and 92.6%-99.0% of sampled label corrections. Keeping model parameters fixed, evaluation with
the corrected labels lowers F1 for all five tested detectors on both BigVul and DiverseVul. Retraining with
corrected labels then improves F1 over evaluation without retraining for four of five detectors on each dataset.
We also release a reusable VULVALIDATE skill for applying dynamic tools to additional vulnerability instances.
The corrected datasets, reproducible evidence, and reusable skill provide a stronger basis for vulnerability
detection research and future dataset construction.

CCS Concepts: » Security and privacy — Software security engineering; « Software and its engineering
— Software testing and debugging.

Additional Key Words and Phrases: vulnerability detection, dataset quality, dynamic analysis, evidence
provenance, reproducibility

1 Introduction

Vulnerability detection is essential to software security, and the growing volume of reported
vulnerabilities increases the need for scalable analysis and reliable validation. In April 2026, NIST
announced that the National Vulnerability Database would prioritize enrichment according to
risk, following a 263% increase in CVE submissions between 2020 and 2025 [40]. Learning-based
detectors offer a way to prioritize potentially vulnerable code, but their training and evaluation
depend on the quality of function labels. Inaccurate labels can reward agreement with dataset
artifacts while obscuring whether the underlying defects are detected [11, 44].

Widely used datasets, including BigVul, DiverseVul, and PrimeVul, derive function labels from
historical vulnerability information and source changes [8, 13, 14]. Collection rules differ, and
PrimeVul refines labelling and deduplication procedures [13]. Identifying a vulnerability-fixing
commit and identifying the function responsible for the defect are different tasks. A repair can
change a faulty parser, its callers, tests, and unrelated code. Labelling changed functions from
commit membership can therefore confuse participation in a repair with responsibility for the
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vulnerability. Static-analyzer datasets such as D2A use differential analysis of warnings across
revisions, providing another basis for candidate labels [56].

Prior audits show that these issues affect benchmark quality. Croft et al. found that 20% to 71% of
vulnerability labels were inaccurate in the real-world datasets they examined and that duplication
could inflate model performance [11]. Risse et al. examined 100 functions labelled vulnerable
from each of BigVul, Devign, and DiverseVul, finding actual vulnerabilities in only 39, 47, and 65
functions, respectively. Their survey also found that 53 of 81 vulnerability-detection papers used at
least one of BigVul, Devign, or ReVeal [44]. Together, these audits motivate improving the labels
used by existing detectors, alongside developing new architectures.

Our joint analysis identifies conflicting labels across the three studied datasets. After removing
comments and normalizing whitespace, 2,707 of 25,807 unique function bodies labelled vulnerable
also appear with a non-vulnerable label, corresponding to 10.49%. Of these conflicts, 2,210 occur
across datasets. Such matching bodies provide contradictory supervision when the datasets are
combined. Resolving them requires evidence about the relevant function and source context.

Dynamic analysis provides a useful basis for examining these labels. Source and patch analysis
can identify suspected defects and guide testing, while execution tests whether a concrete input
reaches the relevant operation and produces an observable failure. A mechanism-appropriate
oracle, together with coverage and attribution evidence, can connect that failure to the labelled
function. Replaying the same condition on the fixed revision tests whether the repair changes the
observed behavior [3, 22, 37]. For example, memory instrumentation can expose an invalid access,
while authorization and resource failures require oracles matched to their security consequences.
Attribution must connect the observed fault to the labelled function, and a harness must preserve
relevant guards and calling conditions. These requirements help distinguish a defect in the historical
code from a failure introduced by the test (Section 2.3). The scope of the evidence matters as much as
its presence: an unsuccessful search may reflect incomplete coverage, limited inputs, or an unsuitable
oracle, so failure to trigger a defect is not by itself grounds for a non-vulnerable label [27].

A major practical obstacle is the cost of obtaining faithful executions at scale. Commit mining
provides candidate labels cheaply, while validating each function requires mechanism-specific
investigation and execution. Each historical instance may require recovering source revisions,
resolving dependencies, constructing a harness, and finding an input that reaches the suspected
mechanism. Google’s OSS-Fuzz documentation notes that writing fuzz targets typically requires
several hours of manual work and project knowledge. Its account of LLM-based target generation
reports runtime coverage of about 30% for many integrated projects [21]. ARVO further shows
that rebuilding historical programs remains difficult even when a triggering input is already
available [37]. These costs help explain why prior label audits often examined samples of 50 to 100
functions per dataset [8, 11, 44].

Recent LLM agents offer an opportunity to automate much of this work. SWE-agent and Au-
toCodeRover combine repository navigation, code analysis, and tool use to address software
tasks [52, 54]. In security testing, Google reported 26 previously unknown vulnerabilities found
through Al-generated fuzz targets in 2024 [19]. DARPA’s 2025 AI Cyber Challenge reported that
autonomous systems found 54 synthetic vulnerabilities and patched 43 across challenges spanning
54 million lines of code [12]. These results motivate using agents to construct and refine experiments
from execution feedback. Agents can adjust build commands, prepare harnesses, and revise inputs
when an attempt fails to reach the target. Their explanations still require supporting source and
runtime observations before they can justify a dataset label.

Existing approaches address different parts of this problem. D2A labels static-analysis findings,
and CleanVul uses LLM-based heuristics to identify vulnerability-related function changes [29, 56].
ARVO automates reproduction of historical vulnerabilities from OSS-Fuzz and supplies executable
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environments [37]. CVE-Factory already combines agents with dynamic execution to construct
vulnerability tasks and assess source authenticity and repair validity [35]. VulTrigger uses multiple
agents to generate downstream tests for third-party library vulnerabilities [25]. Our focus is auditing
existing function labels in BigVul, PrimeVul, and DiverseVul, then examining detector performance
under the resulting corrections. This requires connecting runtime observations to the particular
labelled function and defining how confirmation, label correction, and unresolved attempts follow
from the available evidence.

We introduce VULVALIDATE, a workflow that uses LLM agents to orchestrate dynamic analysis
tools for reproducible function-level label auditing. Starting from historical source and the listed
fixing commit, the agent analyzes the mechanism, selects tools and an execution route, constructs
and refines triggering inputs, and performs controlled executions of vulnerable and fixed revisions.
Function execution, oracle relevance, and causal attribution determine what the observations
support. Label correction requires an attack satisfying seven evidence checks and a source-grounded
explanation rejecting the original attribution under the tested conditions (Section 2.5). Source
bindings, inputs, logs, return codes, coverage, and attack histories support replay and inspection.
Instances with insufficient evidence retain an explicit unresolved outcome. The workflow separates
defect existence, correspondence to the listed CVE, and repair effectiveness, with function-level
attribution required to assess the dataset label.

We apply VULVALIDATE to all 35,849 instances originally labelled vulnerable in BigVul, PrimeVul,
and DiverseVul. The audit yields 20,510 confirmations, 6,819 label-correction decisions, 7,981
attacked but undecided instances, and 539 instances that were not successfully measured. Two of
the authors, each with vulnerability-detection experience, blinded to the agent’s decisions, each
reviewed the same 581 instances, randomly sampled within each dataset and initial S6 outcome
group; their consensus supports 90.0% to 92.0% of sampled confirmations and 92.6% to 99.0% of
sampled label corrections (Section 4.2), and agreement with independently produced manual labels
yields Cohen’s x values [10] from 0.36 to 0.55, providing an external reference for the audit decisions.
(Section 4.1). The corrected datasets retain confirmed and corrected instances whose decisions
survive review, and exclude unresolved instances and unresolved label conflicts (Section 3.3).

The model experiments distinguish re-evaluation from retraining. With model parameters held
fixed, corrected evaluation protocols lower F1 for all five detectors on BigVul and DiverseVul,
with absolute decreases of 0.0403 to 0.2737 and 0.0532 to 0.0888, respectively. On corrected test
labels, the completed retraining runs achieve higher F1 for four of five detectors on each dataset
(Section 4.4). The merged benchmark further provides a post-correction evaluation of graph-
based and transformer-based detectors, connecting label auditing to the interpretation of model
performance.

The study addresses one design question and three empirical questions:

RQ1 How do LLM agents construct reproducible dynamic experiments to audit function-level
vulnerability labels?

RQ2 What are the results of manually reviewing the agents’ audit decisions?
RQ3 What are the distributions of audit outcomes across BigVul, PrimeVul, and DiverseVul?

RQ4 What changes in vulnerability detector performance are observed after label correction?
This paper makes three contributions.

(1) Improving label quality for three widely used datasets. We provide an audit of the com-
plete populations originally labelled vulnerable in BigVul, PrimeVul, and DiverseVul, together
with corrected data constructed through label adjudication, manual-review filtering, conflict
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Fig. 1. Overview of VULVALIDATE. The workflow reconstructs historical source and environment (S1), plans the
experiment (S2), iteratively constructs triggers (S3), validates vulnerable and fixed executions (S4), preserves

evi

dence and Docker-based replay materials (S5), and assigns an evidence-based audit outcome (S6). Two

experts review randomly sampled instances blinded to the agent’s decisions.

2

resolution, and deduplication. Original labels, audit outcomes, supporting evidence, and un-
resolved instances remain available for inspection. This supports reuse of the corrected data
while preserving the conditions under which each label was assessed.

Agentic dynamic validation of historical vulnerability labels. VULVALIDATE combines
historical reconstruction, feedback-guided trigger construction, controlled execution, and
function-level attribution under an explicit evidence contract. The operational prompt, tool and
oracle rules, and evidence requirements form a reusable skill for auditing additional vulnerability
instances.

A reproducible vulnerability evidence corpus. The release contains 15,890 distinct con-
firmed vulnerable function bodies after byte-exact deduplication, with retained source versions,
triggering inputs or harnesses, execution logs, oracle observations, attribution evidence, and
replay materials. This resource supports vulnerability detection, localization, repair evaluation,
and further label review.

The VULVALIDATE Method

VULVALIDATE audits a labelled function using historical source, vulnerability metadata, and a listed

fix

ing commit. Figure 1 summarizes six stages: reconstruction and planning (5S1-S2), feedback-

guided trigger construction (S3), controlled execution and attribution (S4), evidence preservation
and cold replay (S5), and adjudication (S6). Retained source and runtime evidence determine whether
the original attribution is supported, rejected within the tested mechanism, or unresolved.
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2.1 Historical reconstruction and experiment planning (S1-S2)

S1 reconstructs a historical testbed and S2 specifies how to exercise it, following the reconstruction
requirements that ARVO and CVE-Factory established for executable vulnerability reproduction [35,
37].

S$1: Reconstruct the historical target and execution environment. Using the listed fixing
commit, VULVALIDATE locates the upstream repository, verifies the commit against repository
history and the vulnerability metadata, and takes its parent as the initial vulnerable revision. Let
fp denote the dataset function body, f, the corresponding function at the verified vulnerable
revision, and f; its counterpart at the fixed revision. The label attached to fp is audited on f; and
]Sc; the repository, exact commits, file and function extent, and fixing diff are recorded as source
bindings. Environment reconstruction follows standard practice for historical builds: the source
tree, dependencies, toolchain, and platform are recovered from the repository and its metadata, in
Docker containers where the user-space environment can be reproduced directly and in virtual
machines where kernel or platform requirements need stronger isolation [4, 26, 39].

Source fidelity is checked separately from build success, because a dataset body that compiles
may still omit guards, state updates, or calls relevant to the suspected mechanism. VULVALIDATE
compares fp with f, for identity, extent, and completeness; if fp is incomplete, the experiment uses
the verified historical function and records the discrepancy.

$2: Analyze the vulnerability mechanism and plan the experiment. The agent analyzes the
fixing diff, f,, fr, callers and callees, and the CVE and CWE metadata, with verified source as the
primary basis when metadata is missing or inconsistent. The plan records a root-cause hypothesis,
the attacker- or environment-controlled precondition, the disputed operation or branch, the entry
point, the execution route, and the tools and oracle selected for the mechanism (Section 2.2);
Section 2.6 shows one such plan.

Two execution routes are available. The full-project route builds the historical project and exer-
cises a public interface that reaches the labelled function in its real program context [20, 37]. When
this is infeasible, the extracted-function route compiles the real target with its mechanism-relevant
types, guards, callees, and calling conditions behind a harness; stubs may replace unavailable
services only while preserving these conditions. The route fixes the evidence scope: full-project
execution supports reachability and comparison across revisions, but when a fixing commit changes
several functions, a difference between revisions establishes repair-associated behavior and attribu-
tion to the labelled function requires further evidence; extracted-function execution isolates the
target by varying it while holding harness, input, and context fixed. The route and reconstructed
context are recorded for S4.

2.2 Agentic trigger construction (S3)

S3 repeatedly executes attack attempts against the vulnerable side using the S2 plan, historical source,
dataset metadata, fixing diff, prior attack history, and build information. Runtime observations
guide changes to inputs, harnesses, execution state, tools, or routes.

The study uses Claude Code as the execution controller [1, 2], with model and thinking-effort
settings in Section 3.1. It navigates repositories, edits files, executes commands, and operates
analysis tools, following capabilities demonstrated by repository agents [23, 52, 54]. CVE-Factory
constructs executable vulnerability tasks, VulTrigger generates downstream tests, and OSS-Fuzz
agents operate in build and test environments [25, 35, 55]. An operational prompt defines source
rules, route preferences, tool and oracle requirements, evidence layout, outcome criteria, and
stopping conditions. The prompt constrains the evidence rather than the controller, so another
model can run the same loop against the same requirements.
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Tool selection follows the suspected mechanism and relies on standard dynamic analysis tools:
sanitizers for memory, uninitialized-value, arithmetic, leak, and concurrency errors (ASan/KASAN,
MSan/KMSAN, UBSan, LSan, TSan/KCSAN, and Memcheck) [30-34, 41, 46, 47, 50]; progress,
termination, and resource observations for denial of service; security-decision, state, or output
oracles for authorization, injection, and state-machine defects [3]; and coverage and debugger
traces for execution and attribution evidence [22].

The controller runs a feedback-guided loop in the style of greybox and sanitizer-guided fuzzing [6,
17, 38, 43]. Each iteration instantiates the S2 hypothesis with a route, entry point, tools, oracle,
and required state; constructs or modifies an input, schedule, or harness while preserving the
calling conditions identified in S2; builds the pinned vulnerable environment with the selected
instrumentation and executes it under documented resource limits; and collects oracle output,
coverage, traces, and return status. Following Magma [22], the observations are read at three levels:
function entry establishes reachability, coverage or tracing establishes execution of the disputed
operation or branch, and the oracle establishes a security-relevant violation. The gap determines
the next refinement: an unreached function revises the input or entry path, an unexecuted disputed
operation revises the triggering condition, harness, or state, and an inadequate observation revises
the tools or oracle. When a trigger succeeds, the exact input, harness, source and environment
bindings, commands, logs, and coverage are frozen for two-side replay in S4; unsuccessful attempts
are kept with their conditions, scope, and stopping reason, since they document the search scope
that check 5 of Table 1 requires. The loop ends when sufficient evidence is obtained or a predefined
stopping condition is reached. Tool selection rules, the full step list, and stopping conditions are
given in Supplementary Section S2.

2.3 Controlled two-side validation and function-level attribution (S4)

S4 replays the triggering condition retained by S3 on the vulnerable and fixed revisions to test
whether the listed repair changes the observed security-relevant behavior [35, 37]. Let d denote
the driver or public-entry procedure, x the saved input or schedule, e the environment, and O the
mechanism-specific oracle:

Yo =0(d[fol. x,€),  yr =0d[ff].x.€). (1)

The executions share the driver, input, relevant build and instrumentation settings, runtime envi-
ronment, resource limits, timeout policy, and oracle settings. The intended variable is the pinned
source revision. Both binaries are hashed after construction to check whether the builds are dis-
tinct. Matching binaries are documented as build-equivalent outcomes. When an interface change
prevents identical inputs, the exception is documented and the comparison is narrowed accordingly.

The mechanism-specific oracle selected in S2 and applied in S3 interprets sanitizer reports, output
or state changes, progress, or other observations relevant to the suspected mechanism [3]. Crash
and exit-code comparisons are used when appropriate, with the security-relevant mechanism or
state determining the interpretation. For function-level attribution, the evidence connects

input — target reached — mechanism triggered — violation observed.

Function entry establishes reachability. Attribution additionally requires execution of the relevant
operation, branch, or state transition and its causal connection to the violation [22]. A fault in a
callee requires evidence linking the labelled function’s action to the affected object or state and the
downstream observation. Both the comparison and attribution evidence are retained for S5 and Sé.
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2.4 Evidence preservation, Docker packaging, and cold replay (S5)

S5 organizes the evidence and attack history collected throughout the workflow into replayable
packages. Container-compatible experiments are distributed as versioned Docker images containing
the source code, execution environment, replay scripts, and supporting evidence. Cold replay checks
whether the experiment can be reconstructed and executed from the retained materials. ARVO
distributes Docker images containing historical source, build environments, and triggering inputs for
recompilation and replay [37]. CVE-Factory likewise bases evaluation on executable artifacts [35].
VULVALIDATE additionally preserves the function-level evidence needed for label adjudication.

The package contains source bodies and revision identifiers, the driver or harness, dependency
and build information, unchanged inputs or saved schedules, available vulnerable and fixed logs,
actual integer return codes, execution and attribution evidence, and the oracle rationale. A replay
script specifies reconstruction and execution, and EVIDENCE_MAP. json lists each active file’s
purpose, path, size, and SHA-256 digest. Attack histories retain tested conditions, routes, tool
settings, observations, coverage, limitations, refinement reasons, and stopping conditions. Failed
attempts are kept alongside successful ones; they document the search scope that check 5 of Table 1
requires.

To support reproduction, the container-executable experiments are released as Docker images.
The images bundle recovered source code, compilers, dependencies, build and replay scripts, and
the complete evidence package, including attack histories. Vulnerable and fixed builds are kept
separate, with documented commands for rebuilding and replaying each side. Dockerfiles and
pinned base-image references accompany the images. Following S6 adjudication, a release index
links instance identifiers and audit outcomes to image digests and replay commands.

Before an experiment is treated as reproducible, the workflow attempts a cold replay. For con-
tainerized experiments, replay runs in a fresh container without access to the original workspace.
Generated build products are removed before rebuilding from the retained source and inputs.
Original evidence remains unchanged, with new replay outputs stored separately for comparison.
Source and binary identities, oracle observations, and evidence-file hashes are checked. Build infor-
mation identifies the repository, revision, compiler, dependencies, settings, and local modifications.
Experiments requiring specific kernels, devices, or virtual machines document these additional
requirements, consistent with S1.

A complete package does not by itself establish a label: manual review (Section 3.2) examines the
claimed defect and function attribution, the harness’s calling conditions, and the source reasoning
behind a label correction. The supplementary artifact provides the prompt or skill, field definitions,
route and oracle rules, package layout, stopping conditions, and integrity requirements.

2.5 Evidence-based interpretation and adjudication (S6)

S6 assigns four outcomes from the retained evidence. A qualifying target-attributed witness supports
confirmation; otherwise, a supported rejection of the original attribution supports label correction.
Unresolved outcomes depend on whether a usable dynamic observation exists.

Confirmed. Confirmation requires executing the complete, source-bound historical function on
the dataset-labelled side under a saved input or runtime condition. The driver preserves relevant
types, guards, and calling contracts. A mechanism-appropriate oracle must identify a real defect or
security-relevant violation causally linked to the function (Section 2.3). A valid witness supports
confirmation despite a CVE mismatch or persistence on the comparison side. Source authenticity,
dynamic execution, and repair validity remain separate claims [35].

Controlled failure injection requires an upstream repair explicitly addressing the injected con-
dition, injection through a public interface preserving upstream code, and the same injector on
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Table 1. Seven necessary checks for a mechanism-specific dynamic negative. Each requires inspectable
source or execution evidence.

Check Required evidence

1 Measured execution A replay script, actual integer exit codes, and complete logs, including
both sides for a two-sided claim

Function execution Trace, coverage, or debugger evidence of labelled-function execution
Attack input A saved input, failure condition, or schedule targeting the mechanism,
with construction and purpose documented
4 Oracle relevance An oracle capable of observing the suspected defect and a
mechanism-specific rationale [3]
5 Search scope Tested entry points, value ranges, corpus or schedules, duration or

iteration bounds, and stopping reason [27]

6 Source completeness  Comparison of the tested instance with the complete function at the
verified upstream parent revision

7 Patch execution Hit counts or equivalent runtime evidence that the disputed operation,
line, or branch executed [22]

both sides. Evidence must link the condition to the fixing diff, show it occurred and reached the
disputed operation, and retain a working positive control. Attacker-controlled reachability requires
separate evidence.

Label correction. Label correction rejects the original attribution within the tested mechanism
and conditions. Because an unsuccessful search depends on inputs, coverage, budget, and oracle [27],
a qualifying dynamic negative requires an attack yielding no target-attributed defect, all seven
checks in Table 1, and a source-grounded rejection rationale. The attack must exercise the condition
addressed by that rationale. Static observations guide analysis; search exhaustion or equal behavior
alone leaves attribution unresolved.

Let Cy,...,C; denote these checks and R the evidence-supported rejection rationale. The accep-
tance condition is
7
Neorr = (/\ Cj) AR. (2)
j=1

The rationale explains why the exercised behavior rejects the attribution, for example an existing
guard correctly handling the challenged condition. An apparent inverted differential, with a defect
observed only on the comparison side, requires verification of source orientation, source and build
bindings, and the observed defect, and still needs the rejection rationale R; otherwise the instance
remains Attacked but undecided, because the comparison-side witness concerns only that side’s
code.

Attacked but undecided. An executed attack yields observations but insufficient evidence for
confirmation or label correction, including unresolved fault signals. The instance retains obser-
vations, tested scope, evidence gaps, and stopping reason. A two-sided claim requires runtime
evidence from both executions; a single-side execution alone leaves the instance here.

Not successfully measured. This outcome applies when the workflow ends before obtaining
a usable dynamic observation. Barriers include historical source recovery, dependencies, plat-
form requirements, toolchain problems, or execution routes, with build failure being one possible
cause [37].
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2.6 An example: one commit, four labels, one defect

Commit 3e5cdf1 of facebook/zstd is the listed fix for CVE-2019-11922,1 reported as a race
condition that “could allow an attacker to write bytes out of bounds if an output buffer smaller than
the recommended size was used” and assigned CWE-362. It changes four compressor functions, all
four of which BigVul labels vulnerable, as instances 182843-182846. One hunk changes run-time
behavior; the other three add DEBUGLOG calls.

S1. The parent revision 3a90229 supplies f,, which the dataset body matches except for leading
whitespace on ten lines. The testbed is the whole library at that revision, with 39 of its 40 files
byte-identical to upstream by SHA-256 and the 40th substituting the stored body under test, so it
compiles in its real translation unit.

S$2. From the diff the agent recorded this plan.

root cause : the set_rle arm stores *op = codeTable[@] before any test of
dstCapacity, and upstream's only check is taken before the
sequences header, so a later table can be entered with
dstCapacity == @

precondition: the caller supplies dst smaller than ZSTD_compressBound()

entry point : the public one-pass API ZSTD_compress()

oracle : an ASan heap-buffer-overflow WRITE with frame #0 inside
ZSTD_buildCTable -- the byte lands in whatever follows dst,
so without a sanitizer nothing crashes or returns an error

Listing 1. Experiment plan recorded for BigVul 182843, abridged.

$3. Three rounds are retained. The first compiled a harness whose own body performed the store;
ASan fired, but its frame #0 lay in the harness file, no library code ran, and there was no fixed side,
so the record marks the attempt superseded and keeps it. The second wrote an end mark past each
truncated output capacity, across levels 1-19 and 40 input shapes, to find a capacity at which the
compressed offset table ends exactly on the buffer’s last byte. The third fixed the input to 40 records
whose equal match lengths make upstream choose set_rle at that capacity, so the match-length
table is entered with dstCapacity == o.

S4. Replayed on both revisions with the same driver, input and limits, the vulnerable side exits 1
with an ASan WRITE of size one “0 bytes to the right” of the 192-byte destination while the fixed side
exits 0 returning dstSize_tooSmall. Frame #0 identifies the disputed store in ZSTD_buildCTable,
and frames #1-#10 show the executed call path from ZSTD_compress. Adding the capacity check in
ZSTD_buildCTable removes the observed write. Following Section 2.3, function-level attribution
depends on mechanism-specific source and runtime evidence; a caller’s presence in the stack alone
is insufficient for attribution. Table 2 summarizes the four decisions.

S$5-86. Replayed in a fresh container with no network and no access to the original workspace,
the instance gives the same exit codes, frame and return value. It is Confirmed. The assigned
CWE-362 does not describe the observed mechanism, a missing capacity check rather than a race;
per Section 2.5 a valid witness still supports confirmation and the record keeps the disagreement.
The three siblings are assigned label correction under Equation (2), each satisfying the seven checks
of Table 1. Supplementary Section S5 gives the attack history, the full report and call chain, the
per-sibling evidence, and the replay transcript.

Answer to RQ1. LLM agents construct reproducible experiments by linking historical reconstruc-
tion and planning to feedback-guided attacks, controlled two-side execution, and function-level

!https://nvd.nist.gov/vuln/detail/ CVE-2019-11922; https://github.com/facebook/zstd/commit/3e5cdf 1b6a85843¢991d7d10
f6a2567¢15580da0.
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Table 2. The four functions labelled vulnerable by the single fixing commit 3e5cdf1, and the evidence that
decided each.

Labelled function BigVul  Role in the Outcome and deciding evidence
index fault
ZSTD_buildCTable 182843  frame #0 Confirmed. ASan WRITE of size 1 past a 192-byte
buffer at the disputed store; exit codes 1 against 0
ZSTD_compress- 182844  frame #1, a Label correction. gcov: 12 calls per side, disputed line
Sequences_internal caller 3 times per side, no fault

ZSTD_encodeSequences 182845, absent from  Label correction. 3 calls per side, disputed lines
and . . . _body 182846 the stack executed on both sides, no fault

attribution. Each decision is bound to retained source, inputs, logs, and coverage that replay in a
fresh container, and the S6 contract, not the agent’s explanation, decides the outcome.

3 Experimental Design
3.1 Audit population and agent setup

The audit covers 35,849 instances originally labelled vulnerable: 10,900 from BigVul, 6,004 from
PrimeVul, and 18,945 from the official DiverseVul collection [8, 13, 14]. Each instance is a labelled
function and receives one of the four S6 outcomes (Section 2.5); reported outcome distributions
incorporate the manual-review results, and the initial agent decisions are retained for the review
comparison (Section 3.2). The agent was Claude Opus 5.0 run through Claude Code with thinking
effort set to high throughout S1 to S6; it reconstructed programs, executed attacks, preserved
evidence, and assigned outcomes under the S6 criteria.

3.2 Manual review

Blinded two-expert review. Two of the authors, each with vulnerability-detection experience,
each reviewed all 581 selected instances using a common checklist. The agent’s decisions were
withheld throughout individual assessment and consensus discussion. Reviewers examined source
code, inputs, harnesses, runtime logs, and attribution evidence to form their own judgments under
the S6 criteria. Each instance received two individual assessments, and disagreements were resolved
through discussion to obtain one final consensus assessment.

For all three datasets, instances were selected by simple random sampling without replacement
within each dataset and initial S6 outcome group. The sample contains 300 instances initially
assigned to Confirmed and 281 assigned to Label correction . BigVul and DiverseVul each contribute
100 instances per group; PrimeVul contributes 100 confirmations and 81 label-correction instances.
Sampling used the full pool within each group. Outcome groups define sampling and reporting,
not the information shown to reviewers.

The checklist follows CVE-Factory’s source authenticity, dynamic execution, and repair validity
dimensions [35] and Sé. It covers source completeness, trigger fidelity, execution of the labelled
function and disputed operation, oracle relevance, and causal attribution. Assessing a possible label
correction also requires a source-grounded rejection rationale supported by dynamic evidence
under the tested conditions (Section 2.5).

After consensus was finalized, the expert assessments were compared with the initial agent
decisions to obtain Supported, Contradicted, or Insufficient evidence. These verdicts indicate whether
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the evidence supports the agent decision, conflicts with it, or lacks essential support within its
scope.

Support rates are S/n by dataset and initial agent outcome, where S counts supported decisions
and n includes all reviewed instances, each counted once, including those subsequently excluded.
The rates describe the sampled outcome groups, not label accuracy across the full datasets.

Comparison with independent manual labels. The review above used this project’s reviewers
and criteria. As an external check, we compare the agent’s decisions with manual labels produced
independently by two prior studies. Risse et al. [44] relabelled 100 BigVul and 100 DiverseVul
functions, judging whether each function is vulnerable. Croft et al. [11] checked 70 BigVul functions,
all among Risse et al’s 100, judging whether each label is accurate. BigVul functions are joined by
row number, which is also our instance identifier, and DiverseVul functions by index and function-
text hash; all 270 join. Confirmed counts as the label standing and Label correction as rejected;
the two unresolved outcomes are not decisions. Each agent decision is read from the campaign’s
measurement ledger, which records per function the outcome this campaign’s own runs established
and how deep the supporting evidence is, so all four comparisons are on one scale (Supplementary
Section S4). We report raw agreement, chance agreement from the marginal rates, and Cohen’s
k [10]; the agreement between the two human studies on their 70 shared functions is the reference.
Details and every disagreement are in Supplementary Section S4.

3.3 Construction of corrected datasets

Dataset construction uses the outcomes finalized after incorporating manual review. Among
instances originally labelled vulnerable, Confirmed maps to vulnerable (y = 1), and Label correction
maps to non-vulnerable (y = 0) as an evidence-supported empirical label. Attacked but undecided
and Not successfully measured remain unresolved and are excluded from both learning classes.

Among the 581 reviewed instances, 545 received a Supported verdict, 12 were Contradicted, and 24
had Insufficient evidence. The 545 supported instances pass the manual-review filter. The remaining
36 instances are excluded from both learning classes and are conservatively grouped with Attacked
but undecided in the post-review audit distribution. Their initial agent decisions and expert verdicts
remain available in the released audit records. Conflict resolution and deduplication are applied
subsequently.

For label-focused detector comparisons, retained instances keep the original dataset representa-
tion fp. Audit decisions are transferred only when the source content relevant to the decision is
preserved between fp and f,; instances with substantive source discrepancies are excluded from
corrected learning and evaluation.

Non-conflicting original non-vulnerable labels are retained. Dynamic execution and function-
level attribution determine the retained label for conflicting copies. Rejected-label copies and
unresolved conflicts are excluded. Duplicate bodies are consolidated under the applicable rule.

These rules define the final corrected BigVul, PrimeVul, and DiverseVul datasets and their
merged benchmark. Original-label experiments retain the original releases. The Distinct total uses
SHA-256 hashes of unmodified UTF-8 function bodies, preserving comments and whitespace. The
Introduction’s conflict analysis instead removes comments and normalizes whitespace. Model-
specific deduplication keys, label sets, and supported inputs are described in Sections 3.5 and 4.5.

Relabelling, exclusion of unresolved and unsupported instances, deduplication, and conflict
resolution change class proportions and sample membership between the original and corrected
benchmarks.
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Table 3. Validation of the agent’s decisions. In (a), Risse and Croft denote the manual labellings of Risse et
al. [44] and Croft et al. [11], n counts functions with a decision on both sides, and chance is the agreement
expected from the marginal rates. In (b), S, C, and | denote Supported, Contradicted, and Insufficient
evidence; S/n includes all reviewed instances, including those later excluded from the final datasets; Label
correction denotes the S6 outcome defined in Section 2.5. Agreement, chance, and S/n are percentages.

(a) Agreement with independent manual labels (b) Blinded expert review of 581 sampled decisions
Dataset Comparison n Agreement Chance K Confirmed Label correction
Dataset
Agent-Risse 92 77.2 49.5 0.55 n SC ISn n SCIS/n
BigVul Agent-Croft 63 68.2 50.1 0.36

BigVul 100 92 3 5 92.0 100 99 0 1 99.0
PrimeVul 100 91 6 3 91.0 81 75 2 4 92.6
DiverseVul Agent-Risse 87 78.2 55.9 0.50 DiverseVul 100 90 0 10 90.0 100 98 1 1 98.0

Risse-Croft 70 77.1 48.9 0.55

3.4 Vulnerability detectors

We evaluate three graph-based and two transformer-based detectors. Devign uses a gated graph
neural network over syntax, control-flow, data-flow, and token-order edges [57]. ReVeal combines a
similar encoder with representation learning and class rebalancing [7]. DeepDFA embeds abstract
dataflow facts over control-flow graphs [48]. LineVul fine-tunes encoder-only CodeBERT on func-
tion tokens [16, 18]; CodeT5 fine-tunes a pretrained encoder—decoder through its defect-detection
head [51]. Details appear in Supplementary Section Sé6.

3.5 Vulnerability detector performance evaluation protocol

Let O and C denote the original and corrected dataset settings. In X /Y, X specifies the training data
and labels, and Y the test data and labels. O/O is the original-label baseline, O/C re-evaluates the
O/O-trained model against corrected labels with prediction scores fixed, and C/C uses corrected
labels for training and evaluation. Comparing O/C with C/C assesses retraining. We omit C/O
because original label errors can penalize predictions consistent with corrected labels. Let E denote
a common test set for each detector and dataset. For BigVul and DiverseVul, E removes only
Label correction instances from the corrected test set, leaving all remaining instances and labels
unchanged. Confirmed instances remain positive (y = 1) and retained originally non-vulnerable
instances remain negative (y = 0); attacked-but-undecided and unsuccessfully measured instances
remain excluded. For each detector, O/E and C/E compare the original-trained and corrected-trained
models on the same test instances without treating label-correction instances as test negatives.

Thresholds are selected on the corresponding validation data, with established fixed thresholds
retained where applicable. The O/O and C/C validation labels are original and corrected, respec-
tively. On BigVul, LineVul uses 0.5; O/C retains CodeT5’s original threshold and reselects thresholds
for DeepDFA, Devign, and ReVeal using corrected validation labels. DiverseVul retains all O/O
thresholds in O/C. The merged benchmark uses validation-selected thresholds, except that LineVul
uses 0.5.

We report accuracy, precision, recall, F1, Matthews correlation coefficient (MCC) [36], and area
under the ROC curve (AUROC) [15]. Under class imbalance, accuracy is read alongside precision,
recall, F1, and MCC, which accounts for all four confusion-matrix cells [9, 45, 53]. Evaluation
populations follow the construction policy and detector input requirements (Section 3.3).
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4 Experimental Results
4.1 External validity: agreement with independent manual labels

Table 3a reports agreement on the functions where both sides reached a decision: 92 of Risse et al’s
100 BigVul functions (48 Confirmed, 44 Label correction), 63 of Croft et als 70, and 87 of Risse et al’’s
100 DiverseVul functions (59 and 28). The remainder are Attacked but undecided or Not successfully
measured and are neither agreement nor disagreement.

The agent agrees with Risse et al. on 71 of 92 BigVul functions (kx = 0.55), as closely as the two
human studies agree with each other (x = 0.55), and on 68 of 87 DiverseVul functions (x = 0.50):
moderate agreement on the scale of Landis and Koch [28]. Seventeen of the 21 disagreements are
confirmations that Risse et al. call secure. For seven of them, Risse et al. attribute the reported
CVE’s defect to another function in the same commit; for the other ten, they judge the commit
not to be a security fix. Under Section 2.5, confirmation requires dynamic evidence of a defect or
security-relevant violation causally attributable to the labelled function. Correspondence to the
reported CVE and the effectiveness of the listed repair are assessed separately. These cases remain
documented disagreements, with instance-level details provided in Supplementary Section S4.
Agreement with Croft et al. is 43 of 63 (xk = 0.36). Of its 20 disagreements, 11 are corrections
on functions Croft et al. consider correctly labelled, and ten of those carry a recorded commit-
level cause such as a mass refactor, a relabelled sibling function, a whitespace-only change, or
test code; the remaining nine are confirmations, and every one of them is also a disagreement
with Risse et al. One function, BigVul 180692, is rejected by the agent and called vulnerable by
both studies; the rejection rests on a LeakSanitizer run with a positive control and is kept as a
documented disagreement (Supplementary Section S4). Risse et al. judged none of the 39 BigVul
and 65 DiverseVul functions they call vulnerable decidable from the function body alone, so this
agreement is reached on the population that reading in isolation cannot settle.

4.2 RQ2: Manual review and failure analysis

Table 3b compares the initial agent decisions with the final consensus assessments from blinded
review of 581 randomly sampled instances (Section 3.2), grouped by the initial agent outcome.
Corrections are supported more often than confirmations in every dataset, and no group falls below
90%. PrimeVul’s unsupported confirmations are mostly contradicted (six of nine), whereas all ten
unsupported DiverseVul confirmations have insufficient evidence.

Two cases illustrate attribution and correction errors. In PrimeVul 199823, the fault occurs in a
caller before the labelled function receives the disputed input, so it does not establish that function’s
responsibility. DiverseVul instance 3313_7cca7e4c0083, initially assigned Label correction, contains
an attributed overflow on both source sides. The vulnerable-side defect contradicts label correction;
persistence on the fixed side concerns repair effectiveness.

Additional cases expose the source and execution failures addressed by S1 and S4. BigVul 177956
contains a 23-line extract of a 129-line upstream function. The omitted region contains the invalid
access, and the extract compiles and runs cleanly. Instances 180307 and 180308 reach the labelled
functions but leave the changed branches unexecuted. In 180472, the labelled function is ipow,
while fault frames belong to print_object. These cases distinguish source truncation, incom-
plete mechanism execution, and incorrect attribution; further examples appear in Supplementary
Section S5.

Answer to RQ2. Blinded consensus review supports 90.0% to 92.0% of sampled Confirmed decisions
and 92.6% to 99.0% of sampled Label correction decisions. The failure cases trace to truncated source,
unexecuted mechanisms, misattributed faults, or a defect that persists on both sides, the conditions
S1 and S4 exist to check.
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Table 4. Post-review outcome distribution. The first four numeric columns give counts and percentages of
each column’s originally vulnerable population. Distinct total counts byte-identical bodies within each
outcome, preserving comments and whitespace; the bottom value counts each body once across all outcomes.
The Attacked but undecided row includes the 36 reviewed instances withheld from both learning classes after
manual review.

Outcome BigVul PrimeVul DiverseVul Total Distinct total
Confirmed 4,412 (40.48) 5, 537 (92.22) 10,561 (55.74) 20,510 (57.21) 15,890
Label correction 4,730 (43.39) 87 (1.45) 2,002 (10.57) 6,819 (19.02) 6,774
Attacked but undecided 1,480 (13.58) 374 (6.23) 6,127 (32.34) 7,981 (22.26) 7,777
Not successfully measured 278 (2.55) 6 (0.10) 255 (1.35) 539 (1.51) 539
Overall total 10,900 (100.00) 6,004 (100.00) 18,945 (100.00) 35,849 (100.00) 30,980

4.3 RQ3: Outcome distribution

Table 4 summarizes the post-review outcomes for all 35,849 instances originally labelled vulnerable.
PrimeVul has the highest confirmation rate (92.22%), BigVul the largest label-correction share
(43.39%), and DiverseVul the largest attacked but undecided share (32.34%).

Byte-exact distinct counts. Byte-exact deduplication reduces the 35,849 instances to 30,980
distinct bodies (Table 4, last column). Repetition is concentrated in confirmations: 4,620 of the 4,869
repeated instances are confirmed, against 45 label corrections. The 15,890 distinct confirmed bodies
are the vulnerable class of the final release.

Composition of the released benchmark. After manual-review filtering and deduplication,
the final release contains 537,591 instances: 15,890 labelled vulnerable (2.96%) and 521,701 labelled
non-vulnerable (97.04%). Training, validation, and test splits contain 430,023, 53,772, and 53,796
instances, approximately 80/10/10. An always-non-vulnerable classifier would achieve 97.04%
accuracy, illustrating the need for complementary detection metrics.

Project coverage and concentration. The release contains 922 project names after trimming
whitespace, or 919 when case is ignored. These are source metadata names, not resolved repository
identities; 1inux and 1inux-2. 6 remain separate. Table 5 lists the largest groups. 1inux and Chrome
contribute 197,780 instances (36.79%), and the ten largest groups contribute 270,026 (50.23%). This
concentration limits interpreting aggregate scores as equal evidence across projects.

CWE coverage and interpretation. Across both classes of the release, 446,823 instances carry
valid CWE annotations spanning 153 categories; 90,768 (16.88%) lack them. Multiple CWEs occur
in 51,249 instances, yielding 503,611 instance-CWE associations, each identifier counted once per
instance. Among the 15,890 retained vulnerable instances, 14,181 have annotations spanning 145
categories and 1,709 (10.76%) lack them; 2,151 carry multiple CWEs, yielding 16,587 associations. The
three largest categories among vulnerable instances, CWE-119, CWE-125, and CWE-787 (Table 5),
are all memory-safety weaknesses and together cover a third of the vulnerable subset.

CWE annotations are source metadata: a non-vulnerable instance carries the CWE of its source
commit, and the defect observed in a confirmed instance can differ from its CWE (Section 2.5).

Answer to RQ3. The audit yields 20,510 confirmations, 6,819 label corrections, 7,981 attacked-
but-undecided instances, and 539 that were not successfully measured. Confirmation dominates
PrimeVul and DiverseVul; label correction dominates BigVul, where 43.39% of the instances origi-
nally labelled vulnerable are corrected. The release holds 15,890 distinct confirmed bodies against
521,701 non-vulnerable instances, and ten projects supply half of all instances.
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Table 5. Ten largest source project groups and CWE categories in the release, ranked independently. Project
and full-dataset CWE percentages use 537,591 instances; vulnerable-subset CWE percentages use 15,890. An
instance may have multiple CWE annotations.

Projects: all instances CWE: all instances CWE: vulnerable instances
Project Count % CWE Count % CWE Count %
linux 123,137 2291 119 49,574 9.22 119 1,973 12.42
Chrome 74,643 13.88 787 43,230 8.04 125 1,674 10.53
gemu 10,760 2.00 20 43,098 8.02 787 1,673 10.53
php-src 10,602 1.97 125 34,985 6.51 20 1,272 8.01
linux-2.6 10,197 190 416 31,061 5.78 200 830 5.22
Android 8,885 1.65 703 25,559 4.75 476 813 5.12
gpac 8,241 1.53 476 23,774 4.42 703 779 4.90
server 8,092 1.51 399 22,672 4.22 416 700 441
openssl 8,080 1.50 200 21,702 4.04 399 595 3.74
ImageMagick 7,389 137 264 21,563 4.01 190 587 3.69

4.4 RQ4: Vulnerability detector performance changes after label correction

Table 6 reports five detectors under five settings on BigVul and DiverseVul. PrimeVul’s detector
results appear in the supplementary material.

Overall changes (O/O to C/C). F1 decreases for all five detectors on BigVul and four on DiverseVul.
DeepDFA is the exception on DiverseVul, improving from 0.1927 to 0.2217. These comparisons
combine changes in training data, evaluation labels, and retained populations.

Re-evaluating model without retraining (O/O to O/C). F1, precision, and MCC decrease
for every detector on both datasets. The F1 losses range from 0.0403 to 0.2737 on BigVul and
from 0.0532 to 0.0888 on DiverseVul. At LineVul’s fixed threshold of 0.5 on BigVul, precision falls
from 0.9074 to 0.4670, while AUROC changes from 0.9646 to 0.9599. These results show different
metric responses to revised reference labels and evaluation populations. BigVul’s graph-model
O/C results additionally use reselected validation thresholds (Section 3.5); DiverseVul retains the
original thresholds.

Retraining with corrected labels (O/C to C/C). F1 and MCC improve for four of five detectors
on each dataset. The exceptions are ReVeal on BigVul and CodeT5 on DiverseVul. CodeT5 has the
largest BigVul F1 gain (0.0949), while DeepDFA has the largest DiverseVul gain (0.0903). Responses
vary across models and datasets, including cases where higher F1 coexists with lower AUROC.

Withholding the relabelled instances (O/E versus C/E). For each trained model, removing
correction-derived negatives at a fixed threshold leaves recall unchanged and makes F1 nondecreas-
ing. This filtering effect alone does not establish label correctness. The informative comparison
is whether the corrected-training advantage persists on the common test view. On DiverseVul,
corrected training retains higher F1 and MCC for four detectors. On BigVul, C/E F1 is lower than
O/E for CodeT5, LineVul, Devign, and ReVeal, while DeepDFA improves from 0.6966 to 0.7139.
Relative to the comparisons on C, the gain changes sign for CodeT5, LineVul, and Devign; ReVeal
remains worse under both views. Devign’s difference on E is small (0.0066).

Answer to RQ4. Corrected evaluation protocols lower reported F1, while retraining gains
depend on the dataset and the treatment of label-correction instances. All training comparisons are
single-run point estimates; their stability across training runs remains unmeasured.
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Table 6. Vulnerability detection performance on BigVul and DiverseVul. Each model has five settings, O/O,
C/C,0/C, O/E, and C/E, where E removes only label-correction instances from the corrected test set and
leaves the remaining instances and labels unchanged. Graph availability restricts model-specific test
populations. Label combinations and threshold selection follow Section 3.5. Leading zeros are omitted.

BigVul DiverseVul
Model Train Test igVu iverseVu

ACC Prec. Rec. F1 MCC AUROC ACC Prec. Rec. F1 MCC AUROC

¢} O .9878 .9440 .8303 .8835 .8791 9827 .8962 .2570 .4369 .3236 .2827 .8257
C C .9832 .7086 .7007 .7047 .6961 9800 .9170 .1607 .3658 .2233 .2042 .8162
CodeT5 (6] C 9697 .4817 .8309 .6098 .6193 9719 9064 .1623 .4490 .2385 .2299 .8301
(6} E 9891 .8040 .8309 .8172 .8117 9840 .9083 .1667 .4490 .2432 .2340 .8319
C E .9886 .8850 .7007 .7822 .7820 9846 9172 .1623 .3658 .2248 .2054 .8166
O O .9847 .9074 .8085 .8551 .8487 9646 9008 .2591 .4007 .3147 .2712 .8184
C C 9809 .6660 .6636 .6648 .6550 9504 9265 .1854 .3686 .2467 .2264 8215
LineVul (6] C 9682 .4670 .8160 .5940 .6033 9599 9114 .1580 .3960 .2259 .2106 8217
O E 9870 .7569 .8160 .7853 .7792 9713 9134 .1629 .3960 .2309 .2150 .8238
C E 9845 .7744 .6636 .7147 .7090 9544 9267 .1871 .3686 .2482 .2276 .8219
O O .9732 .8120 .5817 .6778 .6743 .8408 .7186 .1158 .5730 .1927 .1557 7256
C C 9782 .5747 .7386 .6464 .6407 9122 9276 .1758 .3001 .2217 .1938 .8018
DeepDFA O C 9785 .5856 .6911 .6340 .6252 .8987 7227 .0736 .6101 .1314 .1360 7428
O E 9835 .7022 .6911 .6966 .6881 9021 .7236 .0742 .6101 .1324 .1368 .7436
C E 9837 .6907 .7386 .7139 .7059 9159 9279 .1779 .3001 .2234 .1953 .8025
(6} O  .9204 .2722 .2685 .2703 .2282 .6954 8765 .1889 .3560 .2468 .1975 .7408
C C .9471 .2051 .2782 .2361 .2119 7326 9213 .1533 3119 .2056 .1811 7752
Devign (6] C  .9448 .1949 .2805 .2300 .2059 7049 8903 .1226 .3837 .1859 .1708 7593
6} E 9483 .2194 .2805 .2462 .2217 7089 .8906 .1238 .3837 .1872 .1719 7601
C E 9469 .2104 .2782 .2396 .2149 7328 9214 .1545 .3119 .2066 .1819 7755
(6} O .9223 .3151 .3547 .3337 .2932 7294 8731 .1797 .3454 .2364 .1858 7037
C C 9315 .1510 .2874 .1979 .1752 .6486 9125 .1396 .3251 .1953 .1726 7332
ReVeal (0} C  .9494 .2030 .2460 .2225 .1975 7135 8878 .1202 .3856 .1832 .1685 7260
(6} E 9537 .2388 .2460 .2424 .2185 7187 .8879 .1210 .3856 .1842 .1692 7264
C E 9321 .1570 .2874 .2031 .1794 .6492 9126 .1405 .3251 .1962 .1733 7333

Table 7. Test performance on the merged benchmark constructed from BigVul, PrimeVul, and DiverseVul.
Threshold selection follows Section 3.5. Leading zeros are omitted.

Model ACC Prec. Rec. F1 MCC AUROC

CodeT5 9625 4471 3966 .4203 .4018 9125
LineVul ~ .9654 .4888 .1688 .2509 .2734 .8423
DeepDFA .9236 .1563 .2541 .1936 .1609 7559
ReVeal 9342 1840 .2422 .2091 .1773 .7858
Devign 9462 .2452 .2399 .2425 .2146 7371
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4.5 Vulnerability detection performance on the merged dataset

Table 7 reports models trained or fine-tuned on corrected data merged from BigVul, PrimeVul, and
DiverseVul using byte-exact deduplication and the audit decisions fixed for these runs. The policy
in Section 3.3 addresses identified label errors and conflicts while omitting unresolved instances,
providing more consistent training and evaluation labels.

Transformer-based detectors. CodeT5 leads LineVul by 0.17 in F1, 0.13 in MCC, and 0.07 in
AUROC. The F1 gap is a recall gap (0.3966 versus 0.1688) at similar precision (0.4471 versus 0.4888).

Graph-based detectors and cross-family comparison. Among the graph models, Devign
has the best F1 and MCC and ReVeal the best AUROC; DeepDFA trades the highest recall for
the lowest precision and F1. Both transformer models exceed the graph models on F1, MCC, and
AUROC, but LineVul’s F1 lead over Devign is 0.0084 and its recall is the lowest of the five. Graph
preprocessing restricts the evaluated functions, while text models use the full text input population,
so the cross-family comparison is not on a common function set.

Class imbalance and implications for RQ4. Accuracy above 0.96 for the transformer models
reflects the 97.04% non-vulnerable majority, not detection: the best detector, CodeT5, finds 39.66% of
the vulnerable functions, and 44.71% of its positive predictions are correct. The merged benchmark
removes the contradictory supervision described in the Introduction; on it, CodeT5 leads on F1,
MCC, and AUROC, and every detector leaves most vulnerable functions undetected.

5 Threats to Validity

Construct. Confirmed asserts an attributed defect in the historical function under the chosen
oracle, not that it is the CVE’s defect, that the fix removes it, or that an attacker can reach it
(Section 2.5); this is where the agent and Risse et al. part ways (Section 4.1). Label correction maps
to evidence-supported empirical non-vulnerable labels (y = 0) under all seven checks, source-
grounded rejection rationale R, and the retention policy (Section 3.3). Blinded review supported
272/281 sampled initial corrections (96.8%; Table 3b). This pooled sample support rate does not
estimate residual vulnerability prevalence; undetected defects may still cause mislabelling.

Internal. Each audit decision was produced by one run of a single agent configuration, so
decision stability across agent runs or model configurations was not evaluated. The manual review
was conducted by two of the authors; blinding withheld the agent’s decisions during individual
assessment and consensus discussion, while the reviewers were familiar with the Sé6 criteria that
they helped define. With approximately 100 reviewed instances per outcome group, the reported
support rates remain subject to sampling uncertainty; for example, a 90% support rate corresponds
to a 95% confidence interval of roughly 83%-94%. The external comparison includes only functions
for which both sides reached a decision, and neither prior manual labelling is treated as ground
truth. Comparisons from O/O to C/C jointly change labels, sample membership, deduplication,
and class proportions, so the observed performance differences reflect their combined effects. Each
training setting is represented by one run; the reported F1 differences are therefore descriptive,
while their stability across training runs remains unassessed. Residual errors in retained original
non-vulnerable labels may also affect measured precision.

External and reproducibility. The audit covers C and C++ functions from three datasets, and
linux and Chrome supply 36.79% of the release. Re-auditing costs about 20 minutes of agent time
per instance (USD 60,000 in total); reproducing a decision does not, since each experiment replays
from its Docker image, with gaps listed in Supplementary Section S8.
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6 Related Work

Vulnerability datasets and label quality. BigVul and DiverseVul derive function labels from
historical vulnerabilities and fixing commits [8, 14]. PrimeVul improves labelling and evaluation
procedures [13]. CVEfixes collects vulnerabilities and fixes, while D2A derives labels through
differential static analysis [5, 56]. Croft et al. examine label accuracy and duplication, and Risse et al.
identify incorrect fixing commits and unrelated changes [11, 44]. CleanVul uses LLM-based filtering
of vulnerability-fixing commits [29]. VULVALIDATE complements these approaches with dynamic
evidence for function-level label correction and conflict resolution, while retaining unresolved
instances.

Executable vulnerability reproduction and evidence. ARVO reconstructs historical OSS-Fuzz
vulnerabilities, replays triggering inputs on vulnerable and fixed revisions, locates repairs, and
provides reusable environments [37]. CVE-Factory constructs executable vulnerability tasks and
evaluates source authenticity, dynamic execution, and repair validity [35]. Magma distinguishes
reaching, triggering, and detecting defects [22], while fuzzing studies explain how unsuccessful
searches depend on inputs, budgets, and randomness [27]. VULVALIDATE binds the tested function
to historical source, checks execution of the relevant operation, and establishes function-level
attribution. Label correction requires mechanism-relevant evidence and a source-grounded rejection
rationale, with attack histories preserving the tested scope.

LLM agents and feedback-guided testing. SWE-agent and AutoCodeRover combine code
navigation, modification, and tool execution [52, 54]. ChatAFL uses LLMs for protocol fuzzing [38],
and VulTrigger combines program analysis with agent-generated downstream tests for third-
party library vulnerabilities [25]. AFL++ and directed fuzzing guide exploration using execution
feedback [6, 17]. VULVALIDATE uses agents to orchestrate dynamic tools, construct historical
experiments, and refine inputs and harnesses, with decisions governed by the S6 contract and
checked by blinded two-expert review.

Learning-based vulnerability detection and evaluation. Devign and ReVeal learn graph-
based representations, while DeepDFA uses abstract dataflow information [7, 48, 57]. LineVul and
CodeT5 use pretrained transformers for vulnerability or defect detection [18, 51]. Empirical studies
examine how data quality and experimental choices affect detector performance [24, 42, 49]. Our
experiments distinguish re-evaluation without retraining from retraining with corrected labels.
The corrected merged benchmark extends evaluation to combined data after resolving identified
label conflicts.

7 Conclusion

VULVALIDATE uses LLM agents to audit function-level vulnerability labels through reproducible
dynamic experiments. It combines historical source reconstruction, feedback-guided trigger con-
struction, mechanism-specific oracles, and controlled execution of vulnerable and fixed revisions
with function-level attribution. The audit covers 35,849 instances originally labelled vulnerable
in BigVul, PrimeVul, and DiverseVul, yielding 20,510 confirmations and 6,819 label corrections
and leaving 8,520 instances unresolved. The release contains 15,890 distinct confirmed vulnerable
function bodies after byte-exact deduplication. The merged benchmark resolves identified label
conflicts under the construction policy and provides more consistent training and evaluation data.

Blinded review of 581 randomly sampled instances by two experts supports 90.0% to 92.0% of
confirmations and 92.6% to 99.0% of label corrections, and agreement with independently produced
manual labels yields Cohen’s k values from 0.36 to 0.55, providing an external reference for the audit
decisions. Re-evaluating models trained on the original labels against corrected labels lowers F1 for
every detector, and retraining on corrected labels recovers part of the loss for four of five detectors
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on each dataset. The merged benchmark further shows that high accuracy or AUROC can coexist
with limited recall on imbalanced data. These results connect label quality to the interpretation of
detector performance. The corrected benchmark, executable evidence, and reusable VULVALIDATE
skill provide a basis for more reliable vulnerability detection research, with label decisions tied to
their supporting evidence and tested conditions.
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