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Abstract

Binary code representation learning is a fundamental problem in
software security and reverse engineering. Existing methods mainly
learn function-level embeddings that capture coarse-grained se-
mantic relationships between binary functions, but they largely
ignore fine-grained instruction-level correspondences. This limita-
tion misses valuable supervision signals available from compiler
debug information, which can support the learning of more accurate
and interpretable binary code representations.

We propose to leverage instruction alignment knowledge to fur-
ther improve binary code representation learning. Our preliminary
study reveals that models finetuned for function-level binary code
similarity exhibit substantially better instruction alignment than
their pre-trained model, suggesting a strong correlation between
instruction alignment and function-level embedding quality. Mo-
tivated by this observation, we design a training approach that
explicitly incorporates instruction alignment as an auxiliary train-
ing objective. Our experiments show that instruction alignment
training improves retrieval accuracy and provides more discrimina-
tive signal for the model’s similarity judgments.
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1 Introduction

Binary code representation learning trains models to map binary
functions into fixed-dimensional vector embeddings. It has be-
come a cornerstone of modern binary analysis [26, 34, 53]. High-
quality binary code embeddings enable a wide range of downstream
tasks, including vulnerability detection [9, 38, 75], malware anal-
ysis [32, 40, 65], plagiarism detection [68, 75], and software supply
chain security [22, 32, 56, 57, 72]. The embeddings’ quality directly
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determines the effectiveness of downstream applications: embed-
dings that faithfully capture binary code semantics yield better
retrieval, classification, and matching performance across the board.
To train such embedding models, existing methods predomi-
nantly rely on function-level supervision [9, 16, 26, 39, 40, 53, 55, 58—
60, 62, 64, 67, 71, 72]. They compile the same source project under
multiple configurations, such as various compilers (e.g., GCC and
Clang) and optimization flags (e.g., 00-03), and match binary func-
tions across variants using their debug symbols. Two binary func-
tions sharing the same symbol form a positive pair, as they originate
from the same source function; otherwise, they form a negative
pair [9, 60, 67, 75]. Models are then trained with contrastive objec-
tives, such as triplet loss, to produce embeddings that bring positive
pairs close and push negative pairs apart in the embedding space.
While this function-level symbol matching has proven effective,
it represents only the coarse-grained knowledge available from
the compilation process. Modern compilers produce a wealth of
additional information. Most notably, debug information that maps
each assembly instruction back to its originating source line. This
fine-grained mapping between source and binary code provides
rich semantic knowledge that existing approaches have overlooked.
This paper proposes to exploit instruction alignment knowledge
to improve binary code representation learning. Specifically, we
leverage the debug information produced during compilation to es-
tablish fine-grained correspondences between individual assembly
instructions across different binary variants of the same function.
Two assembly instructions originating from the same source line
are considered semantically aligned, providing a supervision signal
at a much finer granularity than function-level symbol matching.
We first conduct a measurement study to evaluate how well
existing models capture instruction-level semantics. We formulate
instruction alignment as a retrieval task: given a pair of binary
functions compiled from the same source, and given an instruction
in one function, we measure the model’s ability to retrieve the
semantically corresponding instruction in the other function. Our
measurement reveals that models finetuned with function-level
contrastive learning exhibit substantially better instruction align-
ment than their pre-trained version, suggesting a strong correlation
between instruction-level understanding and embedding quality.
Motivated by this observation, we propose InsnAlign, a train-
ing approach that explicitly incorporates instruction alignment as
an auxiliary objective alongside function-level contrastive learning.
By augmenting the standard training pipeline with an InfoNCE
loss [43] on instruction-level correspondences, we improve em-
bedding quality while providing interpretable, instruction-level
evidence for similarity judgments. The resulting model not only
produces more accurate function-level embeddings but also pro-
vides interpretable evidence for similarity judgments by identifying
which specific instructions correspond to each other. Our contribu-
tions are summarized as follows:
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e We identify that existing binary code representation learning
methods only exploit coarse-grained function-level knowledge
and overlook the instruction-level semantic correspondences
available from compiler debug information.

o To our best knowledge, we are the first to propose an instruc-
tion alignment measurement to evaluate how well binary code
embedding models capture fine-grained instruction semantics,
formulated as a retrieval task for quantitative evaluation.

e We design a training approach that leverages instruction align-
ment knowledge to improve binary code embeddings. Our exten-
sive experiments demonstrate that our method improves retrieval
performance while providing inspectable evidence that is more
discriminative on hard-to-distinguish candidates.

2 Background and Preliminaries
2.1 ML-based BCSA

Binary code similarity analysis (BCSA) is often adopted to measure
the binary code representation quality. It aims to determine whether
two binary code snippets share similar functionality. This task is
essential in scenarios where source code is unavailable, such as an-
alyzing proprietary software [42], detecting known vulnerabilities
in firmware [22, 32], and identifying code reuse across binaries [57].
A common definition [53, 55, 60, 64] of the BCSA task is as follows:

Definition. Given a binary function q and a pool of candidate func-
tions P = {fi, fz, ..., fN}, the goal is to rank all candidates based on
their similarity to q, ideally placing the true positive (i.e., the function
compiled from the same source) at the top of the list.

Because the pool of candidate functions can be very huge in
real-world usage (e.g., millions of functions across firmware im-
ages or software repositories), fast similarity computation is crit-
ical [22]. Conventional approaches that rely on symbolic execu-
tion [3, 36, 37, 42, 59] or dynamic testing [12, 62] require heavy-
weight per-pair analysis, making them impractical at scale [9, 55].
In contrast, representation learning techniques support fast compar-
ison inherently: the embedding model M maps a binary function
f to a fixed-dimensional vector v = M(f) € RY, and similarity
between any two functions reduces to a single vector distance com-
putation (e.g., cosine similarity). The sufficiently close embeddings
indicate that the two functions are likely compiled from the same
source function, while distant embeddings suggest dissimilarity.
This paradigm enables efficient retrieval over large candidate pools,
as embeddings can be precomputed and indexed [22, 57, 72]. To
train such models, a large dataset of binary functions with known
semantic relationships is required [26, 60].

2.2  Ground Truth Construction via Compilation

As aforementioned, the core of ML-based BCSA methods is to learn
high-quality binary code representations, which requires a large
dataset of binary functions with known semantic relationships
for training and evaluation. To construct reliable ground truth for
training and evaluation, existing works [9, 17, 28, 40, 53, 60, 62, 67]
employ open-source software and compile the same source project
under diverse configurations. Given a project P with source func-
tions {s1, S, . .., Sk}, the project is compiled with multiple configu-
rations C = {cy, ¢z, . . ., cm }, Where each configuration represents a
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Figure 1: Ground truth construction and training objective.
p and a are compiled from “main” function, while n is com-
piled from a different function “sort”. The training objective
encourages the model to learn representations that bring
the embeddings of p and a closer together while pushing the
embeddings of a and n apart.

unique combination of compiler (e.g., GCC, Clang), optimization
level (e.g., 00, 03), and target architecture (e.g., x86_64, AArch64).

Each configuration c¢; produces a set of binary functions (i.e.,
(b, b3, ..., by’ }), where b;i is compiled from source function s;.
The debug symbol of b;i serves as the identifier linking it back
to s;. Two binary functions b;' and b;? sharing the same symbol
(i.e., originating from the same source function s;) form a positive
pair, while functions with different symbols form negative pairs [9,
29, 38, 54, 55, 60, 72]. Fig. 1 shows that the positive pairs (p and a)
are built from the same source function “main”, while the negative
pair (a and n) is formed by two functions compiled from different
source functions (“main” and “sort”). Apparently, the positive pairs
share the same semantics, while negative pairs are likely dissimilar.
Thus, the training objective is to learn representations that bring
positive pairs closer together in the embedding space while pushing
negative pairs apart.

Although the functions of positive pairs are compiled from the
same source function, different configurations can lead to various
compiler optimizations for produced assembly instructions, result-
ing in significant variations in the produced binary code, making the
similarity analysis challenging [39, 61]. Thus, a careful design of the
training objective is required to learn robust representations that
capture the underlying semantics despite the syntactic differences.

2.3 Contrastive Learning for BCSA

With positive and negative pairs established, models are often
trained using contrastive learning to produce high-quality rep-
resentations (i.e., embeddings). Both loss functions described below
measure the similarity between embeddings using cosine similar-
ity [9, 53, 60, 67, 72], i.e., cos(u,v) = m

The embedding distance is typically defined using the cosine
similarity, such as d(u,v) = 1 — cos(u, v). The training objective
encourages the model to produce embeddings where positive pairs
have high cosine similarity (i.e., low distance) and negative pairs
have low cosine similarity (i.e., high distance).

A commonly used loss function is the triplet loss [48]:

[ftriplet = max (0, d(eq, ep) —d(eg en) + 0[) > (1



Instruction Alignment for Binary Code Representation Learning

where a is an anchor, p is a positive sample, n is a randomly selected
negative sample, and « is a margin hyperparameter. The triplet loss
penalizes cases where the anchor is closer to a negative sample
than to the positive sample by at least a margin a.

2.4 Debug Information and Src-Bin Mapping

When compiling a program with debug flags (e.g., -g), the com-
piler generates debug information following standards such as
DWAREF [11]. This debug information contains, among other data,
a mapping from each assembly instruction to the source line that
produced it. Fig. 2 illustrates this mapping with a simple example.
The instructions of compiled binary functions in (b) and (c) can be
mapped back to the source lines in (a) using the debug information.

Formally, for a binary function B = [by,b,,...,b,] compiled
from source function s with source lines {ly, I, . .., [;,}, the debug
information provides a mapping ¢ : b; — [;, indicating that assem-
bly instruction b; was generated from source line /;.

Given two binary functions B°! and B compiled from the same
source function s under different configurations ¢; and c;, instruc-
tions b;' and b;z are semantically aligned if they map to the same
source line, ie., ¢, (b)) = ¢, (b;z). This provides a fine-grained
semantic correspondence at the instruction level, which is signif-
icantly richer than the coarse function-level matching used by
existing methods.

3 Observation and Motivation

In this section, we present a preliminary study of instruction align-
ment and the key observations that motivate our approach. We
conduct this study on jTrans [60], a Transformer-based binary
code embedding model that provides both a pre-trained checkpoint
and a checkpoint finetuned for function-level BCSA using con-
trastive learning. We evaluate both checkpoints on an instruction
alignment task over function pairs compiled from the same source
code under different compilation configurations. §3.1 and §3.2 de-
scribe our instruction alignment evaluation methodology, and the
results presented in §3.3 motivate this study.

3.1 Instruction Embedding

Fig. 3 illustrates the instruction embedding process. A binary code
snippet is represented as a sequence of tokens fed into the trans-
former, which produces hidden states H = [hy, hy, ..., hs] € RSx4
where S is the sequence length and d is the hidden dimension. Since
each assembly instruction typically spans multiple tokens (e.g., op-
code and operands), we aggregate token-level representations into
instruction-level embeddings. We define an instruction index map-
ping ¢ : {1,...,S} = {1,...,K} U {-1}, where K is the number
of instructions in the function and —1 indicates special or padding
tokens not belonging to any instruction. The embedding of the k-th
instruction is computed by mean-pooling the hidden states of all
tokens belonging to that instruction:

er = L Z h;,, where Ti={t|y(t)=k}. @)
7l 22

This process introduces no additional learnable parameters, and the
instruction embeddings are derived directly from the transformer
backbone.
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Given two functions A and B, we obtain their instruction embed-
dings {e‘l“, ...,e}and {ef’, ...,eB}, where n and m are the number
of instructions in A and B, respectively. The similarity between any
instruction pair (ef}, e? ) can be computed using cosine similarity,
which serves as the basis for instruction alignment evaluation.

3.2 Instruction Alignment Measurement

Before leveraging instruction-level knowledge for training, we first
investigate how well existing binary code embedding models cap-
ture instruction-level semantics. Since binary functions are com-
posed of assembly instructions, a natural question arises: given a
pair of functions with identical symbols (i.e., compiled from the
same source), can the model’s instruction-level embeddings explain
why these two functions are considered similar?

We formulate instruction alignment as a retrieval task. Given
two binary functions A = [ay,ay,...,a,] and B = [by, b, ..., bpy]
compiled from the same source function under different configura-
tions, we establish an instruction alignment matrix M € {0, 1}"*™
using the debug information: M; ; = 1 if a; and b; are semantically
aligned (i.e., ¢(a;) = ¢(b;)), and M; j = 0 otherwise. Fig. 2(d) shows
an example of such a matrix, where the colored cells indicate the
aligned instruction pairs from Fig. 2(b) and 2(c).

We first identify all instructions in A that have at least one
semantically aligned counterpart in B:

m

TA7P = {a; | ) My; > 0}. 3)
j=1

This filtering is necessary because compiler optimizations may elim-
inate certain instructions or inline callee semantics, leaving some
instructions without a counterpart in the other binary function. For
each a; € A’, we rank all instructions in B by the cosine similarity
between their embeddings and a;’s embedding, yielding a ranked
list B,,. We define the rank of a; as the highest position of any
aligned instruction:

rank(Bg;) = min {pos(bj,Bui) | M;; = 1} 4)

where pos(bj, By;) denotes the position of b; in the ranked list By;.
Intuitively, when an aligned instruction b; has a similar embedding
to a;, it ranks near the top, resulting in a small rank(By,).

We evaluate the alignment quality using standard retrieval met-
rics, i.e., Mean Reciprocal Rank (MRR) and Recall@1:

- 1
Recall™" @1 = T Z ¥ (rank(By,) = 1) (5)
a;eTA—B
MRRinsn — 1 Z 1 (6)
|ZA—B| W rank(Bg;)

where J(-) is the indicator function, which returns 1 if the condition
holds and 0 otherwise. Higher values of Recall@1 and MRR indicate
better instruction alignment accuracy.

3.3 Preliminary Instruction Alignment Study

Table 1 presents the instruction alignment performance of both
the pre-trained and finetuned jTrans models across different opti-
mization level pairs. The finetuned model consistently outperforms
the pre-trained model in both MRR and Recall@1, indicating that
the contrastive training at the function level has indeed improved
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(a) Source code (b) clang -00

1 |struct S {size_t a, int b}; <foo>:

2 |struct S s; 1 cmpq ©x8,-0x10(%rbp)
3 2 jae L1

4 |void foo(void* ptr, int y) { 3 mov Oxdeadbeef, %eax
5 if (y < 8) { 4 mov % rax, [<OFFSET>]
6 s.b = oxdeadbeef; 5 ret

7 L1:

8 else { 6 mov -0x8(%rbp),%rax
9 s.b = ((struct S*)ptr)->b; 7 mov Ox8(% rax),%eax
10 } 8 mov % eax, [<OFFSET>]
11|} 9 ret
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9 X 6 matrix

<foo>:

mov ©xdeadbeef,%eax
cmp  Ox7,%esi

jle L1

mov x4 (%rdi),%eax
L1:

mov % eax, [<OFFSET>]
6 ret

P wWwN PR

00 N OV A WN R
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(c) gcc -02 (d) Instruction alignment matrix

Figure 2: Debug information provides a mapping from assembly instructions to source lines. (b) and (c) are compiled from the
source code in (a) under different configurations. The colored instructions in (b) and (c) are originated from the source lines
with the same color, thus they are semantically aligned. (d) is the instruction alignment matrix of (b) and (c), where the colored
cells indicate the aligned instruction pairs with value of 1. Other white cells have value of 0.

Table 1: Instruction alignment performance of pre-trained
and finetuned jTrans models on their test dataset.

Model MRRins? Recall™" @1
00—02 00—-03 | 00—-02 00—-03
Pre-trained 0.635 0.630 0.524 0.519
Finetuned 0.684 0.681 0.574 0.573
02—-00 03—-00 | 02—00 03—-00
Pre-trained 0.716 0.708 0.627 0.619
Finetuned 0.731 0.722 0.641 0.632

the model’s ability to capture instruction-level semantics. The im-
provement in instruction alignment correlates with the finetuned
model’s superior performance on function-level BCSA, suggest-
ing that better instruction-level understanding contributes to more
accurate function-level similarity judgments.

Additionally, the results between non-optimized and lower opti-
mized functions (i.e., 00—02 and 02— 00) are better than the align-
ment between higher optimized settings (i.e., 00—03 and 03—00),
which is expected since aggressive optimizations can largely alter
the instruction sequence, making alignment more challenging. This
phenomenon further underscores the importance of instruction-
level understanding for robust binary code similarity analysis, es-
pecially in scenarios involving heavily optimized binaries.

3.4 Motivation

The above observations lead to our central research question: Can
we explicitly incorporate instruction alignment knowledge into the
training process to further improve binary code embeddings?

If function-level training already implicitly improves instruc-
tion alignment, then directly optimizing for instruction alignment
should provide an even stronger supervisory signal. This fine-
grained objective encourages the model to learn precise seman-
tic correspondences at the instruction level, which should in turn
produce higher-quality function-level embeddings.

Furthermore, explicit instruction alignment training may offer an
additional benefit: interpretability. A model trained with instruction
alignment can not only determine that two functions are similar
with function-level embedding distance, but also pinpoint which

specific instructions correspond to each other, giving inspectable
evidence alongside the similarity judgment.

4 Methodology

Previous §3.1 has shown the instruction embedding mechanism,
and this section explains the overview (§4.1) of InsnAlign, the
design of instruction alignment loss (§4.2), the combined training
objective (§4.3), and the training data construction (§4.4).

4.1 Overview

InsnAlign extends existing Transformer-based binary code embed-
ding models, including jTrans [60] and CLAP [53], by augmenting
standard function-level contrastive training with an instruction-
level alignment objective derived from fine-grained source-line
correspondences (§2.4). Although designed for Transformer-based
models, the framework is also applicable to other architectures that
can produce fine-grained embeddings.

Fig. 3 illustrates the overall training framework. Given a pair
of binary functions (A, B) compiled from the same or overlapping
source code, our framework first constructs an instruction align-
ment matrix M using debug information. It then encodes both
functions with a shared Transformer to obtain token-level hidden
states and function-level embeddings. Initial instruction embed-
dings are derived by mean-pooling the hidden states of the tokens
belonging to each instruction (§3.1). Based on these instruction
embeddings, an instruction similarity matrix S is computed using
cosine similarity. We then formulate an InfoNCE loss [43] over M
and S to optimize instruction alignment. This loss is jointly com-
bined with the function-level similarity objective, implemented as
the triplet loss [48], to improve overall embedding quality.

4.2 Instruction Alignment Loss

Given two binary functions A and B compiled from the same source
function under different configurations, we obtain their instruction
embeddings {ef,..., e} } and {e,...,eB} through the instruction
pooling module. Using the debug information, we construct a binary
match matrix M € {0, 1}"*™, where M;; = 1 if instructions e and

e? originate from the same source line.
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Why InfoNCE? Unlike function-level BCSA, where negatives can
be drawn from the entire dataset (e.g., millions of candidate func-
tions), instruction alignment operates within a single function pair:
for a query instruction a;, the candidate set is simply the m instruc-
tions of the paired function B. Because a binary function contains
only a bounded number of instructions, this candidate set is small
enough to serve directly as the InfoNCE [43] denominator, casting
alignment as an m-way classification that pulls each query toward
its matches and away from the remaining instructions without any
negative sampling. Moreover, instruction alignment is inherently
many-to-many; a single source line may expand into multiple in-
structions (e.g., through macro expansion), and multiple lines may
share instructions. Thus, we adopt a multi-positive generalization
inspired by supervised contrastive learning [25]: all instructions b;
with M;; = 1 are treated as positives, and the loss (Eq. 8) maximizes
the aggregate probability mass over this positive set rather than
forcing a single hard match.

Loss Formulation. We compute the instruction-to-instruction
similarity matrix:
A B
Sij = cos(ef’, €}). 7

The alignment loss is computed symmetrically in both directions.
In the forward direction (A — B), for each instruction elA that has
at least one match in B (ie., 3J; M;; > 0), we compute:

L£47B = 1og Z exp(S;j/7) — log Z exp(Si; /1), (8)

j=1 JM;ij=1

where 7 is a temperature parameter. Intuitively, Eq. 8 is minimized
when the model assigns all probability mass to the positive matches
{j : M;; = 1} among the m candidates. When there is exactly
one positive match, Equation 8 reduces to the standard InfoNCE
loss [43]; when multiple positives exist, it generalizes to a multi-
positive variant that maximizes the aggregate softmax probability
over the entire positive set.
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The backward direction (B — A) is computed analogously by
transposing S and M. The total instruction alignment loss is the
average over all valid queries in both directions:

_ 1 A—B B—A
Lalign = [ZA=B| + |84 Z Li + Z Ef > )

ieTA—B jeTB—A

where Z478 and ZB4 are the sets of query instructions with at
least one positive match defined by Eq. 3. The symmetric computa-
tion ensures that the alignment is bidirectional: instructions in A
are encouraged to find their counterparts in B, and vice versa.

4.3 Combined Training Objective

Combined Loss. The overall training objective combines the whole
function-level triplet loss with the instruction-level alignment loss:

L= L:triplet +A- £align: (10)

where 1 is a weighting coefficient that controls the relative impor-
tance of the alignment loss.

The function-level triplet loss Liiplet operates on the function-
level embeddings (§2.3), encouraging semantically similar functions
to have close embeddings while pushing dissimilar ones apart. The
instruction alignment loss L,jig, operates on the per-instruction
embeddings, enforcing fine-grained semantic correspondences be-
tween individual instructions.

Layer Freezing. To reduce computational cost while preserving
the pre-trained knowledge, we adopt a layer freezing strategy: the
embedding layer and the first L encoder layers of the BERT back-
bone are frozen during training, and only the upper layers are
finetuned. This behavior is consistent with the finetuning stage
of the original jTrans model, which also freezes the lower layers
during contrastive training [60]. The freezing strategy allows the
model to retain the general binary code understanding acquired
during pre-training while adapting the upper representations for
instruction-level alignment.

4.4 Training Data Construction

We construct training pairs from the compiled binaries with debug
information, where each positive pair (A, B) consists of two binary
functions that share the same source function but are compiled
under different configurations (e.g., different optimization levels or
compilers). Since both functions originate from the same source,
their match matrix M is constructed by aligning all instructions that
share the same source line (e.g., the M of Fig. 3). Positive pairs drive
both the function-level triplet loss (as the positive example) and the
instruction alignment loss (over all shared source lines). A negative
function is randomly sampled from a different symbol group to
provide the negative example for the triplet loss. Specifically, we
reuse the binaries of BinaryCorp (i.e., the training data) of jTrans,
for fair comparison.

4.5 Baselines

To evaluate the effectiveness of instruction alignment, we compare
our newly trained model directly against the models finetuned for
BCSA of jTrans [60] and CLAP [53].
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jTrans is a customized Transformer for learning jump-aware bi-
nary code embedding. It outperforms prior models, including Ge-
nius [14], Gemini [67], SAFE [40], Asm2vec [9], OrderMatters [71].
To perform a fair comparison, we continue training the finetuned
jTrans checkpoint with the auxiliary instruction alignment loss,
using the same dataset, tokenization, and training settings as in the
original jTrans paper.

CLAP uses the RoBERTa base architecture [31], a different architec-
ture compared with jTrans. It also employs a cross-modality train-
ing paradigm to align embeddings between binary code and natural
language descriptions. With the high-quality natural language em-
beddings, CLAP achieves the state-of-the-art performance on BCSA.

4.6 Datasets

To evaluate the effect of instruction alignment fairly, we use datasets
adopted by prior BCSA studies, including BinaryCorp [60] for train-
ing and BinKit [26] for evaluation. All binaries are stripped before
extracting assembly instructions.

BinaryCorp Dataset. To enable a fair comparison with jTrans,
we reuse its training dataset—the training partition of BinaryCorp
dataset—for training. However, not all binaries in BinaryCorp were
compiled with debug information, which is required to construct
ground truth for instruction alignment training. Therefore, we use
only the subset of BinaryCorp that contains debug information.
This training dataset contains 1,655,011 binary functions from 1,544
projects, forming 2,326,328 positive function pairs.

To evaluate the model trained with the auxiliary instruction
alignment loss, we do not use the original BinaryCorp test set from
the jTrans paper, in order to avoid potential data leakage. Specifi-
cally, the original test set contains binaries compiled from the same
projects as those in the training set, so some test functions originate
from the same source lines as training functions, which could in-
flate instruction alignment performance. Instead, we construct the
test set from BinKit [26]. We have manually checked the projects in
BinKit and confirmed that none of them overlap with the projects
in BinaryCorp, ensuring a clean evaluation of instruction alignment
without data leakage.

BinKit Dataset. BinKit [26] is a large-scale BCSA dataset contain-
ing 213,400 binaries compiled from 51 open-source projects under
diverse compiler versions and compilation settings. All binaries
in BinKit include debug information, making the dataset suitable
for evaluating instruction alignment. However, as noted in prior
work [55, 60], BinKit suffers from substantial duplication, where
many binary functions are compiled from the same source lines.
For example, the Coreutils project accounts for 42.1% of all binaries
in the dataset, while it merely contributes nearly 2,700 source func-
tions. To mitigate this issue, we follow the deduplication preprocess
of vSim [55]. Specifically, for each compilation configuration, func-
tions from the same project that share the same symbol are treated
as duplicates; one function is retained for evaluation, and the re-
maining duplicates are removed. We also remove 18 projects (e.g.,
gawk) that exist in the training set of BinaryCorp. After the prepro-
cess, we use the binary functions of Coreutils project for validation,
and the binary functions of the remaining 32 projects as the test set.
We use the binaries produced by the latest and oldest versions of
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GCC and Clang (gcc-11, clang-13, gec-4.9, clang-4) to cover a wide
range of compiler behaviors and avoid duplications.

4.7 Metrics

For direct comparison with prior work on binary code similarity
analysis (BCSA), we adopt the widely used Recall@1 [9, 17, 39, 53,
60], which measures the proportion of queries whose true match is
ranked first.

Let the query setbe Q = {q1, 4z, - . ., qn}, and let rank(g;) denote
the rank of the ground-truth match for query function g; in the
candidate pool P. Then, Recallf““c@l is defined as

Recall™™ @1 = % Z K¥(rank(f) =1), (11)
feQ

where ¥(-) is the indicator function. A higher Recall™* @1 indi-
cates better retrieval accuracy and higher-quality function-level
embeddings. Previous studies [9, 53-55, 60] also report mean recip-
rocal rank (MRR); we omit it for simplicity, because MRR is strongly
positively correlated with Recall®™*@1 in the BCSA.

4.8 Implementation Details

All experiments are conducted on a server with an NVIDIA A6000
GPU (48 GB), 256 GB RAM, and an AMD Threadripper 3970X CPU.
For fair comparison, we continue training the finetuned jTrans
and CLAP checkpoints with the auxiliary instruction alignment loss,
using the same disassembler (i.e., IDA Pro [19]), the training dataset
(§4.6), and training settings as in the original jTrans paper [60].
We set the learning rate to le — 5, the frozen layer count L to
10, the weight A of the instruction alignment loss to 0.001, and
train the models two epochs. The former two hyperparameters are
consistent with the original jTrans finetuning settings, while the
last one is chosen empirically based on preliminary experiments to
balance the two objectives effectively. We choose a small A because
the finetuned jTrans checkpoint already provides strong function-
level similarity performance. In practice, the original triplet loss is
extremely small (below 0.001), whereas the instruction alignment
loss is much larger (around 1.5). A small A is therefore necessary to
balance the two objectives and prevent instruction-level alignment
from overwhelming function-level representation learning [4].

5 Evaluation

To measure the effectiveness of instruction alignment training,

we conduct a comprehensive evaluation addressing the following

research questions (RQs):

e RQ1: How does instruction alignment training converge, and
how does it affect instruction-level alignment quality?

e RQ2: How does instruction alignment training impact function-
level BCSA performance?

o RQ3:Does the instruction-level alignment signal provide stronger
discriminability than function-level embeddings?

e RQ4: How reliable are compiler-generated labels as a training
signal, and how resilient is our method to label noise?

o RO5: How effective is the auxiliary objective when combined
with hard negative mining?
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Figure 5: Average Recall™" @1 and MRR™™,

Moreover, we present case studies (§5.6) to understand InsnAlign’s
difficult situations and show the potential for patch presence detec-
tion, a challenging application for function-level representations.

5.1 RQ1: Training Loss Convergence

Fig. 4 shows the training loss curves over the course of two epochs
(approximately 80K training steps). We observe several key trends:

Alignment Loss Decreases Significantly. When A > 0, the in-
struction alignment loss Lj;4, drops sharply during the first epoch
(Fig. 4(a)). The rapid initial decline indicates that the models quickly
learn to align instruction-level embeddings across function pairs
compiled from the same source. The loss continues to decrease in
the second epoch but at a slower rate, suggesting convergence of
the alignment objective using those pre-trained models. Moreover,
we also finetune jTrans and CLAP with A = 0 for isolating the effect
of instruction alignment training. As shown in Fig. 4, their Lajign
remains high.

Function-level Loss Remains Stable. The function-level con-
trastive loss £ ryc (Fig. 4(b)) remains near zero throughout training,
consistent with the fact that the models are initialized from well-
trained checkpoints that have already converged on the function-
level objective. The loss values of InsnAlignjt ,ns and jTrans
(A = 0) are stable, and the loss values of InsnAlign.;,, and CLAP
(A = 0) decrease slightly. This stability confirms that the auxiliary
instruction alignment loss does not degrade the model’s existing
function-level similarity capability. The following evaluation uses
the models further trained with A = 0 as baselines, since they
slightly outperform their original versions.
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Table 2: Function-level Recall™ @1 across 16 cross-compiler,
cross-optimization settings (00 vs. O3).

00 03 jTrans (A =0) InsnAlignhjians CLAP (A=0) InsnAlignci,,
GCC-11 0.5011 0.5269 0.6507 0.6675
Gee-11 Clang-13 0.4525 0.4729 0.6490 0.6702
GCC-4 0.4768 0.5082 0.6296 0.6472
Clang-4 0.4386 0.4630 0.6563 0.6745
GCC-11 0.3768 0.4088 0.6371 0.6548
Clang-13 0.3687 0.3966 0.6467 0.6661
Clang-13
GCC-4 0.3543 0.3886 0.6223 0.6450
Clang-4 0.3526 0.3879 0.6523 0.6717
GCC-11 0.4803 0.5089 0.6324 0.6539
GCC-4 Clang-13 0.4395 0.4509 0.6380 0.6587
GCC-4 0.4909 0.5159 0.6474 0.6623
Clang-4 0.4274 0.4451 0.6395 0.6585
GCC-11 0.3233 0.3542 0.6288 0.6480
Clang-4 Clang-13 0.3180 0.3442 0.6389 0.6593
8 GCC-4 0.3023 0.3375 0.6175 0.6384
Clang-4 0.3142 0.3409 0.6470 0.6673
Average 0.4011 0.4282 0.6396 0.6590

Instruction Alignment Results. We evaluate the instruction
alignment quality using the MRR™" and Recall™"@1 metrics de-
fined in §3.2. Fig. 5 presents the results between binaries compiled
with trivial optimization and aggressive optimization of BinKit
dataset. The models trained with our auxiliary task significantly
outperform those without by 50.9% for jTrans and 88.2% for CLAP
on Recall™"@1, demonstrating that our training method can sig-
nificantly improve the instruction alignment performance.

5.2 RQ2:Impact on Binary Function Embedding

This RQ investigates the impact of instruction alignment train-
ing on function-level representation learning. We measure the
Recall™ @1 on the BinKit [26] dataset across 16 cross-compiler,
cross-optimization-level settings (4 compilers at O0 vs. O3).

5.2.1 Setup. We compare four model variants: the jTrans and
CLAP models trained with A = 0, and the models being trained with
instruction alignment task (InsnAlign uses A > 0). We evaluate on
a pool size of 10,000 functions per comparison setting, consistent
with the most challenging setting in prior work [53, 55, 60].

5.2.2 Results. Table 2 presents the Recall®™@1 for each model
variant across all 16 comparison settings.

Improvements on Function Embeddings. Compared with the
models trained with A = 0, instruction alignment training can
further improve the function-level embeddings, achieving higher
Recall™ @1 across all settings. These results demonstrate that
the auxiliary instruction alignment objective not only improves
instruction-level representation quality (RQ1) but also benefits
function-level representation learning, despite the function-level
contrastive loss remaining stable during training.

Consistent Improvement Across Compiler Pairs. The improve-
ment holds consistently across all 16 compiler configuration pairs,
including both recent compilers (e.g., gcc-11 and clang-13) and
outdated compilers (e.g., gcc-4.9 and clang-4). As shown in Ta-
ble 2, jTrans performs much better on GCC-11 compilers, indicat-
ing the training data used in this study was compiled with GCC [55],
while the improvement on the comparison with unseen compilers
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(Clang-4 and Clang-13) is still significant, and InsnAlign,;,, shows
even increases over CLAP across different settings. This experiment
demonstrates our approach is resilient to diverse compiler behaviors
and optimization levels, denoting its robustness to distribution shift.

5.3 RQ3: Discriminability of Similar Functions

Beyond retrieval accuracy, instruction alignment offers inspectable
evidence: because similarity is examined at the instruction level, the
aligned instruction pairs constitute concrete, inspectable evidence
for why two functions are judged similar or dissimilar. For such
evidence to be trustworthy, the instruction-level signal must itself
be discriminative. In this RQ, we therefore quantify to what extent
it separates positive function pairs (compiled from the same source)
from negative pairs (compiled from different sources). This eval-
uation is distinct from the instruction retrieval task in RQ1: there,
MRR®$? and Recall™" @1 measure the instruction embedding qual-
ity, whereas here we ask whether finer-grained similarities provide
a more discriminative signal than the function-level embedding.

We define a per-pair instruction alignment score to aggregate
instruction-level similarities into a single scalar that characterizes
the alignment quality of a function pair. We hypothesize that this
finer-grained score can offer more discriminative and interpretable
evidence for similarity judgments than the coarse-grained function
embedding similarity, and test this hypothesis below.

Mean Alignment Score (MAS). Given two binary functions A =
lai,...,an] and B = [by,. .., by, ] with instruction similarity matrix
S defined in Eq. 7, we compute the mean alignment score as:

11 1<
MAS(A,B) = - | = max S;; + — max S;;|. (12)

2\n 1sj<m m 1<i<n
The MAS captures the average best-match similarity between in-
structions of the two functions in both directions, providing a sym-
metric measure of how well the instructions align overall. For pos-
itive pairs, we expect MAS to be high because many instructions
originate from the same source lines and should have similar embed-
dings. For negative pairs, instructions lack true semantic correspon-
dences, so the best-match similarities should be lower on average.

Similar to the cosine similarity between function-level embed-

dings, MAS itself is not a binary indicator of similarity; rather, it
provides a continuous measure of how well the instructions align,
which can serve as interpretable evidence for a similarity judgment.
Additionally, we can measure the discriminability of both function
embedding cosine similarity and MAS in distinguishing positive vs.
negative pairs using the following metrics.

5.3.1 Metrics. We treat the distinction between positive and neg-
ative pairs as a binary classification problem and report two met-
rics. AUC-ROC [2] measures how well MAS (or cosine similarity)
separates positives from negatives: a value close to 1.0 indicates
near-perfect discrimination, while 0.5 indicates no discriminabil-
ity [47]. Cohen’s d [5] quantifies the effect size between the score
distributions of positive and negative pairs:

d= _t—H (13)
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Table 3: AUC and Cohen’s d.

Negative AUC Cohen’s d
Model .

sampling MAS cos | MAS  cos
jTrans (A =0) Top-5 0.644 0.573 | 0.435 0.111
InsnAlignjirans  Top-5 0720 0.584 | 0.778 0.144
CLAP (A =0) Top-5 0.646  0.650 | 0.236  0.190
InsnAlign,ia, Top-5 0702 0.698 | 0.622 0.526

jTrans (A =0) Random 0.986 0.996 | 3.606 4.487

InsnAlignjirans Random 0974 0996 | 2.974  4.621
CLAP (A = 0) Random  0.986 0.987 | 4373 4.393
InsnAligng,p Random 0991 0995 | 4250 4.998

1 The reported AUC and Cohen’s d are the average over seeds 3, 5, 7, 42.

where yiy, 0y and p_, o_ are the mean and standard deviation for
positive and negative pairs, respectively. A larger Cohen’s d indi-
cates clearer separation.

5.3.2  Setup. For each compilation configuration pair (e.g., 00—03),
we construct positive pairs from functions sharing the same source

symbol and sample an equal number of negative pairs. We evaluate

AUC-ROC and Cohen’s d for both MAS and function embedding

cosine similarity (cos).

Negative Sampling Strategy. In real-world BCSA, positive and
negative pairs are inherently imbalanced: each query has limited
true match but potentially thousands of negatives. Random nega-
tive sampling therefore produces mostly trivially dissimilar pairs,
inflating AUC for all models (Table 3) [2, 15, 47]. We adopt a harder
strategy: for each query, negatives are drawn from the top-5 candi-
dates by function-level cosine similarity that do not share the same
symbol, stress testing discriminability against hard negatives that
are close in the embedding space but semantically different.

5.3.3 Results and Analysis. Table 3 illustrates the AUC and Cohen’s
d for both MAS and function-level cosine similarity (cos) under the
different negative sampling strategies.

Instruction Alignment (MAS) vs. Function Embedding (cos).
Under random negative sampling, both MAS and cosine similarity
achieve high AUC for all models and are comparable (cos is even
marginally higher), as trivially dissimilar negatives are easy to reject
at either granularity. The distinction emerges only under the harder
top-5 sampling, where both metrics drop: here MAS attains a higher
Cohen’s d than cos for every model and a higher AUC in most cases,
indicating that the instruction-level signal is more discriminative
when function embeddings are close.

Effect of Instruction Alignment Training. Comparing the mod-
els trained with A = 0 and the models trained with InsnAlign,
we observe that instruction alignment training improves the AUC
and Cohen’s d for both MAS and cosine similarity in the challeng-
ing setting. This observation is consistent with the evaluation of
function-level BCSA performance in RQ2, where instruction align-
ment training also improves retrieval accuracy. The improvement
in AUC and Cohen’s d indicates that instruction alignment train-
ing not only enhances the quality of instruction embeddings but
also yields clearer separation between similar and dissimilar pairs,
making the instruction-level evidence a sharper and more reliable
signal for explaining the model’s similarity judgments.
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Table 4: Recall™ @1 with synergy scoring.

00 03 jTrans (A =0) InsnAlignjrans CLAP (A =0) InsnAlignci,,
GCC-11 0.5561 0.5996 0.6577 0.6847
GeC-11 Clang-13 0.5147 0.5757 0.6574 0.6857
GCC-4 0.5295 0.5772 0.6364 0.6607
Clang-4 0.5085 0.5715 0.6643 0.6893
GCC-11 0.4599 0.5448 0.6429 0.6715
Clane-13 Clang-13 0.4574 0.5373 0.6537 0.6778
& GCC-4 0.4445 0.5236 0.6305 0.6569
Clang-4 0.4479 0.5352 0.6618 0.6850
GCC-11 0.5370 0.5800 0.6411 0.6698
GCC-4 Clang-13 0.5022 0.5606 0.6425 0.6733
GCC-4 0.5418 0.5860 0.6547 0.6746
Clang-4 0.4954 0.5571 0.6492 0.6733
GCC-11 0.4097 0.5106 0.6352 0.6645
Clane-4 Clang-13 0.4131 0.5040 0.6484 0.6749
& GCC-4 0.3931 0.4915 0.6233 0.6520
Clang-4 0.4102 0.5059 0.6522 0.6795
Average 0.4763 0.5475 0.6470 0.6733
Average improvement! +18.7% +27.9% +1.16% +2.17%

! The average improvements over the values shown in Table 2.

5.3.4 ASynergy Effect. Because MAS shows stronger discriminabil-
ity in distinguishing similar from dissimilar pairs than function-
level embeddings, especially when two functions share close em-
beddings, we investigate whether combining the two signals can
further improve function-level retrieval performance. We define
the synergy score as a weighted combination:

Score(A,B) = (1 —y) - cos(fa,fg) + y - MAS(A,B),  (14)

where fy4, fg are function embeddings, and y = 0.5 balances the
two signals. Note that instruction alignment is time-consuming to
compute, so we only apply the synergy scoring to the challenging
comparison. We first rank candidates based on function-level co-
sine similarity, then compute MAS for the top 100 candidates and
re-rank them using the synergy score. This approach is consistent
with previous re-ranking approaches [54, 59]. Table 4 presents the
synergy results.

Synergy Consistently Improves Retrieval. For InsnAlign;rans,
synergy scoring increases Recall™ @1 from 0.4282 to 0.5475, yield-
ing a 27.9% improvement, whereas InsnAlign.,,, gains only 2.17%.
This discrepancy is consistent with the difference of MAS and
cos in discriminability shown in Table 3. With the negative sam-
pling strategy, MAS and cos of InsnAlign,, are similar, while
InsnAlignjirans’s MAS is significantly larger than cos. The orig-
inal jTrans and CLAP models also benefit from synergy scoring,
indicating that instruction-level alignment provides complemen-
tary information regardless of the training stage. Moreover, our
instruction alignment training further strengthens this benefit. As
shown in Table 4, the relative improvement increases from 18.7% to
27.9% for the jTrans-based model and from 1.16% to 2.17% for the
CLAP-based model, even though the trained models already achieve
higher base Recall®™™@1.

5.4 ROQ4: Label Quality and Noise Resilience

InsnAlign relies on compiler-generated debug information to es-
tablish instruction-level correspondences for training. Although
debug information provides valuable fine-grained supervision, it
is not perfectly precise: aggressive compiler optimizations may

ASE ’26, October 12-16, 2026, Munich, Germany

else if(!(in=fopen(file name,"r")))

1
1 mov eax, OFFFFFFFFh
2 return -1; 2 jmp returnLabel
3  if(!use stdin && fclose(in)!=0) imp
3 returnLabel:
4 rc = -1;
4 ret
5 return rc;

Figure 6: Example of a PLAUSIBLE label. Lines 2, 4, and 5
are absorbed into the common return sequence on the right;
thus, the mov instruction can be attributed to both lines 2 and
4, although the assembly is labeled only with line 2.

attribute instructions to coarse or imprecise source lines [35, 74].
This RQ asks whether such silver labels remain useful when they
contain noise. To assess the quality of the compiler-generated labels,
we analyze two aspects: coverage and correctness.

Coverage. Because -00 binaries undergo minimal optimization, we
use them as the reference for measuring coverage in optimized bi-
naries. We consider an -00 instruction covered if it has at least one
corresponding instruction in the optimized binary. Across our train-
ing data, 86.6% of instructions in -00 functions are covered in their
-03 counterparts. This result suggests that the compiler-generated
labels retain broad coverage even under aggressive optimization.

Correctness. We assess correctness on -03 binaries, where aggres-
sive optimization makes label misattribution most likely. Given re-
cent evidence that LLMs can analyze binary code [24, 45, 50, 66], we
use an LLM to check all validation-set mappings and manually audit
100 randomly sampled functions (24,004 mappings across 4,470 com-
piled source lines). The manual and LLM assessments are consistent.

The mappings are classified as CORRECT (86.8%), PLAUSIBLE
(5.3%), UNVERIFIABLE (5.1%), or SUSPICIOUS or WRONG (2.8%).
PLAUSIBLE mappings are likely or partially correct but cannot be
confirmed from assembly alone (Fig. 6); UNVERIFIABLE mappings
arise from imported glibc/gnulib headers or pure prologue/epi-
logue code. With only 2.8% classified as SUSPICIOUS or WRONG,
the compiler-generated labels appear highly reliable.

Noise Resilience. We use InsnAlign;,ans, the strongest instruction-
alignment variant in §5.1, and corrupt 5%, 10%, and 20% of the
instruction-to-source correspondences by randomly reassigning in-
structions to different source lines of the same function, then retrain
and re-evaluate the model. As shown in Fig. 5, label noise degrades
alignment quality only moderately: even with 20% injected noise,
InsnAlign;¢rans achieves 0.634 Recall™" @1, still 26.0% higher than
the baseline. Thus, the auxiliary objective does not require perfectly
clean debug labels. Note that this random corruption is a stress-test
proxy for noisy supervision; systematic mis-attribution caused by
aggressive optimizations is separately bounded by the correctness
analysis above.

5.5 RQ5: Effectiveness with Hard Negatives

Our main evaluation (RQ1-4) uses random negative sampling for the
function-level triplet loss. This design keeps the training protocol
consistent across all settings and isolates the contribution of in-
struction alignment training. This RQ further examines whether the
auxiliary objective remains effective when the function-level con-
trastive objective is strengthened with hard negative mining [46].
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Table 5: CLAP-based models under hard-negative training,.
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line 278| push rbp line 278 | push ri5
mov rbp, rsp
xor eax, eax
Xor eax, eax line 282 | test rdx, rdx
line 282| cmp [rbp+var_130], r9
jnz short loc_2C667 setnz al

00 03 Non-synergy Synergy
CLAP (A =0) InsnAlign.,, CLAP(A1=0) InsnAligng,,
GCC-11 0.6791 0.6939 0.6937 0.7075
Gee-11 Clang-13 0.6827 0.6962 0.6982 0.7085
GCC-4 0.6604 0.6698 0.6753 0.6841
Clang-4 0.6882 0.7004 0.7000 0.7141
GCC-11 0.6690 0.6783 0.6853 0.6947
Clang-13 Clang-13 0.6790 0.6876 0.6930 0.7039
8 GCC-4 0.6582 0.6652 0.6720 0.6810
Clang-4 0.6868 0.6956 0.7006 0.7091
GCC-11 0.6697 0.6777 0.6822 0.6930
GCC-4 Clang-13 0.6714 0.6844 0.6855 0.6979
GCC-4 0.6739 0.6837 0.6857 0.6990
Clang-4 0.6755 0.6867 0.6903 0.6998
GCC-11 0.6647 0.6735 0.6790 0.6891
Clang-13 0.6711 0.6839 0.6874 0.7004
Clang-4
GCC-4 0.6516 0.6593 0.6673 0.6777
Clang-4 0.6809 0.6907 0.6947 0.7051
Average 0.6726 0.6829 0.6869 0.6978

We use CLAP-based model since it shows better performance in our
function retrieval experiments.

Setup. To mine hard negatives, we first encode all functions in the
training set with the current model and retrieve the top-5 functions
for each anchor according to cosine similarity. During training, the
negative sample in each triplet is drawn uniformly from this top-5
candidate set (true matches are excluded), and we refresh the mined
top-5 candidates every 10,000 training steps. Hard negatives make
Ltripier substantially larger than in random negative sampling, so
we increase A to 0.02 to keep L;yipier and Lyig, balanced.

Results. As shown by Table 5, with hard negative mining enabled,
function-level retrieval performance improves, compared to the
random negative sampling results (Table 2). Notably, InsnAlign
continues to improve function-level retrieval over the hard-negative
baseline, and synergy re-ranking (§5.3.4) provides a further gain.
Using the 160,000 per-query top-1 results of InsnAlign.,, with
and without synergy re-ranking (underlying Table 5), a paired ¢t-test
confirms that the synergy gain is statistically significant (¢ = 27.0,
p = 5.2 x 107161), These results indicate that instruction alignment
is complementary to hard negative mining: hard negatives sharpen
the function-level decision boundary, while instruction alignment
supplies fine-grained supervision that function-level triplets alone
can hardly capture.

5.6 Case Study

We present concrete examples illustrating how instruction align-
ment provides interpretable evidence for BCSA. Fig. 7 shows the
simplified assembly of blake2b from Coreutils compiled by gcc
-00 and gcc -03, which exhibit significantly different instruction
sequences and control flow structures.

Instruction Splitting Under Optimization. A single source line
can be compiled into multiple non-contiguous instructions. For
instance, source line 282 produces four instructions marked by blue
and yellow in Fig. 7; under -03, these are scattered across distant lo-
cations. InsnAlign;ir,ns Nonetheless assigns close embeddings to
these instructions across the two variants, demonstrating resilience

jmp loc_2C759 line 284 | test dl, al
mov eax, OFFFFFFFFh
line 284| cmp [rbp+var_108], © jz loc_27408
line 94 | movdga xmml, xmmword_1213D@
Jm,
line 294 ..

loc_2C759

<

line 302 | mov rdx, ri2
line 301| mov rdx, [rbp+var_120]
call sub_27150
call sub_2C312 line 303 | xor eax, eax

line 32| mov rdx, [rbp+var_110] line 304 | mov rsi, [rsp+188h+var_40]
call sub_2C455 ret
line 303 | mov eax, @ line 294 | lea ri15, [rsp+188h+var_138]

line 304|mov rdi, [rbp+var_8]
line 282 | mov eax, OFFFFFFFFh
call __stack_chk_fail jmp short loc_273BA

leave
ret line 304 | call _ stack_chk_fail
(a) gcc -00 (b) gcc -03

Figure 7: Simplified assembly functions of blake2b. The line
numbers denote their corresponding source lines.

| Inlined callee
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L

(2) With ground truth.

(1) Without ground truth.

Figure 8: Instruction alignment similarity heatmap of Fig. 7.
A red cell (i, j) of (1) denotes a high similarity (S; ;) defined
in Eq. 7; a blue cell (i, j) of (2) denotes M;; = 1 (§4.2). The
columns between two black dotted vertical lines of (2) have
no blue cells, indicating that those instructions belong to

inlined callees (i.e., line 94 of Fig. 7(b)).

to code fragmentation. Similarly, line 304 is split in Fig. 7(b), with
a compiler-inserted call interleaved between them.

Robustness to Function Inlining. Function inlining poses a
prominent challenge for BCSA [20, 21], as the inlined callee’s se-
mantics are absent in the non-inlined variant. In Fig. 7, the function
called at line 301 in (a) is inlined into (b) (line 94). As shown in Fig. 8,
the model correctly assigns low similarity to instructions without
ground-truth correspondences (nearly white cells), while the code
marked by green in (a) achieves high similarity (around 0.7) with its
counterparts in (b). Comparing the predicted heatmap (1) with the
ground truth matrix (2), the high-similarity regions closely match
the true correspondences, confirming that the model identifies in-
structions from the same source line even in the presence of inlining.

Alignment Failures. To understand the limitations of instruction
alignment, we manually analyze all 216 BCSA failures of RQ5’s best
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Figure 9: Instruction alignment similarity heatmap of
cut_file. (a)] x (b)— denotes 102 X 465 instruction alignment
similarities (S; ;).

model on the validation set, i.e., query functions (gcc -00) whose
top-1 -03 match is incorrect, and group them into four causes.

Cause 1: Semantics-Deprived Wrapper Queries (162/216). The dom-

inant cause is over-simple query functions. At -00, these functions
are thin wrappers whose observable code merely prepares the call-
ing context (e.g., marshalling arguments) before delegating the real
work to a callee. The callee’s semantics are invisible in the query,
so the argument-preparation instructions carry little discrimina-
tive signal. Consequently, the query aligns to many similar wrap-
pers: its similarity matrix is dominated by high-similarity cells over
shared boilerplate. For instance, the following assembly code for
xcharalloc is a wrapper that forwards its argument to xmalloc:

push rbp
mov rbp, rsp
mov [rbp+var 8], rdi ; marshal argument

mov rdi, [rbp+var_8]
call sub 106436
leave

retn

; invisible semantics (i.e., xmalloc)

Cause 2: Context-Window Truncation (14/216). When the optimized
counterpart inlines many callees, its instruction sequence exceeds
the model’s input length (1,024 tokens) and is truncated, so the
discriminative instructions never receive embeddings. Fig. 9 shows
this for cut_file, aligning its 102 -00 instructions against 465 -03
instructions. The columns between the two dashed lines in (2) are
inlined callees, which have no counterpart in the -00 query (no blue
cells). By consuming the context window, they push cut_file’s
own body past the token limit, truncating it (gray columns). Many
-00 instructions whose true counterparts fall in this truncated region
(blue cells over gray) then find no high-similarity match, yielding
near-zero row maxima that drag down the MAS. This cause reflects
an intrinsic input-length limit.

Cause 3: Near-Twin Siblings (20/216). The query and its true match
share an almost identical body and differ only in a single branch
or one callee, yet the top-1 result is the sibling twin. Because the
differing callee’s semantics are invisible, almost every query in-
struction aligns with equally high similarity to both the twin and
the true match, so their similarity matrices are nearly identical; An
example is xvprintf vs. xvfprintf, which are identical except for
the delegated callee:

; xvprintf ; xvfprintf
call _vprintf call _vfprintf
. identical error handling (ferror, gettext, error) ...
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cwrite(n_out == 0,hold,n_hold);
n_out += n_hold;
if (n_hold > bufsize) // Deleted in patch
hold = xirealloc(hold,bufsize); // Deleted in patch
n_hold = 0;
hold size = bufsize; // Deleted in patch

[N B N

Figure 10: The code snippet of vulnerable function
line_bytes_split.

Vulnerable —»

Patched —

< Vulnerable
«—Vulnerable

I
Correctly aligned instructions

Figure 11: Instruction alignment similarity heatmap for
patch presence detection. The vulnerable function compiled
with gcc -00| vs. patched and vulnerable functions compiled
with gcc -03—. The rows between two dotted horizontal
lines correspond to assembly compiled from deleted lines of
Fig. 10.

Cause 4: Size, Constant, or Global-Only Differences (20/216). These
memory-manipulation-dominated functions share the similar struc-
ture and differ only in memory sizes, magic constants, or the ref-
erenced global. We find that corresponding instructions still earn
high per-instruction similarity, saturating the similarity matrix and
driving MAS close to one for both candidates; distinguishing them
requires operand-level reasoning that the embeddings do not cap-
ture. For instance, md5_init_ctx and sha224_init_ctx write the
same store pattern and differ only in the initialization constants
and structure size; under -03 both collapse to a vectorized load of
an initialization-vector constant:

; sha224_init_ctx (-03)

movdga xmm@, <ptr B>

movups [rdi], xmm@

movdga xmm@, <ptr C>
movups [rdi+10h], xmm@

; md5_init ctx (-03)
movdga xmm@, <ptr_A>
movups [rdi], xmm@

mov [rdi+14h], ©
mov [rdi+18h], ©

Implication. Causes 1 and 2 stem from information absent from
the query (invisible callee semantics or dropped code), and causes
3 and 4 stem from the model’s inability to reason about subtle
differences in operands. Causes 1, 3, 4 are alignment false positives
(high MAS on wrong candidates), while cause 2 often results in low
MAS on the true match.

Patch Presence Detection. Beyond BCSA, instruction alignment
may offer interpretable evidence for patch presence detection (PPD),
which hinges on capturing subtle patch signatures [18, 69, 73]. Since
a vulnerable function and its patched version typically share near-
identical overall semantics, coarse-grained function-level represen-
tations struggle to tell them apart [57, 73]. We present a preliminary
case to illustrate how fine-grained instruction alignment could help.

We study CVE-2024-0684 [13], affecting line_bytes_split in
Coreutils (Fig. 10), whose patch removes lines 3-4 (line 6 is also
deleted but optimized out under -03). We compile the vulnerable
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ver. 9.2 with gcc -00 and gcc -03, and the patched ver. 9.5 with
gcc -03. Queried with the -00 binary, InsnAlign; ,ns ranks both
the vulnerable and patched -03 variants at the top among over 2,700
Coreutils functions, and their function-level embeddings are too
close to differentiate. The instruction alignment heatmaps (Fig. 11),
however, expose the difference: instructions from lines 3-4 of Fig. 10
align to high-similarity counterparts in the vulnerable -03 variant
but not in the patched one, where those source lines are absent.
This example illustrates the potential of instruction alignment for
PPD, not a complete solution. Realizing it must still overcome the
intrinsic limitations discussed above, such as invisible callee seman-
tics and limited input length. For instance, the patch-relevant code
may be truncated. We thus leave PPD application to future work.

6 Related Work

ML-Based Binary Code Similarity Analysis. ML-based BCSA
methods learn semantic embeddings from assembly code for effi-
cient similarity retrieval. Representative approaches include graph
neural networks [14, 67], recurrent networks [40, 41], PV-DM with
random walks [9, 27], BERT-based pre-training [8, 28, 44], and
Transformer architectures with jump-aware encodings [60] or nat-
ural language supervision [53]. Other studies explored customized
graph semantics [1, 17, 58] and comparison models [39, 54]. These
methods universally operate at the function level with symbol-
based matching as the sole supervision signal [16, 39] and con-
trastive learning as the dominant training paradigm. Our work
introduces instruction-level alignment as an auxiliary objective
using multi-positive InfoNCE [25], complementing any existing
embedding-based BCSA model. Non-ML approaches [6, 7, 12, 36,
37, 42, 55, 59, 62, 68, 70] are orthogonal to our method.

Fine-Grained Representations and Explainability. While most
BCSA methods produce a single embedding per function, some
work has explored finer granularities. PalmTree [28] learns instruc-
tion embeddings via pre-training tasks, but these are not designed
for cross-function instruction alignment; we thus omit it in our eval-
uation. DeepBinDiff [10] generates basic-block-level embeddings
for binary diffing, but often relies on semantically-irrelevant fea-
tures like strings [55] and requires expensive pairwise computation.
In contrast, InsnAlign learns instruction embeddings from instruc-
tion correspondences, which can be directly and efficiently aligned,
providing fine-grained evidence of the semantic correspondence.

LLM-Based Binary Code Analysis. Recent large-language-model-
based (LLM-based) research has substantially expanded the scope
of binary analysis. Some studies directly decompile binary code [24,
51] or refine conventional decompiler outputs [45, 51, 52, 63, 66],
aiming to improve readability, recompilability, or semantic correct-
ness. Another line evaluates or adapts LLMs for binary comprehen-
sion tasks, such as function-name recovery [23], binary summa-
rization [50], similarity analysis [24], and algorithm classification
or multi-task binary reasoning [33, 49]. These studies demonstrate
the potential of LLMs for reverse engineering. However, the expla-
nations provided by them are often expressed as human-readable
artifacts, such as decompiled code or summaries. Such artifacts are
cognitively useful, but readability alone does not guarantee that an
explanation reflects a model’s internal similarity decision or helps
distinguish hard positive and negative pairs.

Huaijin Wang and Shuai Wang

In contrast, InsnAlign focuses on binary representation learn-
ing for similarity retrieval. Its instruction-level alignments expose
the fine-grained instruction correspondences between two binary
functions, providing inspectable evidence for a similarity judgment
rather than an external, post-hoc artifact, as the alignment is derived
from the same instruction embeddings that form the function rep-
resentation. We evaluate this signal not only qualitatively, but also
through hard-negative discriminability and accuracy. InsnAlign is
also related to explainable retrieval methods such as XSearch [30],
which reformulates natural-language-to-code search as concept-
to-code alignment. However, XSearch aligns query concepts with
source-code statements, whereas InsnAlign aligns assembly in-
structions across binary variants.

7 Conclusion

We propose instruction alignment as a fine-grained supervision sig-
nal for binary code representation learning. By deriving instruction-
level correspondences from compiler debug information, we aug-
ment function-level contrastive training with an auxiliary align-
ment objective that improves both instruction-level and function-
level embedding quality across diverse compiler configurations;
the resulting instruction-level alignment provides a more discrimi-
native signal and inspectable evidence for similarity judgments.
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